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Subject Access Requests 

Subject Access Requests (SARs) are 
becoming increasingly common for GP 
Practices, and failure to respond can lead 
to a complaint to the ICO (Information 
Commissioner’s Office), which in turn 
could lead to serious fines and penalties. 

So, what does this mean for us? 

We have a robust procedure in place called 
the Access to Medical Records Procedure, 
and this must be followed, ensuring that all 
requests are responded to within one 
month of receipt.  All requests must be 
logged so that we can provide evidence 
that we have responded within the legal 
timeframe.   
 

Remember to lock your screen 
 
Did you know the quickest way of locking your computer when 
you’re away from your desk is by using the following keys?  

 
Windows Key + Letter L  
You can also use Control + Alt + Delete and choose Lock 
 
Note: All mobile phones, laptops, PCs and tablets, whether 
personal or not, should have a passcode set.   

 

Mandatory Information 
Governance Training  
 

Must be completed every 12 months 
 

The training covers: 

• Data security and protection 

• Confidentiality, Integrity, 
Availability 

• Data Protection Act 

• Freedom of Information Act 

• Good record keeping 

• Disposal of confidential 
information 

• Information security 

• Breaches and incidents 
 

Blue Stream Academy can be accessed by 
clicking here Blue Stream Academy 

Access to Systems 
 
A leaver’s checklist must be completed when 
anyone leaves the organisation to ensure that 
deactivation of access to systems is actioned and recorded.   
 
Service managers will ensure that the completed leaver’s checklist 
is sent to HR Advisor Aileen Wright.  

 

 
Fair Processing Notices 
 
CBC’s fair processing notices have been produced to inform 
patients and staff how their personal data is used and what their 
rights are as individuals.  These are updated periodically to ensure 
they include all information we need to make people aware of.  
Fair Processing Notices are available on CBC’s websites.   

 
 
 

https://elearning.bluestreamacademy.com/gpmis/auth/login?ReturnUrl=%2Fgpmis%2F
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Consequences of data protection breaches 
 

Personal information should not be accessed without a legal basis to do so.  Please be aware this is a crime.  
Failure to keep personal data secure is a breach of the General Data Protection Regulation and Data Protection Act 
2018.  Fines issued by the Information Commissioner’s Office can be severe both for individuals, and for an 
organisation.  CBC has measures in place to routinely monitor activity in order to detect anything unusual, and 
concerns will be dealt with through the disciplinary procedure.  An access control audit is also carried out on an 
annual basis.   
 

It is important to keep your passwords safe and never share them with anyone under any circumstances.    
 

Below are examples of penalties issued by the Information Commissioner’s Office: 
 

A former GP practice manager has been fined for sending personal data to her own email account 

without authorisation.  She was fined £120, plus £364 costs and a victim surcharge of £30. Due to 

the timing of the incident, the defendant was prosecuted under section 55 of the Data Protection 

Act 1998 and not the new Data Protection Act 2018. 

A former administrator at an NHS Foundation Trust has been prosecuted for accessing medical 
records without authorisation.  An internal investigation found that she had inappropriately 
accessed the medical records without any business need to do so. The records related to seven 
family members and seven children known to her.  She appeared before Magistrates’ Court and 
admitted two offences of unlawfully obtaining personal data, in breach of s55 of the Data 
Protection Act 1998. She was fined £1000, ordered to pay costs of £590 and a victim surcharge of 
£50. 

Under the new Data Protection Act 2018, penalties will be more severe.  The first penalties under the new law are 
about to be issued.  We will keep you informed once information about these is made available.  One of the first 
fines to be issued in the UK under the new law is to the NHS.  The organisation reported a coding error that 
exposed the personal data of 150,000 patients in early July 2018.  Those affected had requested that their 
personal and health information should be used only for medical purposes.  However, the SystmOne application 
never passed on the request to NHS England’s IT provider, meaning the information was also used for research 
and auditing purposes. 
  
It’s not a devastating breach in the grand scheme of things, but it’s still a violation of the individuals’ right to object 
to processing – one that could prove to be a regulatory landmark. 

 

National Data Opt-Outs 
 
The new national data opt out was launched on 25 
May 2018.  This replaced the old Type 2 opt out 
code 9Nu4.   
 
National data opt outs cannot now be set by a GP 
practice, therefore practices should be signposting 
patients to the ‘Your NHS Data Matters’ website to 
record their opt out choices www.nhs.uk/your-nhs-
data-matters or advise them they can contact the 
following number: 0300 3035678.  
 
Practices should ensure that any existing data entry 
templates containing the old Type 2 
code 9Nu4 are amended to remove 
this code.  This code is now obsolete.   

 

Zero Tolerance 
 
A rise in incidents involving 
unacceptable behaviour, including 
derogatory online comments has 
prompted CBC to invest in display 
materials for its Medicus 
practices.  Staff are encouraged to 
report incidents to their line 
manager in the first instance.   
 
Where it is deemed necessary to 
issue a written warning to a patient, 
an incident report should be 
submitted which will result in a 
formal investigation.   
 
The learning outcomes from any such occurrences will be 
shared as a way of raising awareness.   

https://www.bbc.co.uk/news/technology-44682369
https://www.bbc.co.uk/news/technology-44682369
http://www.nhs.uk/your-nhs-data-matters
http://www.nhs.uk/your-nhs-data-matters


Caldicott Guardian: Dr Bill Westwood, Senior Information Risk Owner: Gary Armstrong, 
Data Protection Officer: Kate Watson 

 

Data Security and Protection (IG) Incidents – GDPR implications 
 

Under the GDPR we are required to notify data security and protection incidents (personal data breaches) to the 
Information Commissioner’s Office within 72 hours (unless it is unlikely to result in a risk to the rights and 
freedoms of individuals).  There is also a legal obligation to communicate the breach to those affected without 
undue delay when it is likely to result in a high risk to individuals.   
 

A risk to individuals rights and freedoms – what does that mean? 
 

It means risks of varying likelihood and severity which may result from personal data processing which could lead to 
physical, material or non-material damage, in particular:  

• where the processing may give risk to discrimination, identity theft or fraud, financial loss, damage to the 
reputation, loss of confidentiality of personal data protected by professional secrecy, unauthorised reversal of 
pseudonymisation, or any other significant economic or social disadvantage;  

• where data subjects might be deprived of their rights and freedoms or prevented from exercising control over 
their personal data;  

• where personal data are processed which reveal racial or ethnic origin, political opinions, religion or 
philosophical belief, trade union membership, and the processing of genetic data, data concerning health or 
data concerning sex life or criminal convictions and offences or related security measures;  

• where personal aspects are evaluated, in particular analysing or predicting aspects concerning performance at 
work, economic situation, health, personal preferences or interests, reliability behaviour, location or 
movements, in order to create or use personal profiles;  

• where personal data of vulnerable natural persons, in particular of children, are processed;  

• or where processing involved a large amount of personal data and affects a large number of data subjects.   
 

When does the 72 hours start? 
 

The 72 hours starts when we become aware of the breach which may not necessarily be when it 
occurred.  Once a member of staff or the public has reported a breach to us, this is the point that 
we are aware.  The actual incident may have occurred some hours, days or weeks previously, but it 
is only when we are aware that the breach has occurred that the 72 hours notification period 
starts.  Where this deadline is not met, we must provide an explanation.  Failure to notify promptly may result in 
additional action by the ICO in respect of GDPR.   
 

Whose responsibility is it to report data breaches? 
 

ALL STAFF are responsible for reporting incidents they are involved in or become aware of without undue delay.  
Staff should follow the Complaints and Incidents Management procedure.   
 

An incident form can be obtained from cbchealth.governance@nhs.net and should be requested and completed 
without delay.  Completed forms should be submitted to the quality and governance team.   
 

You should also notify your manager who will be able to provide advice and guidance. 
 

We ask all members of staff for their cooperation in reporting data breaches without delay.   
 

So, who reports them to the ICO? 
 

Responsibility for reporting data breaches to the ICO within 72 hours, via the Data Security and Protection Toolkit, 
has been assigned to the following key members of staff: 

 Lead Deputy Deputy 

CBC Kate Watson  Gary Armstrong Liz Orr 

Blaydon Mary-Kate McIntyre Barbara Reay Kate Watson 

Crawcrook Jean Ward  Barbara Reay Kate Watson  

Grange Road Barbara Reay Kate Watson  Alison Heron 

Rowlands Gill Gillian Brack Barbara Reay Kate Watson  
 

 

mailto:cbchealth.governance@nhs.net
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Reporting Spam Emails 
 

Did you know you can report spam emails?  To 
report an email as spam, you must email it as an 
attachment to spamreports@nhs.net.  
 

Ensure you attach a copy of the offending SPAM 
email in .msg format.  This must be sent directly 
from your mailbox and not form a forward or a copy.  
See the guidelines below: 
 

Reporting threats via Microsoft Outlook  
 

1. Select the suspect email from your email list. 
2. In the Outlook ribbon in the respond area, select 
'More' and then select 'Forward as Attachment'. 
3. In the email window that opens add 
spamreports@nhs.net as the recipient in the ‘To 
field’. 
4. Click the 'Send' button.   
 

You will receive a confirmation email from: 
REPORTS, Spam (ACCENTURE - LSP01) 
<spamreports@nhs.net>.   
 

Please remember you will never be legitimately 
asked for your NHSmail credentials.  If you receive 
an email asking you for your NHSmail account 
credentials, please report it by following the 
instructions above.  If you have already responded 
to any such email, please contact your local IT 
Helpdesk immediately.   

Children’s Online 
Privacy –  
 
My Data and Privacy 
Online: A toolkit for 
young people 
 
In a recent newsletter from the Information Commissioner’s 
Office, they sent a link to the above toolkit, which has been 
developed by the London School of Economics and Political 
Science.  We all use the internet a lot in our everyday life 
and reveal a lot about ourselves online.  Much of our data is 
being recorded and stored online by others.  The toolkit is 
designed for children but there is also a useful section for 
parents that will help answer questions about: 
 

• Online privacy: what’s the issue? 

• Who is tracking us and collecting our data? 

• What can go wrong? 

• How to protect privacy online? 

• What rights do children have? 

• Educational videos and games for children 

• Where to get help? 
 
The link to the toolkit is:  
 
http://www.lse.ac.uk/my-privacy-uk.   
 
We thought you might find this useful. 

 

A message for practice staff 
 

A new Medicus Governance Process for Complaints and Incidents Reporting is now in place.   
 

Posters signposting staff to the appropriate reporting route are displayed in practice offices however if anyone is 
unsure how to report an issue they have been involved in or witnessed they should seek advice without delay from 
Barbara Reay, Medicus Complaints Lead or one of the Governance Admin Co-ordinators, as follows: 
 

• Blaydon, Mary-Kate McIntyre 

• Crawcrook, Jean Ward 

• Grange Road, Barbara Reay 

• Rowlands Gill, Gillian Brack 
 
 

        You may also seek advice from the Quality and Governance Team in relation to your governance queries. 

 
 

We would welcome any comments about the style and content of this bulletin, and 
suggestions for future articles. Please give us your feedback by contacting us at 
cbchealth.governance@nhs.net 
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