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This workshop is intended to help you understand how mobile software and hardware can be used to expose security isguestimoyk as
well as going over some current security vulnerabilities.

Only test what youhave permission to test!

Thisknowledge is intendedio be used responsiblyo we can provide academic environments that are secure, safe and accessible.

In attending this sessigyou agree that any software demonstrated comes absolutely NEhWARRANY Use entirely at your own risk.
Ernest & the other 3rd party vendors whose software is demonstrated as part of this session are not responsible for gugisuloss or
damage whatsoever!

5 2y Q (iChimj3! http://www.youtube.com/watch?v=f6LWNQqs7TE

I am not a lawyer for legal advice please seek a trained lawyer in the field you have a question.
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Automate, Monitor, Log, Correlaté|ert, Device and Flow Data = (NS#)3
Display- Device Monitoring Alertitg X X X X X X X X X X X X X X X AX X X d ®
Mobile Rouge/Compromised DetectighX X X X X X X X X X X X X . X28 X X X X
WIFI Interference Rouge FINEK X X X X X X X X X X X X X X X X.8OX X X X X
WIFI Throughput/Capacity Testifg{ X X X X X X X X X X X X X X XH X X X X X
Test Firewall or IDS/IPS for ARK X X X X X X X X X X X X X X X X 3BX X X X X
Bandwidth Hogging Detectioh X X X X X X X X X X X X X X X X X XX X X X X X ®
ARP Poisoning and DetectiHnX X X X X X X X X X X X X X X X X P5X X X X X X ¢
Network Scanning / Password GrabbigK X X X X X X X X X X X X X6 X X X X
Metadata Hackingg X X X X X X X X X X X X X X X X X X X X X X XK X X X X X X
a2oAfS 1 ITO1TAYIkbSUG2N]IAYy T | LIJA 8OXXXXXXX
Website HTML App TestiblgX X X X X X X XX PX X X X X X X X X8 X X X X
Random Fun/Useful TOGKEX X X X X X X X X X X X X X X X X X X BIX X X X X X X
F OT GNF O] XEXKKRXXYXAXXXXXXXXXXXXIEBX XXX XXX


http://www.youtube.com/watch?v=f6LWNQqs7TE
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OpenNMS Altertive to Solarwinds

http://demo.opennms.org/opennms/

1 usernamedemo
1 passworddemo

Download OpenNMS
1. The OpenNMS Tutorial

Loginwiththe usernamey R LJ 8462 NR GRSY2¢ gA0K2dzi ljdz2zdiSao

Login

User: ...
Jan 23, 2014 08:55 EST

FAQs

User: demo Welcome to the OpenNMS Demo
Password: eees OpenNMS is the world's first enterprise grade network management platform developed under the open source model.

This system is a completely functional running instance of OpenNMS, monitoring a variety of devices. While administrative access is not available, you have full
user privileges to peruse resources, and kick the tires.

2. Navigate to the Notices tab in the top toolbar.

Node List Search Outages Path Outages Dashboard Events Alarms Notifications As

Home

Nodes w/Pending Problems Availability Over the Past 24 Hours
| o ‘



http://demo.opennms.org/opennms/
http://opennms.org/wiki/Tutorial
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3. Click on the All acknowledged notices link to view all previously acknowledges notices.

Node List Search Outages Path

Home / Notification

Notification queries

User: [ Check notices J

Notice: Get details

Your cutstanding notices
All outstanding notices
All acknowledged noticesl

Home / Notices / List
Currently showing only acknowledged notices. [Show outstanding]

Results: (1-200f 6616) 1 2 3 4 5 Next Last

Notice List

User: demo (Notices

Jan

Node List Path Outages Dashboard Events Alarms Notificatic s Reports Charts /" Distributed Status Maps+  Support

Legend [ T

Event ID | Seve:

9645 | 267550 Warning | 2/13/12 9:53:01 AM 1 admin [+] ‘ 2/13/12 12:36:31 PM ike.internal.opennms.com [+] [-] ‘ 172.20.1.25 [+] ‘ HTTP-Drinks [+]
A can of Diet 7Up has just been sold.

9644 | 267486 Major | 2/13/12 9:48:48 AM | auto-acknowledged [+1 | 2/13/12 0:49:49 M | butters.internal.opennms.com [+] [-] | |
Al services are down on node butters.internal.opennms.com. New Outage records have been created and service level availability calculations will be impacted until this outage is resolved.

9643 | 249272 Minor | 2/12/12 1:23:07 PM | auto-acknowledged [+] [ 2112112 1:24:08 P | timmy.internal.opennms.com [+] [-] | 172.20.1.16 [+] [ update 141
The Update service poll on interface timmy.internal.opennms.com (172.20.1.16) on node timmy.internal.opennms.com failed at Sunday, February 12, 2012 1:23:07 PM EST.

9641 | 241555 Minor | 2/12/12 4:50:15 AM | auto-acknowledged [+] | 2712/12 a:50:46 am | themole.internal.opennms.com [+1 [-] [17220119 141 [ update 141
The Update service poll on interface themole.internal.opennms.com (172.20.1.19) on node themole.internal.opennms.com failed at Sunday, February 12, 2012 4:50:15 AM EST.

9640 | 233377 Minor | 2/11/12 7:41:02 PM | auto-acknowledged [+] | 2111712 7:41:33 Pm | cartman.internal.opennms.com [+] [-] | 172.20.1.10 41 | Update [+1
The Update service poll on interface cartman.internal.opennms.com (172.20.1.10) on node cartman.internal.opennms.com failed at Saturday, February 11, 2012 7:41:02 PM EST.

9639 | 229800 Minor | 2/11/12 3:41:03 PM ‘ auto-acknowledged [+] [ 2/11/12 4:01:11 PM | mephesto.internal.opennms.com [+] [-] [ 172.20.1.23 [+] ‘ Update [+]
The Update service poll on interface mephesto.internal.opennms.com (172.20.1.23) on node mephesto.internal.opennms.com failed at Saturday, February 11, 2012 3:41:03 PM EST.

9638 | 229794 Minor | 2/11/12 3:40:45 PM \ auto-acknowledged [+] ‘ 2/11/12 4:00:53 PM mephesto.internal.opennms.com [+] [-] ‘ 96.10.7.245 [+] ‘ Update [+]
The bupdate service poll on interface rrcs-96-10-7-245.se.biz.rr.com (96.10.7.245) on e mephesto.internal.opennms.com failed at Saturday, February 11,’2012 3:40:45 PM EST.

9635 | 228299 Major | 2/11/12 1:59:17 PM | auto-acknowledged [+] ‘ 2/11/12 1:59:49 PM | mail1.opennms.com [+] [-] \
All services are down on node mail1.opennms.com. New Outage records have been created and service level availability calculations will be impacted until this outage is resolved.

9634 | 228296 Major | 2/11/12 1:59:08 PM ‘ auto-acknowledged [+] ‘ 2/11/12 1:59:45 PM | connect.opennms.com [+] [-] ‘ ]
All services are down on node connect.opennms.com. New Outage records have been created and service level availability calculations will be impacted until this outage is resolved.

Find when the following Notices happened

Time

Severity Responder Respond Time

2/10/12 7:51 am

2/10/129:55 am

2/13/12 9:53 am
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4. Navigate to the Reports tab.

Notice List
User: demo (Notices ) - Log out
Jan 23, 2014 09:17 EST

Notifications Assets Reports Charts Surveillance Distributed Status Maps~+  Support

5. Click on the Database Resource Graphspr KSC PerformancReports link.

Node List Search Outages Path

Home / Reports

Name contains [ Resource Graphs ]

Name contains KSC Reports

Resource Graphs

KSC Performance, Nodes, Domains
|Database Reportsl

Statistics Reports

6. Open the List reports link.

Node List Search Outages Path

Home / Reports / Database

Database Reports

List reports

View and manage pre-run reports
Manage the batch report schedule
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7. Click on the Create a schedule butteext to the early morning report. This will launch the

| Default calendar report ‘ & |
&
| Default classic report ‘ ‘ =Y
| &
‘ Early morning report ‘ 7Y ‘ \."% Q

report schedulel!

email account you have access too.

Splunk

Schedule a report to go to an

Splunk Enterprise is the platform for machine data. It's the easy, fast and resilient way to eolidgze
and secure the massive streams of machine data generated by all your IT systems and technology

infrastructure.

1. Open Splunk from inside of the NSM_NPM folder.

2.[ 23 AY dzaAy3d dal RYAYE YR
3. Add data to Splunk
31./ t A0l 2y G[ )} dzy OK &SI NOK
32.Clickky d&! RR Y2NB RIGI ¢

Allindexed data

AL 44862 NRE

I LILJE

Thiz liztz all of the data you have lpaded into your default indexes.

Events indexed

N/A

3.3. Select Windows event lo_
34.4{ St SOG bSEI

Earliest event

N/A

Add Data to Splunk

Choose a Data Type

Afile or directory of files
Syslog

Windows event logs

Windows Reqgistry

Windows performance metrics

dzy RSNY St G K

Latest event

N/A

0KS 2LJiA2Y
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3.5. Select Application, Security, Setup, and System from the Available logs list and click Save.

a.

36.4/ t AO1 a8 NDKKNHE

4. Once the events and sources are fully loaded, click on a source from the Sources list to view the data

Sources (= 4)

source ¥

WinEventLog: System
WinEventLog: Security
WinEventLog:Application

WinEventLog: Setup

4.1.

5. b GAILGS ot O

Count =

G§KS RIFIaKo2FNR oeé

6. Next, do a search for fail* and change the timanfie to Last 24 hours.

Summary Actions ~

@ Smart Mode »

Last Update =

Thu May 23 14:43:07 2013

Thu May 23 14:37:26 2013
Thu May 23 14:43:01 2013

Thu May 23 14:37:30 2013

Ot AOTAY 3 &Ll

Fail- | iszttors - Q.
6.1.
Search Tips
Iltem Example
Terms failure (not case sensitive)

Quoted Phrases (Specific phrases)

fifidat abase erroro

Boolean Operators (NOT, OR)

log OR fail (operators must be all capitalized)

Wildcards

Fail*

Pipe out commands

Error | timechart
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7. Return to the dashboard, then open the Application source, change the time frame in the search bar

to Last 24 hours, and click the search button.

8. Click on the View all fields button at the bottom of the fields list on the left hand side of the screen,
and click on User, which will move it to the Selected Fields column, then save.

8.1.

Fields

Available Fields

Keyword Minimum %

e |1
Add all »
Name
© punct
© Reason_Code
© RecordNumber

© shutdown_Type

© sid
© sidtype

source
© SourceName

sourcatype
© splunk_server
© TaskCategory
O Type

2w

100%
1.154%
100%
1.154%
17.316%
17.316%
100%
100%
100%
100%
100%
100%
17.316%

Selected Fields

« Clear all

© host
+ @ sourcetype
© source

Cancel

9. Select the User field from the fields list and click Top values by time.

9.1.

4 selected fields

a

a

a

a

host (1
source (1
sourcetype (1

User (4

15 interesting fields

a

a

a

a

a

ComputerMame (2
EventCode (45
EventType (3
index (1

Keywords (4

7 linecount (10

Loghame (1

Message (=100

Edit
M3

-

9

User (categorical)

:40.000 PM

B5/23/2@813 @4:89:48 PM

LogName=System

SourceName=Microsoft-Windows-DNS Client Events
EventCode=1814
FuantTune==

Appears in 17% of results
Show only events with this field

Values

SYSTEM

LOCAL SERVICE
NMETWORK SERWVICE
ME-Lab

10.! yS¢ tAYS INI LK oA

iKS

frad
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Charts

Top values by time
Top values overall

# % F
g0 11.544% [

20 2886% |

11587% |

5 1289% |

TaskCatesorv=None

f BeBslof 2y (K¢
{F &S &SI NI

¢ O«

Ot A0l {I @8
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Summary Search Status ~  Dashboards & Views - Searches & Reports ~

@ Help | About
Search @ Smart Mode -

[suur:e:"winEventLugApplicatiun" | timechart count by User Allime. - Q

+ 2,109 matching events [ 28

Save search

Save results.

= =] optons

Save & share results.
~ Formatting options

Charttype  line [=]

General » ' chartiitle Topusersoverthelast2¢ | Multi-series mode  Combined [
Xeads

Y-axis Legend placement| Right  [=] Missing values | omit [=]

Top users over the last 24 hours

800
600
NE-Lab
400 NULL
— SYSTEM
200

10 . 1 . January July January July January
11. Name the search the same as the chart and share it, then click Finish and then OK.

*Name  Top users over the last 24 hours

Share © Keep search private
@ Share as read-only to all users of current app

Additional permission settings available in

Acceleration [C] Accelerate this search
May increase storage and processing costs [ Learn more.

11.1.

12. Next, click Create and select Dashboard panel.

All'time - Q,

|0 CED FE

Dashboard panel...
Alert...

Report...

Event type...

Scheduled search...

12.1.
13. Create the new dashboard panel.

13.1. blFYS AG a5 ZlickNextNR mM£ YR
13.2. Name it again, share it, and click Next.
13.3. Name the panel the same as the chart and click Finish, then click OK.
1452 | yS¢g aSIFNOKI FNRY (GKS fFad wn K2dz2NBI F2NJ da
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14.1. ¢KAa oAt

aSI NOK 7T 2 Mbdick $grapih t ROl NR
14.2.

G aSOdzNR (&
Next, click on the chart icon next to the Options button.

Search @ Smart Mode ~
[ security* | timechart count by Message mﬁ
+ 206 matching evnts B0OCE=
50 results from 4:00:00 PM May 22 to 4:55:09 PM Way 23, 2013
= [_ Options 10 per page -
» Formatting options
a0
30
20 atePrivilege
760117514
ervice is starting
The Windows Firewa... started successfully.
B0 The Windows Firewa... started successfully.
10
The event logging service has shut down,
B windows is starting ...system is initialized.
‘m \
5:00 PM 12:00 AM 6:00 AM
14 3 Wed May 22

12:00 PM
Thu May 23

15{+ @S GKS aSINOK IyR yIYS Al a{SOdNAR(G& aSaal 3Sa

Ny

16. Click on the Dashboards & Views tab at the top and navigate to Dashboard 1.

Administrator | App ~  Manager

Alerts | Jobs | Logout

@ Help | About
i @ Ecitpermissions I on MEL
16.1.
17. Turn on Editing in the top rigitorner.

splunk

Summary Search Status -

Dashboards & Views - Searches & Reports -

Search: Top users over the last 2¢  symmary

[suur‘ce="h‘inEuentLDg:ﬂ-pplic Dashboard 1 t by User

Manage Views
+" 2,109 matching events

Create dashboard. ..
17.1. 3 results over all time

18. Click on New panel; name it the same as the new security chart, select the chart from the drop
down list, and click save.
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[ EVRELT

Title

Security Messages Over Last 24 Hours

Search command
@ saved search ©) Inline search string

Security Mezsages Over Last 24 Hours

18.1.
19./ t A0l 2y GKS 9RAG odzit2y Ay (GKS (2L NAIKG O2NYyS!
20. Expand the drop down nmai at the top of the window and select Column, then click Save.

Edit visualization

Visualizations E2 Table ~ [ Learn More
General EH Table
ast 24 Hours
= Bar
wll  Area
il column Off |
C Fe
Jn Scatter E‘
=% Line ’ No |
42 Single Value
:D Radial Gauge E‘
ﬂ, Filler Gauge
MUY Marker Gauge
20 1 Cancel Save

Using OSSIMOpen Source SIEMby Alien Vault

1. Click on the NSM_NPS Folder on the desktop f#d YMware Player (Non commereial use oI
Go go VMware Player Player v | Jp - 1\ M

Power up Alien Vault

Power On
|JiLFL,-|_| Alien’ i

Settings...
@ Debi Remove from the Library
=T Delete from Disk
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Power up Kali Linux

Player = =

@ Home
P

E-| P 0
i AlienVault owern

Make sure Alien Vault is powered up and at login screen

I?ﬂ AlienVault - VMware Player (Non-commercial use anly) -

Player = | [|[] + /o w

Once you click on other, the log in screen will appear. The username is root

[<ali
DOther...
Username: | root
System Default Cancel Log In

Click on log in after you type the username, then it will ask for a password. The passtword is
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Kali
Other...
Password: sesew
System Defawt Cancel Log In

After you log in, this screen should pop up.
& Kali-VMwarePlaﬁr(Non-com}iaiuseo.@f 7ﬁ ra == ]

Player + v «| B

Applications Places @& Wed Jan 22, 2:10 PM

20142013544~
alarm_report.pdf

AL LMWL

VMware Tools enables many features and improves mouse
movement, video and performance. Log in to the guest operating | Install Tools | [ Remind Me Later | [Never Remind Me
system and dick "Install Tools".

to send keystrokes

‘ = Click in the virtual screen

From this screen, click on appllcatlons hover over internet, then C|ICk on Iceweasel Web Browser.
Applications Places

' Accessories

%E] Electronics

“:% Graphics

88 Hamradio

® Internet Desktop Sharing

= M M al -
\ Kali Linux 9 Empathy Internet Messaging

el office f lceweasel Web Browser

o+ Programming
Eﬁ Sound & Video
System Tools

'@ Universal Access
alarm_report.pdf
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After opening Iceweasel, click on the bookmark on the left -hand side that says
O!1 EAIz6 BAT &

Applications Places

l[ceweasel ™ | Kali Linux, an Offensive Se

2| AlienVault - Open So... “ Kali Linux

AL LRI

This screen should pop up. The usernansligin, and the password teor.

AlienVault - Open Source SIEM - lceweasel
Iceweasel L1~ |[E] AlienVault - Open Source SIEM Ed

AlienVault - Open So. Kali Linux Kali Docs Exploit-DB Aircrack-ne
P P 9

22

ALIEN VAULT OSSIM

Accessing the Web Ul

Navigate to the IP of the USM via https from a computer on the same network. If it is the first time it
has been accessed it will require registratiorydfi are returning to the web interface you will be
required to login.
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ALIEN VAULT OSSIM

User [adrmin

Password |----

SIEM Analysis
Select Security Events (SIEM) from the Analysis tab.

‘Welcomne admi

Dashboards Analysis
Overview Alarms

Security Events (SIEM)

Raw Logs
Report List

Tickets
Report Options

I LI OK

~—
0]
p
o]
A
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A

Dashboards Reports

Security Events (SIEM)

» Trend Graph by dates

Search | RealTime Back | Refresh
|apa(he\ | P
ME TA
Sensor Data Sources Risk time >=[01/22/2014][any time
- - Clear.
\ l 2] ¢
»Maore Filters »Taxonomy and Reputation Filters
Time frame selection GMT-5:00: Timeline analysis: E Eventsﬂ]g Unique Events <
Unique Source Port:
Last 24h | Last 2 days | Last Week | Last 2 Weeks | Last Month | All addresses: TCP | UDP
Source | Destination

Destination Port: TCP | UDP Catt

ut hundreds matching your selection

(] Signature w» Date GMT-5:00 & Sensor  Source Destination
i [] Apache: Moved Temporarily 2014-01-22 13:44.09 alienvault 0.0.0.0 0.0.0.0
7] [] Apache: Moved Temporarily 2014-01-22 13:44:04 alienvault 0.0.0.0 0.0.0.0
4 [] Apache: Moved Temporarily 2014-01-22 13:40:36 alienvault 0.0.0.0 0.0.0.0
[ [J Apache: Moved Temporarily 2014-01-22 13:35.04 alienvault 0.0.0.0 0.0.0.0
5 [[] Apache: Moved Temporarily 2014-01-22 13:37:03 alienvault 0.0.0.0 0.0.0.0 <
3 [ Apache: Moved Temporarily 2014-01-22 13:34.04 alienvault 0.0.0.0 0.0.0.0
3 [] Apache: Moved Temporarily 2014-01-22 13:33:30 alienvault alienvault 0.0.0.0
¥ [] Apache: Mot Found 2014-01-22 13:33:11 alienvault alienvault alienvault

[] Apache: server error [error] 2014-01-22 13:33:11 alienvault alienvault 10.6.6.6:80

Click on one of the events to view mardgormation about it.
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Reporting

Hover over the Reports tab and select Overview.

EE [ Welcome adm.

Analysis Environment Reports

Overview

Executive Tickets Security Taxonormny Vulnerabilities

Next to the Alarms Report select Download PDF. Save and open the PDF. This will run a report of all
alarms.

Next, run a report of all assets by entering a host namegrlRetwork in the Asset Report section. Then,
click View Report.

Run a full compliance report by selecting the desired features and dates and clicking Download PDF
under the Business & Compliance ISO PCI Report section.

Go online and run more full reptsr
https://www.alienvault.com/livedemo-site/demo-environment
User Name: guest

Password: alienvault



