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hǾŜǊǾƛŜǿ 

This workshop is intended to help you understand how mobile software and hardware can be used to expose security issues in your network as 

well as going over some current security vulnerabilities.  

 Only test what you have permission to test!  

This knowledge is intended to be used responsibly so we can provide academic environments that are secure, safe and accessible.   

 

In attending this session, you agree that any software demonstrated comes absolutely with NO WARRANTY. Use entirely at your own risk. 

Ernest & the other 3rd party vendors whose software is demonstrated as part of this session are not responsible for any subsequent loss or 

damage whatsoever! 

5ƻƴΩǘ ōŜ ŀ Chimp!! http://www.youtube.com/watch?v=f6LWNQqs7TE  

I am not a lawyer for legal advice please seek a trained lawyer in the field you have a question.   

¢ŀōƭŜ ƻŦ /ƻƴǘŜƴǘǎ 

Automate, Monitor, Log, Correlate, Alert, Device and Flow Data = (NSM) Χ  3 

Display - Device Monitoring AlertingΧΧΧΧΧΧΧΧΧΧΧΧΧΧΧΧΧΧΧΧΦΦ 19 

Mobile Rouge/Compromised Detection ΧΧΧΧΧΧΧΧΧΧΧΧΧΧΧΧΧΧΧΧ.. 29 

WIFI Interference Rouge Finder ΧΧΧΧΧΧΧΧΧΧΧΧΧΧΧΧΧΧΧΧΧΧΧΧΧ.. 30 

WIFI Throughput/Capacity Testing ΧΧΧΧΧΧΧΧΧΧΧΧΧΧΧΧΧΧΧΧΧΧΧΦ 34 

Test Firewall or IDS/IPS for APT ΧΧΧΧΧΧΧΧΧΧΧΧΧΧΧΧΧΧΧΧΧΧΧΧ  43 

Bandwidth Hogging Detection ΧΧΧΧΧΧΧΧΧΧΧΧΧΧΧΧΧΧΧΧΧΧΧΧΧΦ 47 

ARP Poisoning and Detection ΧΧΧΧΧΧΧΧΧΧΧΧΧΧΧΧΧΧΦΧΧΧΧΧΧΧΦΦ 52 

Network Scanning / Password Grabbing ΧΧΧΧΧΧΧΧΧΧΧΧΧΧΧΧΧΧΧΧ 62 

aŀƭǿŀǊŜ 5ŜǘŜŎǘƛƻƴ ΧΧΧΧΧΧΧΧΧΧΧΧΧΧΧΧΧΧΧΧΧΧΧΧΧΧΧΧΧΧΧΦΦ 71 

Metadata Hacking ΧΧΧΧΧΧΧΧΧΧΧΧΧΧΧΧΧΧΧΧΧΧΧΧΧΧΧΧΧΧΧΧ 77 

aƻōƛƭŜ IŀŎƪƛƴƎκbŜǘǿƻǊƪƛƴƎ !ǇǇǎ ΧΧΧΧΧΧΧΧΧΧΧΧΧΧΧΧΧΧΧΦΧΧΧΧΦ 80 

Website HTML App Testing ΧΧΧΧΧΧΧΧΧΧΧΧΧΦΧΧΧΧΧΧΧΧΧΧΧΧΧΧ 85 

Random Fun/Useful Tools ΧΧΧΧΧΧΧΧΧΧΧΧΧΧΧΧΧΧΧΧΧΧΧΧΧΧΧΧ 87 

.ŀŎƪǘǊŀŎƪ р ƘŀŎƪƛƴƎ ΧΧΧΧΧΧΧΧΧΧΧΧΧΧΧΧΧΧΧΧΧΧΧΧΧΧΧΧΧΧΧΦΦ 95 

http://www.youtube.com/watch?v=f6LWNQqs7TE
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!ǳǘƻƳŀǘŜΣ aƻƴƛǘƻǊΣ [ƻƎΣ /ƻǊǊŜƭŀǘŜΣ !ƭŜǊǘΣ 

5ŜǾƛŎŜ ŀƴŘ Cƭƻǿ 5ŀǘŀ Ґ όb{aύ bŜǘǿƻǊƪ 

{ŜŎǳǊƛǘȅ aƻƴƛǘƻǊƛƴƎ 

OpenNMS Altertive to Solarwinds  

http://demo.opennms.org/opennms/  

¶ username: demo  
¶ password: demo  

Download OpenNMS 

1. The OpenNMS Tutorial  

Log in with the user name ŀƴŘ ǇŀǎǎǿƻǊŘ άŘŜƳƻέ ǿƛǘƘƻǳǘ ǉǳƻǘŜǎΦ 

 
2. Navigate to the Notices tab in the top toolbar. 

 

http://demo.opennms.org/opennms/
http://opennms.org/wiki/Tutorial
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3. Click on the All acknowledged notices link to view all previously acknowledges notices. 

 

 
Find when the following Notices happened  

Time Severity Responder Respond Time 

2/10/12 7:51 am    

2/10/12 9:55 am    

2/13/12  9:53 am    
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4. Navigate to the Reports tab.

 
5. Click on the Database,-- Resource Graphs,- or KSC Performance  Reports link.

 
6. Open the List reports link. 
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7. Click on the Create a schedule button next to the early morning report. This will launch the 

report scheduler.  Schedule a report to go to an 

email account you have access too.    

 

 

Splunk  

Splunk Enterprise is the platform for machine data. It's the easy, fast and resilient way to collect, analyze 

and secure the massive streams of machine data generated by all your IT systems and technology 

infrastructure. 

1. Open Splunk from inside of the NSM_NPM folder. 

2. [ƻƎ ƛƴ ǳǎƛƴƎ άŀŘƳƛƴέ ŀƴŘ άǇŀǎǎǿƻǊŘέ 

3. Add data to Splunk 

3.1. /ƭƛŎƪ ƻƴ ά[ŀǳƴŎƘ ǎŜŀǊŎƘ ŀǇǇέ  

3.2. Click ƻƴ ά!ŘŘ ƳƻǊŜ Řŀǘŀέ 

a.  

3.3. Select Windows event logs  

3.4. ά{ŜƭŜŎǘ bŜȄǘ ǳƴŘŜǊƴŜŀǘƘ ǘƘŜ ƻǇǘƛƻƴ ǘƻ Ǉǳƭƭ Řŀǘŀ ŦǊƻƳ ǘƘŜ ƭƻŎŀƭ {Ǉƭǳƴƪ ǎŜǊǾŜǊΦέ  
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3.5. Select Application, Security, Setup, and System from the Available logs list and click Save.  

  

a.  
3.6. ά/ƭƛŎƪ ƻƴ {ǘŀǊǘ ǎŜŀǊŎƘƛƴƎέ 

4. Once the events and sources are fully loaded, click on a source from the Sources list to view the data 

4.1.  
5. bŀǾƛƎŀǘŜ ōŀŎƪ ǘƻ ǘƘŜ ŘŀǎƘōƻŀǊŘ ōȅ ŎƭƛŎƪƛƴƎ άǎǇƭǳƴƪέ ƛƴ ǘƘŜ ǘƻǇ ƭŜŦǘ ŎƻǊƴŜǊ ƻŦ ǘƘŜ ǎŎǊŜŜƴΦ 

6. Next, do a search for fail* and change the time frame to Last 24 hours. 

6.1.   

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

Search Tips 

                               Item                                                                               Example             

Terms failure (not case sensitive) 

Quoted Phrases (Specific phrases) ñdatabase errorò  

Boolean Operators (NOT, OR) log OR fail (operators must be all capitalized) 

Wildcards Fail* 

Pipe out commands Error | timechart 
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7. Return to the dashboard, then open the Application source, change the time frame in the search bar 

to Last 24 hours, and click the search button.  

 

 

8. Click on the View all fields button at the bottom of the fields list on the left hand side of the screen, 

and click on User, which will move it to the Selected Fields column, then save.  

8.1.  

 
9. Select the User field from the fields list and click Top values by time. 

9.1.  

 
10. ! ƴŜǿ ƭƛƴŜ ƎǊŀǇƘ ǿƛƭƭ ōŜ ŘƛǎǇƭŀȅŜŘΣ ŎƭƛŎƪ ƻƴ ǘƘŜ CƻǊƳŀǘǘƛƴƎ ƻǇǘƛƻƴǎ ƭƛƴƪΣ ƴŀƳŜ ǘƘŜ ŎƘŀǊǘ ά¢ƻǇ ǳsers of 

ǘƘŜ ƭŀǎǘ нп ƘƻǳǊǎέ ŀƴŘ ŎƭƛŎƪ {ŀǾŜ ŀƴŘ {ŀǾŜ ǎŜŀǊŎƘΦ 
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10.1.  
11. Name the search the same as the chart and share it, then click Finish and then OK.  

11.1.  
12. Next, click Create and select Dashboard panel. 

12.1.  
13. Create the new dashboard panel. 

13.1. bŀƳŜ ƛǘ ά5ŀǎƘōƻŀǊŘ мέ ŀƴŘ click Next 

13.2. Name it again, share it, and click Next. 

13.3. Name the panel the same as the chart and click Finish, then click OK. 

14. 5ƻ ŀ ƴŜǿ ǎŜŀǊŎƘΣ ŦǊƻƳ ǘƘŜ ƭŀǎǘ нп ƘƻǳǊǎΣ ŦƻǊ άǎŜŎǳǊƛǘȅϝ μ ǘƛƳŜŎƘŀǊǘ Ŏƻǳƴǘ ōȅ aŜǎǎŀƎŜέ 
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14.1. ¢Ƙƛǎ ǿƛƭƭ ǎŜŀǊŎƘ ŦƻǊ ǘƘŜ ǿƛƭŘŎŀǊŘ άǎŜŎǳǊƛǘȅέ ŀƴŘ produce a graph. 

14.2. Next, click on the chart icon next to the Options button. 

14.3.  
15. {ŀǾŜ ǘƘŜ ǎŜŀǊŎƘ ŀƴŘ ƴŀƳŜ ƛǘ ά{ŜŎǳǊƛǘȅ aŜǎǎŀƎŜǎ ƻǾŜǊ [ŀǎǘ нп IƻǳǊǎέ 

16. Click on the Dashboards & Views tab at the top and navigate to Dashboard 1. 

16.1.  
17. Turn on Editing in the top right corner. 

17.1.  
18. Click on New panel; name it the same as the new security chart, select the chart from the drop 

down list, and click save. 
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18.1.  
19. /ƭƛŎƪ ƻƴ ǘƘŜ 9Řƛǘ ōǳǘǘƻƴ ƛƴ ǘƘŜ ǘƻǇ ǊƛƎƘǘ ŎƻǊƴŜǊ ƻŦ ǘƘŜ ƴŜǿ ǇŀƴŜƭ ŀƴŘ ǎŜƭŜŎǘ ά9Řƛǘ ǾƛǎǳŀƭƛȊŀǘƛƻƴέ 

20. Expand the drop down menu at the top of the window and select Column, then click Save. 

20.1.  

 

Using OSSIM Open Source SIEM by Alien Vault  

1. Click on the NSM_NPS Folder on the desktop  

Go go VMware Player 

Power up Alien Vault 
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Power up Kali Linux 

 

Make sure Alien Vault is powered up and at login screen  

 

Click on other 

Once you click on other, the log in screen will appear.  The username is root  

 

Click on log in after you type the username, then it will ask for a password.  The password is toor. 
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After you log in, this screen should pop up. 

 

From this screen, click on applications, hover over internet, then click on Iceweasel Web Browser. 
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After opening Iceweasel, click on the bookmark on the left -hand side that says 

Ȱ!ÌÉÅÎ6ÁÕÌÔ ɀ/ÐÅÎȱ  

 

This screen should pop up.  The username is admin, and the password is toor. 

 

 

Accessing the Web UI 

Navigate to the IP of the USM via https from a computer on the same network.  If it is the first time it 

has been accessed it will require registration. If you are returning to the web interface you will be 

required to login. 
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SIEM Analysis 

Select Security Events (SIEM) from the Analysis tab.

 

{ŜŀǊŎƘ ŦƻǊ άŀǇŀŎƘŜέ ǘƻ ǾƛŜǿ ŀƭƭ ŜǾŜƴǘǎ ǿƛǘƘ ŀǇŀŎƘŜ ƛƴ ǘƘŜ ǎƛƎƴŀǘǳǊŜΦ 

 

 

Click on one of the events to view more information about it. 
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Reporting  

Hover over the Reports tab and select Overview. 

 

Next to the Alarms Report select Download PDF. Save and open the PDF. This will run a report of all 

alarms.  

 

Next, run a report of all assets by entering a host name, IP, or network in the Asset Report section. Then, 

click View Report.

 

Run a full compliance report by selecting the desired features and dates and clicking Download PDF 

under the Business & Compliance ISO PCI Report section.

 

 

Go online and run more full reports  

https://www.alienvault.com/live-demo-site/demo-environment  

User Name:  guest 

Password:  alienvault 


