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Foreword
Dear TechRepublic and ZDNet members,
The BYOD (Bring Your Own Device) phenomenon is reshaping the way IT is purchased, managed, delivered,
and secured. And because it’s part of the growing IT consumerization trend, IT leaders can’t ignore it. Nor
should they want to.
From something as simple as allowing workers to access corporate email on their personal smartphone to a
full-blown program in which the company subsidizes the purchase of personal laptops, BYOD has the potential to increase worker productivity, create a more flexible working environment, and even reduce IT costs.
But BYOD also brings significant challenges. IT must secure data on devices the company may not own. Help
desks may need to support a larger selection of devices and operating systems than they currently do. And
you may need to develop new policies and procedures for device procurement and management, application
deployment, and data ownership.
To help you successfully navigate the BYOD landscape, ZDNet and TechRepublic have put together this collection of articles, original research, and real-world examples.
We hope you find this information useful in getting up to speed on BYOD and developing effective BYOD strategies for your organization. We also welcome your feedback on how we can make these guides even more
useful in the future. You can email your suggestions to me at bill.detwiler@techrepublic.com.
Sincerely, Bill
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Consumerization of IT, BYOD, and
mobile device management
By Charles McLellan

In the 1980s and 1990s, the PC revolution freed business computing from the centralised world of the
mainframe (and its minicomputer offspring), but companies generally retained tight control over the personal
computers their employees could use—especially in the earlier “desktop” part of the PC era. As computers
became increasingly affordable, mobile, and connected around the turn of the millennium, more and more
people began using home computers to work on after office hours.
From this point, it was almost inevitable that the process called “consumerization of IT,” which includes the
BYOD (Bring Your Own Device) trend, would occur. After all, who wouldn’t prefer to work with a notebook, tablet, or smartphone that they had carefully chosen to fit their own requirements over a device selected according
to a set of corporate IT purchasing guidelines? Similarly with applications and services: If Evernote, Google+
Hangouts, and Dropbox provide better user experiences for note-taking, video communication, and cloud storage than their respective corporate-approved equivalents, for example, people will find a way to use them.
But consumerization of IT doesn’t just mean bringing your own device to work and using consumer apps and
services: Their influence is also changing the way traditional enterprise apps look, feel, and operate. Microsoft’s
SharePoint 2013 document management/collaboration server is a good example. Not only does its user interface adopt the Windows 8 “modern” look, but it also adds a managed version of the consumer SkyDrive cloud
storage service, incorporates Facebook-style status updates, and includes an app development ecosystem.
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The trouble is, of course, that those dull-but-worthy corporate IT purchasing guidelines were put in place for
good reason: Under-the-radar hardware can bring serious headaches for IT departments when it comes to
software provisioning, device troubleshooting, and—in particular—data security.
BYOD is already well established in businesses and still on the rise. One of the leading vendors of mobile
management software, Good Technology, recently published its second annual survey of 100 of its customers,
which showed that the percentage of BYOD-supporting enterprises rose from 72 to 76 percent between 2011
and 2012, while the percentage with no BYOD plans dropped from 9 to 5 percent.

Results also showed that larger enterprises were most active in BYOD (75 percent of BYOD-supporting enterprises had more than 2,000 employees; 46 percent had more than 10,000). And intriguingly, many employees
appear willing to pay for the freedom to use their own kit: 50 percent of the BYOD-supporting companies in
the survey require staff to pay for their own devices and data plans.
Consumerization of IT is clearly not going away, so enterprise IT managers can’t simply bury their heads in the
sand. The challenge is to accommodate the “work anywhere, anytime” productivity and user satisfaction benefits that consumerization and BYOD can bring, while retaining enough control to keep company data secure
and compliance requirements satisfied.
This doesn’t have to be a negative, finger-in-the-dike operation for IT managers. Handled properly, it can
become a creative exercise in which IT staff and employees collaborate to select and exploit a mix of devices,
applications, and services that will allow them to maximise productivity on their chosen devices without violating sensible corporate IT guidelines. However, this may often require significantly different skill sets than are
commonly found in your average buttoned-down, Microsoft-dominated enterprise IT department.
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In this article, we examine the classes of software that have developed to cope with the problems raised by
BYOD and the proliferation of portable computers in businesses generally—namely mobile device
management (MDM) and enterprise mobility management (EMM) suites. We’ll unpick the components of
such products, summarise a series of recent analyst reports on MDM/EMM vendors, and examine an
alternative approach.

MDM or EMM?
A fully featured mobile device management suite actually encompasses a lot more than just device management, although that remains the starting point for an end-to-end solution. The other layers that need addressing are the applications running on the devices, the network connection to the enterprise, and the data that’s
accessed, shared, or generated. The term that captures this expanded functionality is enterprise mobility
management (EMM), and many MDM vendors are busily extending their products in this direction.
Here’s a quick tour of the functionality expected at each layer.

Device management
At the very minimum, an MDM suite must require users to set numeric or alphanumeric passwords for accessing their mobile devices and renew them at some designated frequency. Encryption of corporate data must
also be enforceable, along with remote locking and wiping of lost or stolen devices. Other basic devicelevel MDM functionality includes auditing (of device features, status, and usage), location tracking, hardware
management (disabling a device’s camera or Bluetooth connectivity where necessary, for example), and Active
Directory synchronisation (for integrating mobile device policies with existing IT management infrastructure). It
goes without saying that the leading mobile platforms—iOS and Android on smartphones and tablets, Mac OS
X and Windows on notebooks—must be supported.
Advanced device-level functionality includes support for additional platforms (Windows 8 and Windows
Phone 8 being uppermost in many minds right now), the ability to separate personal and corporate profiles,
and the ability to set context-aware policies that block access to certain capabilities (the device’s camera, for
example) at certain times or in certain places.

Application management
Control over the apps that employees run on their mobile devices is obviously essential. A rogue program
downloaded from a mobile OS’s native app store could easily compromise a corporate network, for example.
So MDM suites should provide IT managers with an inventory of the apps running on users’ mobile devices
and ideally accommodate a customised enterprise app store, where approved apps can be made available
securely to particular users or groups. Another approach is to implement a blacklist of apps that are deemed
insecure or damaging in some way to employee productivity. A more advanced—and increasingly important—
feature is app-specific security via containerisation (also known as “app-wrapping”), whereby important apps
like corporate email get individual secure connections to the enterprise network.
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Network management
A fully featured MDM/EMM suite needs to monitor device usage so that if a potentially rogue app gets downloaded (perhaps it’s not yet on the blacklist, for example), it can control access to the corporate network.
Obviously, unknown, unauthorized, or jailbroken devices should not be allowed onto the network. Also, the
suite’s network security functionality should ideally integrate with any existing network security infrastructure.

Data management
Document repositories and collaboration tools such as Microsoft’s SharePoint are widely used in larger
businesses, but it’s not a trivial matter to make them secure in a highly mobile enterprise—and BYOD only
exacerbates the problem. Content management in MDM/EMM suites needs to interface and synchronise with
leading products like SharePoint, while ensuring that sensitive documents do not escape from the enterprise.
If the MDM/EMM suite you’re considering lacks this functionality, specialist products such as Colligo Briefcase
are available to fill the gap.

MDM/EMM: A meta-analysis
Mobile device management and enterprise mobility management have been hot topics for several years,
and many analysts cover this well-populated market. To get an idea of the size of the MDM/EMM vendor
population, and some consensus on the leading
players, we’ve generated a simple ranking
based on five 2012 research reports, from
Aragon Research, Forrester Research, Gartner,
Info-Tech, and The Radicati Group.
Most of these analysts distil their research
by placing vendors into quadrants defined
by various axes: Gartner’s well-known Magic
Quadrant, for example, has axes for Ability to
Execute and Completeness of Vision, resulting
in quadrants named Leaders (top right), Niche
Players (bottom left), Challengers (top left),
and Visionaries (bottom right). To generate our
aggregate MDM vendor ranking, we simply
gave three points for the “best” (top right)
position, one for the “worst” (bottom left), and
two for each of the remaining spots (top left,
bottom right). The resulting chart looks like this:
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The 10 top-ranked vendors (green bars) include a mixture of pure-play MDM specialists and companies, like
Good Technology, SAP, Symantec and RIM, with broader offerings. Some—like AirWatch, MobileIron, SOTI,
and Zenprise—offer both on-premise and cloud-based (SaaS) deployment, while others—notably BoxTone
and Good Technology—currently support only on-premise solutions. The sole leading MDM vendor to go the
cloud-only route is Fiberlink, with its MaaS360 suite. In total, the five analyst reports covered 31 vendors—and
this isn’t an exhaustive list by any means.
As well as mobile specialism and deployment method, key factors to consider when choosing an MDM/
EMM vendor include whether mobile app and content management are supported, how well the separation
of personal and corporate data is handled, and whether the solution integrates with existing IT infrastructure
management systems. Check out our MDM/EMM directory for more detail on the companies listed above.
We’ve seen from Good Technology’s survey quoted earlier that in many BYOD-supporting companies,
employees are prepared to pay for their own devices and data plans. In other companies, some or all of these
costs are covered by the employer. However, all businesses need to avoid alienating employees by effectively
turning their BYOD notebooks, tablets, and smartphones into locked-down devices that hold little more appeal
to work on than standard corporate-approved hardware. The key here, it seems, is how well MDM/EMM
suites can separate personal and corporate usage, particularly when it comes to remote wiping capability. But
is there an alternative approach?

Mobile virtualisation: The alternative
Virtualisation has had a huge impact in datacenters and has long been used to run multiple OSes on desktop
systems, but it has yet to make similar inroads in the mobile space. That’s likely to change, though, because
virtualisation seems tailor-made for BYOD—especially as mobile devices become ever more functional in terms
of CPU and GPU power, storage capacity, and connectivity.
The idea is that IT managers create a secure, managed, virtualised space on the mobile device in which all
business-related activities occur. This is completely isolated from the device’s native environment, which
remains the user’s personal domain.
Several solutions along these lines are available, including VMware’s Horizon Mobile, which is now available
for Android and iOS devices, as well as the server-side Horizon Mobile Manager (HMM), which allows IT
managers to provision and administer users’ virtual workspaces.
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Desktop virtualisation is a well-established field, with products like Citrix XenDesktop and VMware View able to
deliver secure virtualised desktop, Web or SaaS applications, or complete desktop environments to a variety
of devices—PCs, Macs, tablets, and thin clients, for example. Such installations require a lot of on-premise
infrastructure and IT management expertise, however, so desktop virtualisation as a hosted service may prove
a more attractive option for many smaller companies. Nivio, for example, provides access to Windows desktops, applications, storage, and an administration interface on any device with an HTML5-compliant browser
and an Internet connection. It costs from $35-$60 per user per month. A similar service, Cloud Desktop, has
just been announced by Mikogo. Desktone is a leading player in the DaaS (desktop-as-a-service) market, its
technology underpinning third-party offerings from Dell, Navisite, Fujitsu, and Quest.

BYOD outlook
These days, cutting-edge technology tends to appear first in the consumer market. Once exposed to new
tech, people will want to use it at work as soon as possible. If officially denied, they’ll probably use it surreptitiously, with potentially serious security consequences.
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Consumerization, BYOD, and the increasing mobility of business computing create serious headaches for IT
managers. But these trends also create opportunities for more flexible working patterns, leading to greater
employee productivity and job satisfaction—and ultimately, a better return on investment in IT for the business.
That’s why the BYOD trend is here to stay and why IT managers need to embrace it.
Mobile device management (MDM) is currently evolving into the wider field of enterprise mobility management (EMM), a process that’s likely to see further consolidation of today’s sizeable vendor population. Larger
businesses will want to integrate these products with existing IT systems management infrastructure and
collaboration software, which will inevitably see even greater involvement in the MDM/EMM field from big
software-and-services players like Microsoft and IBM.
For some companies, virtualisation may prove a more appropriate solution than a full-on enterprise mobility
management suite. Here, the IT department simply commandeers part of the mobile device and provides
secure access to virtualised business applications or to entire corporate desktops, hosted either in the company’s or a service provider’s datacenter.
We hear a lot about work-life balance in today’s world of increasingly capable and connected mobile devices.
The challenge for business IT departments in the next few years will be to work out how best to accommodate
these demands on employees’ mobile devices.
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Survey: 62% of companies to allow
BYOD by year’s end
By Teena Hammond

As employees bring their personal smartphones, tablets, and laptops to the office, or use them offsite as they
take their work home, IT departments are grappling with the growing Bring Your Own Device (BYOD) trend.
This change in how people work and the devices they’re working on is leading to many IT departments setting
BYOD guidelines to protect company security as employees access email and other potentially proprietary
data on their own devices. By setting guidelines, access to data is controlled and productivity can be extended
to these devices.
To better understand how IT departments are approaching BYOD, we invited TechRepublic and ZDNet members to take a BYOD Business Strategy Survey. A wide array of responses was received with more than 1,000
people worldwide participating. The following are just two surprising facts we discovered:
More than 44 percent of organizations already allow BYOD and another 18 percent plan to move to BYOD by
the end of 2013.

Support for Bring Your Own Device (BYOD)

44.1%

Currently Allow

18.2%

Next 12 Months

37.6%

No Plans

0%

10%

20%

30%

40%

50%

Percentage of organizations, n=1,000
BYOD isn’t new for those who allow it, either; 61 percent of companies with policies already in place have had
those policies for more than a year.
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Length of time BYOD policy in place

Percentage of organizations, n =441 (those currently using BYOD)
Respondents also revealed their reasons for not adopting a BYOD policy. Security topped the list, but there
were other, less obvious, motives. For companies with policies in place, our research uncovered the following:
•

Brand/type of device most often issued by the company

•

Device brand restrictions

•

Percentage of employees who participate in the program

•

Type of personal devices used most often for work

•

Security approaches

•

Hardware/service plan costs (i.e., who’s paying)

Regardless of whether your company allows BYOD or strives to prohibit it, the information in this report can
help you develop a strategy that serves both the organization and your employees.
Download the full BYOD Business Strategies: Adoption Plans, Deployment Options, IT Concerns, and Cost
Savings report. (Note: The report is reserved for TechRepublic Pro members or available as a one-off purchase
through the TechRepublic store. Visit www.techrepublic.com/pro for information on becoming a member.)
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Can BYOD make the IT department
a hero again?
By Steve Ranger

The rise of consumerisation and Bring Your Own Device (BYOD) is sometimes seen as undermining the IT
department—and not just because it means they lose the small amount of leverage they had over users.
(“Be nice when you call up the helpdesk or you’ll be stuck with that antique laptop for another decade.”)
BYOD takes away the IT department’s role as sole arbiter of desktop technology and makes the job of keeping
hold of enterprise data a little more difficult.
Instead of dealing with known, secured devices, IT suddenly has to create a new security model that is
permeable enough to allow access to enterprise systems by a variety of devices but smart enough to keep
out hackers.
But all of this presupposes a narrow view of the IT department and CIO as merely gatekeepers. And it seems
that many CIOs see BYOD as an opportunity rather than a threat to their kingdom.
When asked “Is the rise of BYOD a good thing for the status of the IT department and the CIO?” the
TechRepublic CIO Jury of IT decision makers responded “yes” by a margin of 10 to two, suggesting that CIOs
are willing to embrace the benefits that consumerisation can bring for their organisation and the IT department.
Alan Bawden, commercial director at The JM Group, said: “Anything that improves the perception of the
IT department as a service that benefits the organisation can only be a good thing. It‘s an excellent PR
opportunity for the CIO and IT as a whole.”
Kevin Leypoldt, IS director at Structural Integrity Associates, said it is important that IT be recast as an enabler.
“It really does make a difference working with an employee trying to make them more efficient and mobile,
instead of treating the employee as a threat and building walls or adding levels of security. It is not always
easy; there are times that ‘no’ is the answer and the end user does not get what they want, but for the most
part, yes, it is a good thing.
“It starts with trusting the end user, building policy that protects both the end user’s freedoms and the
organisation’s data and systems, and moves IT to enabling both the employee and building systems that
balance access with security.”
Similarly, Matthew Metcalfe, director of information systems at Northwest Exterminating, said allowing
consumer devices in the office is a way of bringing IT and business together. “My group helps support the
employees more on a personal level with BYOD devices. It certainly helps open channels of communication.
That’s useful when it comes time to address the issues BYOD brings to the enterprise.”
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For Tom Galbraith, director of IT at the US District Court, Southern District of Illinois, BYOD can be a good or
bad thing, depending on how CIO promotes the role of IT.
Galbraith argues that having more and more systems and services falling outside the strict control of the IT
department has prompted a belief that the future IT department will be more like brokers of technology than
keepers, developers, or controllers. “Essentially, it is about truly understanding the smorgasbord of technology
offerings in the marketplace and, more important, how those can effectively promote an organisation’s strategy
and performance. BYOD is simply one such technology course from the expanding buffet.”

Broker of choice
IT must promote itself as the broker of choice for helping that employee get the most from the devices they
bring into work, Galbraith said. “The functionality underlying all the hype of consumerised devices typically falls
short without the help of IT, and if IT can market that message—and deliver on the promise—the consumers/
employees will have an organic desire to come to IT, and we can retain and further the overall value proposition we provide to the organisation.”
As well as the feel-good factor, BYOD can open up possibilities that the IT department alone couldn’t explore,
according to Kevin Quealy, director of information services and facilities at the Southern Baptist Conservatives
of Virginia. “It can be hard for our department to recommend new equipment when we haven’t been able to
really test and know if it will actually help the employee. BYOD allows employees to take the risk, determine
what works for them, and then share that with others. We can still control the data such as email... we just
allow employees to access it with various tools of their own.”

Cost saver?
While many CIOs highlighted the potential upside of BYOD for the IT department, others warned that there are
other impacts.
Brian Wells, associate VP of health technology and academic computing at Penn Medicine, said that BYOD is
a good thing from a reputation perspective. However, “it does create extra cost for the IT department but may
save the enterprise money overall via cost avoidance from purchasing more mobile devices.”
And Kelly Bodway, VP of IT at Universal Lighting Technologies, cautioned that BYOD doesn’t always cut costs.
“The issue is really the protection of corporate data and the integrity of that information. BYOD also requires
special tools to allow for the integration of employee devices that in many cases negates the perceived cost
savings. So in the end, the cost to the enterprise is really no different, but the employee perceived benefit
is substantial.”
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Security
The issue of security was raised by a number of tech chiefs. Rob Neil, head of business change and technology at Ashford Borough Council, said “It’s a chance to show that IT and the CIO are concerned with helping users do their work instead of being viewed as putting barriers in the way of progress, whilst muttering
‘security...’ through gritted teeth.”
And David Thomson, head of IT at Rice & Dore, said, “I think it’s a good thing but I do not think that it frees the
IT department to do other work. There will still be calls about how does this or that work and there will be an
overhead in maintaining appropriate security solutions and monitoring compliance to policies.”
David Wilson, IT manager at VectorCSP, said the big issue for BYOD is one of time management. “If all of our
devices are the same, and I have control over their use, I can support them with a minimum of time and effort.
The simple act of setting up email connectivity on unfamiliar devices eats up resources.”
He added, “On the other hand, you can’t release control absolutely to the users because the more powerful
these devices become, the more accessibility they have to proprietary information. It’s still a moving target.”
Gavin Whatrup, group IT director at marketing services company Creston, said that as long as security is maintained, BYOD can be good for IT and the broader organisation. “The priority has to be the CIA—confidentiality,
integrity, and availability—of your data and systems. After that, equal doses of information, education, and
careful management could produce a win-win for the organisation and a gold star for IT.”
The CIO Jury panel
•

Richard Storey, head of IT, Guy’s and St Thomas’ NHS Foundation Trust

•

Kevin Quealy, director of information services and facilities, Southern Baptist Conservatives of Virginia

•

Mike Roberts, IT director, The London Clinic

•

Kelly Bodway, VP of IT, Universal Lighting Technologies

•

Reji Mathew, IT director, Yankees Entertainment and Sports Network

•

Rob Neil, head of business change and technology, Ashford Borough Council

•

Brian Wells, associate VP, health technology and academic computing, Penn Medicine

•

David Thomson, head of IT, Rice & Dore

•

Matthew Metcalfe, director of information systems, Northwest Exterminating

•

David Wilson, IT manager, VectorCSP

•

Matthew Oakeley, CIO, Schroders

•

Kevin Leypoldt, IS director, Structural Integrity Associates
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BYOD in the midst of war: How IT
consumerization is keeping the US
military in touch with home
By Toni Bowers

James R. Smotherman’s greatest fear when he left for his fourth military deployment to Iraq was that his
13-month-old daughter wouldn’t know who he was when he returned. But in a testament to technology’s human value, this needn’t have worried him. Smotherman, a Chief Warrant Office 2, was able to Skype with his
wife as often as four times a week, depending on the mission.
He says, “My daughter knew exactly who I was when I got home.”

Keeping in touch
It may not be the military game-changer that a GOLIS guidance system is, but communication with the home
front is, arguably, more meaningful. For military personnel thousands of miles away, regular communication
can keep them present in the daily lives of their families and can make a huge difference in terms of morale.
But what may surprise you about the communications technology used by the modern military is its relatively
“unmilitary” flavor.
The consumerization of IT has changed the landscape of communications, and modern military personnel
have embraced it. Communications with the home front is light years away from what it was in previous wars.

A short, incomplete history of the “letter home”
My father is a Navy veteran. He was a Signalman on the USS Brock, an APD-93 hi-speed ship that transported Higgins boats during World War II. When we talk about video conferencing and emailing, he just shakes his
head in amazement. To him, it seems like something from Star Trek, because it’s so far removed from the days
when he was deployed and could go months without getting a handwritten letter from home.
“If you were stationed on a ship, sometimes you could be too far out to send letters or get them from home.
If we were way out in the Pacific, a month could go by before you could get to a port that had mail waiting for
you. Sometimes, a mail boat would come out to meet the ship if it was close enough. Then you’d get a month’s
worth of mail at one time.” A pretty tough road for stateside relatives waiting for word about a sailor’s safety.

V-mail
Perhaps one of the earliest technological advances that eased communications for the many military personnel involved in World War II was V-mail. Based on the earlier British Airgraph process, V-mail correspondence
started out on small letter sheets that would be censored, photographed, and then transported as thumbnailsize images on microfilm. Once they arrived, they’d be blown up to 60% of their original size and printed.
(Source: http://en.wikipedia.org/wiki/V-mail)
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Letters to be microfilmed for V-mail were registered, sorted, and prepared for photographing at the
Pentagon building, Washington, D.C.

Some 37 mail bags required to carry 150,000 one-page letters could be replaced by a single mail sack,
making correspondence much easier to manage in a combat zone. V-mail also deterred espionage activities
because the photocopies didn’t allow the reproduction of invisible ink and microprinting.

Fast-forwarding
As I said, today’s methods of communication seem surreal to a WWII vet. They’re a far cry from the handwritten letter. In my research for this article, however, I expected the opposite to be true, that the military would
have some kind of specially engineered machines with top-secret acronyms longer than my arm. But that
doesn’t seem to be the case.
Charles E. Higginbotham II was a soldier during the first Gulf War:
“I had the dubious pleasure of being ‘sysadmin’ on the only Defense Data Network (unclassified) email host in
theater. The BBN C70 I worked on was in the basement of the JUSMAT building in Ankara, Turkey, in 1992. It
was old before I got there, but it served as the gateway to the world for thousands of troops during that conflict.”
But in the 2000s, things improved considerably for military personnel who wanted to communicate with their
families. One soldier, David (last name withheld at his request), served in Iraq in 2010 and was actually in the
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commo (communications) section of his battalion. (David stressed that his perception is based on only what he
saw while in country and is not an official statement from the government.) He recalled the “rec sheds” in Iraq
that served as the standard soldiers’ outlet for communications. These sheds were filled with desktops and
webcams all connected to a satellite dish outside the shed. “The entire setup in the shed consisted of a case
that had two 24-port Cisco switches, a router, and a modem. That was it.”
All the video equipment was consumer-level as well. “Whatever you found at a Best Buy, we had it there:
Logitech webcams using standard Dell systems on Windows XP.”
Robert B. (last name withheld at his request), was able to weigh in on the technology differences between
his deployments in Iraq and his current deployment in Afghanistan. “When I was in Iraq, a group of us got
together and paid between $75 and $100/month for a satellite Internet system through U.K.-based Bentley
Walker. We were able to use this to Skype with video going in both directions as long as weather permitted.
Of course, we also used email quite a bit back then, but I was in a position where I could use Skype every day
and sometimes twice a day.”
Now that he’s in Afghanistan, things are a little different: “We have the exact same system through Bentley
Walker. This time, it’s more difficult to push video so I’ve only done it twice, but I receive video most of the
time. Also, where most of us were dragging around a laptop in Iraq, this time most of us have at least one laptop PLUS an iPad or the occasional Android tablet. I’ve been known to use Skype on my iPhone 4 over WiFi.”
More common this time around is Facebook. Robert keeps in touch with nearly all of his family that way,
particularly his teenaged daughters. (I guess in that way, things are no different from the civilian experience.)
He can also take care of home-centered business from Afghanistan. For example, his wife recently scanned a
check and sent it for him to sign, re-scan, and send back to her for deposit in the bank.

Changes in technology between deployments
Many of the military personnel who were kind enough to offer their input for this piece had several deployments under their belts and could attest to technological changes that occurred in a few short years.
James R. Smotherman has had five combat deployments to Iraq; the last one being 12 months in Baghdad.
He said, “During my first deployment, everything was obviously a lot less accessible, but even as soon as
my second, we had Internet in our rooms. We had passed the hat amongst our platoon (about 25 men) and
bought our own satellite dish and service, each paying the platoon sergeant every month, who would then pay
the provider.”
By the time he left Iraq in 2011, there were options for VoIP phones, cable service, and Internet, all from their
rooms, which had either been hardwired for LAN or had the service of a wireless router, which had been run
through the living areas. Speeds had increased significantly too. “In 2003 it took over a minute to load a webpage, and that was just checking email. In 2011, I could Skype with my family and browse the Internet at the
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same time, with little latency issues. This was of course in Baghdad, and I lived on the largest military complex
in Iraq.”
Indeed, the part of the country he was in played a big part in accessibility. In 2006 in Mahmudiyah, he said,
“there was no Internet service in the CHU (containerized housing unit), because there were no CHUs. We lived
in tents that didn’t have wireless routing yet. We had two Internet cafés though, one commercial, one MWR
(military-run Morale, Welfare, and Recreation), and until someone spread a virus through the use of MySpace
(which was subsequently banned in the MWR café), both offered relatively good service.”

Security
TechRepublic has run hundreds of articles concerning best security practices for protecting corporate data.
One area that I was eager to learn more about from the enlisted folks I spoke to was how, with all of these
avenues of communication so freely available, they are able to keep security under control. Certainly it must be
a priority when the stake is much more than the loss of business intelligence.
What I learned was that there are two types of information systems. You have the SIPRNet (Secret Internet
Protocol Router Network), which handles all classified information, such as that issued by the U.S. Department
of Defense. This is a system of interconnected computers that transmit information by packet switching over
TCP/IP protocols in a completely secure environment, like the classified version of the Internet civilians use.
The system military personnel use to communicate with family and friends at home is called NIPRNet (Nonclassified IP Router Network).
David says, “The SIPRNet system requires you to use your CAC card for login and you have to have proper
clearance. The SIPR systems were also not connected to the open network and were completely cut off
from the outside. Also, there was absolutely no WiFi to be found. Everything had to be a wired connection for
security. You had the green CAT5 for NIPR and the red for SIPR.”
With so many of those interviewed for this story referencing Facebook as a communications godsend, I had to
wonder how security risks were mitigated with the NIPRNet. According to Robert, Operational Security (OPSEC) is always a concern and a constant part of the fight. However, interception of the satellite communication
itself is a comparatively minor concern. The danger, he says, is the possibility that a soldier will say something
to a friend or family member without realizing that he or she is giving away too much information. “With the
Internet, it happens very rapidly, can’t be easily taken back, and could potentially give access to real-time
information of intelligence value. The biggest threat to OPSEC is the double-edged sword, social media, and
especially Facebook.”
Soldiers also like to take photographs that can include things they shouldn’t, like a photo that includes embedded GPS coordinates along with “This is the headquarters where I work.”
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Training is key
For the most part, according to David, soldiers do what is right while in country. “All soldiers are briefed on
what they can and can’t tell their friends and family. Even the soldiers’ families are briefed by the FRG (Family Readiness Group) on what to share with people outside the family.” David saw only one instance in which
a soldier sent an email to a family member on a NIPR system explaining why he wouldn’t be available at a
certain time (he would be on a mission)—information that was deemed classified. The slip wasn’t intentional
but the soldier was demoted and lost security clearance; the mission was rescheduled.
The military also has to take special care in the delicate matter of family notification in the event of a casualty.
Chief Warrant Officer Smotherman said in that case, there would be a communication blackout time where
access to the commercial Internet would be turned off so that the next of kin could be notified through proper
channels, rather than via a random email from a buddy who ‘just wanted to help’.”

Almost like being
there…almost
Everyone I spoke to in preparation for this article
made the point that, although the technology is
wonderful, it can never take the place of actually
being there with family. You may be able to Skype
with your husband or wife about the day’s activities, but you won’t be there to offer a hug. You
may get to see your son’s happy face as he tells
you about his new bike, but you won’t be there to
hold the seat for him as he takes his first ride without training wheels. You can see your daughter
all dressed up for her first day of school, but you
won’t be there in the auditorium as she turns and
waves before heading off with her new class.
Technology can never take the place of actually
being there. But when you’re honor-bound to a job
that takes you thousands of miles away from your
loved ones, as James Smotherman would say, it’s
the next best thing.

James Smotherman, CW2 USARMY FORSCOM (US), getting
a welcome home from his daughter Elise, who knew exactly
who he was.
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Five security risks of moving data
in the BYOD era
By Ellyne Phneah

The influx of computing devices, from laptops to smartphones and tablets, into the workplace might bring
convenience and increased productivity to individual employees. However, this Bring Your Own Device (BYOD)
trend also surfaces a range of risks and challenges that include securing corporate networks and data, mobile
device management, and implementing granular security policies.
Ammar Hindi, Asia-Pacific managing director of SourceFire, said that new technologies such as the enterprise cloud, cloud-based apps, social media, and high-powered mobile devices offer more ways to access
corporate data. In turn, moving data across different devices and networks increases security risks to the
corporate network and opens sensitive corporate data to leaks and attacks. Employee-owned mobile devices
are beyond the scope of control of internal tech teams, and the risks are compounded by the growth in mobile
malware, Hindi said.
This is why organizations today need to go beyond traditional security practices and policies and look at
technology to help set policies, control access, and prevent data loss at both the application and device levels,
advised Jim Watson, vice president and corporate general manager at Good Technology.
ZDNet spoke to other security watchers to find out the top threats faced by companies in today’s BYOD era
and what they can do to secure the movement of corporate data.

Unknown third-party access via mobile apps
When employees download and install mobile apps for their personal use, they allow unregulated third-party
access to other sensitive corporate information stored on their devices, said Amit Sinha, CTO at Zscaler.
These apps may be pre-infected with malware, which might be instructed by hackers’ command and control
servers to steal information from the mobile device without alerting the users, he said. Should employees’
handsets connect to open Wi-Fi networks, the corporate data stored on their devices might also be exposed.
In addition, imposing security apps on employees’ mobile devices is a headache, since the software requires
constant updates and are easy to circumvent. “The user can simply uninstall the app if they dislike it. Worst
of all, these apps impact device performance and degrade user experience by stretching the already limited
processor and memory resources on the mobile device,” Sinha said.
One way of addressing the security risks posed by mobile apps is to blacklist at-risk software or adopt an
effective Bring Your Own Application (BYOA) strategy, Watson said.
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Blacklisting, while safer, is unrealistic, since there are so many apps available and more being developed each
day. The BYOA option could be safer because it involves separating corporate and personal data on the
mobile devices using mobile application management (MAM), he said. MAM involves the creation, deployment,
and management of internally and commercially available apps used in business settings on personal
mobile devices.

Challenges in tracking data
Neil Thacker, information security and strategy officer at Websense, said that the ability to manage and
track corporate data has become more difficult with the adoption of cloud and mobile storage services in
the enterprise.
Most organizations can‘t track data effectively and often rely on third-party services to do so—or hope their
employees strictly follow best practice guidelines. This means there is no effective method of measuring the
additional risk exposure from the movement of data. Thus, companies should consider the use of a content security tool that comes equipped with discovery and monitoring features to protect against data loss,
whether on the network or mobile devices, he said.
“They may also want to consider what information is allowed to be accessed and stored on a device, and set
automated parameters to ensure data isn’t at risk.”

Data management and segregation are critical
for compliance
Thacker said that data location and segregation are key challenges when trying to ensure compliance with
cloud and mobility included in the equation.
“Auditors will want to ensure the data they are concerned about is adequately protected and will also want to
see validation of this through documented evidence.”
That said, information security teams should have a clear, documented list of policies on data management,
along with a list of third parties or devices on which data is stored, Thacker advised.

Stolen, lost mobile devices leak data
Sinha said that because of the small form factor of mobile devices, users tend to bring them everywhere. And
since most mobile and tablet devices are not usually locked with a PIN or password—and those that do are
secured with just a four-digit PIN—the protection for mobile devices is not robust.
Companies should follow or amend current corporate policies on mobile device security to be on par with PC
security, he said. But they should strike a balance between creating safeguards and user convenience.
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Disgruntled employees a risk
Unhappy workers and those leaving an organization are another source of risks in terms of corporate information being compromised, Thacker said.
The majority of the “leavers” will forget to remind the human resources (HR) team that they have a device with
corporate information. And an employee who is unhappy with the organization and has the means of accessing data may leak the data to rival organizations. Companies must therefore remind their HR teams that all corporate data on a personal device is still the property of the company, as well as public cloud storage services
employees used to store work data, he said.
To protect confidential data, companies must monitor data-in-use and data-in-motion on employees’ personal
devices and from cloud services, Thacker added. For example, a company can implement an acceptable
use policy (AUP) highlighting the appropriate use of information that employees have already agreed upon
and signed.
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Surface RT versus iPad:
BYOD tablet showdown
By Steve Ranger

It took the tech industry 20 years to figure out that in order to make tablets popular in business, they had to be
a hit with consumers first.
Now tablets are firmly entrenched in the consumer space, large rollouts of tablet computing devices in business are beginning. And as very few of the tablets available on the high street are really suitable for business
use, it’s often the case that the most common tablet seen in businesses is an iPad.

Apple has in the past done little to encourage business use of the iPad because it hasn’t needed to. Even
so, it’s by far the most used tablet in the enterprise. That de facto enterprise domination is a combination of
staff bringing in their own iPads as the BYOD trend gathers pace (according to one estimate, last year some
40 percent of tablets were bought by individuals to be used at work) and more recently, some corporate
investments.
However, Apple has started to talk up iPads in business—Barclays Bank got a name check in Apple’s recent
financials after it snapped up 8,000 iPads, for example.
That could be because there’s a fresh challenge to the iPad’s enterprise dominance emerging, in the shape
of Microsoft’s Surface. Apple hasn’t had any real competition in the tablet market and Surface could be a
contender, in business at least.
And yet the two devices embody completely different design philosophies and even attitudes to the workplace.
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Surface is square. It’s boxy. It’s earnest. It wants to be useful. The iPad is curved, sensuous. It’s playful; it
wants to be adored. Surface is most at home sitting on a desk. The iPad wants to be held.

Surface detail
It’s tempting to argue that the Surface isn’t a tablet at all—it’s a notebook that wants you to pretend that it’s
a tablet. Without a keyboard, the Surface is forlorn, bereft, unbalanced. Even with the handy addition of the
kickstand, the keyboard is an integral part of the package.
This is entirely deliberate. For businesses, most of which aren’t entirely sure they want to buy tablets, that
boxyness and emphasis on utility is actually quite reassuring.
But the counterbalance to that, for Microsoft, is that it needs Surface to be a success with consumers as well
if it’s to challenge the iPad. And I struggle to see that happening: Surface is far too worthy to be a fun gadget.
In the research for this article, I’ve been using both the Surface RT and an iPad to see which fits me better
from a work perspective. I’ve been using a Surface with Windows RT on and off for the last few weeks, and
the vast majority of that time I’ve had the keyboard attached. When I’ve occasionally used it as a tablet, it’s
been for consuming content—reading, aimless Web browsing, or watching video.
I’ve not used the Surface in portrait mode once, and I can’t really ever imagine doing so. While the Windows
RT model has been implicitly aimed at the consumer market—the 32GB Surface with Touch Cover is the same
price as a 32GB iPad—it still feels much more like a notebook and a business tool.
The Microsoft Store doesn’t have anywhere near the range of apps that Apple can offer, and while Windows 8
is a step toward a world of mobile and cloud as default for Microsoft, its desktop heritage is still strongly felt.
Mostly, I’ve used the Surface with the Type Cover and found it extremely easy to use. The Touch Cover
keyboard, which I’ve used occasionally, takes a little more getting used to but is actually perfectly usable. (Pro
tip: Having the keyboard sound switched on for the first few attempts is a useful psychological crutch when
getting used to the flatter keyboard, if slightly irritating for those around you.)
The Touch keyboard does offer the unexpected advantage of completely silent typing—a handy stealth mode,
perfect for working while on conference calls.
Using the Surface has been my first real look at the Windows 8’s tiled user interface. It took all of 30 seconds
for me to get grips with it, and like it. I don’t miss the Start button, and when I’ve occasionally visited the
desktop it has seemed to me desolate and windswept, not a reassuring return home.
But the big selling point of the Surface is nothing to do with the elegant hardware or the fancy UI: it’s the inclusion of Office that will make it a contender in business.
That’s another reason that I struggle to see the Surface as a consumer device: While there may be a segment
of the consumer market that yearns for Word on a tablet, it’s not exactly a large chunk.
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But yearning for Office is exactly what business users do. They need Word and PowerPoint, and Excel too, the
poor lost souls. And Office works fine, as does SkyDrive. It’s worth noting that I’m not a power user—browsing and reading and writing documents and occasional spreadsheets is my standard usage, so read the full
reviews of Surface RT and the iPad if you’re craving technical details.
The smallish Surface screen is not a problem for writing stories (including this one), although I prefer a larger
screen for editing. Some enterprise apps might become painful to look at with extended use. Battery life was
not an issue—mainly because the charger is small and light (unlike many), so I was happy to carry it. The addition of a USB port is also handy, as I prefer to work with a mouse.
There are many limitations to the Surface RT—the lack of backward application compatibility is irritating, but
what’s more annoying is the lack of browser and search engine choice, especially as I use some browserbased apps that don’t support IE. The lack of some common apps in the Microsoft Store—such as TweetDeck—means you have to figure out a workaround, which is tiresome.
And then there are some problems that come from this being the first version of the hardware: apps that don’t
work very well, for example.
All these limitations make the RT feel compromised, a budget model—except the price (£399 for the basic
model, or $499) is anything but.

iPads and the tyranny of choice
All tablets have to define themselves against the iPad, the genre-defining product.
The main problem with using an iPad for work is the lack of two things: a keyboard and Office. The keyboard
is something you can deal with easily—there are plenty to choose from, although choice is a pain that businesses don’t always want. It took me a while to get used to the iPad with a keyboard, whereas the Surface
looks naked without one, the iPad looks awkward with one as I’m far more used to holding it.
With the iPad, I’ve been using a Logitech solar-powered keyboard. It’s not the most stylish and feels heavier
than the Surface-plus-keyboard combo. It was also too cramped to write on it very long, although it was
perfectly acceptable for typing up some notes in a meeting. One advantage to this particular add-on is that it
has two settings, so you can have the iPad screen at different angles for typing and watching video.
The lack of Office on the iPad means another choice to make: whether to go with the Apple productivity suite
or test out other App Store offerings. Although it’s fine for the individual user, it means you’ll have to be careful
that the tools you choose fit with your employer’s technology choices too.
Despite almost constant rumour, there’s still no sign of Office for iOS or Android. Microsoft seems to have the
long game in mind; while Redmond might make a bunch of money from selling Office for iOS, it would at the
same time effectively signal that it had lost the battle for the enterprise tablet market to the iPad. Depending on
how Surface fares, this still may come to pass. But not today.
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Surface vs iPad for BYOD?
Tablets can be used in all sorts of ways—I’d suggest a significant proportion of the iPads in use are for presentation to clients or to host specific customer-service apps. The desktop replacement segment is smaller, but
that’s because the iPad isn’t and wasn’t designed to be a desktop. Similarly, the Surface RT has been implicitly positioned as a consumer device.
But they’re both being used in business thanks to BYOD fans—a reflection of the fact that the hardware our
employers offer doesn’t do what we need it to. So there are compromises to using either an iPad or a Surface
RT in business, as I’ve discussed above.
Both the iPad and the Surface are perfectly adequate companion devices, which is where BYOD is right now.
Out of the box, I found the Surface to be the better tool for working day to day, while the iPad, despite requiring users to add a keyboard and productivity tools themselves, is a much more rounded device.
Even with its limitations and underpowered specs, the Surface RT is an interesting option as a BYOD device—
and the Surface Pro will be even stronger. That’s no surprise, and in some respects it’s not actually good news
for Microsoft.
While the fate of Windows 8 is more important for Microsoft than the success of one piece of hardware,
Surface RT was a great opportunity for Microsoft to create some consumer excitement. Instead, it’s delivered
what feels like a lightweight business machine.
The Surface RT will do little to win over consumers from the iPad or various Android tablets. And considering
how important winning the consumer is, playing it safe with the RT may bring short-term success but backfire
in the longer run.
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BYOD is on the rise in Asia,
but challenges remain
By Liau Yun Qing

The Bring Your Own Device (BYOD) trend is popular in Asia-Pacific, as many companies already allow their
employees to use personal devices in the workplace. However, security and cost remain key obstacles for
companies that do not practice BYOD, say industry observers.
Kevin Wo, vice president at Avanade Singapore, shared findings from a recent study commissioned by the
company. According to the study, 72 percent of organizations in Asia-Pacific said the majority of their employees use personal computing devices in the workplace. This is higher than the global average of 61 percent. In
addition, 72 percent of respondents from both Singapore and Malaysia said their employees bring their own
devices to work, while 61 percent of Australian organizations do so.
Ng Tock Hiong, manager for Systems Engineering at Cisco Singapore, said BYOD adoption in Asia is “doing
very well.” He pointed to an Ovum study that found that more than 70 percent of multinational corporations
(MNCs) in Asia-Pacific are implementing policies internally to support approved employee-owned devices.
Consumers in Asia are familiar with juggling multiple devices in their daily lives. Ng cited findings from the
Cisco Connected World Technology Report that indicated 89 percent of consumers in Asia use between one
and three work or personal devices in a typical day to email, send text messages, surf the Web, and post
updates on social media sites.
Wo noted that globally, 71 percent of companies have changed at least one business process to adapt
to BYOD. These processes include IT management, sales and marketing, human resources, and
customer service.
Using Avanade as an example, he said the company changed the original definition of “workstation” within the
company policy to “devices,” as employees are using multiple devices, including a desktop PC, laptop, tablet,
and smartphone.
Many of the companies surveyed saw positive effects of BYOD, such as stronger sales, increased profits,
greater agility, and improved employee satisfaction, Wo said. “Most of our employees are very mobile nowadays, and it makes sense for us to be able to tap on our corporate applications wherever we are.”

Users: We want BYOD
Two Singapore-based professionals whose companies have greenlighted BYOD shared their experiences
with ZDNet.
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Johnathan Tan, who works in the IT industry, said his company has moved its email and other related services
to the cloud via Google Apps. He said that the BYOD system benefits both him and the company, as he
requires only one phone to access both personal and company apps.
He added that through phone subsidies, the company is able to save the cost of buying equipment. And the
user can respond faster because there is only one device to manage.
A PR professional who asked to remain anonymous said that while the company allows employees to access
files from the shared drive through personal devices, they have to “go through hoops” to reach them. He said
setting everything up is too much of a hassle, so he prefers not to access files through his personal devices.
“My company does not promote a BYOD culture and we’re still in an ‘everyone gets a desktop’ mentality,”
he said. “Companies that do not promote a BYOD culture usually have very backward processes with their IT
departments, where you need five million forms to get something done on your PC—for example, when setting the default browser.”

Security, cost, and policy changes prevent BYOD
While the majority of the Asian companies surveyed have implemented BYOD, Wo acknowledged that some
are still hesitant.
“From the organization’s perspective, there are still concerns around data security and compliance. The
increase in cost in managing multiple devices and platforms has also created a challenge for some,” he said.
Security remains one of the key concerns of BYOD, but other roadblocks are equally significant, Wo added.
For example, companies might find they do not have time to train employees on BYOD-related security risks
or find it difficult to implement policies to govern employee-owned devices.
Ng said that companies will need to invest in an infrastructure that enables a secure wireless environment,
changes in policy framework, and a change in corporate culture. And even with BYOD policies in place,
companies need to have the right tools and applications that run across multiple devices for employees to
maximize the potential of BYOD.
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10 reasons BYOD may be a bad fit
for your organization
By Steve Ranger

Letting your staff use their own smartphones, laptops, and tablets can make them happier and more productive, cut business costs, and even help attract new talent—but there are a potential disadvantages too. Here
are 10 reasons why Bring Your Own Device (BYOD) culture might not work for your organisation.

1: Staff resent paying for their own phones, laptops,
or tablets
BYOD is attractive to employers because they can use it as a sneaky way to get staff to pay for the tools they
need to do their jobs.
For example, around 40 percent of tablets are bought, with their own money, by people who intend to use
them only at work. But unless the employer starts offering cash to staff who go down the BYOD route (and not
all employers do), many employees will reject BYOD because they quickly realise they are effectively subsidising their employer’s profits.

2: It won’t cut your costs
Three-quarters of IT directors worry that BYOD will cause IT costs to “spiral out of control,” according to a
survey for IT services provider Damovo UK. Because businesses lose the ability to cut costs through bulk buying, for example, they can end up paying over the odds for call and data plans if employees claim these costs
back as expenses.

3: It can make life harder for the IT department
Letting staff use their own gadgets could rapidly turn into a headache for IT. While many corporate BYOD policies expect staff to support their own equipment, seven out of 10 of the IT chiefs queried in the Damovo poll expected no cut in IT support costs, as the IT departments will still be the first point of call when things go wrong.
Adding new security measures to cope with the influx of consumer devices is another big short-term cost: New
software on the corporate shopping list could include mobile data protection, network access control, and mobile
device management, and IT would face the hassle of configuring access privileges on an individual device basis.

4: Corporate-issue IT makes sense for the same
reason schools have uniforms
Allowing BYOD can unintentionally create an uneven playing field for your employees. If one worker spends
a lot of money on a high-end device to get work done quicker, this could lead to huge resentment—and a
computing arms race—as other workers scramble to catch up.
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If staff has to spend more of their own cash to keep up with their colleagues, that’s sure to be bad for morale
(even if productivity rockets). In contrast, using corporate-issued IT avoids the problem. It’s a bit like wearing a
school uniform. It might be bland, but at least everyone looks equal.

5: Security problems
Security is one of the biggest issues with BYOD because allowing consumer devices onto corporate networks
brings significant risks, unless managed correctly. That makes it a no-no for staff who are dealing with sensitive
personal or commercial information.
IT organisations will need to set strict and enforceable guidelines for employees. And that means employees
have to be vigilant about security, whether they (or their family) are using their device for work or pleasure.
Because the IT department has less control over the devices used by staff, much of the responsibility for
security will be with the users. For example, they will have to ensure that their devices are patched, perhaps
encrypted, and have up-to-date antivirus software running.
For the individual user, this is a major headache, as failure to do this could lead to the device being banned from
the corporate network—and that could result in a productivity drain for the company. Many users may see this
as too much of an overhead—and stick with the standard offering instead. Unsurprisingly, IT is worried. According to a BT survey, only one in 10 IT managers believes BYOD users understand the IT risks involved.

6: Data loss—yours and theirs
As well as the risk to enterprise systems, there is the risk that sensitive data could be placed on staff devices
and then lost. While there is plenty of mobile device management software that can reduce the risk, staff may
be reluctant to grant IT access to and oversight of their own devices. Enterprise IT chiefs have to be careful to
protect corporate data (by doing a remote wipe when someone leaves the organisation) without running the
risk of compromising the individual’s data too (by wiping all their holiday photos at the same time).

7: Short-term gain, long-term pain?
The upside of BYOD is going out and buying a shiny new laptop to show off in the office. And it’s even better if
a corporate BYOD policy means it’s subsidised, which is why BYOD has been so attractive to staff.
But after the honeymoon, the day-to-day reality may be slightly different, especially if employees make bad
choices and their new kit doesn’t perform as they hoped. The trouble is, once they’ve spent the money,
they’re on their own. And IT—and the boss—won’t be pleased if their work performance suffers because
they’ve chosen bad tools.
For example, buying a Windows 7 laptop might have saved someone a bit of money. But if everyone else on
the team is using a shiny new iPad and they can’t collaborate effectively, the long-term costs to their career will
outweigh the savings made.
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8: It’s a licensing—and legal—minefield
Switching to BYOD means you have to keep an eye on licensing, too. IT needs to make sure it has enough
licenses for all the BYOD kit, which can eat into the cost savings.
Under some licenses, the software can be installed only on devices owned by the business, which is another
complication, although desktop virtualisation can help with these problems. And there are other legal issues.
For instance, it’s unclear who would be liable if a device used both in work and at home was also used for
illegal downloading.

9: Consumer devices will hurt productivity
There’s a reason why business devices are boring—they’re for business, not pleasure. There’s a risk that if
you encourage staff to bring in their own devices that are more suited to watching videos, playing games and
keeping up to date with their digital social lives, they will do just that.
If you are working on your shiny new iPad instead of on your dull office-issue laptop, the temptation to click on
one of those fun apps (a game of Draw Something, anyone?) must be resisted.

10: Your staff doesn’t care about gadgets
We tend to forget, but not everyone is a tech obsessive. Many workers may well look at you incredulously
when you tell them they can bring an Apple to work instead, and will probably think you’re telling them to go
on a diet.
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Case study: How Dimension Data
is reaping huge benefits via BYOD
By Spandas Lui

There are many organisations looking to jump onto the Bring Your Own Device (BYOD) bandwagon, and
perhaps they should take some advice from Dimension Data, a company that has made great strides in its
BYOD scheme.
Founded and headquartered in South Africa, the IT services provider has more than 14,000 employees around
the world, with branch offices from Australia to Brazil.
Ian Jansen is the CIO of Dimension Data’s operations in Australia. He kick-started Dimension Data’s BYOD
journey two-and-a-half years ago and has not looked back since. Coming from a business background, as
opposed to an IT background, he was keen to present a business case for a BYOD scheme at the beginning
of the journey.
“I thought it would be easy, but when I sat down and thought about this, it was much harder,” he said. “Of
course I’m going to say there are financial benefits because we don’t have to buy computing devices for staff,
but our risk will go up, our support complexities will go up, and so on.”
But in reality, all it comes down to for me is this: BYOD is the only way I can keep up with mobility.”
He noted that the frequency of people moving between devices has increased, not to mention the number of
devices they are carrying.
“In our business, the average number of devices per person is around 2.9,” Jansen said. “Fragmentation of
devices will continue.”
Dimension Data currently has more than 600 workers at its office at The Rocks, Sydney, with 100 additional
workers coming in every year. Despite the fact that the office is at full capacity, the company doesn’t want to
move to a bigger premises, partly because of the heritage-listed Belgian Bier Cafe is right next door.
Not to mention that the cost and disruption of moving staff over to a new place would be prohibitive. According to Jansen, the new office fit-out cost, infrastructure cost, and interruption to working hours are just a few
reasons why Dimension Data will be staying put at The Rocks.
Mobility has become a crucial part of making the full office working space sustainable. Hot-desking has
become a popular option for Dimension Data staff.
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“The ability for people to come in and out of the office very quickly is becoming more relevant to our business,”
Jansen said. “In fact, we have a number of internal IT projects we are running in order to make sure we make
do with the space we have.”
BYOD is a key part of the whole flexible work environment philosophy for Dimension Data, and the first thing
Jansen did to get the initiative started was create a BYOD policy. He thought it would be a quick and easy
process, but it evolved into something that required a lot of work.
“I’ll be the first to admit I went home on a Friday, opened up a bottle of red wine, sat down in front of the
computer, and thought, ‘How hard could it be? I’ll have it done by Monday’,” he said.
But on Monday, he walked back to the office empty handed and decided to think through his BYOD
approach again.
He decided to post the BYOD policy bit-by-bit on the Dimension Data intranet so staff would have an opportunity to have their say and provide suggestions. People were actually paying attention to this would-be policy.
“I quickly realised how passionate they were about this, and it was something that touched them,” Jansen
said. “Of course, it was an absolute pain in the bum to sit back and write up the policy based on
everybody’s input.”
With a BYOD policy in place, which is reviewed on a quarterly basis, Dimension Data proceeded to roll out a
Citrix infrastructure inside the business to facilitate the delivery of virtual applications onto personal
mobile devices.
“It was the best money we’ve ever spent on in our business,” Jansen said. “What it gave me was a delineation
point around where certain elements of IT support would start and end.”
For staff that did do BYOD, support from Dimension Data’s internal IT team started as soon as they logged
into Citrix. Users needed to register their personal devices through Dimension Data’s mobile device management platform (MDM). The company also adopted Cisco collaboration tools for sharing files between work
desktops and mobile devices.
One component of the BYOD policy Jansen was most happy with was not placing restriction on which device
workers can bring into the company. Instead, there is only a minimum requirement that devices have to meet.
“It was more luck than wisdom—I didn’t think it would be so important,” he said. “I have extricated myself from
a lot of passionate arguments about some new device that comes out.”
While staff have been trusted to integrate their own devices into the business, from February 2013, no device
will be able to connect to the Dimension Data network unless granted approval by the IT department.
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BYOD has also changed the way Jansen acquires applications for use in the Dimension Data business.
“We now look at apps from a mobility first perspective—from somebody using a mobile device in the field,” he
said. “We’re not looking at apps from the perspective of a person sitting on their bum all day in the office.”
The next phase of Dimension Data’s BYOD journey will involve connecting all the mobile devices with the data
at the backend of the business.
“That’s when it gets sexy,” Jansen said.
He is looking to implement a number of mobile applications, from one that will aid in faster contract fee collection for the finance department to an easy engineer timesheet tracker.
“We’re going to be able to do things we couldn’t do before,” he said. “Some of the value I’m going to drive in
that space is going to be absolutely outstanding.”
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10 questions on BYOD in the enterprise,
with Peter Price, CEO of Webalo
By Jeff Cerny

What is the source of innovation in business? Gartner says it’s not the IT department. In its opinion, IT generally “responds, rather than initiates.” But if your technology team did happen to come out with a great new
mobile app today, could your company be using it tomorrow?
Peter Price is a serial technology entrepreneur, and Los Angeles-based Webalo is his fifth technology company. The roots of Webalo began with his vision and reflections on the question of how users would interact
with applications and data as the Web transitions from a primarily text-based environment to an increasingly
real-time, transaction-centric environment.
He was interested in how people would interact with data and carry out virtual transactions, as well as how
(bring your own) devices would necessarily change as a result, in a perpetually connected environment. The
notion of the cloud was a little different at that time, but the general direction was there.
On this point Peter says, “I’ve been in companies that made some lousy predictions, but this was actually a
pretty good one. What happened on the way though, was that around 2000 and 2001 there was a drying
up of investments and infrastructure. It was always around that last mile to the user, which required that the
devices, operating systems, security, and networks all be in place, and that was no small investment. 9/11 put
the kibosh on the way early-stage technologists could develop their products. So fast forward to 2006 and
2007, and you see the market starting to emerge again. Now that it has regained some of the momentum it
lost, BYOD is exploding, and we find ourselves in the middle of a renewed fascination with the capabilities and
value of mobile devices.”
For most companies, it’s no longer possible to ignore device portability. The question is the speed of adoption
and transition. Ironically, speed is one of the things mobility offers.
1. Jeff: For some businesses, like transportation and logistics, mobile applications are a given because of the
nature of the services they provide. What is the primary sticking point for companies where connectivity is not
as central to the core business?
Peter: What’s interesting is the way control mobility has developed in those types of companies. Take a company like Fedex, where the idea of control mobility goes far beyond general business mobility. Other examples
would be Hertz or Avis, where the rep checks in your car with a recognized device connected to their backend
system. These companies are building mobile applications because without them, the business wouldn’t exist,
at least not in the same form.

Copyright ©2013 CBS Interactive Inc. All rights reserved.

38

the executive’s guide to byod and the consumerization of it

From a technology standpoint, software engineers have been building these apps within the context of control
mobility. These are large-scale enterprises with traditional IT departments, and it takes a long time and costs a
lot of money. What’s happened now is the need for more than business mobility, and more than just the long
tail of applications within these companies.
If it’s not already true, it will be soon that all users are mobile. Along with that comes everyone’s preference for
their tablet or laptop or smartphone, and each of those comes with different application requirements. That
can mean hundreds or even thousands of new requirements. If you have to use the traditional IT software development process every time you develop an application, it just doesn’t scale. Volkswagen is a good example
of effectively handling control-mobility applications within a large-scale IT department. The CIO made the observation early on that with the numbers of users they require, they will need to build them at pennies apiece.
It’s the complexity of creating new enterprise-level applications using the traditional process that has been the
sticking point up to now, as well as to get existing enterprise system apps and data into a portable format.
2. Jeff: Is there a significant difference in the way enterprises need to address tablets or hybrids as opposed
to smartphones?
Peter: The biggest difference is the context of any device type related to the cloud, and of the types of companies that are using the cloud. That’s changing the infrastructure at every level. We’re just at the beginning
of a re-architecting of systems, networks, data, and applications to get the biggest advantage out of cloud
technology. From a user perspective, the cloud is going to fundamentally change the way we work, because
perpetual connection drives a very different working style. Users expect what they need, when they need it,
and with their own specific requirements. If you can deliver that, there’s a huge productivity impact.
Up to now, it’s been about one-to-many experiences that require us to use systems in a way that works for us.
The cloud and the always-on mobile environment allow access to information with tools that can deliver much
greater productivity. That means we now need to reorganize to meet those opportunities and expectations,
both in terms of enterprise applications and data, and the way we access them. I say reorganize because
ideally, this doesn’t require a complete restart, but it does call for reorganization, specifically to connect our
existing enterprise applications to a mobile, cloud-based environment.
3. Jeff: In reference to that comparison, TechJournal reported that early last year the minutes-per-day use of
mobile devices pulled ahead of desktop use for the first time. Do you see mobile apps superseding the legacy
apps they copy?
Peter: The way it has come about is that the mobile device has become preferred, and that in itself is going to
drive those statistics. Even at my desk, I’m sitting at my computer with my phone on one side of me and my
tablet on the other. So are enterprise-level apps still more important on the desktop than on the laptop? For
email, yes. But for many users, interacting with a purchase-order system, or approving and entering expenses,

Copyright ©2013 CBS Interactive Inc. All rights reserved.

39

the executive’s guide to byod and the consumerization of it

checking inventories, looking up customer records, analyzing daily sales reports, those are things that have
been challenging for enterprises. There is no doubt the mobile apps are becoming increasingly important. They
aren’t more important yet, but as enterprises are more capable of managing their data integrity and security,
you will see even more potential for getting at those data resources, and what has come to be called Big Data,
no matter where you are.
4. Jeff: There are some things like looking up a hashtag that we wouldn’t necessarily take the time for at a
desktop computer, but we might spend a minute on while we’re sitting at a train crossing or in a parking
lot. Have you come across peripheral benefits for the mobile enterprise in addition to the ones you
intentionally pursue?
Peter: If you look at mobile devices as a whole and how they really took hold in the enterprise, RIM had a lot
to do with it. When we got up in the morning, the Blackberry got us, instead of doing something sensible, like
exercising or having breakfast, to start in on our emails. That’s a large part of why companies were buying
them by the thousands. The interesting direction this has taken now though is in the areas of community and
immediacy and personalization. This device you have with you all the time is a live connection to all the things
in the world you need to be connected to. That constant connectivity is what will have the next huge impact
on the enterprise, and it’s only just starting to realize it. At every level of the business, you have employees and
partners who are connected to information and to each other.
A couple years ago, I met with the CIO of Tesco, which is a global retailer on the order of Wal-mart. He had
just deployed about 50,000 devices in a company they had just acquired. A lot of the discussion was around
the shop-floor applications and C-level management getting their emails on these devices. And at the time, he
said, “That is nothing compared to what’s coming in a few years‘ time, when I’m connected to all 500,000 employees around the world on the devices they already have in their pockets, which is rapidly becoming a small,
but powerful computer.” The creation of that always-on community has a great benefit for the enterprise, and
for the employees to have greater flexibility in doing their job more in the way they want to do it.
5. Jeff: Even in businesses that are not historically technology-centric, like home improvement for example,
there is competition to keep up in the development of mobile apps because of the way people are buying
things and market expectations. iPhone apps seem to be updated routinely every few days. Does use of cloud
technology have a similar effect for software updates in the enterprise?
Peter: For a company like ours, cloud is absolutely driving that perpetual beta attitude. You can download and
install within your firewall in a virtual cloud environment, whether it’s one you manage or one that is managed
by a third party. Either way, what this does is drive a seamless improvement of functionality in what is delivered
to the business, and in turn what they deliver to their users. There’s not this dramatic rollout event of the new
software version that there was in the past.
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Just this week, we’ve done two service updates to improve data interaction that would have involved the
monolithic planning and execution of the rollout in the past. So this is really waking up the enterprise software
industry, grabbing it by the shoulders and giving it a good shake. It continues to amaze me. I’m old enough to
remember when IT told me where to sit and they gave me a device to use. Now I can go to a store or online,
choose my own device, connect to the enterprise the next day, and start using it. That’s what is driving IT to
respond rather than initiate.
6. Jeff: How does the cloud specifically affect the costs of device management?
Peter: One of the main issues is in mobility’s alignment to consumer thinking over traditional business and
IT thinking; with a consumer-driven model rather than a long cycle of requirements analysis, specs, software
analysis, particularly when you need to make it scale to all the users you now have. If you put this on a scale
where on one end anyone can do it and on the other, it requires a highly skilled Java programmer, we’re past
the halfway point to where we want to be. These apps can be deployed in minutes and hours rather than the
past complexity of the software development process. If you’re going to deliver the volume and variety of applications to all these different user types, device types, and heterogeneous businesses, you have to provide a
realistic way to do it.
7. Jeff: There have been some news items lately on the hacking of high-profile email accounts and of what
one would expect to be secure accounts, one by correctly guessing the word “popcorn,” for example. What is
the good, bad, and ugly for security impact in more people using mobile devices in the enterprise?
Peter: When it comes down to it, this is the number one decision point for most companies in adopting
a service right now. Wells Fargo is a good customer of ours, and of course a company like that has to be
concerned about its data, so it spends a lot of time architecting a secure environment. It’s not rocket science,
but large enterprises have devoted a great deal of attention to it, and the weak points crop up when you don’t
enforce your password and other security measures. Mobility is just an extension of that. We invest a lot of
time ensuring that what we do is an extension of the existing security protocols and procedures. We don’t
look for new ways. Every time you do something new, you open yourself up to potential for problems. If the
customer already has effective ways of handling sign-ons, usernames, passwords, and device management
systems they’ve developed over the last decade, all of that existing security structure should just extend out
into the mobile world.
Once you achieve that, keep in mind you are transmitting data and displaying it on an additional device. For
example, we work with the National Health Service in the UK, which has all kinds of additional requirements
related to how data can be persisted or not on devices. There are choices to make depending on the type
of organization you are and the type of information you handle, as well as industry and government regulations. So you may need to include additional security and encryption in specific situations, but again the goal
is to extend what you’ve got into a new way of interacting with the data. New technologies like fingerprint or
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facial recognition may come to be a new standard, but mobility has to primarily be able to conform to current
enterprise needs and not create an additional burden.
8. Jeff: There are some collaborative groups on LinkedIn with lively discussions around portability. Do you see
objective value in this or are we looking at a lot of sales pitches?
Peter: I look at LinkedIn in terms of the way the Internet is used in general. From beginning to end, more of
any buyer’s journey is taking place on the Internet for many kinds of decisions and purchases. Businesses will
interact with their audiences in the way their customers prefer. In my experience, LinkedIn is good at putting
together groups with an interest in focused discussions on a common interest. That value is going to drive the
information-gathering and decision-making process.
Even when you do have companies out there promoting a certain direction in the conversation because of the
service they offer, that’s a part of the buyer’s journey. You get to choose whether you continue to pay attention
or not. It’s still more relevant than being forced to endure all kinds of irrelevant advertising.
9. Jeff: If a single cloud configuration can run an application across Android, iPhone, Blackberry, and Windows, letting user demand take platform bias out of the enterprise, it makes it possible to more objectively
compare how it actually works on those different devices. Do you see other advantages like this?
Peter: Using a cloud interface across a variety of devices still has the primary advantage of simplicity of adoption. But yes, there is also this feedback loop of user experience across different devices. In some ways, many
mobile devices are becoming more similar, while user types are becoming more diverse. For example, in the
medical field, there are a variety of different doctors, nurses, operations people, hospital porters, and management, who all require different types of devices from a tablet to a ruggedized device or a Blackberry. All of that
can essentially be done in a single cloud service that satisfies the different requirements across device types
from a single backend connection. You’re still going to see manufacturers develop features targeted at specific
markets, but service that allows you a centralized view across the members of the community. This BYOD
phase we’re coming into is really what is driving the biggest change in productivity.
10. Jeff: In the area of other capabilities related to mobile, what do you expect in the next three to five years—
for example, with near-field communications and digital wallet, or keyboard and slide projection?
Peter: I believe we’ll see a lot of innovation around how these devices replace what we now think of as
hardware-related capabilities. One area where innovation is bound to happen is in data re-organization as it
relates to the democratization of analysis and distributing data to all the user communities. There is a fundamental change in the way businesses store and manage data that’s going to drive a lot of change. I think you’ll
see devices that allow Peter Drucker’s knowledge workers to create their own enterprise access, get to the
data, and then complete their own specific transactions. In social media terms, it’s what Facebook has done
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with customized access. The average worker knows how to become more productive and can provide this
constant feedback loop that allows us to perpetually improve our service.
It’s an exciting time to be a part of this business. It hasn’t been that long since we experienced driving around
looking for a pay phone, and yet it’s amazing how quickly we’ve become accustomed to and dependent on
the increasingly dynamic capabilities of mobile devices. User demand continues to stay a step ahead of what
the enterprise is able to deliver.
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