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The issue 
 
There is controversy over the growing use of facial recognition technologies in both the public 
and private sectors.  Compared to other forms of personal identification that act as proxies – 
numbers, names, email addresses - our faces hold psychological significance hence people view 
the non-consensual use of them as an invasion of privacy.  This was apparent in the Metropolitan 
Police’s Romford trial, which caused controversy after a man was charged for ‘disorderly 
behaviour’ after covering his face to avoid facial recognition technology. 
 
Currently in the UK there is no specific regulation limiting the use of facial recognition software. 
The current safeguarding is limited to the data use, which is subject to GDPR provisions.  In the 
US, despite reports of a total ban on facial recognition software in State legislation in California, 
there is yet to be a blanket ban on the use of the technology by a governmental body. However 
certain bans do exist in specific contexts, for example in California the ban is in the context of 
body-worn cameras. 
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https://www.wired.co.uk/article/uk-police-facial-recognition
https://www.wired.co.uk/article/uk-police-facial-recognition
https://www.latimes.com/business/technology/la-fi-tn-face-recognition-ban-california-police-body-camera-20190607-story.html
https://www.latimes.com/business/technology/la-fi-tn-face-recognition-ban-california-police-body-camera-20190607-story.html
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The purpose of use of face recognition technology demands different degrees of identification 
in different contexts. These include: 
 
 

 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
Some of the purposes and forms of facial recognition appear benign.  However, there are three 
difficult issues to overcome:   
 

 

 

 

Scanning everybody

Facial recognition really only 

works if everybody gets 

scanned. This contrasts with 

permission marketing, where 

unless opted in, you should not 

receive a particular mail.  

Opting out, in advance of 

scanning is impossible.

Trusting the watcher

Due to the digital industry’s 

poor record in containing data 

rather than trading it, it is hard 

to trust companies with 

personal data.  Faith is put in 

organisations that collect data 

and the level of faith required 

rises with the sensitivity of that 

data.  

Bias and Discrimination

There are currently inherent 

inaccuracies that affect 

particular races and religions. 

Accuracy levels in facial 

recognition vary by race, skin-

type, and the level of facial 

exposure.   It's not clear 

whether these biases can ever 

be eliminated.

1. Facial recognition and full identification

Here a face is detected by a camera and matched to a known 

identity. Identity details could include names and addresses.

2. Facial recognition and permission matching

A face is detected by camera and matched to permissions.  For 

example, whether the person with this face is permitted to be in 

a building or access a smartphone. 

3. Facial recognition and service

A match to a previous service experience rather than a full 

identity, for example previous shopping preferences. Marketers 

might argue that this simply enables better service, with no 

infringement of privacy.

4. Emotion detection 

This involves extracting emotion from faces.  Is the customer 

happy, sad, indifferent? It doesn’t necessarily involve 

identification. 

5. Age and gender determination

This involves basic demographic identification. This can be used 

as an alternative to identification for target marketing.  
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Our position 
 
reputable.AI’s focus is to provide audits that certify businesses have mechanisms in place that 
ensure AI is being used constructively.  We have created a detailed framework of what 
constitutes good practice in AI and algorithmic business. We understand the importance of clarity 
and transparency in building trust in AI technology and use a systematic approach when 
evaluating our clients.  
 
The table below outlines our position on the uses of facial recognition using various examples.  
 

Scenario Operated by… For purpose of… Acceptable? Reason Expectations 

Surveillance in any 
place, public or 
private 

Law enforcement 
agencies 

Identifying 
terrorist suspects 
or tracking known 
suspects 

Yes The benefit of 
preventing acts of 
terrorism 
outweighs the 
intrusion cost.  

Reasonable and 
proportionate use 

Public place 
surveillance 

Law enforcement 
agencies 

Low-level crime 
prevention or 
arrest of minor 
criminals 

No The benefit of 
reducing low-level 
crime does not 
outweigh the cost 
ubiquitous facial 
recognition. 

n/a 

Private places 
open to the 
public, e.g. shops 

Retailers Low-level crime 
prevention or 
arrest of minor 
criminals 

No The benefit of 
reducing low-level 
crime does not 
outweigh the cost 
ubiquitous facial 
recognition. 

n/a 

Private places 
open to the 
public, e.g. shops 

Retailers Marketing, e.g. 
special offers as a 
result of facial 
matching 

No Everybody’s face 
has to be scanned 
in order to market 
to those who 
have opted in. 

n/a 

Private place entry 
systems, e.g. 
within an office 

Landlord or office 
owner 

Intrusion 
detection 

Yes This is effectively 
a closed-user-
group use of facial 
recognition in a 
private place. 

Facial recognition 
cannot be a 
condition of 
employment.  

Computer or 
Smartphone log-
on 

Operating system 
owner or 
application owner 

System access 
control 

Yes It’s essentially a 
private use.  Facial 
recognition may 
well be more 
secure than a 
password.  

An alternative means 
of accessing the 
application 

Hotel, airport 
lounge… 

Hotelier, lounge 
operator… 

Meet and greet No Everybody’s face 
has to be 
processed in 
order to greet 
those who want 
to be greeted.   

n/a 

Club, gym Club or gym owner Meet and greet.  
Special 
treatments.  

Yes This is effectively 
a closed-user-
group use of facial 
recognition in a 
private place.   
 
There’s always 
the option of 
joining a different 
club.  

If used for entry 
control Opt-outs for 
employees who 
object -facial 
recognition cannot 
be a condition of 
employment. 

 

https://www.reputable.ai/certification
https://www.reputable.ai/certification
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The positions in the table above assume that biases in racial and religious accuracy can be 

overcome as this directly contradicts one of our 9 principles. If this assumption were not met 
then we would not deem any uses of facial recognition technology acceptable, with the possible 
exception of counter-terrorism. Operators with scenarios deemed acceptable would receive our 
certification if they also passed the rest of our audit.  
 
 

Looking forward 
 
Currently we are unlikely to certify any organisation using facial recognition, with the 
exception of security services, because the technology displays unjustifiable biases. Wide-
spread commercial uses of facial recognition, particularly where identification is involved, will not 
pass a reputable.AI audit. 
 
However as available training data increases, if the facial recognition technology achieves equal 
performance for all races and religious groups then certification of the technology in the 
scenarios approved above may be possible. This depends on the attention paid in test regimes to 
false positives and false negatives, and the privacy conditions.  
 
For us, privacy and opting-out prior to being scanned is the sticking point for facial recognition.   
 

 
 

Matt Burgess has written an excellent article 

on the current legal challenges to the use 

of facial recognition by UK police forces.  

For the legally minded, this guide to the 

European Convention on Human Rights is a 

good read. The essential principle applied 

to state actors is that of proportionality: 

“Regard must be had to the fair balance 

that has to be struck between the 

competing interests of the individual and of 

the community as a whole”

https://www.reputable.ai/principles
https://www.wired.co.uk/article/uk-police-facial-recognition
https://www.echr.coe.int/Documents/Guide_Art_8_ENG.pdf

