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Who arethe LoR& Alliance?

A TheLoR&Allianceis an open non-profit association of
members( )

A Alliance members collaborate to drive the global success of
t he L o Roaold@oIN ™

A Mission to standardize Low Power Wide Arsdatworks

A“ENABLI NG THI NGS TO" HAVE A (

Strategy Committee L3Ra Alliance" Tech_n_ma] Committee
Roadmap & SeCUI‘Ity = Wide Area Networks for loT $eC|flcat|0n & feature
i updates

[—1 H e Wi

Marketing Committee Yi§ s Certification
= B Brand, Media, Tradshows ‘ — '
LoRa Allic SOMITAILEE o .
= \Wide Area Ne' 8 Open House BL 0 &= 4\ Test Specs & AccreditatiQflaENEUNCNE


http://lora-alliance.org/
http://lora-alliance.org/
http://lora-alliance.org/
http://lora-alliance.org/

Specification Updates
A LoraWAN™

A In final review now, release this quarter
A Clarifications enabling NA certification program to launch
A Movesregional parameters to separate doc

A Much easier to make progress outside IPR process
A Rapid increase in number of countries covered

A Adds support for cluster of APAC countries
A Commands to modify regionfieqs & Txpowers

A Specification Is free to download now
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Specification Updates

A LoraWAN™

A In development, due mid 2017

A Adds:

A Passive & Handover roaming capabilities
A Class B clarifications
A Class A/C temporary switching

A Needs baclend interfaces to standardise
A Alliance is committed to backward compatibility
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A A Spread Spectrum Technology
A Developed by Semtedborporation(htip://www.semtech.cont)
A ChirpedFM modulation, symbols of ramping frequency
A Processing gain = increased receive sensitivity
A Enabledonger range at expense of lower data rate
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ADR = Aaptive Data Rate

A LoRaWAN can aimagically manag&Hor each
end-device:
A Tooptimize for fastest data rateersus range
A Formaximize battery lifeand
A Achievesmaximum network capacity
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A Licensdree SubGHz Frequencies
A Europe: 868 MHBand

A Network channels can be freely attributed by the network
operator

A 3 mandatory channeldhat all gateways should constantly receive:

Modulation Bandwidth [kHz] FSK Nb
Frequency | Bitrate or | Channels
LoRa DR
/ Bitrate

868.10
868.30
868.50

A EU gateways are typically using 8 channels

A Enddevices must be capable of at least 16 channels
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A Licensdree SubGHz Frequencies
A North America: 915 MHBand
A Upstream:64 channels®ywumbered 0 to 63, DRO to DR3
A Upstream: 8 channels numbered 64 to 71, DR4
A Downstream: 8 channels numbered 0 to 7, DR8 to DR13

64 + 8§ uplink channels 8x downlink channels
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A Low Power Wide Area Network (LPWAN)

A Bidirectiona) acknowledged :
SimpleStar Network Topology Enables simpler network

Lowdata rate
Low cost

Long battenyife
Long Range

o Do Do o P>

A ldeal for:

architecture:
A No repeaters
A No mesh routing complexity

A Internet of Thingsl¢T) & Machineto-Machine 12M)

Industrial Automation
Low Power Applications

To o o P>
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SmartCity, Agriculture, Metering, Street lighting
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Lo RaWAN™ Temologyo r k
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LoRaWAN™ Net wor k Pr
A Based on 802.15.4 Security
A AESL28

A Enhancements:
A Network Session Key (NwkSKey)
A Application Sessiokey(AppSKey)
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Logl cal Data FI|l ow (Pl

EndDevices o
Network Application
Q
Server Server
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Control Network Session Key (NwkSKe
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Data Data
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A Each enedlevice class has different behavior
depending on the choice aiptimization
A Battery Powered- ClassA
A Low Latency Clas$
A No Latency- ClassC
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A Battery Powered-Class A
A Bidirectionalcommunications

A Unicast messages
A Smallpayloads, long intervals
A Enddevice initiates communicatiofuplink)

A Server communicates wittnd-device (downlink) during
predetermined response windows:

Transmit RX1 RX2
RxDelayl

RxDelay?2
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A Low Latency Class B
A Bidirectional with scheduled receive slots
A Unicast andMulticastmessages
A Smallpayloads, long intervals
A Periodic beacoifrom gateway
A Extra receive window (ping slot)
A Server can initiate transmission at fixedervals

BCN \[€] Transmit RX1 RX2 BCN
RxDelay1

RxDelay?2
Ping Slot
o BeaconPeriod
LoRa Alliance”
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A No Latency-Class C
A Bidirectional communications
A Unicast andViulticastmessages
A Smallpayloads
A Server can initiate transmission at any time
A Enddevice Is constantly receiving

Transmit RX2 RX1 RX2

RxDelayl
RxDelay?2

Extends RX2 until next TX
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A Before an endlevice can communicate on the LoRaWA
network, it must beactivated

A The following information Is required:
A DeviceAddress DevAddy
A Network Session KeYN(wkSKey
A Application Session KepSKey

Let '’ s menti on eac
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A DeviceAddress [DevAdd)
A 32-bit identifier

A Uniquewithin the network
A Present in each data frame
A Shared betweerznddevice, Network ServeandApplication
Server
A Differentiatesnodes within the network, allowing the
network to use the correct encryption keys and properly
Interpret the data
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A Network Session KeNwkSKey
A 128bit AESncryption key
A Unigue per @d-device
A Shared betweelitnd-deviceand Network Server

A Providesmessage integrity for the communication

A Provides security for endevice toNetwork Server
communication
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A ApplicationSession KeYAppSKe)y
A 128bit AESncryption key
A Unigue perend-device
A Shared betweeritnd-deviceand Application Server
A Used to encrypt / decrypapplication data messages

A Provides security for application payload
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A To exchange this informatiomwo activation methodsare
available

Overthe-Air Activation (OTAA) Activation By Personalization (ABP)
Based on Globally Unigueentifier Shared keys stored aroduction time
Over the air message handshaking
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» ’ : : :
Overthe-Air-Activation(OTAA)
= A Enddevice transmitsloin Requedb application server

containing:
—Globally unique endlevice identifier DevEU)
—Application identifier AppEU)
—Authentication with Application kefAppKey
A Enddevice receivedoin Accepfrom application server

(continue
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Overthe-Air-Activation(OTAA)

A EnddeviceauthenticatesJoin Accept
A EnddevicedecryptsJoin Accept
A Enddevice extracts and stord3evice AddresevAddy

A Enddevicederives
—Network Session KelywkSKey Security
—Application Session Ke{pSKey Keys
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ActivationBy PersonalizatiorAGH

A The following information is configured at production time:
—Device AddresOevAdd)
— Network Session KelWwkSKey
— Application Session KexdpSKey

A No over the aihandshaking

A Device Is ready to communicate on the netwarkhout any
additionalprocedure.
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ConfirmedData Message

Gateways

Network
Server

=] -/
~ [N

1. Vending Machine transmits data.

It is received by two Gateways.
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ConfirmedData Message

Gateways

Network
Server

Application
Servers

:

'I

-}
pass through”

2 . Both gateways *

the data to the Network Server
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ConfirmedData Message

Gateways

Network

Application
Server

Servers

=)
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3. The Network Server forwards the data to

the Vending Machine Applications Server
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ConfirmedData Message

Gateways Network Application
Server Servers I
= /
= o I

B < O]
) Cr

S ]
()

4. The Vending Machine Applications

Server sends an acknowledgement
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ConfirmedData Message

Gateways Network Application
Server Servers

2] &) —E
!!:/’ ‘\‘_J

5. The Network Server selects the best path (gateway) to transmit

the acknowledgement to the endevice.
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ConfirmedData Message

Gateways

Network
Server

=] -/
~ [N

6. The Gateway transmits the

acknowledgement to the endevice
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Application Server Data Message

Gateways Network Application

Server Servers
(]

\
& — &8 &
= @m S E
1. The Smoke Detector Application Server has

Data for the highlighted Smoke Detector
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Application Server Data Message

Gateways Network Application
Server Servers
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2. However, it has to wait until the Smoke Detector
wakes up and transmits a Data Message
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Application Server Data Message

Gateways Network Application

Server Servers
(]

N _
& — 8] — &
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3. When the Smoke Detect transmits,
the Data Message moves Upstream
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Application Server Data Message

Gateways Network Application

Server Servers
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&) — &) —
N2 \

© ! 'l

-}
4 . Passed through the Gateway..
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Application Server Data Message

Gateways Network Application
Server Servers
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5. ... and the Network Server send

Smoke Detector Application Server
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Application Server Data Message

Gateways Network Application
Server Servers

E—'-

6. The Smoke Detector Application Server can now
send the data message to the Smoke Detector.
LﬁRa Alliance”

= Wide Area Networks for loT

'I

| UL

'I

&)

-}

LoRaAlliance.org



Application Server Data Message

Gateways Network Application

Server Servers
(] -
\ e

=] — &8 —
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7. The Network Server sends the Data Message

to the appropriate Gateway.
LﬁRa Alliance”

= Wide Area Networks for loT

|

'I

-}

LoRaAlliance.org



LoRa Alliance”

= Wide Area Networks for loT

TheLoR&lllance™
“ENABTHINGGE O HAVE A GLOBAL VOI CE"”

alliance

LoRa Alliance”

== Wide Area Networks for loT

LoRaAlliance.org




