
 

 

SEC OCIE Cybersecurity Update – September 2017 

 
On August 7, 2017 the Office of Compliance Inspections and Examinations (“OCIE”) of the SEC 

released a Risk Alert on their observations from the examinations arising out of their 

Cybersecurity 2 Initiative, a follow up from their prior 2014 Cybersecurity 1 Initiative. OCIE staff 

examined seventy-five (75) firms, including broker-dealers, investment advisers, and investment 

companies registered with the SEC to assess industry practices and legal and compliance 

issues associated with cybersecurity preparedness.  

These cybersecurity examinations focused on validating and testing the implementation of firms’ 

written policies and procedures regarding cybersecurity. The OCIE staff also sought to better 

understand how firms managed their cybersecurity preparedness by focusing on six key areas: 

(1) governance and risk assessment; (2) access rights and controls; (3) data loss prevention; (4) 

vendor management; (5) training; and (6) incident response. 

Observations from Cybersecurity 2 Initiative Examinations: 

• Generally firms exhibited increased cybersecurity preparedness since the Cybersecurity 
1 Initiative, especially with regard to maintenance of cybersecurity policies related to 
protecting customer information; 

• Nearly all broker-dealers and the vast majority of advisers and funds conducted periodic 
risk assessments of critical systems; 

• Nearly all broker-dealers and almost half of the advisers and funds conducted 
penetration tests and vulnerability scans on critical systems; 

• All firms utilized some form of system, utility, or tool to prevent, detect, and monitor 
personally identifiable data loss; 

• All broker-dealers and nearly all advisers and funds had a process in place for ensuring 
regular system maintenance; 

• Nearly all firms maintained policies and procedures as well as response plans; and 

• Almost all firms conducted vendor risk assessments or required vendors to provide firms 
with risk management and performance reports. 

 

Common Issues and Deficiencies Noted in Cybersecurity 2 Initiative Examinations: 

• The policies and procedures were not reasonably tailored and provided employees only 
general guidance. 

• The vast majority of broker-dealers maintained plans for data breach incidents and most 
had plans for notifying customers of material events, however less than two thirds of the 
advisers and funds appeared to maintain such plans. 



• Firms did not adhere to or enforce policies and procedures, or the policies and 
procedures did not reflect the firms’ actual practices, specifically related to the frequency 
of reviews, the occurrence of cybersecurity training, the contradiction of internal policies 
and procedures, and/or failure to remediate observations penetration/vulnerability 
testing. 

• Even though firms had a process in place for ensuring regular system maintenance, the 
SEC observed some Regulation S-P related issues including: 

o Using outdated operating systems un-supported by security patches; and 
o High-risk findings from penetration tests and vulnerability scans did not appear to 

be fully remediated in a timely manner. 
 
SEC guidance on elements and implementation of robust cybersecurity policies and 
procedures: 

• Maintain an inventory of data, information, and vendors 

• Detail cybersecurity-related instructions 
o Penetration tests; 
o Security monitoring and system auditing; 
o Access rights; and 
o Reporting 

• Maintain prescriptive schedules and processes for testing data integrity and 
vulnerabilities 

o Vulnerability scans; and 
o Patch management policies 

• Establish and enforce controls to access data and systems 
o “Acceptable use” policies; 
o Require and enforce restrictions and controls for mobile devices; 
o Require third-party vendors to periodically provide logs of their activity on the 

firms’ networks; and 
o Require immediate termination of access for terminated employees and same-

day termination of access for employees that left voluntarily 

• Mandatory employee training 

• Engage senior management 
 
Conclusion 
 
As part of Titan’s annual review, we will work with each of our clients to ensure your policies are 
reasonably tailored to meet your firm’s specific cybersecurity needs. We understand each firm 
has a specific risk profile and budget allocated for cybersecurity and will work with you to 
identify ways to improve not only your written policies and procedures, but the implementation of 
those policies and procedures as well. The SEC identified cybersecurity as one of their 
examination priorities in 2017 and in the wake of high-profile breaches, we expect cybersecurity 
to be a continued focus in examinations for the foreseeable future. 


