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SENDER

STEP |
Send the message "Update servers at midnight”

]

“Update
servers at
midnight"

Message

Use the MD5
algorithm to create a
hash of this message

STEP 2
Run this message through an v
MOS hash generator ~update
serversat + VD5 = 2d0844f36f49d9773c16cbedf0622287
‘midnight’ Hash
“Sign" the hash
to encrypt it with
STEP 3 your private key
Take the hash output of the evuPFdPUA/9
message, and encrypt it with v 8IVL7+mBP/
your private key JRUPWIZCTY
2d0844f36f49d9773¢16cbedf0622287 + /) - 6HSexpFFHhs
Hash MvHwUaz
ponders P 4 T5sfenU7MO

Key
3c7

Encrypted hash

evuPFdPUA/98IV
L7:mBP/
4 JrduPwlzcTYGHS
expFFHhsMvHWU
a
+T5sfenU7MO3c7
Encryped hash
Send the original message and the
encrypted hash to the receiver

RECEIWER

eVuPFAPUA/98IV.
L74mBP/

IRAUPWIZCTY6HS
expFFHhsMVHWU

a
+T5sfenUTMO3C
Encrypted hash

Use the MDS algorithm
to create a hash of this
message

eVuPFAPUA/9BIV STEP Y
T . The receiver decrypts the
ewmtains. Decrypt with = 2d0844f36/49d9775c16ched 0622287 4ot Viash with vour
+T5sfenU7MO3C7 Sender's Public 1P 1
Encrypted hash Key public ke‘{.
Ruthenticity and nonrepudiation
STEP S

“Update
nigr Hash with MD5 = zdosusfsofasdsrrscioebedioszzzey  The receiver takes the hash
- output, and decrypts it

MDS algorithm.
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