BCP/DRP CORE CONCEPTS
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Establish
business need

Choose Define
framework objective
Who, what, where,
when, which and why Focus and direction
Willing and — Policy, Scope, o
able to work aame - . Scope nalysis
Responsibilities
towards a goal . |n|t|at|0n
Understand Incorporate laws,
attitudes, abilities, regulation, and
skills, culture compliance

Calculate effort,
time, administrative
overhead

Anchor goals to
a specific date

Resources

Allocate funds Methods to
track progress
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Revenue
generating
processes
Reputation Identify Critical Potential
impact Functions financial loss

Point of time just
before disruption
when mission process
data can be restored

Most to least

Acceptable 1
amount of data Recovery Point BUS Iness

loss before Objective i
mission failure I mpaCt Ana IySIS

Most recent copy
of data before

disaster
Must ensure the Recovery Time Maximum Tolerable
MTD is not exceeded Objective Downtime
Maximum time Identify recovery
before the failure of priorities

a system resource

important
Identify Critical IR
operational
Resources
effect

Requirements for
personnel, procedures,
tasks, supplies, third-

party support

Maximum time before the
failure of the overall

business mission
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Restore systems
quickly and securely

Hierarchy based on business
mission, critical processes,
unavailability impacts

Assign BCP/DRP
duties to personnel
with similar job role

Priorities

Cold

Low cost, long
recovery time

Warm
Medium cost, medium

Recovery Sites

recovery time

Hot
High cost, short
recovery time

FIPS 199,
NIST 800-53,
RMF

Recovery
Strategies

Chosen based on
information system
priority and
recovery time
Electronic vaulting,
network storage,

Backup and

Contingency

Planning

Covers backup,
recovery, testing, and
ongoing controls

Preventative
Controls

Preferable over
recovery controls

tape library, RAID,
remote journaling

Recovery

Continuously
practice offsite
data storage

HVAC, fire
suppression, UPS,
scheduled backups
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Quantifiable metrics
to validate operability

Include results of
testing and all other
BCP/DRP elements

All changes
documented

Documentation

Use change
management

process for revisions

Maintain accurate reflection
of current state of system

requirements

Accuracy of
recovery strategies

Measured by
test objective vs.
success factor

Develop attitudes,
abilities, skills

Cross-team
coordination,
procedures, processes

Testing &
Maintenance

Conduct
annually

Walk-through, functional,
simulation, tabletop, parallel,
interruption, CPR

Maintenance

Copies of BCP/DRP
plan requires secure
distribution and
offsite storage

Choose exercise
based on system
impact levels

Source:
NIST 800-137
Shon Harris AIO 7th Edition



