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Executive Summary 

The purpose of this White paper is to provide information regarding the FarmaTrust project, 
its core conceptual ideas, business model, competitive advantages, team, and the full 
commercialisation of the working product (a demo is available). A more technical description 
of the platform, core architecture and APIs will follow in the subsequent chapters. 

FarmaTrust started from the Founders original motivation to eliminate counterfeit drugs. 
Since then it has blossomed into a company which provides various healthcare services based 
on blockchain and artificial intelligence. The core services have three verticals: 

(i) Pharmaceutical Tracking and Automation Services 
(ii) Personalised Medicines/Cell and Gene Therapy Services 
(iii) Clinical Trials Services 

All three verticals are underpinned by being future-proof, creating efficiencies through 
automation and data services which provide advanced business intelligence to executives. 

For the purposes of this technical whitepaper, we will only focus on Pharmaceutical Tracking 
and Automation Services. Personalised Medicines and Clinical Trials Whitepapers are available 
on request. 

The FarmaTrust advantages include: 

• Easy and simple configuration for our clients and partners 
• System creates immutable and incorruptible records  
• Is a truly Global system 
• Utilises Mobile Phone Communications technologies for territories without existing technical 

infrastructure 
• Future proof – becomes platform for IoT applications 
• Is flexible as its blockchain neutral and sensor agnostic 
• Big Data Applications give significant and easy access to business intelligence 
• AI and machine learning modules will suggest cost reductions and efficiencies through 

predictive supplies, efficient routes to market and better stock control 

Our platform Zoi is a web-based, peer to peer platform designed to keep an immutable record 
of every legitimate drug which is subject to the services. Using blockchain technology, it is at 
the forefront of preventing counterfeit drugs entering the supply chain and safeguarding 
patients, be it in the developed or the emerging nations . Further use of AI and machine 
learning technologies also benefit commercial operations of the pharmaceutical industry, 
increasing efficiency and revenues. 
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FIGURE 1. ZOI 

Despite the importance of this industry, it is currently struggling with numerous challenges 
that result from ineffective management and lack of transparency of its supply chain. 

Major challenges for the pharmaceutical industry are currently: 
1. Proliferation of counterfeit drugs 
2. Increase of online/digital prescriptions 
3. Increasing regulatory burden 
4. Supply chain inefficiencies 
5. Growing demand for ‘personalised’ medicines 

As a result, has developed blockchain solutions which can meet the above challenges and 
more. Blockchain technology has the potential to fundamentally transform this industry, and 
will significantly help address these challenges. 

The advances in technology, the increase in the regulatory burden, and the need to reduce 
costs means that the industry is looking for a commercially sensible, global, regulatory and 
system neutral solution to the problems plaguing the industry. 
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The FarmaTrust solution will revolutionise the pharmaceutical industry both in terms of costs 
and assurance. The customers will be provided with the guarantee that the vital medicines are 
genuine and, pharmaceutical supply chain participants will be provided valuable business 
intelligence to help improve their operations. 

With the advancement of blockchain technologies as well as the developments in AI and 
encryption, we believe there is an international, cost effective, co-operative solution to solve 
the problems affecting the pharmaceutical industry. 
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Global Problem 

The Regulatory Environment 

By 2018, most major pharmaceutical companies and their distributors will be under 
significant pressure to serialise and provide a more rigorous level of track and trace for the 
distribution of their supply.  As a result, such companies must now significantly invest in 
solutions that enable serialisation and the exertion of better control over their supply chain. 

What makes this such a complex challenge is that regulatory requirements for serialisation 
and track and trace significantly differ from region to region and country to country. What 
complicates attaining visibility is the fact that few tracking and reporting standards are in 
place; each participant within the supply chain has different systems and processes. This is 
contributing to high overhead costs and a high-level of coordination needed to maintain 
records for individual package tracing. 

For those falling under the United States regulatory regimes, according to the 2015 Drug 
Supply Chain Security Act (DSCSA), manufacturers will be required to “mark packages with a 
product identifier, serial number, lot number and expiration date by November 2017” and by 
November 2018 all repackages will be required to be serialised.  1

Those companies who manufacture, sell or dispense pharmaceuticals within the European 
Union must comply with track and trace regulations as of February 2019 under the Falsified 
Medicines Directive (FMD).   

Given the above and the fact that most of the pharmaceuticals are sold to one of these two 
locations and are distributed in countries covered under different regulatory conditions, 
pharmaceutical companies are eager to address their serialisation and track and trace needs. 

Proliferation of Counterfeit Drugs 

The counterfeit drug industry is enormous. It is worth an estimated $200bn. "We have more 
fakes than real drugs in the market," said Christophe Zimmermann, the WCO's anti-
counterfeiting and piracy coordinator. " In 2007-2008 alone, it rose 596 percent."   2

The Scale of the Problem 

The scale of the counterfeit drug problem is difficult to assess because in many circumstances 
people and authorities have no real way of knowing whether a drug is fake or not. Usually 
counterfeits are detected after a fatality, sometimes in large scales or through international 
cooperation. However, through various recent studies over the last decade, the significance of 
the problem has become evident. And it is a global issue affecting everyone in the East and 
the West. 

1 https://www.fda.gov/downloads/Drugs/DrugSafety/DrugIntegrityandSupplyChainSecurity/DrugSupplyChainSecurityAct/UCM464907.pdf)

 https://www.reuters.com/article/us-customs-drugs/customs-group-to-fight-200-bln-bogus-drug-industry-idUSTRE65961U201006102
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Online Pharmacies 

With the increase in use of online services and preference of smart mobile communications, 
patients are generally turning to “virtual pharmacies”. In many respects this is a bigger 
problem than physical pharmacies, because of the ease of establishing a website or online 
portal. Furthermore, since they exist merely in the virtual world, they are in many cases 
difficult to regulate. The problem is increased by the availability of prescription drugs on the 
dark web, which has little visibility to law enforcement personnel. 
It is estimated that in 2016, 40 million doses of medicines in the developed countries were 
counterfeit, many of which were sold in online pharmacies.  

According to the EAASM (European Alliance for Access to Safe Medicines) 6 times out of 10, 
medicines bought online turned to be fakes.    3

Supply Chain Inefficiencies 

Significant supply chain inefficiencies like shortages of drugs in one area and over-supply in 
another can be observed and can lead to distortions in price. There are various reasons for 
this; the variety of ways in which drugs are sold, global outsourcing and a significant number 
of participants in the pharmaceutical supply chain using different IT systems and Enterprise 
Resource Management Systems (ERMS). 
As pharmaceuticals are required globally and due to the different distribution systems in 
developed and emerging markets, in some territories paper documentation and ordering 
systems are used whereas in other areas ERP systems and ineffective supply projections do 
not allow for drugs to go to territories which most need them.  4

Executive Management Acknowledgement and Tax 
Implications 

It is estimated that 94% of pharmaceutical executives are concerned about counterfeit drugs, 
and that 30% of drugs in the market are counterfeit. In circumstances where there are drug 
shortages, counterfeiters can increase the prices as much as 600%.  5

FarmaTrust Platform 

We believe that the FarmaTrust solution, in its simplicity, platform-neutral approach and 
mobile-first background will considerably alter the effectiveness of the pharmaceutical supply 
chain. Our simple apps, which can be used on a smartphone or through SMS, show that the 

 EAASM (2011), When is a medicine not a medicine?, online at http://www.eaasm.eu/3

 https://www.ncbi.nlm.nih.gov/pmc/articles/PMC3278171/4

 https://www.ncbi.nlm.nih.gov/pmc/articles/PMC4105729/5
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FarmaTrust system can be used with legacy systems and ensures that pharmaceutical 
distributors are always aware of the stock levels in each territory. 
Any information on the packet can be copied or made to look almost like the genuine product, 
so that the consumer does not know the difference between real or fake pharmaceuticals. 
The FarmaTrust platform ensures the packaging does not affect the ability to check the 
authenticity of a drug inside. 

Our solution provides cross-platform capabilities, will work in any jurisdiction, optimises 
distribution routes based on ML algorithms, and operates globally to benefit both developing 
and developed countries. 

To combat fake pharmaceuticals, a robust solution needs to be employed that will stop 
counterfeits from contaminating the supply chain. As shown above, the problem is getting 
worse. Current technologies such as tamper-proof and/or holographic labels and unique 
serial numbers are not sufficiently effective.  

The solution is to track pharmaceuticals through the supply chain by linking digital systems to 
the pharmaceuticals moving in the physical world. Adding a unique digital reference to a drug 
and a physical copy of that drug, makes it much harder to erase or duplicate one without the 
other and therefore enables accurate tracking through the supply chain. With a unique ID 
combined to a digital supply chain the FarmaTrust solution will reduce or eliminate copies or 
undocumented drugs getting into the supply system. When a unique digital identity and the 
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corresponding physical item are moving through the supply chain it is easier to spot any 
potential fakes or compromised items entering the supply chain. 
Our platform Zoi is a distributed and interoperable pharmaceutical supply chain exchange 
(SCE). To realise the above solution with Blockchain as the underlying technology the platform 
will: 

• Provide pharmaceutical companies, their packagers, distributors, pharmacies and regulators 
the visibility needed to make critical decisions that can greatly reduce supply chain costs 

• Identify gaps across varying compliance regimes, recoup costs lost through counterfeits 
• Protect consumers and brands through the reduction of fake pharmaceuticals that find their 

way into the supply chain 

The platform will create a network of pharmaceutical brands, contract manufacturers and 
suppliers, logistics and shipping companies, wholesalers and distributors as well as 
pharmacies and hospitals. This network will then become a trusted system to ensure that 
medicines and related products are indeed the genuine product. 

The Zoi platform will support the major business capabilities of FarmaTrust as given below: 

The above business capabilities will be supported by our technical capabilities as given below: 

Target Architecture 

The FarmaTrust architecture for the target state is microservice-driven, componentised with 
plug-and-play capability to create robust, scalable and highly performant solutions.  The core 
is built with a future-proof approach to enable our system to become integral part of IoT 
applications.   

This architecture guarantees business agility by providing flexibility and reduction in time-to-
market, built with security principles that will prevent any potential damage. Due to the 

Track & Trace Fake / Falsified 
Medicine Removal

Bespoke 
Dashboards

Predictive Data 
Analytics

Dynamic 
Distribution Routing 

Real-time Reporting Real-time Alerting Data Matrix 
Scanning

Data Security ZOI Exchange Wallet Management

FarmaTrust Protocol Blockchain Adapters APIs Mobile Apps

Machine Learning 
Algorithms

Big Data Smart Contracts HD Type 2 Wallets

Data Integration ETL Rules Engine Complex Events 
Processing

Web 3.0 Monitoring
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decentralisation characteristics within the system and built-in monitoring, the system will 
automagically shut down when it sees suspicious activity. 
Encryption is embedded into business layer, application layer, data layer and infrastructure 
layer. 

Its plug-n-play behaviour enables for easy creation of bespoke solutions to specific requirements 
of a given stakeholder.  Its API-centric development enables simple and quick integration with any 
type of legacy system. 

The core of the platform is built on blockchain, smart contracts and APIs. 

The Transaction Manager is a large component that will meet many system scaling requirements. 

  
FIGURE 1. FARMATRUST TARGET ARCHITECTURE 

The architectural layers of FarmaTrust: 

1. Native App and Web App: Wallet creation and KYC-like authentication and authorisation to 
enable access to FT dashboards and to provide full visibility. 

2. Business API Layer: Any client will be able to connect to our ecosystem, exposed via our 
endpoints that will consume JSON data and respond with JSON data. Minimum data is 
required to call our technical layer. 

3. Technical Layer: With minimum data from the business layer RESTful APIs will enrich the 
data and orchestrate proper calls to the technical components that form our foundation. 
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Smart contracts and AI agents process the packet flow here. Due to the nature of the 
supply chain we require both synchronous and asynchronous calls to the foundation layer. 

4. Foundation Layer: Core processing components to build the foundation reside here. Data 
from social, mobile apps, cloud and other Blockchains and private Blockchains are 
extracted, loaded and transformed for analytics. APIs from the technical layer 
communicates with various resources in this foundation layer to solve problems at hand. 

5. Monitoring and Security: Business monitoring, application monitoring and infrastructure 
monitoring occurs here to ensure the health of the platform and business. At the same 
time security measures are taken at every level. 

The Blockchain 

The technology behind Bitcoin, referred to as Blockchain, was established as a shared ledger 
of transactions across disparate business without the need for control by any single central 
entity.  This “distributed ledger” ultimately reduces and in some cases, obviates the need for 
intricate and expensive relationships and system integrations required to provide integrity-
verification and trust for transactions that cross business entities traditionally have required 
third-party intermediaries. 

It is a shared immutable ledger between all parties in a business network. Immutability 
prevents disputes in transactions and is achieved through cryptography. “Smart Contracting” 
enables two or more parties to sign an immutable contract which can be automatically 
fulfilled. A smart contract details the asset exchange terms (including, but not limited to, the 
fees). The immutable nature of the contract prevents later denial of the agreement (much as a 
paper contract signed by lawyers and witnessed, stamped, etc.). 

Blockchains are difficult to hack, their data is cryptographically secured so that the costs 
associated with brute-force attacks are so excessive that such attacks are simply not 
worthwhile. They also guard data against losses as they are distributed and constantly verified 
to preserve their integrity. Access and changes can also be monitored and perpetually stored 
so that changes made to a Blockchain can be forever tracked in the Blockchain itself. We 
believe the Blockchain will have a profound impact on pharmaceutical industry, including: 

1. Access: The Blockchain is an open network where anyone can add blocks or review the 
entire Blockchain from the start of the Genesis block to its destination 

2. Trust: Individuals and pharmaceutical companies alike can trust each other to transfer 
valuable information such as serial numbers, knowing that the Blockchain keeps the 
information cryptic using cryptography 

3. Redundancy: The Blockchain is like a ledger where information is replicated on servers 
across the globe, so there is no single point of failure 

4. Anonymity: People and companies can exchange information anonymously 
5. Real Time Capability: Blocks can be verified and added to the Blockchain in near real time 
6. Security: Strong cryptographic algorithms keep the information secure 
7. Decentralisation: With Blockchain there is no central authority managing the data;  

everyone is keeping a copy of the information  
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Blockchain Application to the Pharma Supply Chain 

We attempt to disrupt the value chain in the pharma industry by causing disruption in the 
manufacturing platform and distribution services. The journey for us starts at the 
manufacturer chain. The logistics of integrating all supply chain management systems, 
ensuring common data standards and processes is an almost unthinkable and costly 
undertaking that requires a high level of coordination across the various entities within the 
entire supply chain. 

FIGURE 2. VALUE CHAIN DISRUPTION 
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Current Supply Chain 
As shown in the below diagram, the tracking of packets throughout the pharma supply chain 
becomes a challenge because of the complexities and numerous actors involved.  

FIGURE 3. CURRENT SUPPLY CHAIN 

The further the packet/product moves away from the manufacturer in the supply chain the 
more the visibility of it breaks down..  For example, it may be manufactured by a pharma 
company based in the United Kingdom whose primary distributor passes it onto a local 
distributor in Nigeria.  In return, the Nigerian distributor may decide to pass some locally 
within Nigeria but may decide to send some to a local supplier in Indonesia. Routing of the 
packets downstream becomes unclear upstream. 

What makes it more challenging, even if all parties cooperate, is the integration between each 
party’s supply chain management systems. This gets even more complicated  the further the 
drug packet goes down the supply chain. The integration of thousands of parties within the 
supply chain systems is next to impossible. 

Therefore a mechanism that considers the following is needed: 
• Existing supply chain management systems – there should be minimal changes to legacy systems 
• Existing supply chain processes for each participant should remain unchanged 
• Minimal involvement required from IT departments 

Proposed: The FarmaTrust Supply Chain Exchange 

The FarmaTrust platform is easy to integrate for companies with a large and highly competent 
IT department as well as those who do not have such resources, for example small non-chain 
pharmacies in developing countries with no point-of-sale (PoS) system. The FarmaTrust 
platform has the ability to provide access to the Blockchain and the pedigree of the drug 
packet, for all involved parties of the supply chain.  If there are any issues, the platform will 
flag up that the packet is suspicious. 
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FIGURE 4. FARMATRUST SCE PROCESS 

To achieve the goal of maintaining a pedigree for each drug packet, the serialisation is written 
to the Blockchain.  This is done in a very lightweight approach ensuring each actor in the 
supply chain does not have to change internal processes and systems.   

1. The process begins with the manufacturer.  After the drugs are packed, they are serialised 
and written to the Manufacturer’s supply chain system with the relevant and appropriate 
data. 

2. At this point, drug parcels  are packed into lots and prepared for shipment.   

3. The next downstream distributor is designated in the SCM system with the shipping 
logistics company. This designation along with the lot is written to the Blockchain by the 
smart contract. This means the only one who can take ownership of this lot is the intended 
receiver.   

4. When the next distributor receives the lot, the packets will be scanned into their SCM 
system, which in turn will take ownership, via the smart contract on the Blockchain. The lot 
and packets are now assigned to the new owner/distributor 

Currently, each of the above points of the supply chain maintain their own supply chain 
management system, processes and levels of compliance. To add to the complexity, the 
pharma company is often unable to plan or predict the route the drugs will take.  It may start 
off with a primary distributor in the United Kingdom as one batch, and real-time inventory 
requires batches to be split and distributed across multiple secondary distributors in different 
countries and compliance regimes. 
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Functional View  

Utilising Blockchain technology only requires that each entity within the supply chain  
interfaces their supply chain management system into the FarmaTrust platform to authorize 
and communicate ownership transfer of pharmaceutical packets. This can be done without 
the need for the various entities of the supply chain to coordinate or communicate directly or 
even know about each other. Of course, two adjacent entities would need to authorize and 
accept packets from each other. The diagram below illustrates the Blockchain application to 
the FarmaTrust Supply Chain Exchange from a functional standpoint. 

 

FIGURE 5. FARMATRUST - SCE FUNCTIONAL VIEW 

System Architecture 

We have completed our 11 plus node implementation to provide a permissioned Blockchain 
network using POA consensus. Our RESTful APIs on private clients now invoke smart contract 
per trade partner such as manufacturer, wholesale distributor and so on.  

Collaboration via ZK-Snark 

We are progressing in the implementation of this capability by closely working with the ZSL 
provided by Quorum Blockchain technology.  

 16



Solution Overview 

Using appropriate architecture components from our enterprise platform, FarmaTrust’s 
system is scalable, flexible and modular and can operate between various  systems between 
the production line and business departments. Smart contracts enable us to tailor our system 
for different needs and automate the processes. Our permissioned Blockchain network 
provides real-time tracking of product ownership. The diagram below illustrates a solution 
architecture. 

FIGURE 6 

To prevent duplicated serialised packets whilst maintaining transaction privacy work, the 
solution leverages EPCIS event model and private messages to exchange sensitive data 
between trade partners, execute business rules in smart contracts and API to prevent double 
transfer and the transaction manager ensures authenticity of such transactions. 

EPCIS Processing and the FarmaTrust API 

Transactions can be sent to the FarmaTrust Blockchain via the FarmaTrust API. The API 
provides endpoints that correspond to a subset of the Electronic Product Code Identification 
System (EPCIS) core business vocabulary. It also includes a variety of other endpoints that 
enable chain-of-custody verification, batch EPCIS XML processing and product custody 
transfer. 
Note: For a full and detailed description of the FarmaTrust API, please contact us and request 
the official API documentation entitled, "FT Project API" 
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API Endpoints: 

Sample Code Example 
Manufacturer: Transfer custody to Wholesale Distributor 1 
Example Request: 

Sample Response:

tx_hash: "0x357313014a711f9a4fb710a4f81f3753d7329f7a0610b55e3e57c5f1a4e1a51f"

GET Jobs

GET Proof

GET proof/last_id

GET Proofs

GET Tx

GET Serial

GET android/chronological

GET android/detail

GET android/jobs

GET android/batch

GET android/gtin

POST Commission

POST Pack

POST Ship

POST Receive

POST Dispense

POST Transfer

POST Upload

POST Reset
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curl -X POST \ 
  http://{{HOST}}/transfer \ 
  -H 'Content-Type: application/json' \ 
  -m 300 \   
  -d '{  
 "from" : "{{manufacturer}}",  
 "to" : "{{wholesale_distributor_1}}",  
 "proofId" : "5",  
 "jobId": "{{JobId}}" 
}'



Batch EPCIS XML Processing 

While discrete data capture events can be issued to the blockchain via individual API endpoint 
calls, it is also possible to process batches of EPCIS events through submission of EPCIS XML 
files to the /upload endpoint. 

Non-Functional Requirements (NFR) 

Among many NFRs, we are focussed on system availability, performance, security and 
scalability. One immediate NFR attribute we are focussed on solving is the highly scalable 
Blockchain infrastructure that processes billions of transactions. Our supply chain use case 
demands such scalability as we are tracking at medicine packet level.  

Scalability Challenges 

Our Zoi supply chain network will process millions of transactions per day so we have 
performed many scalability tests to meet such demand for transaction throughput. 

• There are various techniques for scaling, including horizontal scaling. 
• Permissioned/Privatechain solutions 
• Special nodes. We will have separate nodes for storage and validations. 
• Data Sharding 
• Data Caching 

Our nodes will be deployed on machines with hardware specifications of high-frequency-
trading machines. 

Blockchain Scalability 

We have conducted a proof of concept with Tomochain, a highly scalable blockchain 
infrastructure providing some consensus layer as Ethereum Tomochain is a private fork of 
EVM. They can process confirmations in two seconds with zero fees. We have also targeted 
other Blockchain 3.0 technologies to meet our scalability requirements. 

Tomochain (Packet Tracker Node) 

We have deployed our track & trace smart contract onto a permissioned/private node and 
conducted a load and performance testing, running various test cases using LoadRunner 
scripts invoking the FarmaTrust API at burst of 1000 tps, 2000 tps, 3000 tps and 4000 tps.  
During the runs we found the results below. Each node has a capacity of 2VCPUs and 4GB 
RAM. 
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Quorum (Packet Tracker Node) 

We have deployed our track & trace smart contract onto a Quorum Blockchain, a 
permissioned/private node. It’s a fork off EVM developed as an open source solution.  Apart 
from its Zero Knowledge Security Layer we are using its native consensus layer to process 
smart contracts. We conducted a load and performance testing, running various test cases 
using LoadRunner scripts invoking the FarmaTrust API at burst of 1000 tps, 2000 tps, 3000 tps 
and 4000 tps. During the runs we found the results below. Each node has a capacity of 
2VCPUs and 4GB RAM. Below is a comparison matrix of existing smart contract on Geth node, 
Quorum node and Tomochain node. 

Scalability Comparison Matrix 

  

Time required 
for end-to-end 
workflow (e.g. 
Systech “happy 
path”)

Transaction 
shielding

Private 
data 
capability

Can be 
hosted in a 
permissioned 
environment

Raw 
Transaction 
throughput

Enterprise 
ready

Ethereum ~8 minutes No No No 1 tx / 
second

No

Quorum ~1.5 seconds Yes Yes Yes Around 
5000 txs / 
second

Yes

Tomochain 1304 ms Yes Yes Work in 
progress

Around 
1477 txs / 
second

Work in 
progress

MS CoCo 
Framework

To be planned

Hyper 
Ledger 
Fabric

To be planned

Cardano Initiated
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Disaster Recovery / Business Continuity 
The blueprint provides us with the capability to be operational within hours. 

 

FIGURE 7 
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Infrastructure 
MS-Azure 

The diagram below shows how we have created servers for UAT/Production environments on 
Azure availability zone.  It shows a single part of the infrastructure architecture, the same way 
we have Geth/DB servers with Firewall, load balancer and multiple availability zone.  

• Regional and global fail-over options 
• Availability Zones are physically separate locations within an Azure region 
• 99.99% for uptime of virtual machines 

FIGURE 8 

Our security policy across all environments: 
• Subnetting through different vNet switch for each environment 
• Strong inbound firewall policy for each server 
• IPSec VPN tunnel to access server 
• Server security patch/vulnerability management 
• Control routing behavior 
• Intrusion detection/intrusion prevention 
• Monitor antivirus/malware alerts through Azure Security Center 
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Amazon Web Services (AWS) 

Our full-scale solution also runs in the standard AWS infrastructure we have created as shown 
below. 

FIGURE 9 
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Test Management Tool 

Among various management tools we use, the primary ones are TestLink, JMeter, Selenium, 
TestNG and BlazeMeter.  Below are a few screenshots of the usage of TestLink.  

Test Status Report 

Traceability Matrix 
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Platform Integration/Implementation 

The diagram below illustrates simple, cost-efficient data integration with our platform via 
secure Zoi API with keys to extract real-time, encrypted data from a message queue or from 
an encrypted text file. Decrypt, parse data to issue blockchain transactions; ensure correct, 
authorized transfer of drug packets to each receiving party. 

Mobile Apps for customs port authorities, pharmacies and consumers; integration guides 

FIGURE 10 
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Benefits and Risks 

The risks involved in adopting Blockchain as an emerging technology, disrupting almost every 
industry, are far outweighed by the benefits it provides companies and society as a whole. 

FarmaTrust is a web-based, peer to peer platform designed to keep an immutable record of 
every legitimate drug ever produced. Using Blockchain technology, is at the forefront of 
preventing counterfeit drugs getting into the supply chain and therefore preventing death and 
suffering of patients, be it in the developed or the developing world. The use of AI and 
machine learning technologies will also benefit commercial operations of the pharmaceutical 
industry, increasing efficiency and revenues. 

(i) Product Benefits 

FarmaTrust is a platform that is compatible with legacy systems, and can be configured to 
ensure compliance with a multitude of different regulatory regimes. It is hardware and 
software agnostic, and is available globally. 
FarmaTrust: 

• Saves lives by providing a pedigree of the drug and trust in the manufacturer 
• Saves lives by freeing previously locked-in data of users of a drug for R&D use 
• Significantly reduces costs (it uses existing technology) 
• Provides infrastructure infallibility - there is no central database 
• Provides immutability - there is no central database and decentralized ledger 
• Provides record integrity, and cannot be corrupted 
• Provides potential for personalized medicine 
• Is regulatory agnostic - multitude of configurations 
• Increases efficiencies with artificial intelligence in the supply chain 
• Facilitates online demand - goods can be checked whether they are genuine or not 
• Is global – this system works anywhere there is a connection to the internet, either through 

landlines, 3G/4G/5G availability or through satellite technology. 

(ii) Data Lead 

FarmaTrust creates an immutable record of every drug that is created at the manufacturing 
stage. It then tracks the record through the supply cycle using current supply chain logistics.  

The records are kept on a distributed ledger and certain details are encrypted, therefore only 
available to FarmaTrust or the manufacturer/pharmaceutical company. Such immense and 
accurate data is immensely useful to pharmaceutical and industry logistics companies. 
FarmaTrust can utilize such data to assist in making the supply chain more efficient. 
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(iii) Ease of Use - SMS/Voice Verification 

A customer at a pharmacy has many options for checking whether a drug is genuine or not. 
We discovered that in the developing countries, although smartphone use is increasing, due 
to the costs involved, most people use an older style phone  
  
Even the usage of a traditional phone will enable a person to send a text with the label code to 
FarmaTrust short codes with an instantaneous reply confirming whether the drugs are 
genuine or not. As an alternative, we will also integrate voice support into our product, 
thereby ensuring that those with limited eyesight or education challenges (being illiterate) are 
also able to use the system. 

Smartphone users can simply use the FarmaTrust App, or take a picture of the label, and will 
receive an instantaneous reply as to the authenticity of the product. 

(iv) Online Purchases 

For online purchases, a similar process can be applied. However, since online stores can be 
fake themselves, we believe that a customer should be presented with the label of the 
product that he receives. This can be done during the shipping process. AI will also assist in 
monitoring how many labels are checked at a given moment to ensure that the same label is 
not being used to sell counterfeit drugs. 

When the customer receives the shipment, the product can be checked again by either using 
SMS or by scanning the label with the FarmaTrust App. 

(v) Artificial Intelligence 

The FarmaTrust solution shall develop artificial intelligence capabilities quickly which will be 
utilised by its customers. AI can analyse data to search for increasing efficiencies. We also 
believe that there are various additional modules which can be used for automatic re-routing 
of pharma supplies, automatic regulatory reporting and automatic audit requirements. 
Automated apps with one or more machine learning algorithms and chatbots will assist our 
customers to make the right decisions when faced with unforeseen situations.  
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Risks 

Although we are aware of several traditional supply chain companies attempting to use cloud-
based systems to solve the pharmaceutical SCM problems, we are not aware of any that are 
experimenting or implementing a system to the scale and sophistication of the system that 
we have. There are also other Blockchain companies which are looking at proof-of-providence 
concepts, but none focus solely on the pharmaceutical industry in the way in which 
FarmaTrust is solving the problem. 
There are number of risks to the proposed system, but we have spent significant time 
developing solutions to counter them. 

Private or Public Blockchain? 

There is a wide range of opinions in various industries as to how to implement Blockchains. 
Some participants, e.g. banks, have a preference for private blockchains, due to concerns 
about security of data and other related regulatory issues. We believe that being clear about 
what data to collect and using 256-bit encryption for various elements of the datasets means 
that we can overcome any concerns about security and related issues. 

We understand that it’s a journey that may take a year to two to achieve the full network 
effect but our platform, Zoi, is flexible to meet the business needs faced in the different legs 
of the journey in a very short time span. For example, we were approached by IOT vendors 
providing cold chain solution in the pharma industry.  The data loggers generate data at such 
a fast pace in gigabytes and some transmit using geo-satellites, NFC, WIFI, over internet and 
so on. Their main concern was the data security in the what-if scenarios such as man-in-the-
middle attack, e.g. digital eavesdropping, occurs between the two devices. Our platform can 
solve such challenges as we use cryptography provided by blockchain and zero knowledge 
proof. We are looking at options, but we are starting zk-SNARK  algorithm used by Zcash. In 6

addition, the transactions are compacted by excluding the metadata that prevent further 
meaning to the data that might be hacked. Due to immutability property of Blockchain the 
data from the loggers cannot be tampered with as the data is recorded in the public 
distributed ledger and all nodes are eventually synchronized with the same record keeping.  
As Zoi platform is component-oriented we will secure it using honey pot principles. From the 
hardware side, we will use military-grade data centres. 

Ethereum Price Fluctuations 

Currently the price of Ethereum and the gas required for transaction on the Blockchain has 
significant fluctuations. As crypto-currencies become more mainstream and speculators 
reduce participation in the industry, prices may stabilise, and the Ethereum Foundation may 
also develop solutions to this problem. In any case, this is an issue which affects the whole 
industry and therefore, we believe in due course a proper solution will emerge. 

 A whitepaper presented by ACM - https://dl.acm.org/citation.cfm?id=129782. Joe Killian 1992. 6

https://dl.acm.org/citation.cfm?id=2090263, Alessandro Chiesa, 2012.
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Lack of Adoption by the Industry 

The pharmaceutical industry is conservative. However, it needs to change just as the music or 
film industry; otherwise they will be disrupted by companies that embrace the new tech, as 
has been shown by iTunes, Amazon and eBay etc. We believe the increase in number of 
pharmaceutical manufacturers and the abundance of internet pharmacies means that there 
are more participants which will want to embrace new technologies which are more efficient 
and reduce costs. Recent moves into the prescription industry by Amazon also demonstrate 
the need of solutions like the one provided by FarmaTrust. 
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Conclusion 

FarmaTrust is at the cusp of solving a huge problem that is affecting the international 
pharmaceutical industry. The FarmaTrust solution will make the world a safer, healthier and 
economically better place for everyone. FarmaTrust solves the problem in an optimal way that 
minimizes a burden on the industry and is easy to use.  

The FarmaTrust solution is working. We are now implementing the solution into working 
pharmaceutical companies, the public and regulators. 

We do not underestimate the effort required to work with regulators to ensure that our 
product will be certified and compliant within the industry. Our goal is to make the supply 
chain more efficient, and thereby help people and save lives. 
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