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Abstract 
  
Shitcoin (SHIT) is a trustless, decentralized token for instantaneous transfer of tokens. It is an extension 
of Bitcoin Core’s source code, which preserves as much of Bitcoin’s proven code and security as possible 
through the Ethereum network. These technical notes are intended to formally document and describe the 
features and concepts of the SHIT cryptotoken. This Brown Paper will thoroughly explain in detail the 
technical details of SHIT.1 

  
I.               INTRODUCTION 
  
The majority of cryptocurrencies that make use of masternodes, split their block reward per block equally 
between the mining and masternode distribution mechanisms. The intended fairness of this reward 
distribution can be subverted by the growth of masternodes held by large investors without limits leading 
to potential centralization of the budgeting system much like having a majority shareholder in a company. 
The additional benefits of masternodes can lead to less number of users conducting Proof of Stake (PoS) 
mining activities and thus lowering the security of the PoS network. Many theoretical details of this 
project, such as its game-theoretic underpinning, are touched on lightly or not at all. 
 
Masternodes do provide a valuable service and should be rewarded for that service, but our aim here is 
not to reward them way beyond the extra value they provide such as Dash. We believe that doing so 
disproportionately benefits masternode owners above and beyond other users of the system and ultimately 
leads to a greater degree of centralization, which only breeds resentment amongst the proletariat. 
  
To overcome this problem, the feature outlined in this brown paper was developed and implemented with 
the sole intention of ensuring the security of the PoS network. This is achieved by creating an incentive to 
stake, which subsequently promotes liquidity in exchanges and controls the growth rate and count of the 
masternode network.2 
 
“For a message digest, M, of length, m bits, with secret and public keys of length, n bits, a one-way 
function, f : {0, 1} n → {0, 1} n and a Winternitz parameter, w ∈ N|w > 1, the general idea of the 
Winternitz one-time signature is to apply an iterating hash function on a list of random secret keys, sk ∈ 
{0, 1} n, sk = (sk1, .., skm/w), creating chains of hashes of length, w − 1, ending with public keys, (pk ∈ 
N|{0, 1} n), pkx = f 2 w−1 (skx), pk = (pk1, .., pkm/w). 
 
Unlike the bitwise inspection of the message digest in in the Lamport signature, instead the message is 
parsed w bits at a time to extract a number, i ∈ N, i < 2 w −1, from which the signature is generated, sx = 
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f i (skx), s = (s1, ..sm/w). With a growing w providing a tradeoff between smaller keys and signatures for 
increased computational effort.[10]. 
 
Verification involves simply generating pkx = f 2 w−1−i (sx) from M, s and confirming the public keys 
match. 
 
Using SHA-2 (SHA-256) as a one-way cryptographic hash function, f: m = 256 and n = 256, with w = 8 
results in a pk = sk = s size of (m/w)n 8 bytes = 1kb. To generate pk requires f i hash iterations, where i = 
m w 2 w−1 = 8160 per OTS keypair generation. At w = 16 the keys and signatures halve in size, but i = 
1048560 becoming impractical. 
 
Buchmann introduced a variant of the original Winternitz OTS by changing the iterating one-way 
function to instead be applied to a random number, x, repeatedly but this time parameterised by a key, k, 
which is generated from the previous iteration of fk(x). This is strongly unforgeable under adaptive 
chosen message attacks when using a pseudo random function (PRF) and a security proof can be 
computed for given parameters[3]. It eliminates the need for a collision resistant hash function family by 
performing a random walk through the function instead of simple iteration. Huelsing introduced a further 
variant W-OTS+, enabling creation of smaller signatures for equivalent bit security through the addition 
of a bitmask XOR in the iterative chaining function.[6] Another difference between W-OTS(2011 
variant)/ W-OTS+ and W-OTS is that the message is parsed log2(w) bits at a time rather than w, 
decreasing hash function iterations but increasing keys and signature sizes. 
 
W-OTS+ will now be briefly described. With security parameter, n ∈ N, corresponding to the length of 
message (m), keys and signature in bits, being determined by the cryptographic hash function chosen and 
the Winternitz parameter, w ∈ N| w > 1 (usually {4, 16}), l is computed. l is the number of n bit string 
elements in a WOTS+ key or signature, where l = l1 + l2: 

 

 
Where P ad(x) = (x||10b|x|1 ) for |x| < b. The chaining function, c i k (x, r): on input of x ∈ {0, 1} n, 
iteration counter i, key, k ∈ K, and randomisation elements, r = (r1, .., rj ) ∈ {0, 1} n∗j , with j ≥ i, is 
defined as follows: 
 
Figure 1. W-OTS+ chaining function”3 



 
Figure 2. Example hash-chain generation 
 
That is a bitwise xor of the previous iteration of ck and the randomisation element followed by fk on the 
result, which is then fed into the next iteration of fuck. 
 

 
SHIT does none of this. 
  
II.             SHITTY ARCADE 
 
The Shitty Arcade is a game destination website where video games can be played. Video games are paid 
for in SHIT or Shitty Arcade Tokens (SHAT) which are sold for $0.01 each. SHIT are transferrable into 
the Shitty Arcade. 
 
III. SHITTY BIRD 
 
The only game in the Shitty Arcade is Shitty Bird (Figure 3). Playing Shitty Bird costs 25 SHIT or 25 
SHAT. 
 

  
Figure 3: Shitty Bird! 
 
IV. Pre-Initial Coin Offering (Pre-ICO) 



 
The Pre-ICO dropped on June 8th, 2017 at 6:30pm PST. During the Pre-ICO, every social media etc link 
that links to http://shitcoin.io and is submitted in the Pre-ICO Claim Form at 
https://goo.gl/forms/LLTTIF4Y2Y3OyQnp1 will receive 100 SHIT in the ICO. 
 
V. Initial Coin Offering (ICO) 
 
The ICO will take place approximately 2-4 weeks after the launch of the Pre-ICO. During the ICO, SHIT 
will be sold for approximately 1 cent each. 
 
VI. Egalitarian ICO 
 
Due to intense demand in SHIT, SHIT will be pioneering ICO methods that prevent whales from buying 
all the SHIT as happened in the https://basicattentiontoken.org/ ICO with only ~130 people being able to 
participate. 
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