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Course Description: 

IT success stories start with CompTIA A+ certification. It validates 

understanding of the most common hardware and software technolo-
gies in business and certifies the skills necessary to support complex 
IT infrastructures. CompTIA A+ is a powerful credential that helps IT 
professionals worldwide ignite their IT career.  Held by over 1 million 
IT professionals worldwide, CompTIA A+ is the most essential IT cer-
tification for establishing an IT career. If you’re new to the IT industry, 
this will help you put your best foot forward. And if you’re already an 
IT professional, the CompTIA A+ certification validates your skills and 
can boost your career.   

The Learning Center Model: 

 

Our unique model follows a 
streamlined approach to work-
force development and skills 
attainment: 

Assess 
Assess each individual and teams to de-
termine existing skill sets 

 

Educate 

Deliver goal specific training utilizing all 
delivery modalities 

 

Mentor 

Expose students to instructor/mentors 
with front-line cyber/IT experience 

 

Certify 

Certify students with the requisite hands-

on skills to perform the tasks related to 

their functional roles 

 

Validate 

Our unique model follows a stream-
lined approach to workforce devel-
opment and skills attainment: 

Assess 

Assess each individual and teams to 
determine existing skill sets 

Educate 

Deliver goal specific training utilizing 
all delivery modalities 

Mentor 

Expose students to instructor/
mentors with front-line cyber/IT ex-
perience 

Certify 

Certify students with the requisite 

hands-on skills to perform the tasks 

related to their functional roles 

Validate 

Validate students “abilities” through 
performance analytics and real-world 
exercises hosted on a cyber range 
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Exam Objectives: 800-901 

Exam Objectives: 800-902 

 

 

The Learning Center, a division of 

The Learning Center,  has operated 

for 31 years in IT training and certifi-

cation field.  TLC is an is an Official 

Training Partner of (ISC)
2 , 

EC-

Council Accredited Training Center, 

ISACA Approved Training Center 

and CompTIA Alliance member.  

One of two training organizations 

certified/approved by 4 out of the 5 

global credentialing bodies, a unique 

distinction. ,  

Additionally, TLC has partnered  

with Merit.edu to deliver “world-

class” training and education sup-

ported by use of the Michigan Cyber 

Range.  The Michigan Cyber Range 

is the most mature and robust deliv-

erable training platform in the world 

today. This partnership enables TLC 

to uniquely deliver skills-based train-

ing, assessment, and certifications 

in alignment with the  National Initia-

tive for Cybersecurity Education 

(NICE) Framework.  Our lab content 

and assessment services are a one-

of-a-kind model for developing per-

formance defined cybersecurity pro-

fessionals capable of meeting cur-

rent and future employer demand. 

WHY CHOOSE TLC? 

https://www.youtube.com/watch?v=dNGQ5bhVgZE
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Course Description: 

CompTIA Network+ is a vendor neutral networking certification that is 

trusted around the world. It validates the essential knowledge and 

skills needed to confidently design, configure, manage and trouble-

shoot any wired and wireless networks. CompTIA Network+ certified 

individuals are in-demand worldwide. The stakes are high. Data net-

works are more crucial for businesses than ever before. They are the 

lifeline to the critical financial, healthcare and information services 

that need to function at the highest, most secure level. With a Comp-

TIA Network+ certification, you will possess the key skills to trouble-

shoot, configure and manage these systems and keep your company 

productive. 

The Learning Center Model: 

 

Our unique model follows a 
streamlined approach to work-
force development and skills 
attainment: 

Assess 
Assess each individual and teams to de-
termine existing skill sets 

Educate 

Deliver goal specific training utilizing all 
delivery modalities 

Mentor 

Expose students to instructor/mentors 
with front-line cyber/IT experience 

Certify 

Certify students with the requisite hands-
on skills to perform the tasks related to 
their functional roles 

Validate 

Validate students “abilities” through per-
formance analytics and real-world exer-
cises hosted on a cyber range 
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The Learning Center, a division of 

The Learning Center,  has operated 

for 31 years in IT training and certifi-

cation field.  TLC is an is an Official 

Training Partner of (ISC)
2 , 

EC-

Council Accredited Training Center, 

ISACA Approved Training Center 

and CompTIA Alliance member.  

One of two training organizations 

certified/approved by 4 out of the 5 

global credentialing bodies, a unique 

distinction. ,  

Additionally, TLC has partnered  

with Merit.edu to deliver “world-

class” training and education sup-

ported by use of the Michigan Cyber 

Range.  The Michigan Cyber Range 

is the most mature and robust deliv-

erable training platform in the world 

today. This partnership enables TLC 

to uniquely deliver skills-based train-

ing, assessment, and certifications 

in alignment with the  National Initia-

tive for Cybersecurity Education 

(NICE) Framework.  Our lab content 

and assessment services are a one-

of-a-kind model for developing per-

formance defined cybersecurity pro-

fessionals capable of meeting cur-

rent and future employer demand. 

WHY CHOOSE TLC? 

Course Outline 

1. Network Media and Devices 

Topologies and the OSI Model 

Cabling and Connectors 

Ethernet 

Bridge and Switches 

2. Addressing and Routing 

Internet Protocol 

Addressing Schemes 

DHCP and APIPA 

IPv6 

Routing 

3. Network Applications 

Transport Protocols 

Name Resolution 

Web Services 

Communication Services 

WAN Technologies 

Remote Access 

4. Network Security 

Security Fundamentals 

Security Appliances 

Authentication 

Installing Wireless Networks 

5. Management, Monitoring, Troubleshooting 

Configuration Management 

Installing Wired Networks 

Exam Objectives: 
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Course Description: 

CompTIA Security+ is the certification globally trusted to validate 

foundational, vendor-neutral IT security knowledge and skills. As a 

benchmark for best practices in IT security, this certification covers 

the essential principles for network security and risk management – 

making it an important stepping stone of an IT security career. IT se-

curity is paramount to organizations as cloud computing and mobile 

devices have changed the way we do business. With the massive 

amounts of data transmitted and stored on networks throughout the 

world, it’s essential to have effective security practices in place. 

That’s where CompTIA Security+ comes in. Get this certification and 

employers are sure you’re ready for the hackers. 

The Learning Center Model: 

 

Our unique model follows a 
streamlined approach to work-
force development and skills 
attainment: 

Assess 
Assess each individual and teams to de-
termine existing skill sets 

Educate 

Deliver goal specific training utilizing all 
delivery modalities 

Mentor 

Expose students to instructor/mentors 
with front-line cyber/IT experience 

Certify 

Certify students with the requisite hands-
on skills to perform the tasks related to 
their functional roles 

Validate 

Validate students “abilities” through per-
formance analytics and real-world exer-
cises hosted on a cyber range 
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The Learning Center, a division of 

The Learning Center,  has operated 

for 31 years in IT training and certifi-

cation field.  TLC is an is an Official 

Training Partner of (ISC)
2 , 

EC-

Council Accredited Training Center, 

ISACA Approved Training Center 

and CompTIA Alliance member.  

One of two training organizations 

certified/approved by 4 out of the 5 

global credentialing bodies, a unique 

distinction. ,  

Additionally, TLC has partnered  

with Merit.edu to deliver “world-

class” training and education sup-

ported by use of the Michigan Cyber 

Range.  The Michigan Cyber Range 

is the most mature and robust deliv-

erable training platform in the world 

today. This partnership enables TLC 

to uniquely deliver skills-based train-

ing, assessment, and certifications 

in alignment with the  National Initia-

tive for Cybersecurity Education 

(NICE) Framework.  Our lab content 

and assessment services are a one-

of-a-kind model for developing per-

formance defined cybersecurity pro-

fessionals capable of meeting cur-

rent and future employer demand. 

WHY CHOOSE TLC? 

Course Topics: 
1. Security Threats and Controls 
• Security Controls 

• Threats and Attacks 

• Network Attacks 

• Assessment Tools and Techniques 

2. Cryptography and Access Control 
• Ciphers, Hashes, and Steganography 

• Public Key Infrastructure 

• Password Authentication 
• Authorization and Account Management 
3. Network Security 
• Secure Network Design 

• Security Appliances and Applications 

• Wireless Network Security 

• VPN and Remote Access Security 

• Network Application Security 

4. Host, Data, and Application Security 
• Host Security 

• Data Security 

• Web Services Security 

• Web Application Security 

• Virtualization and Cloud Security 

5. Operational Security 
• Site Security 

• Mobile and Embedded Device Security 

• Risk Management 

• Disaster Recovery 

• Incident Response and Forensics 

• Security Policies and Training 
 

https://www.youtube.com/watch?v=efjm7j4WeXE
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Course Description: 

CompTIA Advanced Security Practitioner (CASP) meets the grow-
ing demand for advanced IT security in the enterprise. Recom-
mended for IT professionals with at least 5 years of experience, 
CASP certifies critical thinking and judgment across a broad spec-
trum of security disciplines and requires candidates to implement 
clear solutions in complex environments. The current landscape of 
cybersecurity requires specialized skills to troubleshoot via cus-
tomized hacks and build solid solutions. Each hack is unique and 
must be combated with master-level security skills and experi-
ence.    

The Learning Center Model: 

 

Our unique model follows a 
streamlined approach to work-
force development and skills 
attainment: 

Assess 
Assess each individual and teams to de-
termine existing skill sets 

Educate 

Deliver goal specific training utilizing all 
delivery modalities 

Mentor 

Expose students to instructor/mentors 
with front-line cyber/IT experience 

Certify 

Certify students with the requisite hands-
on skills to perform the tasks related to 
their functional roles 

Validate 

Validate students “abilities” through per-
formance analytics and real-world exer-
cises hosted on a cyber range 
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Exam Objectives: 

 

 

 

The Learning Center, a division of 

The Learning Center,  has operated 

for 31 years in IT training and certifi-

cation field.  TLC is an is an Official 

Training Partner of (ISC)
2 , 

EC-

Council Accredited Training Center, 

ISACA Approved Training Center 

and CompTIA Alliance member.  

One of two training organizations 

certified/approved by 4 out of the 5 

global credentialing bodies, a unique 

distinction. ,  

Additionally, TLC has partnered  

with Merit.edu to deliver “world-

class” training and education sup-

ported by use of the Michigan Cyber 

Range.  The Michigan Cyber Range 

is the most mature and robust deliv-

erable training platform in the world 

today. This partnership enables TLC 

to uniquely deliver skills-based train-

ing, assessment, and certifications 

in alignment with the  National Initia-

tive for Cybersecurity Education 

(NICE) Framework.  Our lab content 

and assessment services are a one-

of-a-kind model for developing per-

formance defined cybersecurity pro-

fessionals capable of meeting cur-

rent and future employer demand. 

WHY CHOOSE TLC? 

https://www.youtube.com/watch?v=WnUuLzXCIEk
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Course Description: 

Linux has grown into an industry-leading software and service delivery plat-

form that is used for everything from super computers and Web servers to 

virtualized systems and your Android phone. This growth creates a high de-

mand for qualified Linux professionals. With CompTIA’s Linux+ Powered by 

LPI certification, you’ll acquire the fundamental skills and knowledge you 

need to successfully configure, manage and troubleshoot Linux systems. The 

Linux footprint continues to grow. In addition to its significant presence in the 

server room, all the major public cloud providers offer Linux images as a way 

of speeding up virtual instance creation. Add on that Linux-based Android 

accounts for approximately 80% of the smartphone market and you’ll find 

many IT careers are founded on Linux skills.  

The Learning Center Model: 

 

Our unique model follows a 
streamlined approach to work-
force development and skills 
attainment: 

Assess 
Assess each individual and teams to de-
termine existing skill sets 

Educate 

Deliver goal specific training utilizing all 
delivery modalities 

Mentor 

Expose students to instructor/mentors 
with front-line cyber/IT experience 

Certify 

Certify students with the requisite hands-
on skills to perform the tasks related to 
their functional roles 

Validate 

Validate students “abilities” through per-
formance analytics and real-world exer-
cises hosted on a cyber range 
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Exam Objectives: 

 

 

 

The Learning Center, a division of 

The Learning Center,  has operated 

for 31 years in IT training and certifi-

cation field.  TLC is an is an Official 

Training Partner of (ISC)
2 , 

EC-

Council Accredited Training Center, 

ISACA Approved Training Center 

and CompTIA Alliance member.  

One of two training organizations 

certified/approved by 4 out of the 5 

global credentialing bodies, a unique 

distinction. ,  

Additionally, TLC has partnered  

with Merit.edu to deliver “world-

class” training and education sup-

ported by use of the Michigan Cyber 

Range.  The Michigan Cyber Range 

is the most mature and robust deliv-

erable training platform in the world 

today. This partnership enables TLC 

to uniquely deliver skills-based train-

ing, assessment, and certifications 

in alignment with the  National Initia-

tive for Cybersecurity Education 

(NICE) Framework.  Our lab content 

and assessment services are a one-

of-a-kind model for developing per-

formance defined cybersecurity pro-

fessionals capable of meeting cur-

rent and future employer demand. 

WHY CHOOSE TLC? 

https://www.youtube.com/watch?v=6-GH1fml9DA


 

The Learning Center                                            (702) 320-8885                                                  www.tlclasvegas.com              

OFFICIAL CYBERSECURITY TRAINING  

 

 

Course Description: 

The CompTIA Cloud+ certification validates the skills and expertise of IT practi-

tioners in implementing and maintaining cloud technologies. Cloud+ accredits 

IT professionals with the constantly changing and advancing knowledge they 

need to be successful in today’s cloud environment.  

As more and more businesses shift their IT operations to cloud platforms, skills 

in cloud computing and virtualization have become a frequently required quali-

fication for IT professionals. Cloud+ is globally recognized and accredited. 

CompTIA Cloud+ is compliant with ISO 17024 standards. Adding CompTIA 

Cloud+ to your resume demonstrates your ability to implement and maintain 

cloud technologies and enables you to jump into a rapidly growing market. 

The Learning Center Model: 

 

Our unique model follows a 
streamlined approach to work-
force development and skills 
attainment: 

Assess 
Assess each individual and teams to de-
termine existing skill sets 

Educate 

Deliver goal specific training utilizing all 
delivery modalities 

Mentor 

Expose students to instructor/mentors 
with front-line cyber/IT experience 

Certify 

Certify students with the requisite hands-
on skills to perform the tasks related to 
their functional roles 

Validate 

Validate students “abilities” through per-
formance analytics and real-world exer-
cises hosted on a cyber range 
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Exam Objectives: 

 

 

 

The Learning Center, a division of 

The Learning Center,  has operated 

for 31 years in IT training and certifi-

cation field.  TLC is an is an Official 

Training Partner of (ISC)
2 , 

EC-

Council Accredited Training Center, 

ISACA Approved Training Center 

and CompTIA Alliance member.  

One of two training organizations 

certified/approved by 4 out of the 5 

global credentialing bodies, a unique 

distinction. ,  

Additionally, TLC has partnered  

with Merit.edu to deliver “world-

class” training and education sup-

ported by use of the Michigan Cyber 

Range.  The Michigan Cyber Range 

is the most mature and robust deliv-

erable training platform in the world 

today. This partnership enables TLC 

to uniquely deliver skills-based train-

ing, assessment, and certifications 

in alignment with the  National Initia-

tive for Cybersecurity Education 

(NICE) Framework.  Our lab content 

and assessment services are a one-

of-a-kind model for developing per-

formance defined cybersecurity pro-

fessionals capable of meeting cur-

rent and future employer demand. 

WHY CHOOSE TLC? 

https://www.youtube.com/watch?v=YtoSVfqJsBk
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Course Description: 

CompTIA Certified Technical Trainer (CTT+) certification is for instructors who 

want to verify they have attained a standard of excellence in the training field. 

CTT+ validates the knowledge and use of tools and techniques necessary for 

successfully teaching in today’s learning environments. Earning the CTT+ certifi-

cation designates you as an exceptional trainer in your field. As an instructor, 

you not only have to plan engaging classroom lectures, practice tasks and ex-

ams, but you must also be a knowledgeable and effective communicator. CTT+ 

certification provides comprehensive training standards to validate your skills in 

a traditional or virtual classroom environment, and ensures that you can teach 

effectively and step up to the front of the class with confidence.   

The Learning Center Model: 

 

Our unique model follows a 
streamlined approach to work-
force development and skills 
attainment: 

Assess 
Assess each individual and teams to de-
termine existing skill sets 

Educate 

Deliver goal specific training utilizing all 
delivery modalities 

Mentor 

Expose students to instructor/mentors 
with front-line cyber/IT experience 

Certify 

Certify students with the requisite hands-
on skills to perform the tasks related to 
their functional roles 

Validate 

Validate students “abilities” through per-
formance analytics and real-world exer-
cises hosted on a cyber range 
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The Learning Center, a division of 

The Learning Center,  has operated 

for 31 years in IT training and certifi-

cation field.  TLC is an is an Official 

Training Partner of (ISC)
2 , 

EC-

Council Accredited Training Center, 

ISACA Approved Training Center 

and CompTIA Alliance member.  

One of two training organizations 

certified/approved by 4 out of the 5 

global credentialing bodies, a unique 

distinction. ,  

Additionally, TLC has partnered  

with Merit.edu to deliver “world-

class” training and education sup-

ported by use of the Michigan Cyber 

Range.  The Michigan Cyber Range 

is the most mature and robust deliv-

erable training platform in the world 

today. This partnership enables TLC 

to uniquely deliver skills-based train-

ing, assessment, and certifications 

in alignment with the  National Initia-

tive for Cybersecurity Education 

(NICE) Framework.  Our lab content 

and assessment services are a one-

of-a-kind model for developing per-

formance defined cybersecurity pro-

fessionals capable of meeting cur-

rent and future employer demand. 

WHY CHOOSE TLC? 

https://www.youtube.com/watch?v=5JnKQHawnEI
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Course Description: 

CompTIA Cybersecurity Analyst (CSA+) is an international, vendor-

neutral IT professional certification that applies behavioral analytics to 

improve the overall state of IT security.  

 

It validates the knowledge and skills required to configure and use 

threat detection tools, perform data analysis and interpret the results 

to identify vulnerabilities, threats and risks to an organization, with the 

end goal of securing and protecting applications and systems within 

an organization.  

The Learning Center Model: 

 

Our unique model follows a 
streamlined approach to work-
force development and skills 
attainment: 

Assess 
Assess each individual and teams to de-
termine existing skill sets 

Educate 

Deliver goal specific training utilizing all 
delivery modalities 

Mentor 

Expose students to instructor/mentors 
with front-line cyber/IT experience 

Certify 

Certify students with the requisite hands-
on skills to perform the tasks related to 
their functional roles 

Validate 

Validate students “abilities” through per-
formance analytics and real-world exer-
cises hosted on a cyber range 
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Course Description: 

The CISSP certification is  the ideal credential for those with proven deep 

technical and managerial competence, skills, experience, and credibility to-

build and maintain security programs to protecting organizations from grow-

ing sophisticated attacks. The CISSP draws from a comprehensive, up-to-

date, global common body of knowledge that ensures security leaders have 

a deep knowledge and understanding of new threats, technologies, regula-

tions, standards, and practices. Backed by (ISC)2®, the globally recognized, 

not-for-profit organization dedicated to advancing the information security 

field, the  CISSP was the first credential in the field of information security to 

meet the stringent requirements of ISO/ IEC Standard 17024. Not only is the 

CISSP an objective measure of excellence, but also a globally recognized 

standard of achievement. 

The Learning Center Model: 

 

Our unique model follows a 
streamlined approach to work-
force development and skills 
attainment: 

Assess 
Assess each individual and teams to de-
termine existing skill sets 

Educate 

Deliver goal specific training utilizing all 
delivery modalities 

Mentor 

Expose students to instructor/mentors 
with front-line cyber/IT experience 

Certify 

Certify students with the requisite hands-
on skills to perform the tasks related to 
their functional roles 

Validate 

Validate students “abilities” through per-
formance analytics and real-world exer-
cises hosted on a cyber range 
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Globally Recognized Standard in Information Security  

 

The CISSP covers critical areas with up-to-date, global Common 

Body of Knowledge training that ensures security leaders have a 

deep knowledge and understanding of new threats, technolo-

gies, regulations, standards, and practices. The CISSP exam tests 

competence in following 8 domains of the CISSP CBK:   

 • Security and Risk Management  

 • Asset Security  

 • Security Engineering    

 • Communications and Network Security   

 • Identity and Access Management  

 • Security Assessment and Testing   

 • Security Operations   

 • Software Development Security  

 

 

The Learning Center, a division of 

The Learning Center,  has operated 

for 31 years in IT training and certifi-

cation field.  TLC is an is an Official 

Training Partner of (ISC)
2 , 

EC-

Council Accredited Training Center, 

ISACA Approved Training Center 

and CompTIA Alliance member.  

One of two training organizations 

certified/approved by 4 out of the 5 

global credentialing bodies, a unique 

distinction. ,  

Additionally, TLC has partnered  

with Merit.edu to deliver “world-

class” training and education sup-

ported by use of the Michigan Cyber 

Range.  The Michigan Cyber Range 

is the most mature and robust deliv-

erable training platform in the world 

today. This partnership enables TLC 

to uniquely deliver skills-based train-

ing, assessment, and certifications 

in alignment with the  National Initia-

tive for Cybersecurity Education 

(NICE) Framework.  Our lab content 

and assessment services are a one-

of-a-kind model for developing per-

formance defined cybersecurity pro-

fessionals capable of meeting cur-

rent and future employer demand. 

WHY CHOOSE TLC? 

https://www.youtube.com/watch?v=m4pylriF_m8
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Course Description: 

Enabling the Next Generation to Build Secure Software 

Attackers and researchers continue to expose new application vulnerabilities, 

and it's no wonder that application vulnerabilities are ranked the #1 threat to 

cybersecurity professionals (according to the 2015 (ISC)² Global Information 

Security Workforce Study). Web application security must be a priority for 

organizations to protect their business and reputation. For this reason, it is 

crucial that anyone involved in the software development lifecycle (SDLC) be 

knowledgeable and experienced in understanding how to build secure soft-

ware. The CSSLP certification validates software professionals have the ex-

pertise to incorporate security practices – authentication, authorization and 

auditing – into each phase of the SDLC, from software design and implemen-

tation to testing and deployment. CSSLPs have proven proficiency. 

The Learning Center Model: 

 

Our unique model follows a 
streamlined approach to work-
force development and skills 
attainment: 

Assess 
Assess each individual and teams to de-
termine existing skill sets 

Educate 

Deliver goal specific training utilizing all 
delivery modalities 

Mentor 

Expose students to instructor/mentors 
with front-line cyber/IT experience 

Certify 

Certify students with the requisite hands-
on skills to perform the tasks related to 
their functional roles 

Validate 

Validate students “abilities” through per-
formance analytics and real-world exer-
cises hosted on a cyber range 
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Globally Recognized Proficiency in Application Security 

The CSSLP draws from a comprehensive, up-to-date, global common body 

of knowledge that ensures software professionals have deep knowledge 

and understanding of how to build secure software. CSSLP tests one compe-

tence in the following 8 domains:  

Secure Software Concepts 

Secure Software Requirements 

Secure Software Design 

Secure Software Implementation/Coding 

Secure Software Testing 

Software Acceptance 

Software Deployment, Operations, Maintenance and Disposal 

Supply Chain and Software Acquisition 

The Learning Center, a division of 

The Learning Center,  has operated 

for 31 years in IT training and certifi-

cation field.  TLC is an is an Official 

Training Partner of (ISC)
2 , 

EC-

Council Accredited Training Center, 

ISACA Approved Training Center 

and CompTIA Alliance member.  

One of two training organizations 

certified/approved by 4 out of the 5 

global credentialing bodies, a unique 

distinction. ,  

Additionally, TLC has partnered  

with Merit.edu to deliver “world-

class” training and education sup-

ported by use of the Michigan Cyber 

Range.  The Michigan Cyber Range 

is the most mature and robust deliv-

erable training platform in the world 

today. This partnership enables TLC 

to uniquely deliver skills-based train-

ing, assessment, and certifications 

in alignment with the  National Initia-

tive for Cybersecurity Education 

(NICE) Framework.  Our lab content 

and assessment services are a one-

of-a-kind model for developing per-

formance defined cybersecurity pro-

fessionals capable of meeting cur-

rent and future employer demand. 

WHY CHOOSE TLC? 

https://youtu.be/Nx4HxkiOlh8
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Course Description: 

The SSCP certification is the ideal credential for those with proven technical 

skills and practical security knowledge in hands-on operational IT roles. It 

provides industry-leading confirmation of a practitioner’s ability to implement, 

monitor and administer IT infrastructure in accordance with information secu-

rity policies and procedures that ensure data confidentiality, integrity and 

availability.  

 

The SSCP indicates a practitioner’s technical ability to tackle the operational 

demands and responsibilities of security practitioners, including authentica-

tion, security testing, intrusion detection/prevention, incident response and 

recovery, attacks and countermeasures, cryptography, malicious code coun-

termeasures, and more.   

The Learning Center Model: 

 

Our unique model follows a 
streamlined approach to work-
force development and skills 
attainment: 

Assess 
Assess each individual and teams to de-
termine existing skill sets 

Educate 

Deliver goal specific training utilizing all 
delivery modalities 

Mentor 

Expose students to instructor/mentors 
with front-line cyber/IT experience 

Certify 

Certify students with the requisite hands-
on skills to perform the tasks related to 
their functional roles 

Validate 

Validate students “abilities” through per-
formance analytics and real-world exer-
cises hosted on a cyber range 
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The Learning Center, a division of 

The Learning Center,  has operated 

for 31 years in IT training and certifi-

cation field.  TLC is an is an Official 

Training Partner of (ISC)
2 , 

EC-

Council Accredited Training Center, 

ISACA Approved Training Center 

and CompTIA Alliance member.  

One of two training organizations 

certified/approved by 4 out of the 5 

global credentialing bodies, a unique 

distinction. ,  

Additionally, TLC has partnered  

with Merit.edu to deliver “world-

class” training and education sup-

ported by use of the Michigan Cyber 

Range.  The Michigan Cyber Range 

is the most mature and robust deliv-

erable training platform in the world 

today. This partnership enables TLC 

to uniquely deliver skills-based train-

ing, assessment, and certifications 

in alignment with the  National Initia-

tive for Cybersecurity Education 

(NICE) Framework.  Our lab content 

and assessment services are a one-

of-a-kind model for developing per-

formance defined cybersecurity pro-

fessionals capable of meeting cur-

rent and future employer demand. 

WHY CHOOSE TLC? 

https://youtu.be/dulmYQoJrco
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Course Description: Leadership for the Field of Cyber Forensics 

The evolving field of cyber forensics requires professionals who understand 

far more than just hard drive or intrusion analysis. The field requires CCFP 

professionals who demonstrate competence across a globally recognized 

common body of knowledge that includes established forensics disciplines as 

well as newer challenges, such as mobile forensics, cloud forensics, anti-

forensics, and more. The CCFP credential indicates expertise in forensics 

techniques and procedures, standards of practice, and legal and ethical prin-

ciples to assure accurate, complete, and reliable digital evidence admissi-

ble in a court of law. It also indicates the ability to apply forensics to other 

information security disciplines, such as e-discovery, malware analysis, or 

incident response. In other words, the CCFP is an objective measure of ex-

cellence valued by courts and employers alike. 

The Learning Center Model: 

 

Our unique model follows a 
streamlined approach to work-
force development and skills 
attainment: 

Assess 
Assess each individual and teams to de-
termine existing skill sets 

Educate 

Deliver goal specific training utilizing all 
delivery modalities 

Mentor 

Expose students to instructor/mentors 
with front-line cyber/IT experience 

Certify 

Certify students with the requisite hands-
on skills to perform the tasks related to 
their functional roles 

Validate 

Validate students “abilities” through per-
formance analytics and real-world exer-
cises hosted on a cyber range 
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The Learning Center, a division of 

The Learning Center,  has operated 

for 31 years in IT training and certifi-

cation field.  TLC is an is an Official 

Training Partner of (ISC)
2 , 

EC-

Council Accredited Training Center, 

ISACA Approved Training Center 

and CompTIA Alliance member.  

One of two training organizations 

certified/approved by 4 out of the 5 

global credentialing bodies, a unique 

distinction. ,  

Additionally, TLC has partnered  

with Merit.edu to deliver “world-

class” training and education sup-

ported by use of the Michigan Cyber 

Range.  The Michigan Cyber Range 

is the most mature and robust deliv-

erable training platform in the world 

today. This partnership enables TLC 

to uniquely deliver skills-based train-

ing, assessment, and certifications 

in alignment with the  National Initia-

tive for Cybersecurity Education 

(NICE) Framework.  Our lab content 

and assessment services are a one-

of-a-kind model for developing per-

formance defined cybersecurity pro-

fessionals capable of meeting cur-

rent and future employer demand. 

WHY CHOOSE TLC? 

https://youtu.be/Nx4HxkiOlh8
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Course Description: 

Emerging cloud computing demands individuals who understand its infor-

mation security risks and mitigation strategies.  Legacy approaches are inad-

equate, and organizations need competent, experienced professionals 

equipped with the right cloud security knowledge and skills to be successful.  

 Globally recognized and backed by the two leading non-profits focused on 

cloud and information security, the Cloud Security Alliance (CSA) and (ISC)², 

the CCSP credential denotes professionals with deep-seated knowledge and 

competency derived from hands-on experience with cyber, information, soft-

ware and cloud computing infrastructure security. CCSPs help you achieve 

the highest standard for cloud security expertise and enable your organiza-

tion to benefit from the power of cloud computing while keeping sensitive 

data secure.  

The Learning Center Model: 

 

Our unique model follows a 
streamlined approach to work-
force development and skills 
attainment: 

Assess 
Assess each individual and teams to de-
termine existing skill sets 

Educate 

Deliver goal specific training utilizing all 
delivery modalities 

Mentor 

Expose students to instructor/mentors 
with front-line cyber/IT experience 

Certify 

Certify students with the requisite hands-
on skills to perform the tasks related to 
their functional roles 

Validate 

Validate students “abilities” through per-
formance analytics and real-world exer-
cises hosted on a cyber range 
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Who should obtain the CCSP credential?  

 

The Certified Cloud Security Professional certification is most ap-

propriate for those well versed in IT and information security, 

with some experience in cloud computing. The ideal candidate 

will have experience in applying security concepts and controls to 

cloud environments.  To attain CCSP, applicants must have a min-

imum of five years of cumulative, paid, full-time working experi-

ence in information technology, of which three years must be in 

information security and one year in one of the six CBK domains. 

Earning the Cloud Security Alliance's Certificate of Cloud Security 

Knowledge (CCSKTM) can be substituted for one year of experi-

ence in one of the six domains of the CCSP CBK. Earning the (ISC)² 

Certified Information Systems Security Professional (CISSP) cre-

dential can be substituted for the entire CCSP experience re-

quirement.  

 

The Learning Center, a division of 

The Learning Center,  has operated 

for 31 years in IT training and certifi-

cation field.  TLC is an is an Official 

Training Partner of (ISC)
2 , 

EC-

Council Accredited Training Center, 

ISACA Approved Training Center 

and CompTIA Alliance member.  

One of two training organizations 

certified/approved by 4 out of the 5 

global credentialing bodies, a unique 

distinction. ,  

Additionally, TLC has partnered  

with Merit.edu to deliver “world-

class” training and education sup-

ported by use of the Michigan Cyber 

Range.  The Michigan Cyber Range 

is the most mature and robust deliv-

erable training platform in the world 

today. This partnership enables TLC 

to uniquely deliver skills-based train-

ing, assessment, and certifications 

in alignment with the  National Initia-

tive for Cybersecurity Education 

(NICE) Framework.  Our lab content 

and assessment services are a one-

of-a-kind model for developing per-

formance defined cybersecurity pro-

fessionals capable of meeting cur-

rent and future employer demand. 

WHY CHOOSE TLC? 

https://www.youtube.com/watch?v=dfOLKfrx0sY
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Course Description:  

As the rapidly evolving healthcare industry faces increas-
ing challenges to keeping personal health information 
protected, there is a growing need to ensure knowledge-
able and credentialed security and privacy practitioners 
are in place to protect this sensitive information. HCISPPs 
provide the front-line defense in protecting health infor-
mation. Backed by (ISC)², a global not-for-profit organiza-
tion that delivers the gold standard for information secu-
rity certifications, the HCISPP credential confirms a prac-
titioner’s core knowledge and experience in security and 
privacy controls for personal health information. 

The Learning Center Model: 

 

Our unique model follows a 
streamlined approach to work-
force development and skills 
attainment: 

Assess 
Assess each individual and teams to de-
termine existing skill sets 

Educate 

Deliver goal specific training utilizing all 
delivery modalities 

Mentor 

Expose students to instructor/mentors 
with front-line cyber/IT experience 

Certify 

Certify students with the requisite hands-
on skills to perform the tasks related to 
their functional roles 

Validate 

Validate students “abilities” through per-
formance analytics and real-world exer-
cises hosted on a cyber range 
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The Learning Center, a division of 

The Learning Center,  has operated 

for 31 years in IT training and certifi-

cation field.  TLC is an is an Official 

Training Partner of (ISC)
2 , 

EC-

Council Accredited Training Center, 

ISACA Approved Training Center 

and CompTIA Alliance member.  

One of two training organizations 

certified/approved by 4 out of the 5 

global credentialing bodies, a unique 

distinction. ,  

Additionally, TLC has partnered  

with Merit.edu to deliver “world-

class” training and education sup-

ported by use of the Michigan Cyber 

Range.  The Michigan Cyber Range 

is the most mature and robust deliv-

erable training platform in the world 

today. This partnership enables TLC 

to uniquely deliver skills-based train-

ing, assessment, and certifications 

in alignment with the  National Initia-

tive for Cybersecurity Education 

(NICE) Framework.  Our lab content 

and assessment services are a one-

of-a-kind model for developing per-

formance defined cybersecurity pro-

fessionals capable of meeting cur-

rent and future employer demand. 

WHY CHOOSE TLC? 

https://youtu.be/Nx4HxkiOlh8
https://youtu.be/hbVm8QulK1g


 

The Learning Center                                            (702) 320-8885                                                  www.tlclasvegas.com              

OFFICIAL CYBERSECURITY TRAINING  

 

 

Course Description: 

As Enterprises migrate toward controller based architec-

tures, the role and skills required of a core network engi-

neer are evolving and more vital than ever. To prepare 

for this network transition, the CCNA Routing and 

Switching certification will not only prepare you with the 

knowledge of foundational technologies, but ensure you 

stay relevant with skill sets needed for the adoption of 

next generation technologies. 

The Learning Center Model: 

 

CCNA Routing and Switching 
Our unique model follows a 
streamlined approach to work-
force development and skills 
attainment: 

Assess 
Assess each individual and teams to de-
termine existing skill sets 

Educate 

Deliver goal specific training utilizing all 
delivery modalities 

Mentor 

Expose students to instructor/mentors 
with front-line cyber/IT experience 

Certify 

Certify students with the requisite hands-
on skills to perform the tasks related to 
their functional roles 

Validate 

Validate students “abilities” through per-
formance analytics and real-world exer-
cises hosted on a cyber range 
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 The Learning Center, a division of 

The Learning Center, is an Official 

Training Partner of (ISC)
2
., operating 

for 31 years in IT training and certifi-

cation programs can offer you the 

best in education and training.  TLC 

is an EC-Council Accredited Train-

ing Center.  One of only 700 accred-

ited training centers globally, TLC is 

proud to be one of 15 global part-

ners selected to deliver the 

C|CISO curriculum.   

Additionally, TLC in partnership with 
Merit.edu has partnered to deliver 
“world-class” training and education 
supported by use of the Michigan 
Cyber Range.  This Cyber Range is 
the most state-of-the-art deliverable 
training method to ensure “skills set” 

learning by use of Alphaville, a virtu-
al environment to practice and hone 
Cybersecurity skills.  Students re-
ceive the official training, plus ac-
cess to the Cyber Range.  Click 
here for more.  

WHY CHOOSE TLC? 
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Course Description: 

The Learning Center Model: 

 

Our unique model follows a 
streamlined approach to work-
force development and skills 
attainment: 

Assess 
Assess each individual and teams to de-
termine existing skill sets 

Educate 

Deliver goal specific training utilizing all 
delivery modalities 

Mentor 

Expose students to instructor/mentors 
with front-line cyber/IT experience 

Certify 

Certify students with the requisite hands-
on skills to perform the tasks related to 
their functional roles 

Validate 

Validate students “abilities” through per-
formance analytics and real-world exer-
cises hosted on a cyber range 
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 The Learning Center, a division of 

The Learning Center, is an Official 

Training Partner of (ISC)
2
., operating 

for 31 years in IT training and certifi-

cation programs can offer you the 

best in education and training.  TLC 

is an EC-Council Accredited Train-

ing Center.  One of only 700 accred-

ited training centers globally, TLC is 

proud to be one of 15 global part-

ners selected to deliver the 

C|CISO curriculum.   

Additionally, TLC in partnership with 
Merit.edu has partnered to deliver 
“world-class” training and education 
supported by use of the Michigan 
Cyber Range.  This Cyber Range is 
the most state-of-the-art deliverable 
training method to ensure “skills set” 

learning by use of Alphaville, a virtu-
al environment to practice and hone 
Cybersecurity skills.  Students re-
ceive the official training, plus ac-
cess to the Cyber Range.  Click 
here for more.  

WHY CHOOSE TLC? 

https://www.youtube.com/watch?feature=player_embedded&v=FrhpU-gr6o0
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Course Description: 

For network video engineers, collaboration engineers, IP te-

lephony and IP network engineers who want to develop and 

advance their collaboration and video skills in line with the 

convergence of voice, video, data and mobile applications, 

the Cisco CCNA Collaboration certification is a job-role fo-

cused training and certification program. It will allow you to 

maximize your investment in your education, and increase 

your professional value by giving you the skills to help your 

IT organization meet increased business demands resulting 

from these technology transitions.  

The Learning Center Model: 

 

CCNA Collaboration 
Our unique model follows a 
streamlined approach to work-
force development and skills 
attainment: 

Assess 
Assess each individual and teams to de-
termine existing skill sets 

Educate 

Deliver goal specific training utilizing all 
delivery modalities 

Mentor 

Expose students to instructor/mentors 
with front-line cyber/IT experience 

Certify 

Certify students with the requisite hands-
on skills to perform the tasks related to 
their functional roles 

Validate 

Validate students “abilities” through per-
formance analytics and real-world exer-
cises hosted on a cyber range 
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 The Learning Center, a division of 

The Learning Center, is an Official 

Training Partner of (ISC)
2
., operating 

for 31 years in IT training and certifi-

cation programs can offer you the 

best in education and training.  TLC 

is an EC-Council Accredited Train-

ing Center.  One of only 700 accred-

ited training centers globally, TLC is 

proud to be one of 15 global part-

ners selected to deliver the 

C|CISO curriculum.   

Additionally, TLC in partnership with 
Merit.edu has partnered to deliver 
“world-class” training and education 
supported by use of the Michigan 
Cyber Range.  This Cyber Range is 
the most state-of-the-art deliverable 
training method to ensure “skills set” 

learning by use of Alphaville, a virtu-
al environment to practice and hone 
Cybersecurity skills.  Students re-
ceive the official training, plus ac-
cess to the Cyber Range.  Click 
here for more.  

WHY CHOOSE TLC? 
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Course Description: 

Cisco Certified Network Associate Security (CCNA Security) vali-

dates associate-level knowledge and skills required to secure Cis-

co networks. With a CCNA Security certification, a network profes-

sional demonstrates the skills required to develop a security infra-

structure, recognize threats and vulnerabilities to networks, and 

mitigate security threats. The CCNA Security curriculum empha-

sizes core security technologies, the installation, troubleshooting 

and monitoring of network devices to maintain integrity, confidenti-

ality and availability of data and devices, and competency in the 

technologies that Cisco uses in its security structure. 

The Learning Center Model: 

 

CCNA Security 
Our unique model follows a 
streamlined approach to work-
force development and skills 
attainment: 

Assess 
Assess each individual and teams to de-
termine existing skill sets 

Educate 

Deliver goal specific training utilizing all 
delivery modalities 

Mentor 

Expose students to instructor/mentors 
with front-line cyber/IT experience 

Certify 

Certify students with the requisite hands-
on skills to perform the tasks related to 
their functional roles 

Validate 

Validate students “abilities” through per-
formance analytics and real-world exer-
cises hosted on a cyber range 
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The Learning Center, a division of 

The Learning Center,  has operated 

for 31 years in IT training and certifi-

cation field.  TLC is an is an Official 

Training Partner of (ISC)
2 , 

EC-

Council Accredited Training Center, 

ISACA Approved Training Center 

and CompTIA Alliance member.  

One of two training organizations 

certified/approved by 4 out of the 5 

global credentialing bodies, a unique 

distinction. ,  

Additionally, TLC has partnered  

with Merit.edu to deliver “world-

class” training and education sup-

ported by use of the Michigan Cyber 

Range.  The Michigan Cyber Range 

is the most mature and robust deliv-

erable training platform in the world 

today. This partnership enables TLC 

to uniquely deliver skills-based train-

ing, assessment, and certifications 

in alignment with the  National Initia-

tive for Cybersecurity Education 

(NICE) Framework.  Our lab content 

and assessment services are a one-

of-a-kind model for developing per-

formance defined cybersecurity pro-

fessionals capable of meeting cur-

rent and future employer demand. 

WHY CHOOSE TLC? 
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Course Description: 

Agility is the hallmark of today's successful data center. Built for 

rapid application deployment and supported by a highly elastic in-

frastructure, the data center has become core to businesses com-

peting in our digital era. CCNA Data Center certification provides 

the confidence and nimbleness you need to install, configure, and 

maintain data center technology. Gain grounding in data center 

infrastructure, data center networking concepts and technologies, 

storage networking, unified computing, network virtualization, data 

center automation and orchestration, and Cisco Application Cen-

tric Infrastructure (ACI). 

The Learning Center Model: 

 

CCNA Data Center 
Our unique model follows a 
streamlined approach to work-
force development and skills 
attainment: 

Assess 
Assess each individual and teams to de-
termine existing skill sets 

Educate 

Deliver goal specific training utilizing all 
delivery modalities 

Mentor 

Expose students to instructor/mentors 
with front-line cyber/IT experience 

Certify 

Certify students with the requisite hands-
on skills to perform the tasks related to 
their functional roles 

Validate 

Validate students “abilities” through per-
formance analytics and real-world exer-
cises hosted on a cyber range 
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 The Learning Center, a division of 

The Learning Center, is an Official 

Training Partner of (ISC)
2
., operating 

for 31 years in IT training and certifi-

cation programs can offer you the 

best in education and training.  TLC 

is an EC-Council Accredited Train-

ing Center.  One of only 700 accred-

ited training centers globally, TLC is 

proud to be one of 15 global part-

ners selected to deliver the 

C|CISO curriculum.   

Additionally, TLC in partnership with 
Merit.edu has partnered to deliver 
“world-class” training and education 
supported by use of the Michigan 
Cyber Range.  This Cyber Range is 
the most state-of-the-art deliverable 
training method to ensure “skills set” 

learning by use of Alphaville, a virtu-
al environment to practice and hone 
Cybersecurity skills.  Students re-
ceive the official training, plus ac-
cess to the Cyber Range.  Click 
here for more.  

WHY CHOOSE TLC? 
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Course Description: 

Today's organizations are challenged with rapidly detecting 

cybersecurity breaches and effectively responding to securi-

ty incidents. Teams of people in Security Operations Cen-

ters (SOC’s) keep a vigilant eye on security systems, pro-

tecting their organizations by detecting and responding to 

cybersecurity threats. 

The CCNA Cyber Ops certification prepares candidates to 

begin a career working with associate-level cybersecurity 

analysts within security operations centers. 

The Learning Center Model: 

 

CCNA Cyber Ops 
Our unique model follows a 
streamlined approach to work-
force development and skills 
attainment: 

Assess 
Assess each individual and teams to de-
termine existing skill sets 

Educate 

Deliver goal specific training utilizing all 
delivery modalities 

Mentor 

Expose students to instructor/mentors 
with front-line cyber/IT experience 

Certify 

Certify students with the requisite hands-
on skills to perform the tasks related to 
their functional roles 

Validate 

Validate students “abilities” through per-
formance analytics and real-world exer-
cises hosted on a cyber range 
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The Learning Center, a division of 

The Learning Center,  has operated 

for 31 years in IT training and certifi-

cation field.  TLC is an is an Official 

Training Partner of (ISC)
2 , 

EC-

Council Accredited Training Center, 

ISACA Approved Training Center 

and CompTIA Alliance member.  

One of two training organizations 

certified/approved by 4 out of the 5 

global credentialing bodies, a unique 

distinction. ,  

Additionally, TLC has partnered  

with Merit.edu to deliver “world-

class” training and education sup-

ported by use of the Michigan Cyber 

Range.  The Michigan Cyber Range 

is the most mature and robust deliv-

erable training platform in the world 

today. This partnership enables TLC 

to uniquely deliver skills-based train-

ing, assessment, and certifications 

in alignment with the  National Initia-

tive for Cybersecurity Education 

(NICE) Framework.  Our lab content 

and assessment services are a one-

of-a-kind model for developing per-

formance defined cybersecurity pro-

fessionals capable of meeting cur-

rent and future employer demand. 

WHY CHOOSE TLC? 
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Course Description: 

Many companies are embracing the Cloud to help them to be more agile, 

flexible, and effective at delivering better business outcomes. Today, the 

majority of companies are already using XaaS offerings, and by 2018, it's 

estimated that 78% of workloads will be processed through the cloud. 

The CCNA Cloud certification is a job role focused certification and train-

ing program that helps Cloud engineers, Cloud Administrators, and Net-

work Engineers to develop, advance, and validate their cloud skill set, 

and enables them to help their IT organization meet changing business 

demands.   With a CCNA Cloud certification, you will obtain the skills to 

perform entry-level provisioning and support of Cisco cloud solutions. 

Learn from the only company that has an end-to-end Cloud and Inter-

cloud story. 

The Learning Center Model: 

 

CCNA CLOUD 
Our unique model follows a 
streamlined approach to work-
force development and skills 
attainment: 

Assess 
Assess each individual and teams to de-
termine existing skill sets 

Educate 

Deliver goal specific training utilizing all 
delivery modalities 

Mentor 

Expose students to instructor/mentors 
with front-line cyber/IT experience 

Certify 

Certify students with the requisite hands-
on skills to perform the tasks related to 
their functional roles 

Validate 

Validate students “abilities” through per-
formance analytics and real-world exer-
cises hosted on a cyber range 
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The Learning Center, a division of 

The Learning Center,  has operated 

for 31 years in IT training and certifi-

cation field.  TLC is an is an Official 

Training Partner of (ISC)
2 , 

EC-

Council Accredited Training Center, 

ISACA Approved Training Center 

and CompTIA Alliance member.  

One of two training organizations 

certified/approved by 4 out of the 5 

global credentialing bodies, a unique 

distinction. ,  

Additionally, TLC has partnered  

with Merit.edu to deliver “world-

class” training and education sup-

ported by use of the Michigan Cyber 

Range.  The Michigan Cyber Range 

is the most mature and robust deliv-

erable training platform in the world 

today. This partnership enables TLC 

to uniquely deliver skills-based train-

ing, assessment, and certifications 

in alignment with the  National Initia-

tive for Cybersecurity Education 

(NICE) Framework.  Our lab content 

and assessment services are a one-

of-a-kind model for developing per-

formance defined cybersecurity pro-

fessionals capable of meeting cur-

rent and future employer demand. 

WHY CHOOSE TLC? 



 

The Learning Center                                            (702) 320-8885                                                  www.tlclasvegas.com              

OFFICIAL CYBERSECURITY TRAINING  

 

 

Course Description: 

 

The Learning Center Model: 

 

CCNP Routing and Switching 

Our unique model follows a 
streamlined approach to work-
force development and skills 
attainment: 

Assess 
Assess each individual and teams to de-
termine existing skill sets 

Educate 

Deliver goal specific training utilizing all 
delivery modalities 

Mentor 

Expose students to instructor/mentors 
with front-line cyber/IT experience 

Certify 

Certify students with the requisite hands-
on skills to perform the tasks related to 
their functional roles 

Validate 

Validate students “abilities” through per-
formance analytics and real-world exer-
cises hosted on a cyber range 
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The Learning Center, a division of 

The Learning Center,  has operated 

for 31 years in IT training and certifi-

cation field.  TLC is an is an Official 

Training Partner of (ISC)
2 , 

EC-

Council Accredited Training Center, 

ISACA Approved Training Center 

and CompTIA Alliance member.  

One of two training organizations 

certified/approved by 4 out of the 5 

global credentialing bodies, a unique 

distinction. ,  

Additionally, TLC has partnered  

with Merit.edu to deliver “world-

class” training and education sup-

ported by use of the Michigan Cyber 

Range.  The Michigan Cyber Range 

is the most mature and robust deliv-

erable training platform in the world 

today. This partnership enables TLC 

to uniquely deliver skills-based train-

ing, assessment, and certifications 

in alignment with the  National Initia-

tive for Cybersecurity Education 

(NICE) Framework.  Our lab content 

and assessment services are a one-

of-a-kind model for developing per-

formance defined cybersecurity pro-

fessionals capable of meeting cur-

rent and future employer demand. 

WHY CHOOSE TLC? 
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Course Description: 

For collaboration and unified communications network engineers 

who want develop advanced collaboration skills designing, deploy-

ing, configuring, and troubleshooting Cisco Collaboration and Uni-

fied communications applications, devices and networks, the Cis-

co CCNP Collaboration certification is a job-role focused training 

and certification program that will expand your skills and ability to 

deliver business value. Collaboration is becoming a critical neces-

sity for business success and innovation. You can use your 

knowledge to lead the transformation and increase the effective-

ness of your organizations collaboration experience. 

The Learning Center Model: 

 

CCNP Collaboration 

Our unique model follows a 
streamlined approach to work-
force development and skills 
attainment: 

Assess 
Assess each individual and teams to de-
termine existing skill sets 

Educate 

Deliver goal specific training utilizing all 
delivery modalities 

Mentor 

Expose students to instructor/mentors 
with front-line cyber/IT experience 

Certify 

Certify students with the requisite hands-
on skills to perform the tasks related to 
their functional roles 

Validate 

Validate students “abilities” through per-
formance analytics and real-world exer-
cises hosted on a cyber range 
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The Learning Center, a division of 

The Learning Center,  has operated 

for 31 years in IT training and certifi-

cation field.  TLC is an is an Official 

Training Partner of (ISC)
2 , 

EC-

Council Accredited Training Center, 

ISACA Approved Training Center 

and CompTIA Alliance member.  

One of two training organizations 

certified/approved by 4 out of the 5 

global credentialing bodies, a unique 

distinction. ,  

Additionally, TLC has partnered  

with Merit.edu to deliver “world-

class” training and education sup-

ported by use of the Michigan Cyber 

Range.  The Michigan Cyber Range 

is the most mature and robust deliv-

erable training platform in the world 

today. This partnership enables TLC 

to uniquely deliver skills-based train-

ing, assessment, and certifications 

in alignment with the  National Initia-

tive for Cybersecurity Education 

(NICE) Framework.  Our lab content 

and assessment services are a one-

of-a-kind model for developing per-

formance defined cybersecurity pro-

fessionals capable of meeting cur-

rent and future employer demand. 

WHY CHOOSE TLC? 
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Course Description: 

Cisco Certified Network Professional Security 

(CCNP Security) certification program is aligned 

specifically to the job role of the Cisco Network Se-

curity Engineer responsible for Security in Routers, 

Switches, Networking devices and appliances, as 

well as choosing, deploying, supporting and trouble-

shooting Firewalls, VPNS, and IDS/IPS solutions for 

their networking environments.  

The Learning Center Model: 

 

 CCNP Security 

Our unique model follows a 
streamlined approach to work-
force development and skills 
attainment: 

Assess 
Assess each individual and teams to de-
termine existing skill sets 

Educate 

Deliver goal specific training utilizing all 
delivery modalities 

Mentor 

Expose students to instructor/mentors 
with front-line cyber/IT experience 

Certify 

Certify students with the requisite hands-
on skills to perform the tasks related to 
their functional roles 

Validate 

Validate students “abilities” through per-
formance analytics and real-world exer-
cises hosted on a cyber range 
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The Learning Center, a division of 

The Learning Center,  has operated 

for 31 years in IT training and certifi-

cation field.  TLC is an is an Official 

Training Partner of (ISC)
2 , 

EC-

Council Accredited Training Center, 

ISACA Approved Training Center 

and CompTIA Alliance member.  

One of two training organizations 

certified/approved by 4 out of the 5 

global credentialing bodies, a unique 

distinction. ,  

Additionally, TLC has partnered  

with Merit.edu to deliver “world-

class” training and education sup-

ported by use of the Michigan Cyber 

Range.  The Michigan Cyber Range 

is the most mature and robust deliv-

erable training platform in the world 

today. This partnership enables TLC 

to uniquely deliver skills-based train-

ing, assessment, and certifications 

in alignment with the  National Initia-

tive for Cybersecurity Education 

(NICE) Framework.  Our lab content 

and assessment services are a one-

of-a-kind model for developing per-

formance defined cybersecurity pro-

fessionals capable of meeting cur-

rent and future employer demand. 

WHY CHOOSE TLC? 
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Course Description: 

The CCNP Data Center certification and training program offers com-

prehensive certification and Professional-level skills focused on the 

data center solutions, technologies and best practices to design, im-

plement, and manage a modern data center infrastructure. IT practi-

tioners who are Cisco trained and certified are uniquely qualified for 

key roles in complex data center environments, with expertise utilizing 

technologies including policy-driven infrastructure, professionals are 

highly virtualization, automation and orchestration, unified computing, 

data center security, and integration of cloud initiatives. CCNP Data 

Center certified qualified for senior roles chartered with enabling digi-

tal business transformation initiatives. 

The Learning Center Model: 

 

 CCNP Data Center 

Our unique model follows a 
streamlined approach to work-
force development and skills 
attainment: 

Assess 
Assess each individual and teams to de-
termine existing skill sets 

Educate 

Deliver goal specific training utilizing all 
delivery modalities 

Mentor 

Expose students to instructor/mentors 
with front-line cyber/IT experience 

Certify 

Certify students with the requisite hands-
on skills to perform the tasks related to 
their functional roles 

Validate 

Validate students “abilities” through per-
formance analytics and real-world exer-
cises hosted on a cyber range 
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Course Description: 

Cloud adoption is driving new roles and responsibilities. Cloud en-

gineers need the skills to work with private, public and hybrid cloud 

models, and leverage Intercloud solutions. The CCNP Cloud certi-

fication is a lab based training and certification program that is tar-

geted at Cloud engineers, Cloud Administrators, Cloud Designers, 

and Architects working in Data Centers. This program delivers the 

knowledge and skills necessary to design, provision, automate 

and manage Cloud and Infrastructure-as-a-Service deployments. 

Learn from the only company that has an end-to-end Cloud and 

Intercloud story.  

The Learning Center Model: 

 

 CCNP Cloud 

Our unique model follows a 
streamlined approach to work-
force development and skills 
attainment: 

Assess 
Assess each individual and teams to de-
termine existing skill sets 

Educate 

Deliver goal specific training utilizing all 
delivery modalities 

Mentor 

Expose students to instructor/mentors 
with front-line cyber/IT experience 

Certify 

Certify students with the requisite hands-
on skills to perform the tasks related to 
their functional roles 

Validate 

Validate students “abilities” through per-
formance analytics and real-world exer-
cises hosted on a cyber range 
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The Learning Center, a division of 

The Learning Center,  has operated 

for 31 years in IT training and certifi-

cation field.  TLC is an is an Official 

Training Partner of (ISC)
2 , 

EC-

Council Accredited Training Center, 

ISACA Approved Training Center 

and CompTIA Alliance member.  

One of two training organizations 

certified/approved by 4 out of the 5 

global credentialing bodies, a unique 

distinction. ,  

Additionally, TLC has partnered  

with Merit.edu to deliver “world-

class” training and education sup-

ported by use of the Michigan Cyber 

Range.  The Michigan Cyber Range 

is the most mature and robust deliv-

erable training platform in the world 

today. This partnership enables TLC 

to uniquely deliver skills-based train-

ing, assessment, and certifications 

in alignment with the  National Initia-

tive for Cybersecurity Education 

(NICE) Framework.  Our lab content 

and assessment services are a one-

of-a-kind model for developing per-

formance defined cybersecurity pro-

fessionals capable of meeting cur-

rent and future employer demand. 

WHY CHOOSE TLC? 
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Course Description: 

The Cisco Certified Network Professional Service Provid-

er (CCNP Service Provider) certification is for service pro-

vider network engineers, systems engineers, and net-

work specialists who are responsible for delivering a scal-

able carrier-grade infrastructure capable of rapid expan-

sion to support ongoing introduction of new managed 

services and other customer requirements.  

The Learning Center Model: 

 

CCNP Service Provider 

Our unique model follows a 
streamlined approach to work-
force development and skills 
attainment: 

Assess 
Assess each individual and teams to de-
termine existing skill sets 

Educate 

Deliver goal specific training utilizing all 
delivery modalities 

Mentor 

Expose students to instructor/mentors 
with front-line cyber/IT experience 

Certify 

Certify students with the requisite hands-
on skills to perform the tasks related to 
their functional roles 

Validate 

Validate students “abilities” through per-
formance analytics and real-world exer-
cises hosted on a cyber range 
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The Learning Center, a division of 

The Learning Center,  has operated 

for 31 years in IT training and certifi-

cation field.  TLC is an is an Official 

Training Partner of (ISC)
2 , 

EC-

Council Accredited Training Center, 

ISACA Approved Training Center 

and CompTIA Alliance member.  

One of two training organizations 

certified/approved by 4 out of the 5 

global credentialing bodies, a unique 

distinction. ,  

Additionally, TLC has partnered  

with Merit.edu to deliver “world-

class” training and education sup-

ported by use of the Michigan Cyber 

Range.  The Michigan Cyber Range 

is the most mature and robust deliv-

erable training platform in the world 

today. This partnership enables TLC 

to uniquely deliver skills-based train-

ing, assessment, and certifications 

in alignment with the  National Initia-

tive for Cybersecurity Education 

(NICE) Framework.  Our lab content 

and assessment services are a one-

of-a-kind model for developing per-

formance defined cybersecurity pro-

fessionals capable of meeting cur-

rent and future employer demand. 

WHY CHOOSE TLC? 
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Course Description: 

Enterprise environments require networks designed for perfor-

mance, availability, and scalability with the flexibility to meet rapid-

ly evolving demands. To meet these challenges head on, skilled IT 

professionals are needed with up-to-date, fundamental network 

design skills. For network design engineers, system engineers, 

and sales engineers and individuals looking to build and validate 

Cisco network design fundamental knowledge the Cisco CCDA 

certification program focuses on design methodologies and objec-

tives, addressing and routing protocols, and network expansion 

considerations within basic campus, data center, security, voice, 

and wireless networks.  

The Learning Center Model: 

 

CCDA Design Associate 

Our unique model follows a 
streamlined approach to work-
force development and skills 
attainment: 

Assess 
Assess each individual and teams to de-
termine existing skill sets 

Educate 

Deliver goal specific training utilizing all 
delivery modalities 

Mentor 

Expose students to instructor/mentors 
with front-line cyber/IT experience 

Certify 

Certify students with the requisite hands-
on skills to perform the tasks related to 
their functional roles 

Validate 

Validate students “abilities” through per-
formance analytics and real-world exer-
cises hosted on a cyber range 
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The Learning Center, a division of 

The Learning Center,  has operated 

for 31 years in IT training and certifi-

cation field.  TLC is an is an Official 

Training Partner of (ISC)
2 , 

EC-

Council Accredited Training Center, 

ISACA Approved Training Center 

and CompTIA Alliance member.  

One of two training organizations 

certified/approved by 4 out of the 5 

global credentialing bodies, a unique 

distinction. ,  

Additionally, TLC has partnered  

with Merit.edu to deliver “world-

class” training and education sup-

ported by use of the Michigan Cyber 

Range.  The Michigan Cyber Range 

is the most mature and robust deliv-

erable training platform in the world 

today. This partnership enables TLC 

to uniquely deliver skills-based train-

ing, assessment, and certifications 

in alignment with the  National Initia-

tive for Cybersecurity Education 

(NICE) Framework.  Our lab content 

and assessment services are a one-

of-a-kind model for developing per-

formance defined cybersecurity pro-

fessionals capable of meeting cur-

rent and future employer demand. 

WHY CHOOSE TLC? 
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Course Description: 

Enterprise environments require networks designed for perfor-

mance, availability and scalability to achieve outcomes. Seasoned 

IT professionals with progressive end-to-end network design ex-

pertise are crucial to ensure networks deliver to today's require-

ments while future proofing investments. For Senior Network De-

sign Engineers, Principle System Engineer, Network/Solution Ar-

chitects and CCDA professionals looking to build upon your funda-

mental Cisco network design expertise the Cisco CCDP certifica-

tion program focuses on advanced addressing and routing proto-

cols, WANs, services virtualization, and integration strategies for 

multi-layered Enterprise architectures.  

The Learning Center Model: 

 

CCDP Design Professional 

Our unique model follows a 
streamlined approach to work-
force development and skills 
attainment: 

Assess 
Assess each individual and teams to de-
termine existing skill sets 

Educate 

Deliver goal specific training utilizing all 
delivery modalities 

Mentor 

Expose students to instructor/mentors 
with front-line cyber/IT experience 

Certify 

Certify students with the requisite hands-
on skills to perform the tasks related to 
their functional roles 

Validate 

Validate students “abilities” through per-
formance analytics and real-world exer-
cises hosted on a cyber range 
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The Learning Center, a division of 

The Learning Center,  has operated 

for 31 years in IT training and certifi-

cation field.  TLC is an is an Official 

Training Partner of (ISC)
2 , 

EC-

Council Accredited Training Center, 

ISACA Approved Training Center 

and CompTIA Alliance member.  

One of two training organizations 

certified/approved by 4 out of the 5 

global credentialing bodies, a unique 

distinction. ,  

Additionally, TLC has partnered  

with Merit.edu to deliver “world-

class” training and education sup-

ported by use of the Michigan Cyber 

Range.  The Michigan Cyber Range 

is the most mature and robust deliv-

erable training platform in the world 

today. This partnership enables TLC 

to uniquely deliver skills-based train-

ing, assessment, and certifications 

in alignment with the  National Initia-

tive for Cybersecurity Education 

(NICE) Framework.  Our lab content 

and assessment services are a one-

of-a-kind model for developing per-

formance defined cybersecurity pro-

fessionals capable of meeting cur-

rent and future employer demand. 

WHY CHOOSE TLC? 
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Course Description: The CCSK - Foundation course is based on V3.0 of 

the CCSK exam and the CSA Security Guidance for Critical Areas of Cloud Com-

puting V3.0. The Cloud Computing Security Knowledge- Foundation class pro-

vides students a comprehensive one day review of cloud security fundamentals 

and prepares them to take the Cloud Security Alliance CCSK v3.0 certificate ex-

am. Starting with a detailed description of cloud computing, the course covers 

all major domains in the Guidance v3.0 document from the Cloud Security Alli-

ance, and the recommendations from the European Network and Information 

Security Agency (ENISA). This class is geared towards security professionals, but 

is also useful for anyone looking to expand their knowledge of cloud security. 

(We recommend attendees have at least a basic understanding of security fun-

damentals, such as firewalls, secure development, encryption, and identity 

management).  

The Learning Center Model: 

 

Cloud Computing Security Knowledge 

Our unique model follows a 
streamlined approach to work-
force development and skills 
attainment: 

Assess 
Assess each individual and teams to de-
termine existing skill sets 

Educate 

Deliver goal specific training utilizing all 
delivery modalities 

Mentor 

Expose students to instructor/mentors 
with front-line cyber/IT experience 

Certify 

Certify students with the requisite hands-
on skills to perform the tasks related to 
their functional roles 

Validate 

Validate students “abilities” through per-
formance analytics and real-world exer-
cises hosted on a cyber range 
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As cloud computing shows itself to be the future of information technology, several studies have pointed to the necessity of ad-

dressing the IT industry’s skills gap and training professionals in both cloud computing and security. Since Cloud Security Alliance 

first released the Certificate of Cloud Security Knowledge (CCSK) in 2010, thousands of IT and security professionals have taken 

The Learning Center, a division of 

The Learning Center,  has operated 

for 31 years in IT training and certifi-

cation field.  TLC is an is an Official 

Training Partner of (ISC)
2 , 

EC-

Council Accredited Training Center, 

ISACA Approved Training Center 

and CompTIA Alliance member.  

One of two training organizations 

certified/approved by 4 out of the 5 

global credentialing bodies, a unique 

distinction. ,  

Additionally, TLC has partnered  

with Merit.edu to deliver “world-

class” training and education sup-

ported by use of the Michigan Cyber 

Range.  The Michigan Cyber Range 

is the most mature and robust deliv-

erable training platform in the world 

today. This partnership enables TLC 

to uniquely deliver skills-based train-

ing, assessment, and certifications 

in alignment with the  National Initia-

tive for Cybersecurity Education 

(NICE) Framework.  Our lab content 

and assessment services are a one-

of-a-kind model for developing per-

formance defined cybersecurity pro-

fessionals capable of meeting cur-

rent and future employer demand. 

WHY CHOOSE TLC? 

https://youtu.be/sHVhR6XylYQ
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Course Description: 

Regardless of your career stage, the Certified Associate in Project Manage-
ment (CAPM)® is an asset that will distinguish you in the job market and 
enhance your credibility and effectiveness working on — or with — project 
teams. Organizations with standardized practices attain better results, as 
shown in our 2015 Pulse of the Profession® report. Because the 
CAPM® recognizes your knowledge of the profession’s preeminent global 
standard, you’ll stand out to employers and be poised to move ahead. Pro-
ject management is a rapidly growing profession. Through 2020, 1.57 mil-
lion new jobs will be created each year and qualified practitioners are in 
demand. With the CAPM, you’ll be on the fast track to opportuni-
ty.Employers benefit as well. When more than one-third of their project 
managers are PMP-certified, organizations complete more of their projects 
on time, on budget and meeting original goals. (Pulse of the Profes-
sion® study, PMI, 2015.) 

The Learning Center Model: 

 

Certified Associate in Project Mgmt 

Our unique model follows a 
streamlined approach to work-
force development and skills 
attainment: 

Assess 
Assess each individual and teams to de-
termine existing skill sets 

Educate 

Deliver goal specific training utilizing all 
delivery modalities 

Mentor 

Expose students to instructor/mentors 
with front-line cyber/IT experience 

Certify 

Certify students with the requisite hands-
on skills to perform the tasks related to 
their functional roles 

Validate 

Validate students “abilities” through per-
formance analytics and real-world exer-
cises hosted on a cyber range 
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Course Description: 
The Project Management Professional (PMP)® is the most important 
industry-recognized certification for project managers. 
You can find PMPs leading projects in nearly every country and, unlike 
other certifications that focus on a particular geography or domain, the 
PMP® is truly global. As a PMP, you can work in virtually any industry, 
with any methodology and in any location.  The PMP can also provide a 
significant advantage when it comes to salary and earning potential. 
Among survey respondents to PMI’s Earning Power Salary Survey, those 
with a PMP certification garner a higher salary (20% higher on aver-
age) than those without a PMP certification.*  Employers benefit as well. 
When more than one-third of their project managers are PMP-certified, 
organizations complete more of their projects on time, on budget and 
meeting original goals. (Pulse of the Profession® study, PMI, 2015.) 

The Learning Center Model: 

 

PMP Project Mgmt Professional 

Our unique model follows a 
streamlined approach to work-
force development and skills 
attainment: 

Assess 
Assess each individual and teams to de-
termine existing skill sets 

Educate 

Deliver goal specific training utilizing all 
delivery modalities 

Mentor 

Expose students to instructor/mentors 
with front-line cyber/IT experience 

Certify 

Certify students with the requisite hands-
on skills to perform the tasks related to 
their functional roles 

Validate 

Validate students “abilities” through per-
formance analytics and real-world exer-
cises hosted on a cyber range 
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The Learning Center, a division of 

The Learning Center,  has operated 

for 31 years in IT training and certifi-

cation field.  TLC is an is an Official 

Training Partner of (ISC)
2 , 

EC-

Council Accredited Training Center, 

ISACA Approved Training Center 

and CompTIA Alliance member.  

One of two training organizations 

certified/approved by 4 out of the 5 

global credentialing bodies, a unique 

distinction. ,  

Additionally, TLC has partnered  

with Merit.edu to deliver “world-

class” training and education sup-

ported by use of the Michigan Cyber 

Range.  The Michigan Cyber Range 

is the most mature and robust deliv-

erable training platform in the world 

today. This partnership enables TLC 

to uniquely deliver skills-based train-

ing, assessment, and certifications 

in alignment with the  National Initia-

tive for Cybersecurity Education 

(NICE) Framework.  Our lab content 

and assessment services are a one-

of-a-kind model for developing per-

formance defined cybersecurity pro-

fessionals capable of meeting cur-

rent and future employer demand. 

WHY CHOOSE TLC? 
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Course Description:  The CCSK - Foundation course is based on 

V3.0 of the CCSK exam and the CSA Security Guidance for Critical Are-

as of Cloud Computing V3.0. The Cloud Computing Security Knowledge- 

Foundation class provides students a comprehensive one day review of 

cloud security fundamentals and prepares them to take the Cloud Securi-

ty Alliance CCSK v3.0 certificate exam. Starting with a detailed descrip-

tion of cloud computing, the course covers all major domains in the Guid-

ance v3.0 document from the Cloud Security Alliance, and the recom-

mendations from the European Network and Information Security Agency 

(ENISA). This class is geared towards security professionals, but is also 

useful for anyone looking to expand their knowledge of cloud security. 

(We recommend attendees have at least a basic understanding of securi-

ty fundamentals, such as firewalls, secure development, encryption, 

and identity management).  

The Learning Center Model: 

 

Our unique model follows a 
streamlined approach to work-
force development and skills 
attainment: 

Assess 
Assess each individual and teams to de-
termine existing skill sets 

Educate 

Deliver goal specific training utilizing all 
delivery modalities 

Mentor 

Expose students to instructor/mentors 
with front-line cyber/IT experience 

Certify 

Certify students with the requisite hands-
on skills to perform the tasks related to 
their functional roles 

Validate 

Validate students “abilities” through per-
formance analytics and real-world exer-
cises hosted on a cyber range 

 

Cloud Computing Security Knowledge 
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As cloud computing shows itself to be the future of information technology, several studies have pointed to the necessity of ad-

dressing the IT industry’s skills gap and training professionals in both cloud computing and security. Since Cloud Security Alliance 

first released the Certificate of Cloud Security Knowledge (CCSK) in 2010, thousands of IT and security professionals have taken 

https://youtu.be/sHVhR6XylYQ


 

The Learning Center                                            (702) 320-8885                                                  www.tlclasvegas.com              

OFFICIAL CYBERSECURITY TRAINING  

 

Course Description: 

In this exciting and dynamic course, you will get an introduction to the lifecy-

cle of managing IT services to deliver to business expectations. Using an 

engaging case study, you'll learn the core disciplines of ITIL best practices. 

Upon completing this course, you'll be well positioned to successfully com-

plete the associated ITIL exam required for entry into the future ITIL interme-

diate-level training courses. 

These disciplines represent a service lifecycle framework that further en-

hances alignment to the business while demonstrating business value and 

ROI and enabling IT to solve specific operational needs.  This course in-

cludes handouts and references useful after the class, as well as practice 

sessions, quizzes, exam strategies, and test-taking tips.  

The Learning Center Model: 

 

ITIL Foundation 

Our unique model follows a 
streamlined approach to work-
force development and skills 
attainment: 

Assess 
Assess each individual and teams to de-
termine existing skill sets 

Educate 

Deliver goal specific training utilizing all 
delivery modalities 

Mentor 

Expose students to instructor/mentors 
with front-line cyber/IT experience 

Certify 

Certify students with the requisite hands-
on skills to perform the tasks related to 
their functional roles 

Validate 

Validate students “abilities” through per-
formance analytics and real-world exer-
cises hosted on a cyber range 
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 Course Topics: 

Who should attend: 

 

Anyone seeking ITIL Foundation certification and everyone interested in 

aligning IT with business, controlling or reducing IT costs, improving IT ser-

vice quality, and balancing IT resources in the most effective manner. All IT 

professionals, IT project managers, IT managers, IT project or team mem-

bers, coordinators, network operators, business process analysts, IT archi-

tects, consultants, systems integrators, help desk managers and staff, plan-

ners, managed service providers, outsourcers, application developers, and 

other IT-related positions.  

The Learning Center, a division of 

The Learning Center,  has operated 

for 31 years in IT training and certifi-

cation field.  TLC is an is an Official 

Training Partner of (ISC)
2 , 

EC-

Council Accredited Training Center, 

ISACA Approved Training Center 

and CompTIA Alliance member.  

One of two training organizations 

certified/approved by 4 out of the 5 

global credentialing bodies, a unique 

distinction. ,  

Additionally, TLC has partnered  

with Merit.edu to deliver “world-

class” training and education sup-

ported by use of the Michigan Cyber 

Range.  The Michigan Cyber Range 

is the most mature and robust deliv-

erable training platform in the world 

today. This partnership enables TLC 

to uniquely deliver skills-based train-

ing, assessment, and certifications 

in alignment with the  National Initia-

tive for Cybersecurity Education 

(NICE) Framework.  Our lab content 

and assessment services are a one-

of-a-kind model for developing per-

formance defined cybersecurity pro-

fessionals capable of meeting cur-

rent and future employer demand. 

WHY CHOOSE TLC? 
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Course Description: 

In this course, you will be immersed in the overall concepts associ-

ated with the service strategy phase of the service lifecycle. You 

will get an introduction to the key principles of service strategy, 

and you will learn about the service strategy processes. You will 

discover the importance of governance and related frameworks, 

and you will examine implementation considerations and ap-

proaches, including organizational design, the role of technology, 

and service automation. Through lecture, exercises, and scenario-

based exam questions, you'll learn the core disciplines of ITIL best 

practices.  

The Learning Center Model: 

 

ITIL Intermediate Lifecycle: 

Service Strategy 

Our unique model follows a 
streamlined approach to work-
force development and skills 
attainment: 

Assess 
Assess each individual and teams to de-
termine existing skill sets 

Educate 

Deliver goal specific training utilizing all 
delivery modalities 

Mentor 

Expose students to instructor/mentors 
with front-line cyber/IT experience 

Certify 

Certify students with the requisite hands-
on skills to perform the tasks related to 
their functional roles 

Validate 

Validate students “abilities” through per-
formance analytics and real-world exer-
cises hosted on a cyber range 
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Course Topics: 

The main process focus areas of this course include: 

Strategy management for IT services 

Service portfolio management 

Financial management for IT services 

Demand management 

Business relationship management 

Key service management concepts 

Service strategy principles related to the design of effective service 

and service management strategies 

Service strategy processes, including strategy management for IT ser-

vices, service portfolio management, financial management for IT ser-

vices, demand management, and business relationship management 

Importance of governance and related frameworks for creating and 

managing effective service strategies 

Relevant organizational and departmental design methods and tech-

niques 

Service strategy technologies and service automation to support the 

service lifecycle 

Implementation strategies that follow and support a service lifecycle 

approach 

 

The Learning Center, a division of 

The Learning Center,  has operated 

for 31 years in IT training and certifi-

cation field.  TLC is an is an Official 

Training Partner of (ISC)
2 , 

EC-

Council Accredited Training Center, 

ISACA Approved Training Center 

and CompTIA Alliance member.  

One of two training organizations 

certified/approved by 4 out of the 5 

global credentialing bodies, a unique 

distinction. ,  

Additionally, TLC has partnered  

with Merit.edu to deliver “world-

class” training and education sup-

ported by use of the Michigan Cyber 

Range.  The Michigan Cyber Range 

is the most mature and robust deliv-

erable training platform in the world 

today. This partnership enables TLC 

to uniquely deliver skills-based train-

ing, assessment, and certifications 

in alignment with the  National Initia-

tive for Cybersecurity Education 

(NICE) Framework.  Our lab content 

and assessment services are a one-

of-a-kind model for developing per-

formance defined cybersecurity pro-

fessionals capable of meeting cur-

rent and future employer demand. 

WHY CHOOSE TLC? 
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Course Description: 

This program combines 3 EC-Council courses to cre-
ate a professional designation  leading to Licensed 
Pen Tester.  The CEH provides the foundational skills 
sets, the ECSA provides  the required penetration 
testing certification , and the LPT provides the licen-
sure as a Penetration Tester.    This fully focused pro-
gram positions an individual with the skills sets to 
perform at the highest level in penetration testing. 

The Learning Center Model: 

 

Licensed Penetration Tester Program  
Our unique model follows a 
streamlined approach to work-
force development and skills 
attainment: 

Assess 
Assess each individual and teams to de-
termine existing skill sets 

Educate 

Deliver goal specific training utilizing all 
delivery modalities 

Mentor 

Expose students to instructor/mentors 
with front-line cyber/IT experience 

Certify 

Certify students with the requisite hands-
on skills to perform the tasks related to 
their functional roles 

Validate 

Validate students “abilities” through per-
formance analytics and real-world exer-
cises hosted on a cyber range 
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Course Description: 

The goal of this course 
is to help you master 
an ethical hacking 
methodology that can 
be used in a penetra-
tion testing or ethical 
hacking situation. You 
walk out the door with 
ethical hacking skills 
that are highly in de-
mand, as well as the 
internationally recog-
nized Certified Ethical 
Hacker certification! 
This course prepares 
you for EC-Council Cer-
tified Ethical Hacker 
exam 312-50. 

security credential like no oth-
er!  The ECSA penetration 
testing course provides you 
with a real world hands-on 
penetration testing experience 
and is a globally accepted 
hacking and penetration 
testing class available that co-
vers the testing of modern in-
frastructures, operating sys-
tems and application environ-
ments while teaching the stu-
dents how to document and 
write a penetration testing re-
port. 

Course Description: 

The ECSA penetration 
testing certification is a 
security credential like 
no other!  The ECSA 
penetration testing 
course provides you 
with a real world hands-
on penetration testing 
experience and is a 
globally accepted hack-
ing and penetration 
testing class available 
that covers the testing 
of modern infrastruc-
tures, operating systems 
and application environ-
ments while teaching 
the students how to 
document and write a 
penetration testing re-
port. 

Course Description: 

The goal of this course 
is to help you master 
an ethical hacking 
methodology that can 
be used in a penetra-
tion testing or ethical 
hacking situation. You 
walk out the door with 
ethical hacking skills 
that are highly in de-
mand, as well as the 
internationally recog-
nized Certified Ethical 
Hacker certification! 
This course prepares 
you for EC-Council Cer-
tified Ethical Hacker 
exam 312-50. 
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Course Description: 

The goal of this course is to help you master an ethi-
cal hacking methodology that can be used in a pene-
tration testing or ethical hacking situation. You walk 
out the door with ethical hacking skills that are high-
ly in demand, as well as the internationally recog-
nized Certified Ethical Hacker certification! This 
course prepares you for EC-Council Certified Ethical 
Hacker exam 312-50. 

The Learning Center Model: 

 

Our unique model follows a 
streamlined approach to work-
force development and skills 
attainment: 

Assess 
Assess each individual and teams to de-
termine existing skill sets 

Educate 

Deliver goal specific training utilizing all 
delivery modalities 

Mentor 

Expose students to instructor/mentors 
with front-line cyber/IT experience 

Certify 

Certify students with the requisite hands-
on skills to perform the tasks related to 
their functional roles 

Validate 

Validate students “abilities” through per-
formance analytics and real-world exer-
cises hosted on a cyber range 
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Course Description: 

The ECSA penetration testing certification is a security 
credential like no other!  The ECSA penetration testing 
course provides you with a real world hands-on penetra-
tion testing experience and is a globally accepted hacking 
and penetration testing class available that covers the 
testing of modern infrastructures, operating systems and 
application environments while teaching the students 
how to document and write a penetration testing report. 

The Learning Center Model: 

 

Our unique model follows a 
streamlined approach to work-
force development and skills 
attainment: 

Assess 
Assess each individual and teams to de-
termine existing skill sets 

Educate 

Deliver goal specific training utilizing all 
delivery modalities 

Mentor 

Expose students to instructor/mentors 
with front-line cyber/IT experience 

Certify 

Certify students with the requisite hands-
on skills to perform the tasks related to 
their functional roles 

Validate 

Validate students “abilities” through per-
formance analytics and real-world exer-
cises hosted on a cyber range 
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Licensed Penetration Tester 

Course Description: 

To earn the prestigious EC-Council LPT (Master) Creden-
tial, you must successfully pass our most challenging 
practical exam available. The LPT (Master) practical exam 
is the capstone to EC-Council’s entire information securi-
ty track; from the Certified Ethical Hacker Pro-
gram (C|EH) to the EC-Council Certified Security Ana-
lyst (E|CSA) Program. It all culminates with the ultimate 
test of your career as a penetration tester – the Licensed 
Penetration Tester practical exam. 

The Learning Center Model: 

 

Our unique model follows a 
streamlined approach to work-
force development and skills 
attainment: 

Assess 
Assess each individual and teams to de-
termine existing skill sets 

Educate 

Deliver goal specific training utilizing all 
delivery modalities 

Mentor 

Expose students to instructor/mentors 
with front-line cyber/IT experience 

Certify 

Certify students with the requisite hands-
on skills to perform the tasks related to 
their functional roles 

Validate 

Validate students “abilities” through per-
formance analytics and real-world exer-
cises hosted on a cyber range 
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 To successfully pass the LPT (Master) practical, you must fully document your penetration test in 

a complete, professional penetration test report. This report will follow formats learned in the 

ECSA program, following industry acceptable, penetration testing and reporting procedures used 

by only the top professionals in the industry. This report will be reviewed and scored based on a 

complex rubric by other penetration testing professionals dedicating to upholding the value of EC-

Council’s LPT (Master) Credential, and enhancing the professionalization of cyber security as a 

field penetration tester. 

While the Certified Ethical Hacker course teaches threat agents that can compromise the security 

posture of an organization, and the EC-Council Security Analyst program provides a repeatable 

and documentable methodology for deep analysis of an organizations security posture, the Li-

censed Penetration Tester exam tests the mastery of the skill-sets required to be a true profes-

sional penetration tester – Technical Analysis and Report Writing. 

To build on the technical skills taught in the Certified Ethical Hacking course, the EC-Council Cer-

tified Security Assessment course emphasizes application of a suitable methodology and report 

writing. The LPT (Master) practical exam thoroughly tests the application of this knowledge and 

the skills required in an examination that even our reviewers have called “extremely challeng-

ing”. There is no course for the LPT (Master) exam. The Licensed Penetration Tester (Master) 

certification Exam is the final step after the intense training and certification that you would have 

received in the Certified Ethical Hacker and the EC-Council Certified Security Analyst programs. 

Many have described report writing as one of least preferred, yet arguably one of the most critical 

parts of any penetration testing engagement. While so many cyber security courses are offered 

globally to cover various subjects in the information security realm, hardly any are dedicated to 

this very important skill, especially almost since half of all time spent at any penetration testing 

engagement can revolve around writing and reporting the core findings of the engagement to the 

client. Explaining a highly technical finding in an elaborate penetration test engagement to some-

one not technical like the CEO of a company, the senior management or even the board of direc-

tors can be very challenging and frustrating at times. Mastery of communication, research and 
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Course Description: 

The goal of this course is to help you master an ethi-
cal hacking methodology that can be used in a pene-
tration testing or ethical hacking situation. You walk 
out the door with ethical hacking skills that are high-
ly in demand, as well as the internationally recog-
nized Certified Ethical Hacker certification! This 
course prepares you for EC-Council Certified Ethical 
Hacker exam 312-50. 

The Learning Center Model: 

 

Our unique model follows a 
streamlined approach to work-
force development and skills 
attainment: 

Assess 
Assess each individual and teams to de-
termine existing skill sets 

Educate 

Deliver goal specific training utilizing all 
delivery modalities 

Mentor 

Expose students to instructor/mentors 
with front-line cyber/IT experience 

Certify 

Certify students with the requisite hands-
on skills to perform the tasks related to 
their functional roles 

Validate 

Validate students “abilities” through per-
formance analytics and real-world exer-
cises hosted on a cyber range 
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Course Description: 

Organizational focus on cyber defense is more important than 
ever as cyber breaches have a far greater financial impact and 
can cause broad reputational damage. 

Despite best efforts to prevent breaches, many organizations 
are still being compromised. Therefore organizations must 
have, as part of their defense mechanisms, trained network 
engineers who are focused on protecting, detecting, and re-
sponding to the threats on their networks. 

The Learning Center Model: 

 

Our unique model follows a 
streamlined approach to work-
force development and skills 
attainment: 

Assess 
Assess each individual and teams to de-
termine existing skill sets 

Educate 

Deliver goal specific training utilizing all 
delivery modalities 

Mentor 

Expose students to instructor/mentors 
with front-line cyber/IT experience 

Certify 

Certify students with the requisite hands-
on skills to perform the tasks related to 
their functional roles 

Validate 

Validate students “abilities” through per-
formance analytics and real-world exer-
cises hosted on a cyber range 
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Course Description: 

The CHFI  Program certifies individuals in the specific 
security discipline of computer forensics from a ven-
dor-neutral perspective. The CHFI certification will for-
tify the application knowledge of law enforcement 
personnel, system administrators, security officers, de-
fense and military personnel, legal professionals, 
bankers, security professionals, and anyone who is 
concerned about the integrity of the network infra-
structure. 

The Learning Center Model: 

 

Our unique model follows a 
streamlined approach to work-
force development and skills 
attainment: 

Assess 
Assess each individual and teams to de-
termine existing skill sets 

Educate 

Deliver goal specific training utilizing all 
delivery modalities 

Mentor 

Expose students to instructor/mentors 
with front-line cyber/IT experience 

Certify 

Certify students with the requisite hands-
on skills to perform the tasks related to 
their functional roles 

Validate 

Validate students “abilities” through per-
formance analytics and real-world exer-
cises hosted on a cyber range 
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Course Description: 

EC-Council’s CCISO Program has certified leading information security pro-
fessionals around the world. A core group of high-level information securi-
ty executives, the CCISO Advisory Board, contributed by forming the foun-
dation of the program and outlining the content that would be covered by 
the exam, body of knowledge, and training. Some members of the Board 
contributed as authors, others as exam writers, others as quality assur-
ance checks, and still others as trainers. Each segment of the program was 
developed with the aspiring CISO in mind and looks to transfer the 
knowledge of seasoned professionals to the next generation in the areas 
that are most critical in the development and maintenance of a success-
ful information security program.  

The Learning Center Model: 

 

Our unique model follows a 
streamlined approach to work-
force development and skills 
attainment: 

Assess 
Assess each individual and teams to de-
termine existing skill sets 

Educate 

Deliver goal specific training utilizing all 
delivery modalities 

Mentor 

Expose students to instructor/mentors 
with front-line cyber/IT experience 

Certify 

Certify students with the requisite hands-
on skills to perform the tasks related to 
their functional roles 

Validate 

Validate students “abilities” through per-
formance analytics and real-world exer-
cises hosted on a cyber range 
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Course Description: 

Basic Digital Media Forensics provides an introduction to media collection, 
imaging and analysis. Students will discuss file systems, partition struc-
tures and data storage to better understand how and where data is stored 
on multiple types of digital media, as well as the best methods to access 
it. 

The course is an optimal starting point for individuals looking to expand 
their forensic knowledge and outlines a number of ways to achieve foren-
sic goals while ensuring all processes are completed in a forensically-
sound manner. Chain of custody and evidence handling is addressed, as 
well as what to do and what not to do when dealing with ‘live’ evi-
dence. 

The Learning Center Model: 

 

Basic Digital  

Media Forensics 

Our unique model follows a 
streamlined approach to work-
force development and skills 
attainment: 

Assess 
Assess each individual and teams to de-
termine existing skill sets 

Educate 

Deliver goal specific training utilizing all 
delivery modalities 

Mentor 

Expose students to instructor/mentors 
with front-line cyber/IT experience 

Certify 

Certify students with the requisite hands-
on skills to perform the tasks related to 
their functional roles 

Validate 

Validate students “abilities” through per-
formance analytics and real-world exer-
cises hosted on a cyber range 
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Course Description: 

Fundamentals of Network Forensics expands on acquired network-
ing knowledge and extends into the computer forensic mindset.  
Students will learn about common devices used in computer net-
works and where useful data may reside.  Students will also learn 
how to collect that data for analysis using hacker methodology. 

 

Additionally, the course covers information related to common ex-
ploits involved in Windows server systems and common virus ex-
ploits.  Students will learn how to recognize exploit traffic, and the 
difference between attacks and poor network configuration. 

The Learning Center Model: 

 

Fundamentals of  

Network Forensics 

Our unique model follows a 
streamlined approach to work-
force development and skills 
attainment: 

Assess 
Assess each individual and teams to de-
termine existing skill sets 

Educate 

Deliver goal specific training utilizing all 
delivery modalities 

Mentor 

Expose students to instructor/mentors 
with front-line cyber/IT experience 

Certify 

Certify students with the requisite hands-
on skills to perform the tasks related to 
their functional roles 

Validate 

Validate students “abilities” through per-
formance analytics and real-world exer-
cises hosted on a cyber range 
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Course Description: 

Mobile Device Forensics provides an introduction to mobile devices and 
the value that they offer in forensic investigations. The class addresses the 
methods used to store data, as well as the areas of the mobile device 
where data is stored and how to access it. The class will also discuss mo-
bile device removable media and the role it plays with the mobile device. 

Students will cover network technology as well as three tools specifically 
designed for mobile device acquisition. Upon completion of an extensive 
hands-on experience, the student will draft a comprehensive forensic re-
port, ensuring all actions were documented and conducted in a forensi-
cally sound manner. 

The Learning Center Model: 

 

Mobile Device       

Forensics 
Our unique model follows a 
streamlined approach to work-
force development and skills 
attainment: 

Assess 
Assess each individual and teams to de-
termine existing skill sets 

Educate 

Deliver goal specific training utilizing all 
delivery modalities 

Mentor 

Expose students to instructor/mentors 
with front-line cyber/IT experience 

Certify 

Certify students with the requisite hands-
on skills to perform the tasks related to 
their functional roles 

Validate 

Validate students “abilities” through per-
formance analytics and real-world exer-
cises hosted on a cyber range 
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Course Description: 

Advanced Digital Media Forensics provides an in-depth look at forensic 
acquisition and analysis of multiple types of media. The course out-
lines a number of ways to achieve forensic goals while ensuring all pro-
cesses are completed in a forensically-sound manner, and covers ad-
vanced automated tools, as well as manual tools and methodologies. 

Advanced Digital Media Forensics focuses on a variety of Windows 
Internet, Chat, and Social Media artifacts. Additional topic discussions 
include data obfuscation and obtaining and analyzing intentionally 
hidden, overwritten, or deleted data. Students will also consider de-
ploying discussed forensic methodologies in both a proactive and reac-
tive manner. 

The Learning Center Model: 

 

Advanced Digital  

Media Forensics 
 

Our unique model follows a 
streamlined approach to work-
force development and skills 
attainment: 

Assess 
Assess each individual and teams to de-
termine existing skill sets 

Educate 

Deliver goal specific training utilizing all 
delivery modalities 

Mentor 

Expose students to instructor/mentors 
with front-line cyber/IT experience 

Certify 

Certify students with the requisite hands-
on skills to perform the tasks related to 
their functional roles 

Validate 

Validate students “abilities” through per-
formance analytics and real-world exer-
cises hosted on a cyber range 
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Course Description: 

Incident Response equips students with the needed 
tools to implement robust defense-in-depth practices 
within the workplace. IR provides detailed training 
on proper documentation and planning for computer 
network defense. 

The course exposes students to a variety of real-
world scenarios and provides hands-on experience in 
event detection and recovery in an enterprise envi-

The Learning Center Model: 

 

Our unique model follows a 
streamlined approach to work-
force development and skills 
attainment: 

Assess 
Assess each individual and teams to de-
termine existing skill sets 

 

Educate 

Deliver goal specific training utilizing all 
delivery modalities 

 

Mentor 

Expose students to instructor/mentors 
with front-line cyber/IT experience 

 

Certify 

Certify students with the requisite hands-

on skills to perform the tasks related to 

their functional roles 

 

Validate 

Incident  

Response 
Our unique model follows a 
streamlined approach to work-
force development and skills 
attainment: 

Assess 
Assess each individual and teams to de-
termine existing skill sets 

Educate 

Deliver goal specific training utilizing all 
delivery modalities 

Mentor 

Expose students to instructor/mentors 
with front-line cyber/IT experience 

Certify 

Certify students with the requisite hands-
on skills to perform the tasks related to 
their functional roles 

Validate 

Validate students “abilities” through per-
formance analytics and real-world exer-
cises hosted on a cyber range 
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Course Description: 

Practitioner Boot Camp is a five-day, intensive cyber security training 
course focused on more complex, technical cyber skills and scenarios. 
CSXP Boot Camp is an accelerated alternative to our more comprehen-
sive three-week CSX Practitioner course series. CSXP Boot Camp is con-
ducted in an adaptive, live cyber lab environment, enabling students 
to build critical technical skills by learning complex concepts and prac-
tice applying industry-leading methods. They will learn to utilize the 
latest open-source tools within actual, real-world scenarios.  CSXP 
Boot Camp is an ideal way to build complex and advanced technical 
skills essential for career advancement and will help students in pre-
paring for the CSXP certification exam. 

The Learning Center Model: 

 

CSX Practitioner  

Bootcamp 

Our unique model follows a 
streamlined approach to work-
force development and skills 
attainment: 

Assess 
Assess each individual and teams to de-
termine existing skill sets 

Educate 

Deliver goal specific training utilizing all 
delivery modalities 

Mentor 

Expose students to instructor/mentors 
with front-line cyber/IT experience 

Certify 

Certify students with the requisite hands-
on skills to perform the tasks related to 
their functional roles 

Validate 

Validate students “abilities” through per-
formance analytics and real-world exer-
cises hosted on a cyber range 
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Course Description: 

Identify/Protect provides individuals newly initiated to Incident Response 
(IR) an introductory experience in the theoretical concepts and practical 
applications of cyber security. Through multiple lab-reinforced courses, 
students gain a hands-on education in identifying key networks of respon-
sibility and implementing applicable protection mechanisms. 

Uniquely crafted by ISACA® for individuals with little to no previous expe-
rience in cyber security, students are provided the optimal experiential 
environment that includes traditional classroom education, with an em-
phasis on practical lab exercises. The goal is to begin the student transfor-
mation process from novice to valuable team member in corporate or 
government IR groups. 

The Learning Center Model: 

 

CSX Practitioner 

Level 1: 

Identify/Protect 

Identify  

Our unique model follows a 
streamlined approach to work-
force development and skills 
attainment: 

Assess 
Assess each individual and teams to de-
termine existing skill sets 

Educate 

Deliver goal specific training utilizing all 
delivery modalities 

Mentor 

Expose students to instructor/mentors 
with front-line cyber/IT experience 

Certify 

Certify students with the requisite hands-
on skills to perform the tasks related to 
their functional roles 

Validate 

Validate students “abilities” through per-
formance analytics and real-world exer-
cises hosted on a cyber range 
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Course Description: 

Detect continues providing individuals newly initiated to IR an intro-
ductory experience in the theoretical concepts and practical applica-
tions of cyber security. Through multiple lab-reinforced courses, stu-
dents gain a hands-on education in the detection of potential events 
and incidents that occur on their networks of responsibility. 

Uniquely crafted by ISACA® for individuals with little to no previous 
experience in cyber security, students are provided the optimal experi-
ential environment that includes traditional classroom education, with 
an emphasis on practical lab exercises. The goal is to begin the student 
transformation process from novice to valuable team member in cor-

The Learning Center Model: 

 

Our unique model follows a 
streamlined approach to work-
force development and skills 
attainment: 

Assess 
Assess each individual and teams to de-
termine existing skill sets 

 

Educate 

Deliver goal specific training utilizing all 
delivery modalities 

 

Mentor 

Expose students to instructor/mentors 
with front-line cyber/IT experience 

 

Certify 

Certify students with the requisite hands-

on skills to perform the tasks related to 

their functional roles 

 

Validate 

CSX Practitioner 

Level 1: Detect 

Identify  

Our unique model follows a 
streamlined approach to work-
force development and skills 
attainment: 

Assess 
Assess each individual and teams to de-
termine existing skill sets 

Educate 

Deliver goal specific training utilizing all 
delivery modalities 

Mentor 

Expose students to instructor/mentors 
with front-line cyber/IT experience 

Certify 

Certify students with the requisite hands-
on skills to perform the tasks related to 
their functional roles 

Validate 

Validate students “abilities” through per-
formance analytics and real-world exer-
cises hosted on a cyber range 
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Course Description: 

Respond/Recover continues providing individuals newly initiated to IR an 
introductory experience in the theoretical concepts and practical applica-
tions of cyber security with a focus on tasks and responsibilities found in 
the Respond and Recover domains. Through multiple lab-reinforced cours-
es, students gain a hands-on education in incident and disaster response 
and recovery when occurring on a network of responsibility. Uniquely craft-
ed by ISACA® for individuals with little to no previous experience in cyber 
security, students are provided the optimal experiential environment that 
includes traditional classroom education, with an emphasis on practical lab 
exercises. The goal is to begin the student transformation process from nov-
ice to valuable team member in corporate or government IR groups.  

The Learning Center Model: 

 

Our unique model follows a 
streamlined approach to work-
force development and skills 
attainment: 

Assess 
Assess each individual and teams to de-
termine existing skill sets 

 

Educate 

Deliver goal specific training utilizing all 
delivery modalities 

 

Mentor 

Expose students to instructor/mentors 
with front-line cyber/IT experience 

 

Certify 

Certify students with the requisite hands-

on skills to perform the tasks related to 

their functional roles 

 

Validate 

CSX Practitioner 

Level 1: 

Respond/Recover 

Our unique model follows a 
streamlined approach to work-
force development and skills 
attainment: 

Assess 
Assess each individual and teams to de-
termine existing skill sets 

Educate 

Deliver goal specific training utilizing all 
delivery modalities 

Mentor 

Expose students to instructor/mentors 
with front-line cyber/IT experience 

Certify 

Certify students with the requisite hands-
on skills to perform the tasks related to 
their functional roles 

Validate 

Validate students “abilities” through per-
formance analytics and real-world exer-
cises hosted on a cyber range 
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Course Description: 

 

The Learning Center Model: 

 

Our unique model follows a 
streamlined approach to work-
force development and skills 
attainment: 

Assess 
Assess each individual and teams to de-
termine existing skill sets 

 

Educate 

Deliver goal specific training utilizing all 
delivery modalities 

 

Mentor 

Expose students to instructor/mentors 
with front-line cyber/IT experience 

 

Certify 

Certify students with the requisite hands-

on skills to perform the tasks related to 

their functional roles 

 

Validate 

ISACA 

CISA 

Certified Information 

Systems Auditor 

 

Course Description: 

Students will perform evaluations of organizational policies, 

procedures, and processes to ensure that an organization's in-

formation systems align with overall business goals and objec-

tives. You will evaluate the security and controls of business 

structure and governance methods; the policies, procedures, 

and guidelines used; and the overall security of the business 

environment. Also, this course will help you prepare for the 

ISACA® CISA® certification exam. 

Our unique model follows a 
streamlined approach to work-
force development and skills 
attainment: 

Assess 
Assess each individual and teams to de-
termine existing skill sets 

Educate 

Deliver goal specific training utilizing all 
delivery modalities 

Mentor 

Expose students to instructor/mentors 
with front-line cyber/IT experience 

Certify 

Certify students with the requisite hands-
on skills to perform the tasks related to 
their functional roles 

Validate 

Validate students “abilities” through per-
formance analytics and real-world exer-
cises hosted on a cyber range 
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Course Description: 

CISM certification program was developed by the Information Systems 
Audit and Control Association (ISACA) for experienced Information se-
curity management professionals with work experience in developing 
and managing information security programs and who understand the 
programs relationship with the overall business goals. The CISM exam 
is offered three times a year (June, September, and December), con-
sisting of 200 multiple-choice questions that cover the four CISM do-
mains. The American National Standards Institute (ANSI) has accredit-
ed the CISM certification program under ISO/IEC 17024:2003, General 
Requirements for Bodies Operating Certification Systems of Persons. 

The Learning Center Model: 

 

ISACA 

CISM 

Certified Information 

Systems Manager 
 

Our unique model follows a 
streamlined approach to work-
force development and skills 
attainment: 

Assess 
Assess each individual and teams to de-
termine existing skill sets 

Educate 

Deliver goal specific training utilizing all 
delivery modalities 

Mentor 

Expose students to instructor/mentors 
with front-line cyber/IT experience 

Certify 

Certify students with the requisite hands-
on skills to perform the tasks related to 
their functional roles 

Validate 

Validate students “abilities” through per-
formance analytics and real-world exer-
cises hosted on a cyber range 
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Course Description: 

Fundamentals of Malware Analysis is an introductory course that exposes 

students to the theoretical knowledge and hands-on techniques for analyz-

ing malware. 

Students will learn how to identify and analyze software that causes harm 

to users, computers and networks as part of an overall cyber defense and 

incident response plan. Understanding how malware works and what it was 

designed to do is crucial to thwarting future attacks. 

The Learning Center Model: 

 

Our unique model follows a 
streamlined approach to work-
force development and skills 
attainment: 

Assess 
Assess each individual and teams to de-
termine existing skill sets 

 

Educate 

Deliver goal specific training utilizing all 
delivery modalities 

 

Mentor 

Expose students to instructor/mentors 
with front-line cyber/IT experience 

 

Certify 

Certify students with the requisite hands-

on skills to perform the tasks related to 

their functional roles 

 

Validate 

Fundamentals of 

Malware Analysis 

Our unique model follows a 
streamlined approach to work-
force development and skills 
attainment: 

Assess 
Assess each individual and teams to de-
termine existing skill sets 

Educate 

Deliver goal specific training utilizing all 
delivery modalities 

Mentor 

Expose students to instructor/mentors 
with front-line cyber/IT experience 

Certify 

Certify students with the requisite hands-
on skills to perform the tasks related to 
their functional roles 

Validate 

Validate students “abilities” through per-
formance analytics and real-world exer-
cises hosted on a cyber range 
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Course Description: 

Reverse Engineering Malware is an intermediate course that 

exposes students to the theoretical knowledge and hands-on 

techniques to analyze malware of greater complexity. 

Students will learn to analyze malicious Windows programs, 

debug user-mode and kernel-mode malware with WinDbg, 

identify common malware functionality, in addition to revers-

ing covert and encoded malware. 

The Learning Center Model: 

 

Our unique model follows a 
streamlined approach to work-
force development and skills 
attainment: 

Assess 
Assess each individual and teams to de-
termine existing skill sets 

 

Educate 

Deliver goal specific training utilizing all 
delivery modalities 

 

Mentor 

Expose students to instructor/mentors 
with front-line cyber/IT experience 

 

Certify 

Certify students with the requisite hands-

on skills to perform the tasks related to 

their functional roles 

 

Validate 

Reverse  

Engineering Malware 

Our unique model follows a 
streamlined approach to work-
force development and skills 
attainment: 

Assess 
Assess each individual and teams to de-
termine existing skill sets 

Educate 

Deliver goal specific training utilizing all 
delivery modalities 

Mentor 

Expose students to instructor/mentors 
with front-line cyber/IT experience 

Certify 

Certify students with the requisite hands-
on skills to perform the tasks related to 
their functional roles 

Validate 

Validate students “abilities” through per-
formance analytics and real-world exer-
cises hosted on a cyber range 
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Course Description: 

Advanced Malware Analysis is an advanced course that exposes 

students to the theoretical knowledge and hands-on techniques to 

reverse engineer malware designed to thwart common reverse en-

gineering techniques. 

Students will learn how to identify and analyze the presence of ad-

vanced packers, polymorphic malware, encrypted malware, and 

malicious code that has been armored with cryptors, anti-

debugging and anti-reverse engineering. 

The Learning Center Model: 

 

Our unique model follows a 
streamlined approach to work-
force development and skills 
attainment: 

Assess 
Assess each individual and teams to de-
termine existing skill sets 

 

Educate 

Deliver goal specific training utilizing all 
delivery modalities 

 

Mentor 

Expose students to instructor/mentors 
with front-line cyber/IT experience 

 

Certify 

Certify students with the requisite hands-

on skills to perform the tasks related to 

their functional roles 

 

Validate 

Advanced   

Malware Analysis 

Our unique model follows a 
streamlined approach to work-
force development and skills 
attainment: 

Assess 
Assess each individual and teams to de-
termine existing skill sets 

Educate 

Deliver goal specific training utilizing all 
delivery modalities 

Mentor 

Expose students to instructor/mentors 
with front-line cyber/IT experience 

Certify 

Certify students with the requisite hands-
on skills to perform the tasks related to 
their functional roles 

Validate 

Validate students “abilities” through per-
formance analytics and real-world exer-
cises hosted on a cyber range 
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Course Description: 

Pentesting & Network Exploitation exposes students to all 

manner of reconnaissance, scanning, enumeration, exploita-

tion and pillaging for 802.3 networks. 

Topics expose students to a variety of recon, discovery, scan-

ning, enumeration, exploitation, post-exploitation, pillaging, 

covering one’s tracks and persistence. 

The Learning Center Model: 

 

Our unique model follows a 
streamlined approach to work-
force development and skills 
attainment: 

Assess 
Assess each individual and teams to de-
termine existing skill sets 

 

Educate 

Deliver goal specific training utilizing all 
delivery modalities 

 

Mentor 

Expose students to instructor/mentors 
with front-line cyber/IT experience 

 

Certify 

Certify students with the requisite hands-

on skills to perform the tasks related to 

their functional roles 

 

Validate 

Pentesting &  

Network Exploitation 

Our unique model follows a 
streamlined approach to work-
force development and skills 
attainment: 

Assess 
Assess each individual and teams to de-
termine existing skill sets 

Educate 

Deliver goal specific training utilizing all 
delivery modalities 

Mentor 

Expose students to instructor/mentors 
with front-line cyber/IT experience 

Certify 

Certify students with the requisite hands-
on skills to perform the tasks related to 
their functional roles 

Validate 

Validate students “abilities” through per-
formance analytics and real-world exer-
cises hosted on a cyber range 
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Course Description: 

Wireless Pentesting and Network Exploitation introduces stu-

dents to all manner of reconnaissance, scanning, enumera-

tion, exploitation and reporting for 802.11 networks. 

The lab topics expose students to a variety of survey, data-

base creation, scripting, and attack methods that can be used 

to gain a foothold in to a client’s network during a penetra-

tion test. 

The Learning Center Model: 

 

Our unique model follows a 
streamlined approach to work-
force development and skills 
attainment: 

Assess 
Assess each individual and teams to de-
termine existing skill sets 

 

Educate 

Deliver goal specific training utilizing all 
delivery modalities 

 

Mentor 

Expose students to instructor/mentors 
with front-line cyber/IT experience 

 

Certify 

Certify students with the requisite hands-

on skills to perform the tasks related to 

their functional roles 

 

Validate 

Wireless Pentesting &  

Network Exploitation 

Our unique model follows a 
streamlined approach to work-
force development and skills 
attainment: 

Assess 
Assess each individual and teams to de-
termine existing skill sets 

Educate 

Deliver goal specific training utilizing all 
delivery modalities 

Mentor 

Expose students to instructor/mentors 
with front-line cyber/IT experience 

Certify 

Certify students with the requisite hands-
on skills to perform the tasks related to 
their functional roles 

Validate 

Validate students “abilities” through per-
formance analytics and real-world exer-
cises hosted on a cyber range 
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