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OFFICIAL CYBERSECURITY TRAINING

IT and Cybersecurity
Training
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OFFICIAL CYBERSECURITY TRAINING

Training Delivery Methods

That Are. . .
Convenient & Versaltile
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OFFICIAL CYBERSECURITY TRAINING

The Learning Center
Las Vegas

Our unique model follows a stream-
: : - : lined approach to workforce devel-
IT success §tor|es start with CompTIA A+ certification. It validates opment and skills attainment:
understanding of the most common hardware and software technolo-

gies in business and certifies the skills necessary to support complex Assess

IT infrastructures. CompTIA A+ is a powerful credential that helps IT N

professionals worldwide ignite their IT career. Held by over 1 million Assess ?aCh |r_1d!V|dua.I and teams to
IT professionals worldwide, CompTIA A+ is the most essential IT cer- determine existing skill sets

tification for establishing an IT career. If you're new to the IT industry,

this will help you put your best foot forward. And if you're already an Educate

IT professional, the CompTIA A+ certification validates your skills and . . . .
can boost your career. Deliver goal specific training utilizing

all delivery modalities

Mentor

The Learning Center Model:

Expose students to instructor/
mentors with front-line cyber/IT ex-
perience

Certify

Certify students with the requisite
hands-on skills to perform the tasks
related to their functional roles

The Learning Center (702) 320-8885 www.tlclasvegas.com



OFFICIAL CYBERSECURITY TRAINING

The Learning Center
Las Vegas

WHY CHOOSE TLC?

JUSTIN THOMPSON

Tech Support Technician

The Learning Center, a division of
The Learning Center, has operated
for 31 years in IT training and certifi-
cation field. TLC is an is an Official
Training Partner of (ISC)?* EC-
Exam Objectives: 800-901 Council Accredited Training Center,
ISACA Approved Training Center
and CompTIA Alliance member.

1.0 Hardware 34% One of two training organizations
2.0 Networking 21% certified/approved by 4 out of the 5
3.0 Mobile Devices 17% global credentialing bodies, a unique
4.0 Hardware & Network Troubleshooting 28% distinction. ,
Total 100% Additionally, TLC has partnered
with Merit.edu to deliver “world-
class” training and education sup-
ported by use of the Michigan Cyber
Range. The Michigan Cyber Range
Exam Objectives: 800-902 is the most mature and robust deliv-
. . erable training platform in the world
1.0 Windows U[JEI‘S.U ng 53;5[9'“5 29% today. This partnership enables TLC
2.0 Other Operating Systems & Technologies 12% LTI O R
. ing, assessment, and certifications
3.0 SECU”t}" 22% in alignment with the National Initia-
4.0 Sﬂftware Tr{]ubleshmmtlng 2#% tive for Cybersecurity Education
. (NICE) Framework. Our lab content
5.0 Operational Procedures 13% and assessment services are a one-
Total 100% of-a-kind model for developing per-

formance defined cybersecurity pro-
fessionals capable of meeting cur-
rent and future employer demand.

The Learning Center (702) 320-8885 www.tlclasvegas.com
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OFFICIAL CYBERSECURITY TRAINING

The Learning Center
Las Vegas

VAZENN

Network+

Our unique model follows a

. . - o streamlined approach to work-
CompTIA Network+ is a vendor neutral networking certification that is force development and skills

tru.sted around the w_orld. It valiqates the essential knowledge and attainment:
skills needed to confidently design, configure, manage and trouble-

shoot any wired and wireless networks. CompTIA Network+ certified Assess
individuals are in-demand worldwide. The stakes are high. Data net-
works are more crucial for businesses than ever before. They are the
lifeline to the critical financial, healthcare and information services
that need to function at the highest, most secure level. With a Comp- § s [Tlerz] 1=
TIA Network+ certification, you will possess the key skills to trouble-

shoot, configure and manage these systems and keep your company IS @l RS of=teiiloR i = 1Nl [a =RV sl [PATo T4l
productive. delivery modalities

Assess each individual and teams to de-
termine existing skill sets

The Learning Center Model: Mentor

Expose students to instructor/mentors
with front-line cyber/IT experience

Certify

Certify students with the requisite hands-
on skills to perform the tasks related to
their functional roles

Validate

Validate students “abilities” through per-
formance analytics and real-world exer-
cises hosted on a cyber range

The Learning Center (702) 320-8885 www.tlclasvegas.com



The Learning Center

The Learning Center

Las Vegas
Course Outline

1. Network Media and Devices
Topologies and the OSI Model
Cabling and Connectors
Ethernet

Bridge and Switches

2. Addressing and Routing
Internet Protocol

Addressing Schemes

DHCP and APIPA

IPv6

Routing

3. Network Applications
Transport Protocols

Name Resolution

Web Services

Communication Services
WAN Technologies

Remote Access

4. Network Security
Security Fundamentals
Security Appliances
Authentication

Installing Wireless Networks
5. Management, Monitoring, Troubleshooting
Configuration Management
Installing Wired Networks

OFFICIAL CYBERSECURITY TRAINING

Exam Objectives:

WHY CHOOSE TLC?

The Learning Center, a division of
The Learning Center, has operated
for 31 years in IT training and certifi-
cation field. TLC is an is an Official
Training Partner of (ISC)?* EC-
Council Accredited Training Center,
ISACA Approved Training Center
and CompTIA Alliance member.
One of two training organizations
certified/approved by 4 out of the 5
global credentialing bodies, a unique
distinction. ,

Additionally, TLC has partnered

with Merit.edu to deliver “world-
class” training and education sup-
ported by use of the Michigan Cyber
Range. The Michigan Cyber Range
is the most mature and robust deliv-
erable training platform in the world
today. This partnership enables TLC
to uniquely deliver skills-based train-
ing, assessment, and certifications
in alignment with the National Initia-
tive for Cybersecurity Education
(NICE) Framework. Our lab content
and assessment services are a one-
of-a-kind model for developing per-
formance defined cybersecurity pro-
fessionals capable of meeting cur-
rent and future employer demand.

1.0 Network Architecture
2.0 Network Operations
3.0 Network Security

4.0 Troubleshooting

5.0 Industrial Standards, Practices and Network Theory

Total

(702) 320-8885

www.tlclasvegas.com

22%
20%
18%
24%
16%

100%



OFFICIAL CYBERSECURITY TRAINING

The Learning Center
Las Vegas

[\

Security+
N>

Our unique model follows a

o o _ streamlined approach to work-
CompTIA Security+ is the certification globally trusted to validate force development and skills

foundational, vendor-neutral IT security knowledge and skills. As a A .
benchmark for best practices in IT security, this certification covers attainment:
the essential principles for network security and risk management — Assess
making it an important stepping stone of an IT security career. IT se-
curity is paramount to organizations as cloud computing and mobile
devices have changed the way we do business. With the massive
amounts of data transmitted and stored on networks throughout the s [Tlez] 1=

world, it's essential to have effective security practices in place.

That's where CompTIA Security+ comes in. Get this certification and  [DJS I @-{e IR L=l ii[oR i =1 al[a =RV 1al [PATo V-4
employers are sure you're ready for the hackers. delivery modalities

Assess each individual and teams to de-
termine existing skill sets

The Learning Center Model: Mentor

Expose students to instructor/mentors
with front-line cyber/IT experience

Certify

Certify students with the requisite hands-
on skills to perform the tasks related to
their functional roles

Validate

Validate students “abilities” through per-
formance analytics and real-world exer-
cises hosted on a cyber range

The Learning Center (702) 320-8885 www.tlclasvegas.com



OFFICIAL CYBERSECURITY TRAINING

The Learning Center

Las Vegas

Course Topics:

1
2

e 6 o o o o (& & o o o O 0 0 o o (L

The Learning Center

. Security Threats and Controls
Security Controls
Threats and Attacks
Network Attacks
Assessment Tools and Techniques
. Cryptography and Access Control
Ciphers, Hashes, and Steganography
Public Key Infrastructure
Password Authentication
Authorization and Account Management
. Network Security
Secure Network Design
Security Appliances and Applications
Wireless Network Security
VPN and Remote Access Security
Network Application Security
. Host, Data, and Application Security
Host Security
Data Security
Web Services Security
Web Application Security
Virtualization and Cloud Security
. Operational Security
Site Security
Mobile and Embedded Device Security
Risk Management
Disaster Recovery
Incident Response and Forensics
Security Policies and Training

(702) 320-8885

WHY CHOOSE TLC?

The Learning Center, a division of
The Learning Center, has operated
for 31 years in IT training and certifi-
cation field. TLC is an is an Official
Training Partner of (ISC)?' EC-
Council Accredited Training Center,
ISACA Approved Training Center
and CompTIA Alliance member.
One of two training organizations
certified/approved by 4 out of the 5
global credentialing bodies, a unique
distinction. ,

Additionally, TLC has partnered

with Merit.edu to deliver “world-
class” training and education sup-
ported by use of the Michigan Cyber
Range. The Michigan Cyber Range
is the most mature and robust deliv-
erable training platform in the world
today. This partnership enables TLC
to uniquely deliver skills-based train-
ing, assessment, and certifications
in alignment with the National Initia-
tive for Cybersecurity Education
(NICE) Framework. Our lab content
and assessment services are a one-
of-a-kind model for developing per-
formance defined cybersecurity pro-
fessionals capable of meeting cur-
rent and future employer demand.

Get Certified with CompTIA

www.tlclasvegas.com


https://www.youtube.com/watch?v=efjm7j4WeXE

OFFICIAL CYBERSECURITY TRAINING

The Learning Center
Las Vegas

Our unique model follows a
streamlined approach to work-
CompTIA Advanced Security Practitioner (CASP) meets the grow- EZYdo=) development and skills
ing demand for advanced IT security in the enterprise. Recom- attainment:

mended for IT professionals with at least 5 years of experience,

CASP certifies critical thinking and judgment across a broad spec- Assess

trum of security disciplines and requires candidates to implement Assess each individual and teams to de-
clear solutions in complex environments. The current landscape of FFAsares existing skill sets

cybersecurity requires specialized skills to troubleshoot via cus-

tomized hacks and build solid solutions. Each hack is unique and s [T[erz] 1)

must be combated with master-level security skills and experi-

ence. Deliver goal specific training utilizing all
delivery modalities

The Learning Center Model: Mentor

Expose students to instructor/mentors
with front-line cyber/IT experience

Certify

Certify students with the requisite hands-
on skills to perform the tasks related to
their functional roles

Validate

Validate students “abilities” through per-
formance analytics and real-world exer-
cises hosted on a cyber range

The Learning Center (702) 320-8885 www.tlclasvegas.com



OFFICIAL CYBERSECURITY TRAINING

The Learning Center
Las Vegas

WHY CHOOSE TLC?

The Learning Center, a division of
The Learning Center, has operated
for 31 years in IT training and certifi-
cation field. TLC is an is an Official
Training Partner of (ISC)?' EC-
Council Accredited Training Center,
ISACA Approved Training Center
and CompTIA Alliance member.
One of two training organizations
certified/approved by 4 out of the 5
Exam Objectives: global credentialing bodies, a unique
distinction. ,

EBxam Codes | CAS-002 Additionally, TLC has partnered

with Merit.edu to deliver “world-
class” training and education sup-

Launch Date January 20, 2015

Exam CASP covers enterprise security, risk management and incident response, ported by use of the Michigan Cyber
Description research and analysis, integration of computing, communications and business Range. The Michigan Cyber Range
disciplines as well as technical integration of enterprise components. is the most mature and robust deliv-

erable training platform in the world
today. This partnership enables TLC

I LRI TG D to uniquely deliver skills-based train-
Questions ing, assessment, and certifications
in alignment with the National Initia-
Type of Multiple choice and performance-based . 9 . .
S tive for Cybersecurity Education
(NICE) Framework. Our lab content
Length of Test 165 Minutes and assessment services are a one-
of-a-kind model for developing per-
Passing Score  Pass/Fail only. No scaled score. formance defined cybersecurity pro-

fessionals capable of meeting cur-

Recommended 10 years experience in IT administration, including at least 5 years of hands-on rent and future employer demand.

Experience technical security experience

Languages English

The Learning Center (702) 320-8885 www.tlclasvegas.com
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OFFICIAL CYBERSECURITY TRAINING

The Learning Center
Las Vegas

(ano\

Linux+

POWERED BY LPI

\o=sy

Our unique model follows a

o e streamlined approach to work-
inux has grown into an industry-leading software and service delivery plat- .
form that is used for everything from super computers and Web servers to ;ﬁglen‘::gﬁ:opment and SkI"S

virtualized systems and your Android phone. This growth creates a high de-
mand for qualified Linux professionals. With CompTIA’s Linux+ Powered by ASSESS

LPI certification, you'll acquire the fundamental skills and knowledge you

N R R A n e N U U L e R e L R D S S i E] Assess each individual and teams to de-
Linux footprint continues to grow. In addition to its significant presence in the RNl 85 4IRS S

server room, all the major public cloud providers offer Linux images as a way

of speeding up virtual instance creation. Add on that Linux-based Android Ed ucate

accounts for approximately 80% of the smartphone market and you’ll find
many IT careers are founded on Linux skills. Deliver goal specific training utilizing all
delivery modalities

The Learning Center Model: Mentor

Expose students to instructor/mentors
with front-line cyber/IT experience

Certify

Certify students with the requisite hands-
on skills to perform the tasks related to
their functional roles

Validate

Validate students “abilities” through per-
formance analytics and real-world exer-
cises hosted on a cyber range

The Learning Center (702) 320-8885 www.tlclasvegas.com



OFFICIAL CYBERSECURITY TRAINING

The Learning Center
Las Vegas

[Linuxg3

Exam Objectives:

Exam Codes

Exam

Description

Number of

Questions

Type of

Questions

Length of Test
Passing Score

Recommended

Experience

Languages

LX0-103

LX0-104

CompTIA Linux+ covers common tasks in major distributions of Linux, including

the Linux command line, basic maintenance, installing and configuring

workstations, and networking. Linux+ is comprised of two exams — LX0-103 and
LX0-104. Candidates must pass LX0-103 before taking LX0-104.

60 questions

Multiple Choice (Single Response),
Multiple Response and Fill-in-the-
Blank

90 Minutes
500 (on a scale of 200 to 800)

CompTIA A+, CompTIA Network+ and

12 months of Linux admin experience

English, German, Portuguese, Spanish

The Learning Center

60 questions

Multiple Choice (Single Response),
Multiple Response and Fill-in-the-Blank

90 Minutes
500 (on a scale of 200 to 800)

CompTIA A+, CompTIA Network+ and

12 months of Linux admin experience

English, German, Portuguese, Spanish

(702) 320-8885

WHY CHOOSE TLC?

The Learning Center, a division of
The Learning Center, has operated
for 31 years in IT training and certifi-
cation field. TLC is an is an Official
Training Partner of (ISC)*' EC-
Council Accredited Training Center,
ISACA Approved Training Center
and CompTIA Alliance member.
One of two training organizations
certified/approved by 4 out of the 5
global credentialing bodies, a unique
distinction. ,

Additionally, TLC has partnered

with Merit.edu to deliver “world-
class” training and education sup-
ported by use of the Michigan Cyber
Range. The Michigan Cyber Range
is the most mature and robust deliv-
erable training platform in the world
today. This partnership enables TLC
to uniquely deliver skills-based train-
ing, assessment, and certifications
in alignment with the National Initia-
tive for Cybersecurity Education
(NICE) Framework. Our lab content
and assessment services are a one-
of-a-kind model for developing per-
formance defined cybersecurity pro-
fessionals capable of meeting cur-
rent and future employer demand.

www.tlclasvegas.com
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The Learning Center
Las Vegas

Our unique model follows a

streamlined approach to work-
The CompTIA Cloud+ certification validates the skills and expertise of IT practi- force development and skills

tioners in implementing and maintaining cloud technologies. Cloud+ accredits attainment.
IT professionals with the constantly changing and advancing knowledge they
need to be successful in today’s cloud environment. ASSESS

Assess each individual and teams to de-
termine existing skill sets

As more and more businesses shift their IT operations to cloud platforms, skills

in cloud computing and virtualization have become a frequently required quali-
fication for IT professionals. Cloud+ is globally recognized and accredited. Ed ucate

CompTIA Cloud+ is compliant with ISO 17024 standards. Adding CompTIA

(oI T R N N T e N S RV T [ A R TN T WC RN ETN <1l Deliver goal specific training utilizing all
cloud technologies and enables you to jump into a rapidly growing market. delivery modalities

The Learning Center Model: Mentor

Expose students to instructor/mentors
with front-line cyber/IT experience

Certify

Certify students with the requisite hands-
on skills to perform the tasks related to
their functional roles

Validate

Validate students “abilities” through per-
formance analytics and real-world exer-
cises hosted on a cyber range

The Learning Center (702) 320-8885 www.tlclasvegas.com
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Exam Objectives:

Exam Codes

Exam

Description

Number of

Questions

Type of

Questions
Length of Test
Passing Score

Recommended

Experience

Languages

The Learning Center

Cv0-001

CompTIA Cloud+ covers competency in cloud models, virtualization,

infrastructure, security, resource management and business continuity.

100 questions

Multiple choice

90 Minutes
750 (on a scale of 100-900)

24 to 36 months of work experience in networking, storage or IT data center

administration.

Familiarity with any major hypervisor technologies for server virtualization.

English

(702) 320-8885

WHY CHOOSE TLC?

The Learning Center, a division of
The Learning Center, has operated
for 31 years in IT training and certifi-
cation field. TLC is an is an Official
Training Partner of (ISC)?* EC-
Council Accredited Training Center,
ISACA Approved Training Center
and CompTIA Alliance member.
One of two training organizations
certified/approved by 4 out of the 5
global credentialing bodies, a unique
distinction. ,

Additionally, TLC has partnered

with Merit.edu to deliver “world-
class” training and education sup-
ported by use of the Michigan Cyber
Range. The Michigan Cyber Range
is the most mature and robust deliv-
erable training platform in the world
today. This partnership enables TLC
to uniquely deliver skills-based train-
ing, assessment, and certifications
in alignment with the National Initia-
tive for Cybersecurity Education
(NICE) Framework. Our lab content
and assessment services are a one-
of-a-kind model for developing per-
formance defined cybersecurity pro-
fessionals capable of meeting cur-
rent and future employer demand.

www.tlclasvegas.com


https://www.youtube.com/watch?v=YtoSVfqJsBk

OFFICIAL CYBERSECURITY TRAINING

The Learning Center
Las Vegas

Our unique model follows a

streamlined approach to work-
CompTIA Certified Technical Trainer (CTT+) certification is for instructors who fOl‘CE development and SkI"S

want to verify they have attained a standard of excellence in the training field. attainment:

CTT+ validates the knowledge and use of tools and techniques necessary for

successfully teaching in today’s learning environments. Earning the CTT+ certifi- AsseSS

(o] afelg We [ - ENEERVO IV HET NS (= S EIRAEIN TRV [ il CLSET R S (Vo] Assess each individual and teams to de-
you not only have to plan engaging classroom lectures, practice tasks and ex-  RELuIERS AR el l=4 I BT

ams, but you must also be a knowledgeable and effective communicator. CTT+

Educate

certification provides comprehensive training standards to validate your skills in

a traditional or virtual classroom environment, and ensures that you can teach ] o .. S
. ‘ ' Deliver goal specific training utilizing all
effectively and step up to the front of the class with confidence. delivery modalities

The Learning Center Model: Mentor

Expose students to instructor/mentors
with front-line cyber/IT experience

Certify

Certify students with the requisite hands-
on skills to perform the tasks related to
their functional roles

Validate

Validate students “abilities” through per-
formance analytics and real-world exer-
cises hosted on a cyber range

The Learning Center (702) 320-8885 www.tlclasvegas.com
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6 [Sas+
- CompTIA
CTT+

Related Exams:

Exam Details

Exam Codes

Exam

Description

Number of

Questions

Type of

Questions

Length of Test

Passing Score

Recommended

Experience

Languages

CTT+ Essentials — TKO-201 CTT+ Classroom Performance Based Exam —
TK0-202

CTT+ Virtual Classroom Performance Based
Exam - TKO -203

The CTT+ certification exam tests in and out of class teaching expertise, including
preparation, facilitation and physical or virtual classroom evaluation. To earn the
certification, two exams must be passed. In addition to TK0-201, you'll have to
pass either TKO-202, or TKO-203.

95 guestions N/A

Multiple choice questions N/A
(single and multiple response),

and drag and drops

90 Minutes Length of instruction recording must be

between 17 minutes and 22 minutes

655 (on a scale of 100-900) 36 (on a scale of 48)

6 to 12 months of 6 to 12 months of trainer/instructor
trainer/instructor experience experience

English, German, Japanese, Recordings can be submitted in English,
Portuguese, Spanish German, Dutch, lapanese, Spanish, Brazilian,

Portuguese or Korean

The Learning Center (702) 320-8885

WHY CHOOSE TLC?

The Learning Center, a division of
The Learning Center, has operated
for 31 years in IT training and certifi-
cation field. TLC is an is an Official
Training Partner of (ISC)?* EC-
Council Accredited Training Center,
ISACA Approved Training Center
and CompTIA Alliance member.
One of two training organizations
certified/approved by 4 out of the 5
global credentialing bodies, a unique
distinction. ,

Additionally, TLC has partnered

with Merit.edu to deliver “world-
class” training and education sup-
ported by use of the Michigan Cyber
Range. The Michigan Cyber Range
is the most mature and robust deliv-
erable training platform in the world
today. This partnership enables TLC
to uniquely deliver skills-based train-
ing, assessment, and certifications
in alignment with the National Initia-
tive for Cybersecurity Education
(NICE) Framework. Our lab content
and assessment services are a one-
of-a-kind model for developing per-
formance defined cybersecurity pro-
fessionals capable of meeting cur-
rent and future employer demand.

www.tlclasvegas.com
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[eamo\

CSA+
N>

Our unique model follows a

, - . streamlined approach to work-
CompTIA Cybersecurity Analyst (CSA+) is an international, vendor- force development and skills
neutral IT professional certification that applies behavioral analytics to attainment:

improve the overall state of IT security.
Assess

Assess each individual and teams to de-
termine existing skill sets

It validates the knowledge and skills required to configure and use
threat detection tools, perform data analysis and interpret the results
to identify vulnerabilities, threats and risks to an organization, with the Educate

end goal of securing and protecting applications and systems within

an organization. Deliver goal specific training utilizing all
delivery modalities

The Learning Center Model: Mentor

Expose students to instructor/mentors
with front-line cyber/IT experience

Certify

Certify students with the requisite hands-
on skills to perform the tasks related to
their functional roles

Validate

Validate students “abilities” through per-
formance analytics and real-world exer-
cises hosted on a cyber range

The Learning Center (702) 320-8885 www.tlclasvegas.com
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Cybersecurity Career
Pathway Recommendation

CompTIA Cybersecurity Certification Path

CompTIA C5A+ bridges the skills gap between CompTIA Security+ and the CompTIA Advanced Security Practitioner (CASFP) exam

and creates a vendor-neutral certification path, as shown in Figure 1 below.

CompTIA C5A+ follows CompTIA Security+ in the career pathway because the skills needed to passthe exam reflect 3 to 4 years
of security experience, versus the 2 years of experience reflected by Security+. After CSA+, IT pros can pursue CASP to prove

their mastery of the hands-on cybersecurity skills required at the 5- to 10-year experience level.

Performance-Based Assessment

The CS5A+ exam is performance based and includes hands-on simulations. These simulations require test takers to perform
security analyst job tasks during the exam. To prepare for these performance-based questions, trainers, educators and
publishers should emphasize open-source analytics tools, teamwork and cyberwarfare exercises with red teams as pen testers

and blue teams as security analysts/incident responders.

The Learning Center (702) 320-8885 www.tlclasvegas.com
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Our unique model follows a

- _ _ streamlined approach to work-
The CISSP certification is the ideal credential for those with proven deep

. : : . o force development and skills
technical and managerial competence, skills, experience, and credibility to- . i
build and maintain security programs to protecting organizations from grow- attainment:
ing sophisticated attacks. The CISSP draws from a comprehensive, up-to- ASSESS
date, global common body of knowledge that ensures security leaders have
a deep knowledge and understanding of new threats, technologies, regula- FASI=R RNl Wil VEIRE e R=E kR o X =5
tions, standards, and practices. Backed by (ISC)2®, the globally recognized, R{=L{uallaR= 4R el l=4 I B
not-for-profit organization dedicated to advancing the information security
field, the CISSP was the first credential in the field of information security to Ed ucate
meet the stringent requirements of ISO/ IEC Standard 17024. Not only is the
CISSP an objective measure of excellence, but also a globally recognized — [BIJNVEI @ ={oF-| K oI=Yoljj (o= [T 1aV-A0Nu | [PALo V=41 |
standard of achievement. delivery modalities

The Learning Center Model: Mentor

Expose students to instructor/mentors
with front-line cyber/IT experience

Certify

Certify students with the requisite hands-
on skills to perform the tasks related to
their functional roles

Validate

Validate students “abilities” through per-
formance analytics and real-world exer-
cises hosted on a cyber range

The Learning Center (702) 320-8885 www.tlclasvegas.com



OFFICIAL CYBERSECURITY TRAINING

Globally Recognized Standard in Information Security

The CISSP covers critical areas with up-to-date, global Common
Body of Knowledge training that ensures security leaders have a
deep knowledge and understanding of new threats, technolo-
gies, regulations, standards, and practices. The CISSP exam tests
competence in following 8 domains of the CISSP CBK:

e Security and Risk Management

e Asset Security

e Security Engineering

e Communications and Network Security
e Identity and Access Management

e Security Assessment and Testing

e Security Operations

» Software Development Security

The Learning Center (702) 320-8885

The Learning Center
Las Vegas

WHY CHOOSE TLC?

The Learning Center, a division of
The Learning Center, has operated
for 31 years in IT training and certifi-
cation field. TLC is an is an Official
Training Partner of (ISC)?* EC-
Council Accredited Training Center,
ISACA Approved Training Center
and CompTIA Alliance member.
One of two training organizations
certified/approved by 4 out of the 5
global credentialing bodies, a unique
distinction. ,

Additionally, TLC has partnered

with Merit.edu to deliver “world-
class” training and education sup-
ported by use of the Michigan Cyber
Range. The Michigan Cyber Range
is the most mature and robust deliv-
erable training platform in the world
today. This partnership enables TLC
to uniquely deliver skills-based train-
ing, assessment, and certifications
in alignment with the National Initia-
tive for Cybersecurity Education
(NICE) Framework. Our lab content
and assessment services are a one-
of-a-kind model for developing per-
formance defined cybersecurity pro-
fessionals capable of meeting cur-
rent and future employer demand.

www.tlclasvegas.com
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CSSLP

Our unique model follows a
streamlined approach to work-

Enabling the Next Generation to Build Secure Software fOl‘CE development and Ski"S

Attackers and researchers continue to expose new application vulnerabilities, J={ad= 111141211 &
and it's no wonder that application vulnerabilities are ranked the #1 threat to

cybersecurity professionals (according to the 2015 (ISC)? Global Information FAYR] =3
Security Workforce Study). Web application security must be a priority for
organizations to protect their business and reputation. For this reason, it is
crucial that anyone involved in the software development lifecycle (SDLC) be
knowledgeable and experienced in understanding how to build secure soft-
ware. The CSSLP certification validates software professionals have the ex-
pertise to incorporate security practices — authentication, authorization and
auditing — into each phase of the SDLC, from software design and implemen-
tation to testing and deployment. CSSLPs have proven proficiency.

The Learning Center Model: Mentor

Expose students to instructor/mentors
with front-line cyber/IT experience

Certify

Certify students with the requisite hands-
on skills to perform the tasks related to
their functional roles

Validate

Validate students “abilities” through per-
formance analytics and real-world exer-
cises hosted on a cyber range

Assess each individual and teams to de-
termine existing skill sets

Educate

Deliver goal specific training utilizing all
delivery modalities

The Learning Center (702) 320-8885 www.tlclasvegas.com
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A Day in the Life of a S...
The Learning Center N
Las Vegas (h’

Who should obtain the CSSLP certification? >

The Certified Secure Software Lifecycle Professional (CSSLP) is for everyone involved in
the SDLC with at least 4 years of cumulative paid full-time work experience in 1 or more of

the 8 domains of the CSSLP CBK. CSSLPs often hold positions such as the following: @ 3

. Software Developer _

= Application Security Specialist WHY CHOOSE TLC?

= Software Architect

= Software Engineer

= Software Program Manager

= Quality Assurance Tester The Learning Center, a division of
«  Penetration Tester The Learning Center, has operated
for 31 years in IT training and certifi-

= Software Procurement Analyst cation field. TLC is an is an Official

- Project Manager Training Partner of (ISC)** EC-
Council Accredited Training Center,
= Security Manager ISACA Approved Training Center

and CompTIA Alliance member.

= IT Director/Manager - o
One of two training organizations

Globally Recognized Proficiency in Application Security certified/approved by 4 out of the 5
global credentialing bodies, a unique
The CSSLP draws from a comprehensive, up-to-date, global common body distinction. ,

of knowledge that ensures software professionals have deep knowledge e
& P P & Additionally, TLC has partnered

with Merit.edu to deliver “world-
class” training and education sup-
ported by use of the Michigan Cyber
Range. The Michigan Cyber Range
Secure Software Requirements is the most mature and robust deliv-
erable training platform in the world
today. This partnership enables TLC
Secure Software Implementation/Coding to uniquely deliver skills-based train-
ing, assessment, and certifications
in alignment with the National Initia-

and understanding of how to build secure software. CSSLP tests one compe-
tence in the following 8 domains:

Secure Software Concepts

Secure Software Design

Secure Software Testing

Software Acceptance tive for Cybersecurity Education
(NICE) Framework. Our lab content
Software Deployment, Operations, Maintenance and Disposal and assessment services are a one-

of-a-kind model for developing per-
formance defined cybersecurity pro-
fessionals capable of meeting cur-
rent and future employer demand.

Supply Chain and Software Acquisition

The Learning Center (702) 320-8885 e i e
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SSCP*

Our unique model follows a

The SSCP certification is the ideal credential for those with proven technical streamlined approaCh to work-
skills and practical security knowledge in hands-on operational IT roles. It forc_e devel?pment and skills
provides industry-leading confirmation of a practitioner’s ability to implement, attainment:
monitor and administer IT infrastructure in accordance with information secu- ASSESS

rity policies and procedures that ensure data confidentiality, integrity and

availability. Assess each individual and teams to de-
termine existing skill sets

The SSCP indicates a practitioner’s technical ability to tackle the operational

demands and responsibilities of security practitioners, including authentica- Educate

tion, security testing, intrusion detection/prevention, incident response and

recovery, attacks and countermeasures, cryptography, malicious code coun- EBIJ[\V/=I @ RS ol=Yel}i (ol d = [1a{[aT-A0Nu|[PALoT-4E1 |
termeasures, and more. delivery modalities

The Learning Center Model: Mentor

Expose students to instructor/mentors
with front-line cyber/IT experience

Certify

Certify students with the requisite hands-
on skills to perform the tasks related to
their functional roles

Validate

Validate students “abilities” through per-
formance analytics and real-world exer-
cises hosted on a cyber range

The Learning Center (702) 320-8885 www.tlclasvegas.com
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Las Vegas

Globally Recognized Proficiency in Information Security

Offered by (ISCP, the world leader in educating and certifying security professionals
worldwide, SSCPs benefit from a global network of certified members and valuable
resources and support to help them to continually develop and advance in their careers.

The SSCP credential draws from a comprehensive, up-to-date global body of knowledge
that ensures candidates have the right information security knowledge and skills to be
successful in [T operational roles. It demonstrates competency in the following CBK
Domains:

Access Controls

Security Operations and Administration
Risk Idenfification, Monitoring, and Analysis
Incident Response and Recovery
Cryptography

Metwork and Communications Security

Systems and Application Security

SSCP Exam Information

Length of exam

3 hours

Number of ques

tions 125

Question format

Multiple choice guestions

Passing grade

700 outof 1000 points

Exam language

g English, Japanese, and Brazilian Portuguese

Testing center

Pearson Vue Testing Center

Neoj

OFFICIAL

Study tools

Official (ISC)* Guide to the SSCP CBK Texthook

Official (ISC)2 SSCP Study Guide

Official Study App
Official (ISCY Training
Exam Qutline

Interactive Flashcards

The Learning Center

TRAINING PROVIDER

(702) 320-8885

A Day in the Life of a S...
=
y o
>
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WHY CHOOSE TLC?

The Learning Center, a division of
The Learning Center, has operated
for 31 years in IT training and certifi-
cation field. TLC is an is an Official
Training Partner of (ISC)?' EC-
Council Accredited Training Center,
ISACA Approved Training Center
and CompTIA Alliance member.
One of two training organizations
certified/approved by 4 out of the 5
global credentialing bodies, a unique
distinction. ,

Additionally, TLC has partnered

with Merit.edu to deliver “world-
class” training and education sup-
ported by use of the Michigan Cyber
Range. The Michigan Cyber Range
is the most mature and robust deliv-
erable training platform in the world
today. This partnership enables TLC
to uniquely deliver skills-based train-
ing, assessment, and certifications
in alignment with the National Initia-
tive for Cybersecurity Education
(NICE) Framework. Our lab content
and assessment services are a one-
of-a-kind model for developing per-
formance defined cybersecurity pro-
fessionals capable of meeting cur-
rent and future employer demand.

www.tlclasvegas.com
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CCFP

Leadership for the Field of Cyber Forensics Our unique model follows a

e o o e o _ L streamlined approach to work-
e evolving field of cyber forensics requires professionals who understan A
far more than just hard drive or intrusion analysis. The field requires CCFP ;ﬁglen‘::gﬁ:opment and skills

professionals who demonstrate competence across a globally recognized
common body of knowledge that includes established forensics disciplines as ASSESS

well as newer challenges, such as mobile forensics, cloud forensics, anti-

ST e R TR L X OO a R = T E AL o R R U Sl Assess each individual and teams to de-
techniques and procedures, standards of practice, and legal and ethical prin- R{=L{allERS 4R el I BT

ciples to assure accurate, complete, and reliable digital evidence admissi-

ble in a court of law. It also indicates the ability to apply forensics to other Ed ucate

information security disciplines, such as e-discovery, malware analysis, or

incident response. In other words, the CCFP is an objective measure of ex-  [DI [\l @I RS oI=Yeljj (o= [1a{[aV-A01u | [PALo V=41 |
cellence valued by courts and employers alike. delivery modalities

The Learning Center Model: Mentor

Expose students to instructor/mentors
with front-line cyber/IT experience

Certify

Certify students with the requisite hands-
on skills to perform the tasks related to
their functional roles

Validate

Validate students “abilities” through per-
formance analytics and real-world exer-
cises hosted on a cyber range

The Learning Center (702) 320-8885 www.tlclasvegas.com
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WHY CHOOSE TLC?

The Learning Center
Las Vegas

Who should obtain the CCFP credential?

CCFP addresses more experienced cyber forensics professionals who already have the
proficiency and perspective to effectively apply their cyber forensics expertise to a variety
of challenges. In fact, many new CCFP professionals likely hold one or more other digital

forensics certifications.

Given the varied applications of cyber forensics, CCFP professionals can come from an
array of corporate, legal, law enforcement, and government occupations, including:

= Digital forensic examiners in law enforcement to support criminal investigations
= Cybercrime and cybersecurity professionals working in the public or private sectors

= Computer forensic engineers & managers working in corporate information security The Learning Center. a division of

The Learning Center, has operated
for 31 years in IT training and certifi-
cation field. TLC is an is an Official
Training Partner of (ISC)?*' EC-
Council Accredited Training Center,
ISACA Approved Training Center
and CompTIA Alliance member.
One of two training organizations
certified/approved by 4 out of the 5
global credentialing bodies, a unique
distinction. ,

Additionally, TLC has partnered
with Merit.edu to deliver “world-
class” training and education sup-

= Digital forensic and e-discovery consultants focused on litigation support
= Cyber intelligence analysts working for defense/intelligence agencies

= Computer forensic consultants working for management or specialty consulting
firms.

Who should obtain the CCFP credential?

CCFP addresses more experienced cyber forensics professionals who already have the
proficiency and perspective to effectively apply their cyber forensics expertise to a variety
of challenges. In fact, many new CCFP professionals likely hold one or more other digital
forensics certifications.

Given the varied applications of cyber forensics, CCFP professionals can come from an
array of corporate, legal, law enforcement, and government occupations, including:

« Digital forensic examiners in law enforcement to support criminal investigations

»«  Cybercrime and cybersecurity professionals working in the public or private sectors

Computer forensic engineers & managers working in corporate information security
Digital forensic and e-discovery consultants focused on litigation support
Cyber intelligence analysts working for defense/intelligence agencies

Computer forensic consultants working for management or specialty consulting

firms.

The Learning Center

(702) 320-8885

ported by use of the Michigan Cyber
Range. The Michigan Cyber Range
is the most mature and robust deliv-
erable training platform in the world
today. This partnership enables TLC
to uniquely deliver skills-based train-
ing, assessment, and certifications
in alignment with the National Initia-
tive for Cybersecurity Education
(NICE) Framework. Our lab content
and assessment services are a one-
of-a-kind model for developing per-
formance defined cybersecurity pro-
fessionals capable of meeting cur-
rent and future employer demand.

www.tlclasvegas.com
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Our unique model follows a

o e streamlined approach to work-
merging cloud computing demands individuals who understand its infor- :
mation security risks and mitigation strategies. Legacy approaches are inad- ;ﬁglen‘::gﬁ:opment and skills

equate, and organizations need competent, experienced professionals
equipped with the right cloud security knowledge and skills to be successful. ASSESS

Globally recognized and backed by the two leading non-profits focused on
cloud and information security, the Cloud Security Alliance (CSA) and (ISC)?,
the CCSP credential denotes professionals with deep-seated knowledge and
competency derived from hands-on experience with cyber, information, soft-
ware and cloud computing infrastructure security. CCSPs help you achieve
the highest standard for cloud security expertise and enable your organiza-
tion to benefit from the power of cloud computing while keeping sensitive
data secure.

The Learning Center Model: Mentor

Assess each individual and teams to de-
termine existing skill sets

Educate

Deliver goal specific training utilizing all
delivery modalities

Expose students to instructor/mentors
with front-line cyber/IT experience

Certify

Certify students with the requisite hands-
on skills to perform the tasks related to
their functional roles

Validate

Validate students “abilities” through per-
formance analytics and real-world exer-
cises hosted on a cyber range

The Learning Center (702) 320-8885 www.tlclasvegas.com
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Who should obtain the CCSP credential?

The Certified Cloud Security Professional certification is most ap-
propriate for those well versed in IT and information security,
with some experience in cloud computing. The ideal candidate
will have experience in applying security concepts and controls to
cloud environments. To attain CCSP, applicants must have a min-
imum of five years of cumulative, paid, full-time working experi-
ence in information technology, of which three years must be in
information security and one year in one of the six CBK domains.
Earning the Cloud Security Alliance's Certificate of Cloud Security
Knowledge (CCSKTM) can be substituted for one year of experi-
ence in one of the six domains of the CCSP CBK. Earning the (ISC)?
Certified Information Systems Security Professional (CISSP) cre-
dential can be substituted for the entire CCSP experience re-
quirement.

The Learning Center (702) 320-8885

WHY CHOOSE TLC?

The Learning Center, a division of
The Learning Center, has operated
for 31 years in IT training and certifi-
cation field. TLC is an is an Official
Training Partner of (ISC)? EC-
Council Accredited Training Center,
ISACA Approved Training Center
and CompTIA Alliance member.
One of two training organizations
certified/approved by 4 out of the 5
global credentialing bodies, a unique
distinction. ,

Additionally, TLC has partnered

with Merit.edu to deliver “world-
class” training and education sup-
ported by use of the Michigan Cyber
Range. The Michigan Cyber Range
is the most mature and robust deliv-
erable training platform in the world
today. This partnership enables TLC
to uniquely deliver skills-based train-
ing, assessment, and certifications
in alignment with the National Initia-
tive for Cybersecurity Education
(NICE) Framework. Our lab content
and assessment services are a one-
of-a-kind model for developing per-
formance defined cybersecurity pro-
fessionals capable of meeting cur-
rent and future employer demand.

www.tlclasvegas.com
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As the rapidly evolving healthcare industry faces increas-
ing challenges to keeping personal health information
protected, there is agrowing need to ensure knowledge-

able and credentialed security and privacy practitioners
are in place to protect this sensitive information. HCISPPs
provide the front-line defense in protecting health infor-
mation. Backed by (ISC)?, a global not-for-profit organiza-
tion that delivers the gold standard for information secu-
rity certifications, the HCISPP credential confirms a prac-
titioner’s core knowledge and experience in security and
privacy controls for personal health information.

The Learning Center Model:

The Learning Center (702) 320-8885

TRAINING

The Learning Center
Las Vegas

HCISPP’

Our unique model follows a
streamlined approach to work-
force development and skills
attainment:

Assess

Assess each individual and teams to de-
termine existing skill sets

Educate

Deliver goal specific training utilizing all
delivery modalities

Mentor

Expose students to instructor/mentors
with front-line cyber/IT experience

Certify
Certify students with the requisite hands-

on skills to perform the tasks related to
their functional roles

Validate

Validate students “abilities” through per-
formance analytics and real-world exer-
cises hosted on a cyber range

www.tlclasvegas.com
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The Front-Line Defense for Protecting Patient Data

As the rapidly evolving healthcare industry faces increasing challenges to keeping personal
health information protected, there is a growing need to ensure knowledgeable and
credentialed security and privacy practitioners are in place to protect this sensitive
information.

HCISPPs provide the front-line defense in protecting health information. Backed by (ISC)?,
a global not-for-profit organization that delivers the gold standard for information security

certifications, the HCISPP credential confirms a practitioner’s core knowledge and
experience in security and privacy controls for personal health information.

Who should obtain the HCISPP certification?

HCISPPs are at the forefront of protecting patient health information. These are the
practitioners whose foundational knowledge and experience unite healthcare information
security and privacy best practices and techniques under one credential to protect
organizations and sensitive patient data against emerging threats and breaches. HCISPPs
are instrumental to a variety of job functions, including:

= Compliance officer

= Information security manager

= Privacy officer

= Compliance auditor

= Risk analyst

= Medical records supervisor

= Information technology manager
= Privacy and security consultant
= Health information manager

= Practice manager

Dennis Seymour, CISSP, HCISPP
Chief Security Architect

The Learning Center (702) 320-8885

Neoj
OFFICIAL

TRAINING PROVIDER

WHY CHOOSE TLC?

The Learning Center, a division of
The Learning Center, has operated
for 31 years in IT training and certifi-
cation field. TLC is an is an Official
Training Partner of (ISC)? EC-
Council Accredited Training Center,
ISACA Approved Training Center
and CompTIA Alliance member.
One of two training organizations
certified/approved by 4 out of the 5
global credentialing bodies, a unique
distinction. ,

Additionally, TLC has partnered

with Merit.edu to deliver “world-
class” training and education sup-
ported by use of the Michigan Cyber
Range. The Michigan Cyber Range
is the most mature and robust deliv-
erable training platform in the world
today. This partnership enables TLC
to uniquely deliver skills-based train-
ing, assessment, and certifications
in alignment with the National Initia-
tive for Cybersecurity Education
(NICE) Framework. Our lab content
and assessment services are a one-
of-a-kind model for developing per-
formance defined cybersecurity pro-
fessionals capable of meeting cur-
rent and future employer demand.

www.tlclasvegas.com


https://youtu.be/Nx4HxkiOlh8
https://youtu.be/hbVm8QulK1g

OFFICIAL CYBERSECURITY TRAINING

The Learning Center
Las Vegas

CCNA Routing and Switching

Our unique model follows a

_ _ _ streamlined approach to work-
SR CY IRyl CREEReeln el SR EECL R force development and skills

tures, the role and skills required of a core network engi- El& a1l
neer are evolving and more vital than ever. To prepare Assess
for this network transition, the CCNA Routing and o
o o : . Assess each individual and teams to de-
Switching certification will not only prepare you with the  Fo RS RIS
knowledge of foundational technologies, but ensure you
stay relevant with skill sets needed for the adoption of Educate

next generation technologies. Deliver goal specific training utilizing all
delivery modalities

The Learning Center Model: Mentor

Expose students to instructor/mentors
with front-line cyber/IT experience

Certify

Certify students with the requisite hands-
on skills to perform the tasks related to
their functional roles

Validate

Validate students “abilities” through per-
formance analytics and real-world exer-
cises hosted on a cyber range

The Learning Center (702) 320-8885 www.tlclasvegas.com
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The Learning Center

Las Vegas WHY CHOOSE TLC?

Routing and Switching

The Learning Center, is an Official

.. 2 .
As Enterprises migrate toward controller based architectures, the role and skills Trammg Partner of (ISC) o Operatmg
required of a core network engineer are evolving and more vital than ever. To prepare for 31 years inIT training and certifi-
for this network transition, the CCNA Routing and Switching certification will not only cation programs can offer you the

prepare you with the knowledge of foundational technologies, but ensure you stay

i . ) ) ) best in education and training. TLC
relevant with skill sets needed for the adoption of next generation technologies.

is an EC-Council Accredited Train-

ing Center. One of only 700 accred-
ited training centers globally, TLC is
proud to be one of 15 global part-

Demand for Trained and Experienced Routing ners selected to deliver the

and Switching Professionals Cle s E G,

Additionally, TLC in partnership with
Merit.edu has partnered to deliver
“world-class” training and education
supported by use of the Michigan
Cyber Range. This Cyber Range is
the most state-of-the-art deliverable
training method to ensure “skills set”
learning by use of Alphaville, a virtu-

I'he digital transformation of business is driving adoption of programmable network
architectures with a corresponding need for expanded skills and knowledge from
network engineers. To meet these evolving job roles, Cisco continues to develop
training and certification products that enable Enterprises to successfully innovate
and migrate to a digital-ready network.

The program includes:

- Skills Building: Recommended tools to help you learn best practices and gain al environment to practice and hone
hands-on experience. From entry level to expert level, we offer instructor-led Cy_berseCU”ny.Skms: StUdentS re-
and self-paced training options with a hands-on focus for every learning style ceive the official training, plus_ ac-
and budget. cess to the Cyber Range. Click

. I y . _— ) here for more.
- Skills Validation: Assess Cisco routing and switching knowledge and new skills

proving to hiring managers that IT professionals are ready to design and deploy
digital-ready network

- Skills Reinforcement: Continually hone skills throughout your career as an
Enterprise network engineer

The certification prepares you for the following roles:
+ Network Administrators

» Network Support Engineers

» Network Engineer Associate
» Network Specialist

» Network Analyst

The Learning Center (702) 320-8885 www.tlclasvegas.com
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The Learning Center
Las Vegas

CAP

Our unique model follows a
streamlined approach to work-

The Certified Authorizafion Professional (CAP) certification is an objective measure of the

knowledge, skills and abilities required for personnel involved in the process of authorizing force development and Skl"S

and maintaining information systems. Specifically, this credential applies to those attainment:
responsible for formalizing processes used to assess risk and establish security
requirements and documentation. Their decisions will ensure that information systems Assess

possess security commensurate with the level of exposure to potential risk, as well as

o Assess each individual and teams to de-
damage to assets or individuals.

termine existing skill sets

The CAF credential is appropriate for commercial markets, civilian and local governments,

and the 11.S. Federal govemment including the State Department and the Department of Educate

Defense (DoD). See CAP and DoD 8570. Job functions such as authorization officials,

system owners, information owners, information system security officers, and certifiers as Deliver goal specific training utilizing all
well as all senior system managers apply. delivery modalities

The Learning Center Model: Mentor

Expose students to instructor/mentors
with front-line cyber/IT experience

Certify

Certify students with the requisite hands-
on skills to perform the tasks related to
their functional roles

Validate

Validate students “abilities” through per-
formance analytics and real-world exer-
cises hosted on a cyber range

The Learning Center (702) 320-8885 www.tlclasvegas.com
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The Learning Center

Las Vegas

The ideal candidate should have experience, skills or knowledge in:

IT security

Information assurance

Information risk management

Certification

Systems administration

1-2 years of general technical experience

2 years of general sysiems experience

1-2 years of database/systems developmentnetwork experience
Information security policy

Technical or auditing experience within government, the U.5. Depariment of

Defense, the financial or health care indusiries, and/or auditing firms

Strong familiarity with NIST documentation

CAP Exam Information

Length of exam

3 hours

Mumber of guestions 125

Cluestion format

Multiple choice questions

Passing grade

700 outof 1000 points

Exam Language

English

Testing center

Pearson Vue Testing Center

Study tools

Official (1ISC)F Guide to the CAP CBK Texthook

Official (1SC training seminar

Interactive Flashcards

Exam outling

The Learning Center

(702) 320-8885

WHY CHOOSE TLC?

The Learning Center, a division of
The Learning Center, is an Official
Training Partner of (ISC)?., operating
for 31 years in IT training and certifi-
cation programs can offer you the
best in education and training. TLC
is an EC-Council Accredited Train-
ing Center. One of only 700 accred-
ited training centers globally, TLC is
proud to be one of 15 global part-
ners selected to deliver the
C|CISO curriculum.

Additionally, TLC in partnership with
Merit.edu has partnered to deliver
“world-class” training and education
supported by use of the Michigan
Cyber Range. This Cyber Range is
the most state-of-the-art deliverable
training method to ensure “skills set”
learning by use of Alphaville, a virtu-
al environment to practice and hone
Cybersecurity skills. Students re-
ceive the official training, plus ac-
cess to the Cyber Range. Click
here for more.

A Day in the Life of a CAI <

Jeff Cox, CAP

President, Roflout Systems, LLC

www.tlclasvegas.com


https://www.youtube.com/watch?feature=player_embedded&v=FrhpU-gr6o0

OFFICIAL CYBERSECURITY TRAINING

The Learning Center
Las Vegas

CCNA Collaboration

Our unique model follows a

_ _ _ _ streamlined approach to work-
For network video engineers, collaboration engineers, IP te- FfYfe=] development and skills

lephony and IP network engineers who want to develop and EYs&1al111=18] &
advance their collaboration and video skills in line with the

convergence of voice, video, data and mobile applications, Assess
the Cisco CCNA Collaboration certification is a job-role fo-  [RESSRERI NI [VEIRT e REET RN [
cused training and certification program. It will allow you to termine existing skill sets

maximize your investment in your education, and increase Educate

your professional value by giving you the skills to help your
IT organization meet increased business demands resulting
from these technology transitions.

Deliver goal specific training utilizing all
delivery modalities

Mentor

The Learning Center Model:

Expose students to instructor/mentors
with front-line cyber/IT experience

Certify

Certify students with the requisite hands-
on skills to perform the tasks related to
their functional roles

Validate

Validate students “abilities” through per-
formance analytics and real-world exer-
cises hosted on a cyber range

The Learning Center (702) 320-8885 www.tlclasvegas.com
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The bestway to prepare for this cerification is to take the Cisco-approved
training:

Implementing Cisco Collaboration Devices (CICD)

This course focuses on providing the skills and knowledge necessary to
implement Cisco Unified Communications (UC) solutions. It covers
administration of end-user interfaces, telephony and mohility features, and
Cisco UC solutions maintenance.

= Learn More

Implementing Cisco Video Network Devices, Part 1 (CIVND1)

This is a 3-day ELT designed to provide students with the necessary
knowledge to describe characteristics of video solutions and assess the
requirements for a successful implementation of a video solution.

It covers the characteristics of a video solution and enables students to
evaluate the general requirements for video deployments such as codec
options, media formats, protocols, network impact, high-level architectural
compaonents, interactions, and requisites to the environment.

= Learn Maore

Implementing Cisco Video Network Devices, Part 2 (CVIND2)

This course is designed to provide students with the necessary knowledge and
skills to implement various Cisco Collaboration endpoints in converged Cisco
infrastructures.

It covers the describes Cisco Collaboration solutions and enables students to
implement and troubleshoot Cisco Unified Communication and Collaboratian,
TelePresence, and Digital Media Flayer in different Cisco Collabaration
solution architectures.

Exams & Recommended Training

Required Exam(s) Recommended Training

210-060 CICD Implementing Cisco Collaboration Devices (CICD)
210-065 CIVND Implementing Cisco Video Network Devices, Part 1
(CIVMD1)
Implementing Cisco Video Netwark Devices, Part 2
(CIVMD2)

The Learning Center (702) 320-8885

WHY CHOOSE TLC?

The Learning Center, a division of
The Learning Center, is an Official
Training Partner of (ISC)?., operating
for 31 years in IT training and certifi-
cation programs can offer you the
best in education and training. TLC
is an EC-Council Accredited Train-
ing Center. One of only 700 accred-
ited training centers globally, TLC is
proud to be one of 15 global part-
ners selected to deliver the
C|CISO curriculum.

Additionally, TLC in partnership with
Merit.edu has partnered to deliver
“world-class” training and education
supported by use of the Michigan
Cyber Range. This Cyber Range is
the most state-of-the-art deliverable
training method to ensure “skills set”
learning by use of Alphaville, a virtu-
al environment to practice and hone
Cybersecurity skills. Students re-
ceive the official training, plus ac-
cess to the Cyber Range. Click
here for more.

www.tlclasvegas.com
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CCNA Security

Our unique model follows a

. - _ _ . ~ streamlined approach to work-
Cisco Certified Network Associate Security (CCNA Security) vali-  FFY7es development and skills

dates associate-level knowledge and skills required to secure Cis- attainment:

co networks. With a CCNA Security certification, a network profes-

sional demonstrates the skills required to develop a security infra- [ACRL=]

S (VAN =Tolele g PRI CETERE ORIV [T Lo CER M W[ CRETUO B A <sess each individual and teams to de-
mitigate security threats. The CCNA Security curriculum empha-  EeI g l=R=0 dinl o181 L RL=1 8

sizes core security technologies, the installation, troubleshooting

and monitoring of network devices to maintain integrity, confidenti- Educate

ality and availability of data and devices, and competency in the

technologies that Cisco uses in its security structure. Deliver goal specific training utilizing all

delivery modalities

Mentor

The Learning Center Model:

Expose students to instructor/mentors
with front-line cyber/IT experience

Certify

Certify students with the requisite hands-
on skills to perform the tasks related to
their functional roles

Validate

Validate students “abilities” through per-
formance analytics and real-world exer-
cises hosted on a cyber range

The Learning Center (702) 320-8885 www.tlclasvegas.com
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Increasing Demand for Practical
Network Security Skills

Cisco has taken note of the evolution of the role of the network
security professional and its relevance to the industry. The
speed at which network security is evolving demands more
practical, hands-on skills in network security engineering
and has made network security performance more visible

to the entire organization. Network security engineers in the
marketplace today understand the products and the discipline
of good network security, the practices and compliance
mandates of industry and government, and the need to protect
their organizations from increasingly sophisticated threats to
their systems. Cisco network security engineers have real-world
security implementation and troubleshooting skills.

Achieving CCNA Security Certification

CCNA Security certification offers professionals job-ready
training and skills. The certification lays the foundation for job
roles such as network security technician, administrator, and
network security support engineer. Candidates gain knowhow
in securing information and devices using the latest Cisco
security hardware and software solutions.

Exam Name and
Recommended Training

Required Exam

210-260 Implementing Cisco Network
Security (IINS)

The Learning Center

(702) 320-8885

WHY CHOOSE TLC?

The Learning Center, a division of
The Learning Center, has operated
for 31 years in IT training and certifi-
cation field. TLC is an is an Official
Training Partner of (ISC)?* EC-
Council Accredited Training Center,
ISACA Approved Training Center
and CompTIA Alliance member.
One of two training organizations
certified/approved by 4 out of the 5
global credentialing bodies, a unique
distinction. ,

Additionally, TLC has partnered

with Merit.edu to deliver “world-
class” training and education sup-
ported by use of the Michigan Cyber
Range. The Michigan Cyber Range
is the most mature and robust deliv-
erable training platform in the world
today. This partnership enables TLC
to uniquely deliver skills-based train-
ing, assessment, and certifications
in alignment with the National Initia-
tive for Cybersecurity Education
(NICE) Framework. Our lab content
and assessment services are a one-
of-a-kind model for developing per-
formance defined cybersecurity pro-
fessionals capable of meeting cur-
rent and future employer demand.

www.tlclasvegas.com
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CCNA Data Center

Our unique model follows a

o _ streamlined approach to work-
Agility is the hallmark of today's successful data center. Built for force development and skills

rapid application deployment and supported by a highly elastic in- attainment:

frastructure, the data center has become core to businesses com-

peting in our digital era. CCNA Data Center certification provides [ACKLoRE]

the confidence and nimbleness you need to install, configure, and WS YT R-Y-Tel R 12l [1Vlo I I 2l ReT LR o Ne [N
maintain data center technology. Gain grounding in data center termine existing skill sets

infrastructure, data center networking concepts and technologies,

storage networking, unified computing, network virtualization, data Educate

center automation and orchestration, and Cisco Application Cen-

it (s s (RGN Deliver goal specific training utilizing all

delivery modalities

Mentor

The Learning Center Model:

Expose students to instructor/mentors
with front-line cyber/IT experience

Certify

Certify students with the requisite hands-
on skills to perform the tasks related to
their functional roles

Validate

Validate students “abilities” through per-
formance analytics and real-world exer-
cises hosted on a cyber range

The Learning Center (702) 320-8885 www.tlclasvegas.com
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Demand for IT Professionals with Expertise in
Data Center Infrastructure

Core to supporting new business models involving the Internet of Things (loT),
big data, and cloud, or to modernizing existing business-critical applications, is an
enterprise-class data center. Agile delivery of business transformation initiatives
relies on modern data center infrastructure.

In-demand IT professionals focused on data center requirements continue to be
presented with an ever-increasing and evolving set of responsibilities. Cisco’s
certification and training program enables key skills needed for world-class

data center operations, rapid application deployment and delivery of successful
business outcomes.

Exams & Recommended Training

Required Exam(s) Recommended Training

640-911 DCICN
Last day to test:
April 11, 2017

Introducing Cisco Data Center Networking (DCICN) v1.0

OR

200-150 DCICN Introducing Cisco Data Center Networking (DCICN) v6.0

640-916 DCICT
Last day to test:
April 11, 2017

Introducing Cisco Data Center Networking Technologies
(DCICT)v1.0

OR

200-155 DCICT Introducing Cisco Data Center Networking Technologies

(DCICT) v6.0

The certification prepares you for the following roles:
« Network Administrators

- Network Support Engineers

» Network Engineer Associate

- Network Specialist

« Network Analyst

The Learning Center (702) 320-8885

WHY CHOOSE TLC?

The Learning Center, a division of
The Learning Center, is an Official
Training Partner of (ISC)?., operating
for 31 years in IT training and certifi-
cation programs can offer you the
best in education and training. TLC
is an EC-Council Accredited Train-
ing Center. One of only 700 accred-
ited training centers globally, TLC is
proud to be one of 15 global part-
ners selected to deliver the
C|CISO curriculum.

Additionally, TLC in partnership with
Merit.edu has partnered to deliver
“world-class” training and education
supported by use of the Michigan
Cyber Range. This Cyber Range is
the most state-of-the-art deliverable
training method to ensure “skills set”
learning by use of Alphaville, a virtu-
al environment to practice and hone
Cybersecurity skills. Students re-
ceive the official training, plus ac-
cess to the Cyber Range. Click
here for more.

www.tlclasvegas.com
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CCNA Cyber Ops

Our unique model follows a

- _ _ _ streamlined approach to work-
Today's organizations are challenged with rapidly detecting R #%Y7e= development and skills

cybersecurity breaches and effectively responding to securi- BEXs & al141= 1%
ty incidents. Teams of people in Security Operations Cen- A
ters (SOC’s) keep a vigilant eye on security systems, pro- Ssess

tecting their organizations by detecting and responding to  aSSlE RN [VELRT e REE T RN [
termine existing skill sets

cybersecurity threats.

The CCNA Cyber Ops certification prepares candidates to Educate
begin a career working with associate-level cybersecurity
analysts within security operations centers. delivery modalities

Deliver goal specific training utilizing all

The Learning Center Model: Mentor

Expose students to instructor/mentors
with front-line cyber/IT experience

Certify

Certify students with the requisite hands-
on skills to perform the tasks related to
their functional roles

Validate

Validate students “abilities” through per-
formance analytics and real-world exer-
cises hosted on a cyber range

The Learning Center (702) 320-8885 www.tlclasvegas.com
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Increasing Demand for Practical
Network Security Skills

Cisco has taken note of the evolution of the role of the network
security professional and its relevance to the industry. The
speed at which network security is evolving demands more
practical, hands-on skills in network security engineering
and has made network security performance more visible

to the entire organization. Network security engineers in the
marketplace today understand the products and the discipline
of good network security, the practices and compliance
mandates of industry and government, and the need to protect
their organizations from increasingly sophisticated threats to
their systems. Cisco network security engineers have real-world
security implementation and troubleshooting skills.

Exams & Recommended Training

Required Exam(s) Recommended Training

210-250 SECFND Understanding Cisco Cybersecurity Fundamentals

(SECFND)

210-255 SECOPS Implementing Cisco Cybersecurity Operations

(SECOPS)

NOTE: The training courses for the CCNA Cyber Ops Certification will be made
available in March of 2017. Date is subject to change without notice.

(702) 320-8885

WHY CHOOSE TLC?

The Learning Center, a division of
The Learning Center, has operated
for 31 years in IT training and certifi-
cation field. TLC is an is an Official
Training Partner of (ISC)?* EC-
Council Accredited Training Center,
ISACA Approved Training Center
and CompTIA Alliance member.
One of two training organizations
certified/approved by 4 out of the 5
global credentialing bodies, a unique
distinction. ,

Additionally, TLC has partnered

with Merit.edu to deliver “world-
class” training and education sup-
ported by use of the Michigan Cyber
Range. The Michigan Cyber Range
is the most mature and robust deliv-
erable training platform in the world
today. This partnership enables TLC
to uniquely deliver skills-based train-
ing, assessment, and certifications
in alignment with the National Initia-
tive for Cybersecurity Education
(NICE) Framework. Our lab content
and assessment services are a one-
of-a-kind model for developing per-
formance defined cybersecurity pro-
fessionals capable of meeting cur-
rent and future employer demand.

www.tlclasvegas.com
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CCNA CLOUD

Our unique model follows a

: _ I streamlined approach to work-
Many companies are embracing the Cloud to help them to be more agile, force development and skills
flexible, and effective at delivering better business outcomes. Today, the attainment:

majority of companies are already using Xaa$S offerings, and by 2018, it's

estimated that 78% of workloads will be processed through the cloud. Assess

The CCNA Cloud certification is a job role focused certification and train- o

ing program that helps Cloud engineers, Cloud Administrators, and Net-  LASAAEE each individual and teams to de-
work Engineers to develop, advance, and validate their cloud skill set, termine existing skill sets

and enables them to help their IT organization meet changing business Educate

demands. With a CCNA Cloud certification, you will obtain the skills to

perform entry-level provisioning and support of Cisco cloud solutions.
Learn from the only company that has an end-to-end Cloud and Inter-
cloud story.

Deliver goal specific training utilizing all
delivery modalities

Mentor

The Learning Center Model:

Expose students to instructor/mentors
with front-line cyber/IT experience

Certify

Certify students with the requisite hands-
on skills to perform the tasks related to
their functional roles

Validate

Validate students “abilities” through per-
formance analytics and real-world exer-
cises hosted on a cyber range

The Learning Center (702) 320-8885 www.tlclasvegas.com
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The best way to prepare for this certification is to take the Cisco-approved
training:

Understanding Cisco Cloud Fundamentals (CLDFND)

This course is designed to provide students with the necessary knowledge, skills
and abilities to perform foundational tasks related to cloud computing. It will
review cloud characteristics and deployment models and explore the cloud basic
components which consist of compute, storage and networking.

» Learn More

Introducing Cisco Cloud Administration (CLDADM)

This course is designed to provide students with the necessary knowledge and
skills to perform the essentials of cloud administration and operations.
» Learn More

Upon completion of the course, students will be able to:

« ldentify the components of the Cisco Cloud management software solution
« Understand the fundamentals of Cloud infrastructure administration

- Describe reporting and charge-back

« Provision Clouds using pre-configured templates

« Perform Cloud management, monitoring and remediation

The certification prepares you for the following roles:
- Network Administrators

- Network Support Engineers

« Network Engineer Associate

- Network Specialist

» Network Analyst

The Learning Center (702) 320-8885

WHY CHOOSE TLC?

The Learning Center, a division of
The Learning Center, has operated
for 31 years in IT training and certifi-
cation field. TLC is an is an Official
Training Partner of (ISC)** EC-
Council Accredited Training Center,
ISACA Approved Training Center
and CompTIA Alliance member.
One of two training organizations
certified/approved by 4 out of the 5
global credentialing bodies, a unique
distinction. ,

Additionally, TLC has partnered

with Merit.edu to deliver “world-
class” training and education sup-
ported by use of the Michigan Cyber
Range. The Michigan Cyber Range
is the most mature and robust deliv-
erable training platform in the world
today. This partnership enables TLC
to uniquely deliver skills-based train-
ing, assessment, and certifications
in alignment with the National Initia-
tive for Cybersecurity Education
(NICE) Framework. Our lab content
and assessment services are a one-
of-a-kind model for developing per-
formance defined cybersecurity pro-
fessionals capable of meeting cur-
rent and future employer demand.

www.tlclasvegas.com
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CCNP Routing and Switching

Our unique model follows a
streamlined approach to work-
force development and skills
attainment:

Assess

Assess each individual and teams to de-
termine existing skill sets

Routing and Switching

CCENT CCNA CCNP CCIE

Cisco Certified Metwork Professional (CCNP) Routing and Switching certification
validates the ability to plan, implement, verify and troubleshoot local and wide-area
enterprise networks and work collaboratively with specialists on advanced security,
voice, wireless and video solutions. The CCMP Routing and Switching certification is
appropriate for those with at least one year of networking experience who are ready
to advance their skills and work independently on complex network solutions. Those
who achieve CCHP Routing and Switching have demonstrated the skills required in
enterprise roles such as network engineer, support engineer, systems engineer or
network technician. The routing and switching protocol knowledge from this
cerification will provide a lasting foundation as these skills are equally relevant in the
physical networks of today and the virtualized network functions of tomorrow.

Educate

Deliver goal specific training utilizing all
delivery modalities

Mentor

The Learning Center Model:

Expose students to instructor/mentors
with front-line cyber/IT experience

Certify

Certify students with the requisite hands-
on skills to perform the tasks related to
their functional roles

Validate

Validate students “abilities” through per-
formance analytics and real-world exer-
cises hosted on a cyber range

The Learning Center (702) 320-8885 www.tlclasvegas.com



The Learning Center

OFFICIAL CYBERSECURITY TRAINING

The Learning Center
Las Vegas

The bestway to prepare for this certification is to take the Cisco-approved
fraining:

Implementing Cisco IP Routing (ROUTE)
Students will learn to plan, configure and verify the implementation of secure

enterprise LAM and WAN routing solutions using a range of routing protocols.
» Learn More

Implementing Cisco IP Switched Networks { SWITCH)

Students will learn to plan, configure and verify the implementation of complex
enterprise switching solutions using Cisco’'s Campus Enterprise Architecture.
= Learn Mare

Troubleshooting and Maintaining Cisco IP Networks (TSHOOT)

Students will learn to (1) plan and perform regular maintenance on complex
enterprise routed and switched networks and (2) use technology-based
practices and a systematic ITIL-compliant approach to perform netwark
froubleshooting.

Exams & Recommended Training

Required Exami(s) Recommended Training

300101 ROUTE Implementing Cisco IP Routing (ROUTE)

300-115 SWITCH Implementing Cisco IP Switched Networks (SWITCH)

300-135 TSHOOT Troubleshooting and Maintaining Cisca P Networks

(TSHOOT)

(702) 320-8885

WHY CHOOSE TLC?

The Learning Center, a division of
The Learning Center, has operated
for 31 years in IT training and certifi-
cation field. TLC is an is an Official
Training Partner of (ISC)?' EC-
Council Accredited Training Center,
ISACA Approved Training Center
and CompTIA Alliance member.
One of two training organizations
certified/approved by 4 out of the 5
global credentialing bodies, a unique
distinction. ,

Additionally, TLC has partnered

with Merit.edu to deliver “world-
class” training and education sup-
ported by use of the Michigan Cyber
Range. The Michigan Cyber Range
is the most mature and robust deliv-
erable training platform in the world
today. This partnership enables TLC
to uniquely deliver skills-based train-
ing, assessment, and certifications
in alignment with the National Initia-
tive for Cybersecurity Education
(NICE) Framework. Our lab content
and assessment services are a one-
of-a-kind model for developing per-
formance defined cybersecurity pro-
fessionals capable of meeting cur-
rent and future employer demand.

www.tlclasvegas.com



OFFICIAL CYBERSECURITY TRAINING

The Learning Center
Las Vegas

CCNP Collaboration

Our unique model follows a

_ - - . streamlined approach to work-
For collaboration and unified communications network engineers  FFY7eS development and skills

who want develop advanced collaboration skills designing, deploy- attainment:

ing, configuring, and troubleshooting Cisco Collaboration and Uni-

fied communications applications, devices and networks, the Cis- Assess

co CCNP Collaboration certification is a job-role focused training PN TR P e Rl Tl NI e R IR e
and certification program that will expand your skills and ability to  EYgaallal=R=rdrulnt A 4 L BT=18

deliver business value. Collaboration is becoming a critical neces-

sity for business success and innovation. You can use your Educate

knowledge to lead the transformation and increase the effective-

o . . Deliver goal specific training utilizing all
ness of your organizations collaboration experience.

delivery modalities

Mentor

The Learning Center Model:

Expose students to instructor/mentors
with front-line cyber/IT experience

Certify

Certify students with the requisite hands-
on skills to perform the tasks related to
their functional roles

Validate

Validate students “abilities” through per-
formance analytics and real-world exer-
cises hosted on a cyber range

The Learning Center (702) 320-8885 www.tlclasvegas.com



The Learning Center

OFFICIAL CYBERSECURITY TRAINING

The Learning Center
Las Vegas

Implementing Cisco IP Telephony & Video, Part 1 (CIPTV1)

This exam tests a candidate's knowledge of implementing a Cisco Unified
Collaboration solution in a single-site environment. Candidates will need to
show they can configure Cisco Unified Communications Manager, implement
gateways and Cisco Unified Border Element, and build dial plans to place on-
net and of-net voice and video calls.

» Learn More

Implementing Cisco IP Telephony & Video, Part 2 (CIPTV2)

This exam tests a candidate’s knowledge of Cisco Unified Collaboration
solutions in a multi-site environment. They will need to be able to describe the
role of Cisco Video Communication Server (VC3S) Control and the Cisco
Expressway Series and how they interact with Cisco Unified Communications
Manager.

» Learn More

Troubleshooting Cisco IP Telephony & Video (CTCOLLAE)

This exam assesses a candidate’s knowledge and skills to be able to
troubleshoot a Cisco Unified Collaboration solution. The exam also covers
troubleshooting methodology, triage, resources, and tools.

» Learn More

Implementing Cisco Collaboration Applications (CAPPS)

This exam tests candidates on the integration options of Cisco Unified IM and
FPresence, Cisco Unity Express, Cisco Unity Connection, Cisco Prime
Collaboration, and Cisco TelePresence Management Suite in a Cisco Unified
Collaboration solution.

= Learn More

Exams & Recommended Training

Required Exam(s) Recommended Training

300-070 CIPTW Implementing Cisco IP Telephony and Video, Part 1
(CIPTWV1)

300-075 CIPTV2 Implementing Cisco IP Telephony and Video, Part 2
(CIPTW2)

300-080 CTCOLLAB Troubleshooting Cisco IP Telephony and Video
(CTCOLLAB)

300-085 CAPPS Implementing Cisco Collaboration Applications
(CAPPS)

MOTE: Other CCMP Voice cerification exams can be applied towards the CCNP

Collaboration cerification.

(702) 320-8885

WHY CHOOSE TLC?

The Learning Center, a division of
The Learning Center, has operated
for 31 years in IT training and certifi-
cation field. TLC is an is an Official
Training Partner of (ISC)* EC-
Council Accredited Training Center,
ISACA Approved Training Center
and CompTIA Alliance member.
One of two training organizations
certified/approved by 4 out of the 5
global credentialing bodies, a unique
distinction. ,

Additionally, TLC has partnered

with Merit.edu to deliver “world-
class” training and education sup-
ported by use of the Michigan Cyber
Range. The Michigan Cyber Range
is the most mature and robust deliv-
erable training platform in the world
today. This partnership enables TLC
to uniquely deliver skills-based train-
ing, assessment, and certifications
in alignment with the National Initia-
tive for Cybersecurity Education
(NICE) Framework. Our lab content
and assessment services are a one-
of-a-kind model for developing per-
formance defined cybersecurity pro-
fessionals capable of meeting cur-
rent and future employer demand.

www.tlclasvegas.com



OFFICIAL CYBERSECURITY TRAINING

The Learning Center
Las Vegas

CCNP Security

Our unique model follows a

_ - _ _ streamlined approach to work-
Cisco Certified Network Professional Security force development and skills

(CCNP Security) certification program is aligned attainment:

specifically to the job role of the Cisco Network Se- Fi¥3I-1

curity Engineer responsible for Security in Routers, s T R Ry LRl [
Switches, Networking devices and appliances, as USRS UEE S

well as choosing, deploying, supporting and trouble- [ et 1=

shooting Firewalls, VPNS, and IDS/IPS solutions for

their networking environments. Deliver goal specific training utilizing all

delivery modalities

Mentor

The Learning Center Model:

Expose students to instructor/mentors
with front-line cyber/IT experience

Certify

Certify students with the requisite hands-
on skills to perform the tasks related to
their functional roles

Validate

Validate students “abilities” through per-
formance analytics and real-world exer-
cises hosted on a cyber range

The Learning Center (702) 320-8885 www.tlclasvegas.com



The Learning Center

OFFICIAL CYBERSECURITY TRAINING

The Learning Center
Las Vegas

The bestway to prepare for this certification is to take the Cisco-approved
fraining:

Implementing Cisco Secure Access Solutions (SISAS)

This five-day course prepares network security engineers with the skills and
knowledge needed to deploy the Cisco Identity Services Engine (ISE) and
802.1X secure network access and to implement and manage network access
security by using the Cisco ISE appliance product solution.

= Learn More

AND

Implementing Cisco Edge Network Security Solutions (SENSS)

This five-day course prepares network security engineers with the skills and
knowledge needed to configure Cisco perimeter edge security solutions utilizing
Cisco switches, Cisco routers, and Cisco Adaptive Security Appliance [ASA)
firewalls and to implement and manage security on Cisco ASA firewalls, Cisco
routers with the firewall feature set, and Cisco switches.

» Learn More

AND

Implementing Cisco Secure Mobility Solutions {SIMOS)

This five-day course prepares network security engineers with the knowledge
and skills needed to protect data traversing a public or shared infrastructure
such as the Internet by implementing and maintaining Cisco VPN solutions and
troubleshooting remote-access and site-to-site VPN solutions, using Cisco ASA
adaptive security appliances and Cisco 10S routers.

» Learn Mora

AND

Implementing Cisco Threat Control Solutions (SITCS) v1.0

This five-day course prepares network security engineers with the knowledge
and skills needed to deploy the Cisco ASA Next-Generation Firewall (NGFW),
as well as web security, email security, and cloud web security, and with the
capability to implement and manage security on Cisco ASA firewalls utilizing the
Cisco Next-Generation product solution.

» Learn Maore

Exams & Recommended Training

Required Exam(s) Recommended Training

300-208 SISAS Implementing Cisco Secure Access Solutions (SI1SAS)

300-206 SENSS Implementing Cisco Edge Metwark Security Solutions
(SENSS)

300-209 SIMOS Implementing Cisco Secure Mobility Solutions (SIMOS)

300-207 SITCSv1.0 Implementing Cisco Threat Control Solutions (SITCS)
Lastday to test:

March 31, 2017

OR

300-210 SITCS V1.5 Implementing Cisco Threat Control Solutions (SITCS)

(702) 320-8885

WHY CHOOSE TLC?

The Learning Center, a division of
The Learning Center, has operated
for 31 years in IT training and certifi-
cation field. TLC is an is an Official
Training Partner of (ISC)?* EC-
Council Accredited Training Center,
ISACA Approved Training Center
and CompTIA Alliance member.
One of two training organizations
certified/approved by 4 out of the 5
global credentialing bodies, a unique
distinction. ,

Additionally, TLC has partnered

with Merit.edu to deliver “world-
class” training and education sup-
ported by use of the Michigan Cyber
Range. The Michigan Cyber Range
is the most mature and robust deliv-
erable training platform in the world
today. This partnership enables TLC
to uniquely deliver skills-based train-
ing, assessment, and certifications
in alignment with the National Initia-
tive for Cybersecurity Education
(NICE) Framework. Our lab content
and assessment services are a one-
of-a-kind model for developing per-
formance defined cybersecurity pro-
fessionals capable of meeting cur-
rent and future employer demand.

www.tlclasvegas.com



OFFICIAL CYBERSECURITY TRAINING

The Learning Center
Las Vegas

CCNP Data Center

Our unique model follows a

- - streamlined approach to work-
The CCNP Data Center certification and training program offers com- force development and skills

prehensive certlfl_catlon and Professmnal-level skll_ls focused pn tt_1e attainment:
data center solutions, technologies and best practices to design, im-
plement, and manage a modern data center infrastructure. IT practi- JAYS] =533

tioners who are Cisco trained and certified are uniquely qualified for Assess each individual and teams to de-

termine existing skill sets

key roles in complex data center environments, with expertise utilizing
technologies including policy-driven infrastructure, professionals are
highly virtualization, automation and orchestration, unified computing, Educate

data center security, and integration of cloud initiatives. CCNP Data

Center certified qualified for senior roles chartered with enabling digi- EIS @ F1 K ol=le i (R i1 a1[sT-A0Nal [FALsV-4=1
tal business transformation initiatives. delivery modalities

Mentor

The Learning Center Model:

Expose students to instructor/mentors
with front-line cyber/IT experience

Certify

Certify students with the requisite hands-
on skills to perform the tasks related to
their functional roles

Validate

Validate students “abilities” through per-
formance analytics and real-world exer-
cises hosted on a cyber range

The Learning Center (702) 320-8885 www.tlclasvegas.com



OFFICIAL CYBERSECURITY TRAINING

The bestway to prepare for this certification is to take the Cisco-approved
training:

Implementing Cisco Data Center Unified Computing (DCUCI) v5.0

This course is designed to serve the needs of engineers and technicians who
implement Cisco Unified Computing System (UCS) B-Series Blade Servers and
Cisco UCS C-Series Rack-Mount Servers.

= Learn Mare

Implementing Cisco Data Center Unified Fabric (DCUFI) v5.0

This course covers the key components and procedures needed to install,
configure, manage and troubleshoot the Cisco Nexus 7000 and 5000 switch in
the network and SAM environment.

» Learn Maore

Designing Cisco Data Center Unified Computing (DCUCD) v5.0

This course covers data center unified computing and virtualization solutions. It
explains how to evaluate existing data center computing solution, determine the
requirements, and design Cisco data center unified computing solution.

= Learn More

Designing Cisco Data Center Unified Fabric (DCUFD) v5.0

This course enables engineers to choose and design scalable, reliable, and
intelligent data center networks.

» Learn More

Troubleshooting Cisco Data Center Unified Computing (DCUCT) v5.0

This course prepares system engineers and implementers with the knowledge
and hands-on experience to troubleshoot Cisco UCS B-Series and C-Series
servers operating in standalone and integrated modes.

= Learn Mare

Troubleshooting Cisco Data Center Unified Fabric (DCUFT) v5.0

This course covers how to install, implement, maintain and troubleshoot the
Cisco Nexus 7000 Series Switches, the Cisco Nexus 5000 Series Switches, the
Cisco Nexus 2000 Fabric Extenders, and the Cisco MDS Series Multilayer
Fabric Switches.

= Learn Mare

Exams & Recommended Training

Required Exam(s) Recommended Training

642-999 DCUCI Implementing Cisco Data Center Unified Computing

Last day to test: (DCUCI)vs.0

July 3, 2017

OR

300175 DCUCH Implementing Cisco Data Center Unified Computing
(DCUCI) v6.0

AND

642-997 DCUFI Implementing Cisco Data Center Unified Fabric

Last day to test: (DCUFI)v5.0

July 3, 2017

OR

300-165 DCI Implementing Cisco Data Center Infrastructure (DCII)
vE.0

AND

300-170 DCVAI Implementing Cisco Data Center Virtualization and

Automation (DCVAI) vE.0

The Learning Center

(702) 320-8885

The Learning Center
Las Vegas

Implementing Cisco Data Center Unified Computing (DCUCI) v6.0

The focus of this course is on deploying, securing, operating, and maintaining
the Cisco Unified Computing System (UCS) and UCS C-Series Rack Servers fo
use in data centers.

= Learn More

Implementing Cisco Data Center Infrastructure (DCI) v6.0

The focus of this course is implementation of LAN, SAN, and Data Center
Unified Fabric. The course provides hands-on experience implementing Cisco
data center infrastructure.

= Learn More

Implementing Cisco Data Center Virtualization and Automation (DCVAI) v6.0
This course focuses on the implementation and deployment automation of Cisce
Application Centric Infrastructure (ACI) and Cisco Nexus switches. It provides
rich, hands-on experience building a data center solution.

= Learn More

Designing Cisco Data Center Infrastructure {DCID) v6.0

The focus of this course is data center design hased on Cisco solutions. The
course includes theoretical content, as well as design-oriented case studies.
» Learn More

Troubleshooting Cisco Data Center Infrastructure (DCIT) v6.0

The focus of this course is troubleshooting of LAN, SAN, Cisco Data Center
Unified Fabric, Cisco Unified Computing System (UCS), and Cisco Application
Centric Infrastructure [(ACI).

» Learn More

AND

642-998 DCUCD Designing Cisco Data Center Unified Computing

Last day to test: (DCUCD)v5.0

July 3, 2017

AND

642-996 DCUFD Designing Cisco Data Center Unified Fabric (DCUFD)
Last day to test: v5.0

July 3, 2017

OR

300-160 DCID Designing Cisco Data Center Infrastructure (DCID) vE.0
OR

642-035 DCUCT Troubleshooting Cisco Data Center Unified Computing
Last day to test: (DCUCT)

July 3, 2017

AND

G42-980 DCUFT Troubleshooting Cisco Data Center Unified Fabric
Last day to test: (DCUFT)

July 3,2017

OR

300180 DCIT Troubleshooting Cisco Data Center Infrastructure

(DCIT)v6.0

www.tlclasvegas.com



OFFICIAL CYBERSECURITY TRAINING

The Learning Center
Las Vegas

CCNP Cloud

Our unique model follows a

L - streamlined approach to work-
Cloud adoption is driving new roles and responsibilities. Cloud en- FFY7eS development and skills

gineers need the skills to work with private, public and hybrid cloud attainment:

models, and leverage Intercloud solutions. The CCNP Cloud certi-

fication is a lab based training and certification program that is tar- [ASRI=

geted at Cloud engineers, Cloud Administrators, Cloud Designers, JN YR v e RNl IE R IR e
and Architects working in Data Centers. This program delivers the Ega{{a{=R= S alal-8 < RIS

knowledge and skills necessary to design, provision, automate

and manage Cloud and Infrastructure-as-a-Service deployments. Educate

Learn from the only company that has an end-to-end Cloud and ) . _ .
Deliver goal specific training utilizing all
delivery modalities

Intercloud story.

Mentor

The Learning Center Model:

Expose students to instructor/mentors
with front-line cyber/IT experience

Certify

Certify students with the requisite hands-
on skills to perform the tasks related to
their functional roles

Validate

Validate students “abilities” through per-
formance analytics and real-world exer-
cises hosted on a cyber range

The Learning Center (702) 320-8885 www.tlclasvegas.com



The Learning Center

OFFICIAL CYBERSECURITY TRAINING

The Learning Center
Las Vegas

The bestway to prepare for this cerification is to take the Cisco-approved
training.

Implementing and Troubleshooting the Cisco Cloud Infrastructure (CLDINF)
This course enables cloud support engineers to successfully build, maintain and
troubleshoot cloud infrastructure at a cloud service provider.

= Learn More

Designing the Cisco Cloud (CLDDES)

This course is designed to provide students with the necessary knowledge and
hands-on skills to design cloud deployments using the Cisco Cloud portiolio.

» Learn More

Automating the Cisco Enterprise Cloud (CLDAUT)

This course provides network professional with the process knowledge of
automating and managing private and hybrid clouds using the processes,
applications and products of the Cisco ONE Enterprise Cloud Suite.

» Learn More

Building the Cisco Cloud with Application Centric Infrastructure (CLDACI)

This course extensively covers the process of implementing public, private, and
hybrid cloud based on Cisco ACI.
» Learn More

Exams & Recommended Training

Required Exam(s) Recommended Training

300-460 CLDINF
Infrastructure (CLDIMNF)

300-465 CLDDES Designing the Cisco Cloud (CLDDES)
300-470 CLDAUT

300-475 CLDACI Building the Cisco Cloud with Application Cenfric

Infrastructure (CLDACI)

(702) 320-8885

Implementing and Troubleshooting the Cisco Cloud

Automating the Cisco Enterprise Cloud (CLDAUT)

WHY CHOOSE TLC?

The Learning Center, a division of
The Learning Center, has operated
for 31 years in IT training and certifi-
cation field. TLC is an is an Official
Training Partner of (ISC)?' EC-
Council Accredited Training Center,
ISACA Approved Training Center
and CompTIA Alliance member.
One of two training organizations
certified/approved by 4 out of the 5
global credentialing bodies, a unique
distinction. ,

Additionally, TLC has partnered

with Merit.edu to deliver “world-
class” training and education sup-
ported by use of the Michigan Cyber
Range. The Michigan Cyber Range
is the most mature and robust deliv-
erable training platform in the world
today. This partnership enables TLC
to uniquely deliver skills-based train-
ing, assessment, and certifications
in alignment with the National Initia-
tive for Cybersecurity Education
(NICE) Framework. Our lab content
and assessment services are a one-
of-a-kind model for developing per-
formance defined cybersecurity pro-
fessionals capable of meeting cur-
rent and future employer demand.

www.tlclasvegas.com



OFFICIAL CYBERSECURITY TRAINING

The Learning Center
Las Vegas

CCNP Service Provider

Our unique model follows a
streamlined approach to work-
The Cisco Certified Network Professional Service Provid- F{oJga=Xe S0 = 01 K IS

er (CCNP Service Provider) certification is for service pro- attainment:
vider network engineers, systems engineers, and net- Assess

work specialists who are responsible for delivering a scal- [saabasbibel A NEIENEREE I SREIE
termine existing skill sets

able carrier-grade infrastructure capable of rapid expan-

sion to support ongoing introduction of new managed Educate

services and other customer requirements. Deliver goal specific training utilizing all
delivery modalities

Mentor

The Learning Center Model:

Expose students to instructor/mentors

with front-line cyber/IT experience

Certify

Certify students with the requisite hands-
on skills to perform the tasks related to
their functional roles

Validate

Validate students “abilities” through per-
formance analytics and real-world exer-
cises hosted on a cyber range

The Learning Center (702) 320-8885 www.tlclasvegas.com



OFFICIAL CYBERSECURITY TRAINING

Las Vegas
WHY CHOOSE TLC?

The best way to prepare for this cerification is to take the Cisco-approved

training:

Deploying Cisco Service Provider Network Routing {SPROUTE) The Learning Center, a division of

This instructor-led course will prepare students for the SPROUTE exam The Learning Center, has operated

required for the new CCNP-SP certification. for 31 years in IT training and certifi-

» Learn More cation field. TLC is an is an Official
Training Partner of (ISC)?* EC-

Deploying Cisco Service Provider Advanced Routing (SPADVROUTE) Council Accredited Training Center,

This instructor-led course will prepare students for the SPADVROUTE exam ISACA Approved Training Center

required for the new CCMP-SP cerification. and CompTIA Alliance member.

» Learn More One of two training organizations

certified/approved by 4 out of the 5

Implementing Cisco Service Provider Mext-Generation Core Network global credentialing bodies, a unique

Services (SPCORE)

distinction. ,
This instructor-led course will prepare students for the SPCORE exam required
for the new CCNP-SP certification. Additionally, TLC has partnered
» Learn More with Merit.edu to deliver “world-
class” training and education sup-
Implementing Cisco Service Provider Next-Generation Edge Network ported by use of the Michigan Cyber
Services (SPEDGE) Range. The Michigan Cyber Range
This instructor-led course will prepare students for the SPEDGE exam required is the most mature and robust deliv-
for the new CCNP-SF cerification.

erable training platform in the world

» Leam More today. This partnership enables TLC
to uniquely deliver skills-based train-
ing, assessment, and certifications

Exams & Recommended Training in alignment with the National Initia-
tive for Cybersecurity Education

Required Exam(s) Recommended Training (NICE) Framework. Our lab content
) ) ) ) ) and assessment services are a one-
G42-883 SPROUTE Deploying Cisco Service Provider Metwork Routing

of-a-kind model for developing per-
formance defined cybersecurity pro-

G42-885 SPADVROUTE  Deploying Cisco Service Provider Advanced Routini fessionals capable of meeting cur-
(SPADVROUTE) rent and future employer demand.

(SPROUTE)

G42-887 SPCORE Implementing Cisco Service Provider Mext-
Generation Core Metwork Services (SPFCORE)

G42-889 SPEDGE Implementing Cisco Service Provider Mext-
Generation Edge Network Services (SPEDGE)

The Learning Center (702) 320-8885 www.tlclasvegas.com



OFFICIAL CYBERSECURITY TRAINING

The Learning Center
Las Vegas

CCDA Design Associate

Our unique model follows a
streamlined approach to work-
Enterprise environments require networks designed for perfor- force development and skills
mance, availability, and scalability with the flexibility to meet rapid- attainment:

ly evolving demands. To meet these challenges head on, skilled IT

professionals are needed with up-to-date, fundamental network ~ FASILRE]

design skills. For network design engineers, system engineers, Assess each individual and teams to de-
and sales engineers and individuals looking to build and validate — E¥Ygaallal=R=rdiulnt Al LRI 0S

Cisco network design fundamental knowledge the Cisco CCDA

certification program focuses on design methodologies and objec- Educate

tives, addressing and routing protocols, and network expansion
considerations within basic campus, data center, security, voice,
and wireless networks.

Deliver goal specific training utilizing all
delivery modalities

Mentor

The Learning Center Model:

Expose students to instructor/mentors
with front-line cyber/IT experience

Certify

Certify students with the requisite hands-
on skills to perform the tasks related to
their functional roles

Validate

Validate students “abilities” through per-
formance analytics and real-world exer-
cises hosted on a cyber range

The Learning Center (702) 320-8885 www.tlclasvegas.com



OFFICIAL CYBERSECURITY TRAINING

The Learning Center

Las Vegas

The bestway to prepare for this certification is to take the Cisco-approved

training:

Designing for Cisco Internetwork Solutions (DESGN) v3.0

Designing for Cisco Internetwork Solutions (DESGN) v3.0 course presents a
structured and modular approach to designing networks that are scalable,
resilient, and have well-defined failure domains. Course discusses routing and
switching design of Campus and Enterprise networks in detail. Data center,
wireless netwarking, and real-time trafic infrastructure are introduced and their
effects on the core network are discussed from the design perspective.

Drive business outcomes
and innovation by enabling
the breadth of Enterprise
network capabilities

- QOptimize Enterprise

network performance

by gaining Cisco network
design expertise to ensure
availability, flexibility, and
scalability

Scale expertise by building
and validating network
design skills fram entry to
architect levels

Earn global recognition from
an industry leader for your
accomplishments

CCDA Exams & Recommended Training

Required Exam(s)

200-210 DESGN

The Learning Center

Recommended Training

Designing for Cisco Internetwark Solutions (DESGM)
v3.0

(702) 320-8885

WHY CHOOSE TLC?

The Learning Center, a division of
The Learning Center, has operated
for 31 years in IT training and certifi-
cation field. TLC is an is an Official
Training Partner of (ISC)?' EC-
Council Accredited Training Center,
ISACA Approved Training Center
and CompTIA Alliance member.
One of two training organizations
certified/approved by 4 out of the 5
global credentialing bodies, a unique
distinction. ,

Additionally, TLC has partnered

with Merit.edu to deliver “world-
class” training and education sup-
ported by use of the Michigan Cyber
Range. The Michigan Cyber Range
is the most mature and robust deliv-
erable training platform in the world
today. This partnership enables TLC
to uniquely deliver skills-based train-
ing, assessment, and certifications
in alignment with the National Initia-
tive for Cybersecurity Education
(NICE) Framework. Our lab content
and assessment services are a one-
of-a-kind model for developing per-
formance defined cybersecurity pro-
fessionals capable of meeting cur-
rent and future employer demand.

www.tlclasvegas.com



OFFICIAL CYBERSECURITY TRAINING

The Learning Center
Las Vegas

CCDP Design Professional

Our unique model follows a

, _ _ _ streamlined approach to work-
Enterprise environments require networks designed for perfor- force development and skills

mance, availability and scalability to achieve outcomes. Seasoned attainment:

IT professionals with progressive end-to-end network design ex-

pertise are crucial to ensure networks deliver to today's require-  FASRLRE]

ments while future proofing investments. For Senior Network De- NS Yt R Y e s R 2l N E BT R LR oo [
sign Engineers, Principle System Engineer, Network/Solution Ar-  E{ga{[a{=R= S alal-8S <1 RIS

chitects and CCDA professionals looking to build upon your funda-

mental Cisco network design expertise the Cisco CCDP certifica- Educate

tion program focuses on advanced addressing and routing proto-
cols, WANSs, services virtualization, and integration strategies for
multi-layered Enterprise architectures.

Deliver goal specific training utilizing all
delivery modalities

Mentor

The Learning Center Model:

Expose students to instructor/mentors
with front-line cyber/IT experience

Certify

Certify students with the requisite hands-
on skills to perform the tasks related to
their functional roles

Validate

Validate students “abilities” through per-
formance analytics and real-world exer-
cises hosted on a cyber range

The Learning Center (702) 320-8885 www.tlclasvegas.com



OFFICIAL CYBERSECURITY TRAINING

The Learning Center
Las Vegas

The best way to prepare for this cerification is to take the Cisco-approved
training:

Implementing Cisco IP Routing (ROUTE)

Students will learn to plan, configure and verify the implementation of secure
enterprise LAN and WAN routing solutions using a range of routing protocols.
» Learn More

Implementing Cisco IP Switched Networks (SWITCH)

Students will learn to plan, configure and verify the implementation of complex
enterprise switching solutions using Cisco's Campus Enterprise Architecture.
» Learn More

Designing Cisco Network Service Architectures (ARCH)

The aim of the course is to enable learners to perform the conceptual,
intermediate, and detailed design of a network infrastructure that supports
desired network solutions aver intelligent network services, in arder to achieve
effective performance, scalahility, and availability.

Exams & Recommended Training

Required Exam(s) Recommended Training
300-101 ROUTE Implementing Cisco IP Routing (ROUTE)
300-115 SWITCH Implementing Cisco IP Switched Metwarks (SWITCH)

300-320 ARCH

The Learning Center (702) 320-8885

Designing Cisco Network Service Architectures (ARCH)

WHY CHOOSE TLC?

The Learning Center, a division of
The Learning Center, has operated
for 31 years in IT training and certifi-
cation field. TLC is an is an Official
Training Partner of (ISC)? EC-
Council Accredited Training Center,
ISACA Approved Training Center
and CompTIA Alliance member.
One of two training organizations
certified/approved by 4 out of the 5
global credentialing bodies, a unique
distinction. ,

Additionally, TLC has partnered

with Merit.edu to deliver “world-
class” training and education sup-
ported by use of the Michigan Cyber
Range. The Michigan Cyber Range
is the most mature and robust deliv-
erable training platform in the world
today. This partnership enables TLC
to uniquely deliver skills-based train-
ing, assessment, and certifications
in alignment with the National Initia-
tive for Cybersecurity Education
(NICE) Framework. Our lab content
and assessment services are a one-
of-a-kind model for developing per-
formance defined cybersecurity pro-
fessionals capable of meeting cur-
rent and future employer demand.

www.tlclasvegas.com
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Cilowd Security Knowlesdge

Cloud Computing Security Knowledge

The CCSK - Foundation course is based on V3.0 of Our unique model fO"OWS a

the CCSK exam and the CSA Security Guidance for Critical Areas of Cloud Com- Streamllned approaCh to vyork-
force development and skills

attainment:
and prepares them to take the Cloud Security Alliance CCSK v3.0 certificate ex- Assess

puting V3.0. The Cloud Computing Security Knowledge- Foundation class pro-
vides students a comprehensive one day review of cloud security fundamentals

am. Starting with a detailed description of cloud computing, the course covers .
Assess each individual and teams to de-

all major domains in the Guidance v3.0 document from the Cloud Security Alli- termine existing skill sets

ance, and the recommendations from the European Network and Information
Security Agency (ENISA). This class is geared towards security professionals, but Ed ucate
is also useful for anyone looking to expand their knowledge of cloud security.

(We recommend attendees have at least a basic understanding of security fun- Del.iver goal spg(;iﬁc training utilizing all
delivery modalities

damentals, such as firewalls, secure development, encryption, and identity

management). Mentor
The Learning Center Model: Expose students to instructor/mentors
with front-line cyber/IT experience

Certify

Certify students with the requisite hands-
on skills to perform the tasks related to
their functional roles

Validate

Validate students “abilities” through per-
formance analytics and real-world exer-
cises hosted on a cyber range

The Learning Center (702) 320-8885 www.tlclasvegas.com
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As cloud computing shows itself to be the future of information technology, several studies have pointed to the necessity of ad-
dressing the IT industry’s skills gap and training professionals in both cloud computing and security. Since Cloud Security Alliance
first released the Certificate of Cloud Security Knowledge (CCSK) in 2010, thousands of IT and security professionals have taken

WHY CHOOSE TLC?

Cloud Architecture
Governance and Enterprise Risk

Legal and Electronic Discovery

The Learning Center, a division of
The Learning Center, has operated
What CISO’s should know ab... 4 for 31 years in IT training and certifi-
T 2 cation field. TLC is an is an Official
‘_ Training Partner of (ISC)?' EC-
Council Accredited Training Center,
ISACA Approved Training Center
and CompTIA Alliance member.
One of two training organizations
certified/approved by 4 out of the 5
global credentialing bodies, a unique

Compliance and Audit

Information Lifecycle Management
Portability and Interoperability
Traditional Security, BCM, D/R

Data Center Operations

Incident Response

Application Security

Encryption and Key Management
Identity and Access Management
Virtualization
Security-as-a-Service

ENISA Document

The Learning Center

(702) 320-8885

distinction. ,

Additionally, TLC has partnered

with Merit.edu to deliver “world-
class” training and education sup-
ported by use of the Michigan Cyber
Range. The Michigan Cyber Range
is the most mature and robust deliv-
erable training platform in the world
today. This partnership enables TLC
to uniquely deliver skills-based train-
ing, assessment, and certifications
in alignment with the National Initia-
tive for Cybersecurity Education
(NICE) Framework. Our lab content
and assessment services are a one-
of-a-kind model for developing per-
formance defined cybersecurity pro-
fessionals capable of meeting cur-
rent and future employer demand.

www.tlclasvegas.com


https://youtu.be/sHVhR6XylYQ

Regardless of your career stage, the Certified Associate in Project Manage-
ment (CAPM)® is an asset that will distinguish you in the job market and
enhance your credibility and effectiveness working on — or with — project
teams. Organizations with standardized practices attain better results, as
shown in our 2015 Pulse of the Profession® report. Because the

CAPMP® recognizes your knowledge of the profession’s preeminent global
standard, you'll stand out to employers and be poised to move ahead. Pro-
ject management is a rapidly growing profession. Through 2020, 1.57 mil-
lion new jobs will be created each year and qualified practitioners are in
demand. With the CAPM, you’ll be on the fast track to opportuni-
ty.Employers benefit as well. When more than one-third of their project
managers are PMP-certified, organizations complete more of their projects
on time, on budget and meeting original goals. (Pulse of the Profes-

sion® study, PMI, 2015.)

The Learning Center Model:

The Learning Center (702) 320-8885

OFFICIAL CYBERSECURITY TRAINING

The Learning Center
Las Vegas

Project Management Institute

Certified Associate in Project Mgmt

Our unique model follows a
streamlined approach to work-
force development and skills
attainment:

Assess

Assess each individual and teams to de-
termine existing skill sets

Educate

Deliver goal specific training utilizing all
delivery modalities

Mentor

Expose students to instructor/mentors
with front-line cyber/IT experience

Certify
Certify students with the requisite hands-

on skills to perform the tasks related to
their functional roles

Validate

Validate students “abilities” through per-
formance analytics and real-world exer-
cises hosted on a cyber range

www.tlclasvegas.com
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CAPM Exam Content Outline

Project Management and Processes in Context (15%)

Understandirecognize project management terminology, process groups, and
knowledge areas

The Learning Center
Las Vegas

Understand the relationships between process groups and knowledge areas

Recognize where outputs from one process become inputs into another

CAPM Exam Content Outline

Recognize that the same technigues and tools are used in several places

Project Integration Management (12%)
Define the six processes typically associated with integration management
Identify and describe the ITTOs associated with those six processes
Describe the uses and components of a project management plan

Describe the purpose of, and procedures related to, project change management

Project Human Resource Management (8%)

Define the four processes typically associated with project human resource
management

Identify and describe the ITTOs associated with those four processes
Interpret an organization chart and position descriptions for a project team
Identify the specific differences between operational and project team management

Identify and describe the five general techniques for managing conflict

Project Scope Management (11%)
Define the six processes typically associated with project scope management
Identify and describe the ITTOs associated with those six processes
Describe the purpose and elements of a Work Breakdown Structure (WBS)

Describe the purpose and elements of a requirements document

Project Cc ication M. (6%)
Define the three pro typically iated with project communication
management

Identify and describe the ITTOs associated with those three processes
Identify and describe the communications skills necessary for project management

QOutline the components contained in a communications management plan

Project Time Management (12%)
Define the seven processes typically associated with project time management

Identify and describe the ITTOs associated with those seven processes

Project Risk Management (9%)
Define the six processes typically associated with project risk management
Identify and describe the ITTOs associated with those six processes

Perform simple qualitative risk calculations

Perform simple calculation of activity estimates
Describe the purpose and procedures related to sequencing activities

Interpret various types of network diagrams to identify critical path activities

Project Cost Management (7%)
Define the four processes typically associated with project cost management

Project Procurement Management (7%)
Define the four processes typically associated with project procurement management
Identify and describe the ITTOs associated with those four processes

Identify various types of fixed-price, cost-reimbursable and Time and Material
contractual agreements

Identify and describe the ITTOs associated with those four processes
Understand the concept of Earned Value Management (EVM)

Project Quality Management (6%}

Project Stakeholder Management (7%)
Define the four processes typically associated with project stakeholder management
Identify and describe the ITTOs associated with those four processes

Describe the four classification models used for stakeholder analysis

Define the three processes typically associated with project quality management
Identify and describe the ITTOs associated with those three processes
Identify and know when to use guality tools and quality control tools

Apply quality tools to simple scenarios to identify issues, root causes, trends, and/or
problems

The Learning Center (702) 320-8885

NP .1

Project Management Institute

www.tlclasvegas.com
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Project Management Institute

PMP Project Mgmt Professional

: o - : Our unique model follows a
The Project Management Professional (PMP)® is the most important streamlined approach to work-

industry-recognized certification for project managers. f d | t d skill
You can find PMPs leading projects in nearly every country and, unlike orce development and skills

other certifications that focus on a particular geography or domain, the attainment:

PMP® is truly global. As a PMP, you can work in virtually any industry, Assess

with any methodology and in any location. The PMP can also provide a

significant advantage when it comes to salary and earning potential. Assess each individual and teams to de-
Among survey respondents to PMI’s Earning Power Salary Survey, those RSl alaT-8 I BI=8

with a PMP certification garner a higher salary (20% higher on aver-

age) than those without a PMP certification.* Employers benefit as well. Educate

When more than one-third of their project managers are PMP-certified,

organizations complete more of their projects on time, on budget and ~ JREINEIFLCEIRT Ll oR e TTalla V=40 a1 (P4l f-E 1]
meeting original goals. (Pulse of the Profession® study, PMI, 2015.) delivery modalities

Mentor

The Learning Center Model:

Expose students to instructor/mentors
with front-line cyber/IT experience

Certify

Certify students with the requisite hands-
on skills to perform the tasks related to
their functional roles

Validate

Validate students “abilities” through per-
formance analytics and real-world exer-
cises hosted on a cyber range

The Learning Center (702) 320-8885 www.tlclasvegas.com
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DOMAINS, TASKS, AND KNOWLEDGE AND SKILL STATEMENTS

This section of the report contains the domains, tasks, and knowledge and skill statements as defined The Learning Center. a division of
by the Role Delineation Study. ’

The Learnin nter, h rat
Each domain contains tasks that are measured through the PMP certification progress. In addition, eLea g Center, has operated

the domain contains knowledge and skills, which are required to competently perform these tasks. There for 31 years in IT training and certifi-
are also cross-cutting knowledge and skills, which are used in multiple domains and tasks. cation field. TLC is an is an Official
L Initiating Training Partner of (ISC)?' EC-
II.  Planning Council Accredited Training Center,
Il Executing ISACA Approved Training Center
IV.  Monitoring and Controlling and CompTIA Alliance member.
V.  Closing One of two training organizations

certified/approved by 4 out of the 5
global credentialing bodies, a unique

Who ShOUI_d Apply? distinction. ,

Additionally, TLC has partnered
If you're an experienced project manager responsible for all with Merit.edu to deliver “world-

aspects of project delivery, leading and directing cross- GRS g SN S TEEi el S

. . . . ported by use of the Michigan Cyber
functional teams, then the PMP is the right choice for you. Range. The Michigan Cyber Range

is the most mature and robust deliv-

G aln a nd M dl nta| n YO ur P M P erable training platform in the world
today. This partnership enables TLC
* The certification exam has 200 multiple-choice questions, to uniquely deliver skills-based train-
and you have four hours to complete it. g, SESRSEIEL, St Sl st
in alignment with the National Initia-
* To maintain your PMP, you must earn 60 professional tive for Cybersecurity Education

(NICE) Framework. Our lab content
and assessment services are a one-
of-a-kind model for developing per-
formance defined cybersecurity pro-
fessionals capable of meeting cur-
rent and future employer demand.

development units (PDUs) every three years.

The Learning Center (702) 320-8885 www.tlclasvegas.com
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Cilowd Security Knowlesdge

Cloud Computing Security Knowledge

el e e e by Our unique model follows a

V3.0 of the CCSK exam and the CSA Security Guidance for Critical Are- streamlined approaCh to Vyork'
as of Cloud Computing V3.0. The Cloud Computing Security Knowledge- force deVElOmeNt and skills
Foundation class provides students a comprehensive one day review of [E1ne=11a111(=12]1%

cloud security fundamentals and prepares them to take the Cloud Securi-

ty Alliance CCSK v3.0 certificate exam. Starting with a detailed descrip- Assess

tion of cloud computing, the course covers all major domains in the Guid- WNSYYXR=F1ela R 816 [\i{o 01 = alo Mr=F100 R oo -2
ance v3.0 document from the Cloud Security Alliance, and the recom- termine existing skill sets

mendations from the European Network and Information Security Agency

(ENISA). This class is geared towards security professionals, but is also Educate

useful for anyone looking to expand their knowledge of cloud security.

(N U B O LR BV M e L LRI S e e ke kot Deliver goal specific training utilizing all
ty fundamentals, such as firewalls, secure development, encryption, LA AulET

and identity management). Mentor

The Learning Center Model: Expose students to instructor/mentors
with front-line cyber/IT experience

Certify

Certify students with the requisite hands-
on skills to perform the tasks related to
their functional roles

Validate

Validate students “abilities” through per-
formance analytics and real-world exer-
cises hosted on a cyber range

The Learning Center (702) 320-8885 www.tlclasvegas.com
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As cloud computing shows itself to be the future of information technology, several studies have pointed to the necessity of ad-
dressing the IT industry’s skills gap and training professionals in both cloud computing and security. Since Cloud Security Alliance
first released the Certificate of Cloud Security Knowledge (CCSK) in 2010, thousands of IT and security professionals have taken

Cloud Architecture
Governance and Enterprise Risk What CISO’s should know ab. »
Legal and Electronic Discovery
Compliance and Audit

Information Lifecycle Management
Portability and Interoperability

Traditional Security, BCM, D/R

Data Center Operations

Incident Response
Application Security Faltalad’” S

Encryption and Key Management
Clowd Secwrfty Knewisdpe

Identity and Access Management
Virtualization
Security-as-a-Service

ENISA Document

The Learning Center (702) 320-8885 www.tlclasvegas.com
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QITiL

TRAINING ORGAMNIZATION ACCREDITED BY

PEOPLECERT ON BEHALF OF () AXELOS

Our unique model follows a

L o streamlined approach to work-
n this exciting and dynamic course, you will get an introduction to the lifecy- A
cle of managing IT services to deliver to business expectations. Using an :‘c':zglent;l::ﬁ:opment and skills

engaging case study, you'll learn the core disciplines of ITIL best practices.
Upon completing this course, you'll be well positioned to successfully com- ASSESS

plete the associated ITIL exam required for entry into the future ITIL interme-

diate-level training courses. Assess each individual and teams to de-
termine existing skill sets

These disciplines represent a service lifecycle framework that further en-
hances alignment to the business while demonstrating business value and
ROI and enabling IT to solve specific operational needs. This course in-
cludes handouts and references useful after the class, as well as practice
sessions, quizzes, exam strategies, and test-taking tips.

Educate

Deliver goal specific training utilizing all
delivery modalities

The Learning Center Model: Mentor

Expose students to instructor/mentors
with front-line cyber/IT experience

Certify

Certify students with the requisite hands-
on skills to perform the tasks related to
their functional roles

Validate

Validate students “abilities” through per-
formance analytics and real-world exer-
cises hosted on a cyber range

The Learning Center (702) 320-8885 www.tlclasvegas.com
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Las Vegas WHY CHOOSE TLC?

Course Topics:

The Learning Center, a division of

The Learning Center, has operated

for 31 years in IT training and certifi-
Key concepts of ITIL cation field. TLC is an is an Official
Training Partner of (ISC)?* EC-
Council Accredited Training Center,
Vital processes and functions ISACA Approved Training Center
and CompTIA Alliance member.
One of two training organizations
How to align with business, control costs, and improve IT service quality | certified/approved by 4 out of the 5
global credentialing bodies, a unique
distinction. ,

Important principles for improving IT operations

Practical guidance for applying ITIL to everyday IT situations

Strategies to balance IT resources

Additionally, TLC has partnered

with Merit.edu to deliver “world-
Who should attend: class” training and education sup-

ported by use of the Michigan Cyber

Range. The Michigan Cyber Range

is the most mature and robust deliv-
Anyone seeking ITIL Foundation certification and everyone interested in erable training platform in the world
aligning IT with business, controlling or reducing IT costs, improving IT ser- today. This partnership enables TLC
to uniquely deliver skills-based train-
ing, assessment, and certifications
in alignment with the National Initia-

vice quality, and balancing IT resources in the most effective manner. All IT
professionals, IT project managers, IT managers, IT project or team mem-

bers, coordinators, network operators, business process analysts, IT archi- tive for Cybersecurity Education
tects, consultants, systems integrators, help desk managers and staff, plan- (NICE) Framework. Our lab content
ners, managed service providers, outsourcers, application developers, and and assessment services are a one-

of-a-kind model for developing per-
formance defined cybersecurity pro-
fessionals capable of meeting cur-
rent and future employer demand.

other IT-related positions.

QT

TRAINING ORGANIZATION ACCREDITED BY

PEOPLECERT ON BEHALF OF () AXELOS

The Learning Center (702) 320-8885 www.tlclasvegas.com
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QT

TRAIMING ORGANIZATION ACCREDITED BY

PEOPLECERT oN BEHALF OF () AXELOS

Our unique model follows a

. - . » streamlined approach to work-
In this course, you will be immersed in the overall concepts associ- F7eYees development and skills

ated with the service strategy phase of the service lifecycle. You attainment:

will get an introduction to the key principles of service strategy,

and you will learn about the service strategy processes. You will  [ASRI=RH]

discover the importance of governance and related frameworks, WYY NP Tle Rl LTI e R IR e
and you will examine implementation considerations and ap- termine existing skill sets

proaches, including organizational design, the role of technology,

and service automation. Through lecture, exercises, and scenario- Educate

based exam questions, you'll learn the core disciplines of ITIL best

practices. Deliver goal specific training utilizing all

delivery modalities

The Learning Center Model: Mentor

Expose students to instructor/mentors
with front-line cyber/IT experience

Certify

Certify students with the requisite hands-
on skills to perform the tasks related to
their functional roles

Validate

Validate students “abilities” through per-
formance analytics and real-world exer-
cises hosted on a cyber range

The Learning Center (702) 320-8885 www.tlclasvegas.com
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Course Topics:

The main process focus areas of this course include:
Strategy management for IT services

Service portfolio management

Financial management for IT services

Demand management

Business relationship management

Key service management concepts

Service strategy principles related to the design of effective service
and service management strategies

Service strategy processes, including strategy management for IT ser-
vices, service portfolio management, financial management for IT ser-
vices, demand management, and business relationship management

Importance of governance and related frameworks for creating and
managing effective service strategies

Relevant organizational and departmental design methods and tech-
niques

Service strategy technologies and service automation to support the
service lifecycle

Implementation strategies that follow and support a service lifecycle
approach

QT

TRAINING ORGAMNIZATION ACCREDITED BY

The Learning Center (702) 320-8885

WHY CHOOSE TLC?

The Learning Center, a division of
The Learning Center, has operated
for 31 years in IT training and certifi-
cation field. TLC is an is an Official
Training Partner of (ISC)?' EC-
Council Accredited Training Center,
ISACA Approved Training Center
and CompTIA Alliance member.
One of two training organizations
certified/approved by 4 out of the 5
global credentialing bodies, a unique
distinction. ,

Additionally, TLC has partnered

with Merit.edu to deliver “world-
class” training and education sup-
ported by use of the Michigan Cyber
Range. The Michigan Cyber Range
is the most mature and robust deliv-
erable training platform in the world
today. This partnership enables TLC
to uniquely deliver skills-based train-
ing, assessment, and certifications
in alignment with the National Initia-
tive for Cybersecurity Education
(NICE) Framework. Our lab content
and assessment services are a one-
of-a-kind model for developing per-
formance defined cybersecurity pro-
fessionals capable of meeting cur-
rent and future employer demand.

www.tlclasvegas.com
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Threat Agent

Report Writing
and Ethics

CORE
EXPERT

MASTER

Licensed Penetration Tester Program

Our unique model follows a
streamlined approach to work-
This program combines 3 EC-Council courses to cre-  F{oT{d X [V Y a1 B 1S

ate a professional designation leading to Licensed attainment:

Pen Tester. The CEH provides the foundational skills AsSess

sets, the ECSA provides the required penetration -

(TR T T T RN 1 TSN PR RY I B Assess each individual and teams to de-
. . termine existing skill sets

sure as a Penetration Tester. This fully focused pro-

gram positions an individual with the skills sets to Educate

perform at the highest level in penetration testing.
Deliver goal specific training utilizing all
delivery modalities

The Learning Center Model:

Mentor

Expose students to instructor/mentors
with front-line cyber/IT experience

Certify

Certify students with the requisite hands-
on skills to perform the tasks related to
their functional roles

Validate

Validate students “abilities” through per-
formance analytics and real-world exer-
cises hosted on a cyber range

The Learning Center (702) 320-8885 www.tlclasvegas.com
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The goal of this course
is to help you master
an ethical hacking
methodology that can
be used in a penetra-
tion testing or ethical
hacking situation. You
walk out the door with
ethical hacking skills
that are highly in de-
mand, as well as the
internationally recog-
nized Certified Ethical
Hacker certification!
This course prepares
you for EC-Council Cer-
tified Ethical Hacker
exam 312-50.

The Learning Center

The Learning Center
Las Vegas ™

ECSA

EC-Council Certified Security Analyst

The ECSA penetration
testing certification is a
security credential like
no other! The ECSA
penetration testing
course provides you

with a real world hands-

on penetration testing
experience and is a
globally accepted hack-
ing and penetration
testing class available
that covers the testing
of modern infrastruc-

tures, operating systems
and application environ-

ments while teaching
the students how to
document and write a
penetration testing re-
port.

(702) 320-8885

LPT e
Framework

s

The goal of this course
is to help you master
an ethical hacking
methodology that can
be used in a penetra-
tion testing or ethical
hacking situation. You
walk out the door with
ethical hacking skills
that are highly in de-
mand, as well as the
internationally recog-
nized Certified Ethical
Hacker certification!
This course prepares
you for EC-Council Cer-
tified Ethical Hacker
exam 312-50.

www.tlclasvegas.com
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ClEH

Certified | Ethical Hacker

Our unique model follows a

streamlined approach to work-
QL CN-CEIRGR IR ITERER L AT TR ER LR L TR force development and skills

cal hacking methodology that can be used in a pene- Ela&111111(=11%
tration testing or ethical hacking situation. You walk ASSess

out the door with ethical hacking skills that are high-
AN L R R L R G E Ll G LA G -l Assess each individual and teams to de-
nized Certified Ethical Hacker certification! This EILISCEEHIEE RS

course prepares you for EC-Council Certified Ethical Js[VTer 112

Hacker exam 312-50.
Deliver goal specific training utilizing all
delivery modalities

The Learning Center Model:

Mentor

Expose students to instructor/mentors
with front-line cyber/IT experience

Certify

Certify students with the requisite hands-
on skills to perform the tasks related to
their functional roles

Validate

Validate students “abilities” through per-
formance analytics and real-world exer-
cises hosted on a cyber range

The Learning Center (702) 320-8885 www.tlclasvegas.com
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Course Outline Version 9

CEHwD consists of 20 core modules designed to facilitate a comprehensive ethical hacking and

Introduction to
Ethical Hacking

penetration testing training.

Footprinting and
Reconnaissance

Sacial
Engineering

Evading IDS,
Firewalls and
Honeypots

The Learning Center

Hacking Wireless
Networks

SOL Injection

Cloud

Computing SRERMIS

Hacking Mobile
Platforms

Certified Ethical Hacker

(702) 320-8885

www.tlclasvegas.com
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ECSA

EC-Council Certified Security Analyst

Our unique model follows a

streamlined approach to work-
The ECSA penetration testing certification is a security force development and skills

credential like no other! The ECSA penetration testing B & 3111 1] &

course provides you with a real world hands-on penetra-

tion testing experience and is a globally accepted hacking Assess

and penetration testing class available that covers the Assess each individual and teams to de-
testing of modern infrastructures, operating systems and Rguallal=X=1E a8 RIS

application environments while teaching the students

how to document and write a penetration testing report. Educate

Deliver goal specific training utilizing all
delivery modalities

The Learning Center Model:

Mentor

Expose students to instructor/mentors
with front-line cyber/IT experience

Certify

Certify students with the requisite hands-
on skills to perform the tasks related to
their functional roles

Validate

Validate students “abilities” through per-
formance analytics and real-world exer-
cises hosted on a cyber range

The Learning Center (702) 320-8885 www.tlclasvegas.com
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What is the Outline of ECSA?

Core Modules

=1

Security Analysis and Penetration Testing Methodologies

2, TCP IP Packet Analysis

3. Pre-penetration Testing 5teps

4, Information Gathering Methodology

5. Vulnerability Analysis

6. External Network Penetration Testing Methodology
7. Internal Network Penetration Testing Methodology
B Firewall Penetration Testing Methodology

9, ID5 Penetration Testing Methodology

10.  Web Application Penetration Testing Methodology
11.  50L Penetration Testing Methodology

12.  Database Penetration Testing Methadology

13.  Wireless Network Penetration Testing Methodology
14.  Mobile Devices Penetration Testing Methadology
15.  Cloud Penetration Testing Methodology

16.  Report Writing and Post Test Actions

EC-Council

The Learning Center (702) 320-8885 www.tlclasvegas.com
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LIP

Licensed Penetration Tester

Our unique model follows a

streamlined approach to work-
QLR T EHE RN et UG N UUER EYREEL LA force development and skills

tial, you must successfully pass our most challenging attainment:

practical exam available. The LPT (Master) practical exam

is the capstone to EC-Council’s entire information securi- Assess

ty track; from the Certified Ethical Hacker Pro- Assess each individual and teams to de-
gram (C| EH) to the EC-Council Certified Security Ana- termine existing skill sets

lyst (E] CSA) Program. It all culminates with the ultimate

test of your career as a penetration tester — the Licensed Educate

BRI EEE D ] T Deliver goal specific training utilizing all

delivery modalities

The Learning Center Model:

Mentor

Expose students to instructor/mentors
with front-line cyber/IT experience

Certify

Certify students with the requisite hands-
on skills to perform the tasks related to
their functional roles

Validate

Validate students “abilities” through per-
formance analytics and real-world exer-
cises hosted on a cyber range

The Learning Center (702) 320-8885 www.tlclasvegas.com
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Las Vegas

To successfully pass the LPT (Master) practical, you must fully document your penetration test in
a complete, professional penetration test report. This report will follow formats learned in the
ECSA program, following industry acceptable, penetration testing and reporting procedures used
by only the top professionals in the industry. This report will be reviewed and scored based on a
complex rubric by other penetration testing professionals dedicating to upholding the value of EC-
Council’s LPT (Master) Credential, and enhancing the professionalization of cyber security as a

field penetration tester.

While the Certified Ethical Hacker course teaches threat agents that can compromise the security
posture of an organization, and the EC-Council Security Analyst program provides a repeatable
and documentable methodology for deep analysis of an organizations security posture, the Li-
censed Penetration Tester exam tests the mastery of the skill-sets required to be a true profes-

sional penetration tester — Technical Analysis and Report Writing.

To build on the technical skills taught in the Certified Ethical Hacking course, the EC-Council Cer-
tified Security Assessment course emphasizes application of a suitable methodology and report
writing. The LPT (Master) practical exam thoroughly tests the application of this knowledge and
the skills required in an examination that even our reviewers have called “extremely challeng-
ing”. There is no course for the LPT (Master) exam. The Licensed Penetration Tester (Master)
certification Exam is the final step after the intense training and certification that you would have

received in the Certified Ethical Hacker and the EC-Council Certified Security Analyst programs.

Many have described report writing as one of least preferred, yet arguably one of the most critical
parts of any penetration testing engagement. While so many cyber security courses are offered
globally to cover various subjects in the information security realm, hardly any are dedicated to
this very important skill, especially almost since half of all time spent at any penetration testing
engagement can revolve around writing and reporting the core findings of the engagement to the
client. Explaining a highly technical finding in an elaborate penetration test engagement to some-
one not technical like the CEO of a company, the senior management or even the board of direc-

tors can be very challenging and frustrating at times. Mastery of communication, research and

The Learning Center (702) 320-8885 www.tlclasvegas.com
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EICIH

EG-Goumctl ~ Cortified Incident Handler

Our unique model follows a
streamlined approach to work-
QL CN-CEIRGR IR ITERER L AT TR ER LR L TR force development and skills

cal hacking methodology that can be used in a pene- Ela&111111(=11%
tration testing or ethical hacking situation. You walk ASSess

out the door with ethical hacking skills that are high-
AN L R R L R G E Ll G LA G -l Assess each individual and teams to de-
nized Certified Ethical Hacker certification! This EILISCEEHIEE RS

course prepares you for EC-Council Certified Ethical Js[VTer 112

Hacker exam 312-50.
Deliver goal specific training utilizing all
delivery modalities

The Learning Center Model:

Mentor

Expose students to instructor/mentors
with front-line cyber/IT experience

Certify

Certify students with the requisite hands-
on skills to perform the tasks related to
their functional roles

Validate

Validate students “abilities” through per-
formance analytics and real-world exer-
cises hosted on a cyber range

The Learning Center (702) 320-8885 www.tlclasvegas.com
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The Learning Center
Las Vegas

The EC-Council Certified Incident Handler (ECIH) program is designed to provide the fundamental skills to handle and respond
to the computer security incidents in an information system. The course addresses various underlying principles and techniques
for detecting and responding to current and emerging computer security threats. Students will learn how to handle various types
of incidents, risk assessment methodologies, and various laws and policies related to incident handling. After attending this
course, they will be able to create incident handling and response policies as well as deal with various types of computer security
incidents.

The IT incident management training program will enable students to be proficient in handling and responding to various security
incidents such as network security incidents, malicious code incidents, and insider attack threats. In addition, students will learn
about computer forensics and its rale in handling and responding to incidents. The course also covers incident response teams,
incident management training methods, and incident recovery techniques in detail. The ECIH certification will provide
professionals greater industry acceptance as the seasoned incident handler.

Course Outline v1

Maodule o1: Introduction to Incident Response and Handling
»  Cyber Incident Statistics
=  Computer Security Incident
* Information as Business Asset
= Data Classification
*  Common Terminologies
g = Information Warfare
[ = Key Concepts of Information Security
. =  Vulnerability, Threat, and Attack
= Types of Computer Security Incidents
»  Examples of Computer Security Incidents
»  Verizon Data Breach Investigations Report — 2008
* Incidents That Required the Execution of Disaster Recovery Plans
= Signs of an Incident
» Incident Categories
o Incident Categories: Low Level
o Incident Categories: Middle Level
o Incident Categories: High Level
= Incident Prioritization
= Incident Response
= Incident Handling
= Use of Disaster Recovery Technologies
* Impact of Virtualization on Inecident Response and Handling
»  Estimating Cost of an Incident

*  Key Findings of Symantec Global Disaster Recovery Survey - 2009

* Incident Reporting

The Learning Center (702) 320-8885 www.tlclasvegas.com
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mi

Certified l Network Defender

Our unique model follows a
streamlined approach to work-
Organizational focus on cyber defense is more important than FZY7= development and skills
ever as cyber breaches have a far greater financial impact and attainment:

can cause broad reputational damage.

Assess

Despite best efforts to prevent breaches, many organizations
are still being compromised. Therefore organizations must Assess each individual and teams to de-
have, as part of their defense mechanisms, trained network  RClgaallERNGS al a8 AR

engineers who are focused on protecting, detecting, and re-

sponding to the threats on their networks. Educate

Deliver goal specific training utilizing all
delivery modalities

The Learning Center Model:

Mentor

Expose students to instructor/mentors
with front-line cyber/IT experience

Certify

Certify students with the requisite hands-
on skills to perform the tasks related to
their functional roles

Validate

Validate students “abilities” through per-
formance analytics and real-world exer-
cises hosted on a cyber range

The Learning Center (702) 320-8885 www.tlclasvegas.com
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Course Description

Certified Metwork Defender (CHD ) is a vendor-neutral,
hands-on, instructor-led comprehensive network security
certification training program. [tisaskills-based, labintensive
program based on a job-task analysis and cybersecurity
education framework presented by the National Initiative
of Cybersecurity Education (NICE). The course has also
been mapped to global job roles and responsibilities and the
Department of Defense (DoD) job roles for system/network
administrators. The course is designed and developed after

extensive market research and surveys.
The Learning Center

The program prepares network administrators on network Las Vegas
security technologies and operations to attain Defense-
in-Depth network security preparedness. It covers the
protect, detect and respond approach to network security.
The course contains hands-on labs, based on major network
security tools and techniques which will provide network
administrators real world expertise on current network
security technologies and operations. The study-kit provides
you with over 10 GB of network security best practices,
assessments and protection tools. The kit also contains
templates for various network policies and a large number of

white papers for additional learning.

Course Duration: 5 days

éé

“While there will be over 1.5 million cyber security
jobs that remain unfilled by 2019, millions of IT and
Network administrators remain untrained on network
defense techniques”

- Michael Brown, CEO at Symantec,
the world’s largest security software vendor.

4 4
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0

w/g C/HFI

Hacking Forensic

Computer | 1\ VESTIGATOR

Our unique model follows a

streamlined approach to work-
AR N ol el R iR IV VEIL RGNS e 4 force development and skills

security discipline of computer forensics from a ven-  Efa&1111111=11 15
dor-neutral perspective. The CHFI certification will for-

: e Assess
tify the application knowledge of law enforcement -
personnel, system administrators, security officers, de- tAsse§5 each {_If‘d'V'E_llJlal ?c”d teams to de-
fense and military personnel, legal professionals, ermine existing sKifl sets

bankers, security professionals, and anyone who is Educate

concerned about the integrity of the network infra-
structure. Deliver goal specific training utilizing all
delivery modalities

The Learning Center Model:

Mentor

Expose students to instructor/mentors
with front-line cyber/IT experience

Certify

Certify students with the requisite hands-
on skills to perform the tasks related to
their functional roles

Validate

Validate students “abilities” through per-
formance analytics and real-world exer-
cises hosted on a cyber range

The Learning Center (702) 320-8885 www.tlclasvegas.com
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The Learning Center
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Course Outune Version 8

CHFIv8 curriculum consises of 22 instructor-led
training modules.

1. Computer Forensics in Today’s World

2. Computer Forensics Investigation Process
3. Searching and Seizing Computers

4. Digital Evidence

5. First Responder Procedures

6. Computer Forensics Lab

Understanding Hard Disks and File Systems
Windows Forensics

9. Data Acquisition and Duplication

10. Recovering Deleted Files and Deleted Partitions
11. Forensics Investigation Using AccessData FTK

g

12. Forensics Investigation Using EnCase
13. Steganography and Image File Forensics

14. Application Password Crackers N\
CHFI is 2 certification that gives 2 complete’
overview of the process that a forensic

investigator must follow when investigating

15. Log Capturing and Event Correlation
16. Network Forensics, Investigating Logs and

Investigating Nerwork Traffic a cybercrime. It includes not only the right
17. Investigating Wireless Attacks treatment of the digital evidence in order

to be accepted in the Courts but also useful
tools and techniques that can be applied to

investigate an incident.”?

18. Investigating Web Attacks
19. Tracking Emails and Investigating Email Crimes

20. Mobile Forensics

21. Investigative Reports - Virginia Aguilar, CHFL,
N KPMG, Madnd.

22. Becoming an Expert Witness

Computer Hacking Forensic Investigator

The Learning Center (702) 320-8885 www.tlclasvegas.com
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¢ CISO

Ci¥ed Siid sioewa onndp Ele-

Our unique model follows a

el cao e e - streamlined approach to work-
-Council’s rogram has certified leading information security pro- .
fessionals around the world. A core group of high-level information securi- forcg de‘IEIOPment and SkI"S

ty executives, the CCISO Advisory Board, contributed by forming the foun- attainment:

dation of the program and outlining the content that would be covered by

the exam, body of knowledge, and training. Some members of the Board Assess

contributed as authors, others as exam writers, others as quality assur- N

ance checks, and still others as trainers. Each segment of the program was Asse§s eacl_'1 deVId.ual and teams to de-
developed with the aspiring CISO in mind and looks to transfer the termine existing skill sets

knowledge of seasoned professionals to the next generation in the areas

that are most critical in the development and maintenance of a success- Educate

ful information security program.

Deliver goal specific training utilizing all
delivery modalities

The Learning Center Model:

Mentor

Expose students to instructor/mentors
with front-line cyber/IT experience

Certify

Certify students with the requisite hands-
on skills to perform the tasks related to
their functional roles

Validate

Validate students “abilities” through per-
formance analytics and real-world exer-
cises hosted on a cyber range

The Learning Center (702) 320-8885 www.tlclasvegas.com
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The Learning Center
Las Vegas

il 7

CONTENT QUALIFICATION TRAINING & FREQUENTLY EISM EXAM PROCESSING REQUEST
DETAILS REQUIREMENTS  STUDY OPTIONS  ASKED QUESTIONS PROGRAM CENTER APPLICATION

EC-Council's CCISO Program has certified leading infarmation security professionals around the world. A core group
of high-level information security executives, the CCISO Advisory Board, contributed by forming the foundation of
the program and outlining the content that would be covered by the exam, body of knowledge, and training. Some
members of the Board contributed as authors, others as exam writers, others as quality assurance checks, and still
others as trainers. Each segment of the program was developed with the aspiring CISO in mind and looks to transfer
the knowledge of seasoned professionals to the next generation in the areas that are most critical in the
development and maintenance of a successful information security program.

The Certified CISO (CCISO) program is the first of its kind training and certification program aimed at producing top-
level information security executives. The CCISO does not focus solely on technical knowledge but on the application
of information security management principles from an executive management point of view. The program was
developed by sitting CISOs for current and aspiring CISOs.

In order to sit for the CCISO exam and earn the certification, candidates must meet the basic CCISO requirements.
Candidates who do not yet meet the CCISO requirements but are interested in information security management
can pursue the EC-Council Information Security Management (EISM) certification.

The Learning Center (702) 320-8885 www.tlclasvegas.com
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Basic Digital

Media Forensics

Our unique model follows a

o . . o streamlined approach to work-
asic Digital Media Forensics provides an introduction to media collection, .
imaging and analysis. Students will discuss file systems, partition struc- forcg development and SkI"S
tures and data storage to better understand how and where data is stored attainment:

on multiple types of digital media, as well as the best methods to access

it. Assess

The course is an optimal starting point for individuals looking to expand P IR=L ol s 1ate [\ALs [FE1 =T (o ML=F- 10 g o o (=
their forensic knowledge and outlines a number of ways to achieve foren- E{=Igpa[lal=R=)qE] alaf-8] <L K1

sic goals while ensuring all processes are completed in a forensically-

sound manner. Chain of custody and evidence handling is addressed, as Ed ucate

well as what to do and what not to do when dealing with ‘live’ evi-

dence. Deliver goal specific training utilizing all

delivery modalities

The Learning Center Model:

Mentor

Expose students to instructor/mentors
with front-line cyber/IT experience

Certify

Certify students with the requisite hands-
on skills to perform the tasks related to
their functional roles

Validate

Validate students “abilities” through per-
formance analytics and real-world exer-
cises hosted on a cyber range

The Learning Center (702) 320-8885 www.tlclasvegas.com
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The Learning Center

Las Vegas

Dwring the first lesson, students will lzam A lesson consisting of Incident response
ahout setting up a Forensic workspace. and acquisition. Students will also
In addition, students will learn about learn about forensic tools, windows file
preparing target media to ensure a systems, and partition structures.
forensically sound process prior
1o imaging.
Topics List Topics List

» Preparation of target media/wiping » Forensic imaging of different media

using deddd using FTK Imzager
» [Forensic imaging using FTK Imager » Forensic analysis of a raw image

» |dentification and discussion of various using autopsy

digital media that has been and could » Exifdata analysis
be useful in a forensic investigation

Students will become more familiar with Forensics
for Windows , and leam the value of metadata, and
gxifdata in forensic analysis.

Topics List
» Forensic analysis of a raw image using autopsy
» Exifdata analysis

» Viewing of data im a hex editor

DAY 4 DAY 5
|

| Students will learn the proper technigues for Forensic reporting Review all submitted forensic reports at the end of Day 4 and discuss items
| and documentation. of concern within both the processes and the reporting.
Topics List Capstone Exercise
» Lab will begin by conducting analysis on another dd image Students will conduct a forensically-sound acquisition and analysis of

» Answering a line of questions that pertains to that

provided image forensic report.

» Conduct imaging and analysis of a smaller image

» [Draft a comprehensive forensic report

assigned media. After which, they will be required to write a comprehensive

TARGET AUDIENCE OBJECTIVE

professionals looking to broaden their cyber skills Provide a solid understanding of what is
or begin developing a strong skill set within the considered valuable digital media used as forensic
forensic community evidence for an investigation, including how data

The Learning Center (702) 320-8885

is stored, retrieved and analyzed

www.tlclasvegas.com



OFFICIAL CYBERSECURITY TRAINING

The Learning Center
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Fundamentals of

Network Forensics

Our unique model follows a
streamlined approach to work-
Fundamentals of Network Forensics expands on acquired network- force development and skills
ing knowledge and extends into the computer forensic mindset. attainment:

Students will learn about common devices used in computer net- :
works and where useful data may reside. Students will also learn Assess

how to collect that data for analysis using hacker methodology.

Assess each individual and teams to de-
termine existing skill sets

Additionally, the course covers information related to common ex-

ploits involved in Windows server systems and common virus ex- Ed ucate

ploits. Students will learn how to recognize exploit traffic, and the

difference between attacks and poor network configuration. Deliver goal specific training utilizing all
delivery modalities

The Learning Center Model:
Mentor

Expose students to instructor/mentors
with front-line cyber/IT experience

Certify

Certify students with the requisite hands-
on skills to perform the tasks related to
their functional roles

Validate

Validate students “abilities” through per-
formance analytics and real-world exer-
cises hosted on a cyber range

The Learning Center (702) 320-8885 www.tlclasvegas.com
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DAY 1

Students will learn to understand and
demonstrate the use of 3 standard
miethodology for exploitation, the concepts
of various software threats and the
techniques expected of a professional
hacker.

Topics List
» Hacker mindset and steps of an attack
» Hacker technigues
» Tools used for exploitation
» Packet capturing and analysis

» Tools used for network analysis

The Learning Center
Las Vegas

DAY 2

Students will identify protocols helpful
when performing netwark forensics.
Students will pain an understanding of
filters and how they can help identify
specific packets of interest. Students will
setup Ethemnet ports for capturing data
and analyze traffic using Snort to identify
malicious activity.

Topics List
» Filtering traffic and protocol analysis

» Comparing file hashes to identify
malicious files

» Parsing network traffic to identify
malicious files and attacker activity

» Metwork devices, packet capturing ina
switched environment

» Configuning Ethernet ports on an 105

» Advantages of internal and external
|05 placement

» Running Snort

» Examining Snort rules and using Snort
to analyze packet capture files

DAY 3

Students will learn how to edit Snort configuration
files to use local rules, edit rules files and write
custom rules to detect maliciows activity,
command shells and malware. Students analyze
traffic using Snort a5 an intrusion detection
system. Students will learn to recognize anomalous
activity inweh, FTP authentication and access lops
im Limuy and Windows.

Topics List
» Editing Snort configuration files
» Editing Snort rules files

» Writing custom Snort rules to detect
malicious activity

» Analyzing traffic using Snort as an I0S

» Recognizing anomalous activity in Linux and
Windows logs

DAY 4 DAY 5

Students will leamn how to recognize anomalous activity in Linok and
Windows. Student will understand how to detect evidence of an attack
using incident response toolkits as well as native tools to view process
lists, established connections, scheduled jobs, and account activity.
Topics List

» Analyzing Windows incident response data

» Analyzing Linux incident response data

» Using visualization tools to recognize
anomalous communications

» Corelating data from established connections processes
and traffic

» Using Sawmill to analyze Snort logs

» Recognizing internal and extermnal threats

The Learning Center

(702) 320-8885

Students will demonstrate the ability to identify attacker IP addresses,
exfiltrated data, malware, method of compromise, accounts used, and
document observed activity in an executive summary and timeline

of events.

Capstone Exercise

Students will be required to assign attribution to an attack and
final exercise.

www.tlclasvegas.com
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The Learning Center
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Mobile Device
Forensics

Our unique model follows a

streamlined approach to work-

Mobile Device Forensics provides an introduction to mobile devices and .
the value that they offer in forensic investigations. The class addresses the force de‘IEIOPment and SkI"S

methods used to store data, as well as the areas of the mobile device attainment:

where data is stored and how to access it. The class will also discuss mo-
bile device removable media and the role it plays with the mobile device. AsseSS

Students will cover network technology as well as three tools specifically P =R (o aR1a1e \ile [SE1RETale Ru=F-l o o =0
designed for mobile device acquisition. Upon completion of an extensive  R{=Iga gV [=R=) (K ulf= skill sets

hands-on experience, the student will draft a comprehensive forensic re-

port, ensuring all actions were documented and conducted in a forensi- Ed ucate

cally sound manner.

Deliver goal specific training utilizing all
delivery modalities

The Learning Center Model:

Mentor

Expose students to instructor/mentors
with front-line cyber/IT experience

Certify

Certify students with the requisite hands-
on skills to perform the tasks related to
their functional roles

Validate

Validate students “abilities” through per-
formance analytics and real-world exer-
cises hosted on a cyber range

The Learning Center (702) 320-8885 www.tlclasvegas.com
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DAY 1

Students will be introduced to mobile
device hardware and architecture.

Topics List
» Using faraday
» Preparing target media using do3dd

» Acguiring a SIM card and saving to
target media

» Creating a forensic image of removable
media using dc3dd

The Learning Center

Las Vegas

DAY 2

Students will learn about cell phone
acquisition and exploitation and become
familiar with vanous mobile device
acquisition tools.

Topics List
» Exifdata analysis
» Viewing data in hex editor

# Conducting forensic analysis on
previously imaged media

DAY 3

Students will leamn the correct methods for
Forensic reporting and document ation.

Topics List

» Device acquisitions following forensically sound
methodologies

» [Orafting of forensic report

Students will review the results from the forensic reports that have been submitted and acquisitions completed. Students will also go through 2

| review of the course material.

| Capstone Exercise

Students will utilize the knowledge and skills acquired throughout the course, in a hands on lab exercise.

TARGET AUDIENCE

pProfessionals looking to broaden their cyber
forensics skills or individuals that will begin
working with mobile devices and acquiring data
from them, as well as their removable components

The Learning Center

(702) 320-8885

OBJECTIVE

Provide students with an understanding of how
mobile devices actually work and store data, and
what data can be of forensic value, as well as how
certain types of damage can determine what data

can be acquired from the device

www.tlclasvegas.com
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The Learning Center
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Advanced Digital

Media Forensics

Our unique model follows a

streamlined approach to work-
Advanced Digital Media Forensics provides an in-depth look at forensic force development and skills
acquisition and analysis of multiple types of media. The course out- g X

lines a number of ways to achieve forensic goals while ensuring all pro- attainment:

cesses are completed in a forensically-sound manner, and covers ad- AS sess

vanced automated tools, as well as manual tools and methodologies.

Advanced Digital Media Forensics focuses on a variety of Windows Assess each individual and teams to de-
Internet, Chat, and Social Media artifacts. Additional topic discussions REUIERS(Fnlgle skill sets

include data obfuscation and obtaining and analyzing intentionally

hidden, overwritten, or deleted data. Students will also consider de- [ =0 LI [of=| (=

ploying discussed forensic methodologies in both a proactive and reac-

tive manner. Deliver goal specific training utilizing all
delivery modalities

The Learning Center Model:

Mentor

Expose students to instructor/mentors
with front-line cyber/IT experience

Certify

Certify students with the requisite hands-
on skills to perform the tasks related to
their functional roles

Validate

Validate students “abilities” through per-
formance analytics and real-world exer-
cises hosted on a cyber range

The Learning Center (702) 320-8885 www.tlclasvegas.com
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Las Vegas
DAY 1 DAY 2 DAY 3
During the first lesson, students will learm Students will learn about advanced Students will learn advanced Windows forensics,
about incident response and memaory automated tools, advanced filtering, data hiding and obfuscation (how to detect,
analysis. creating and using custom filters, manual, protect, and create), application artifacts and
data carving, fuzzy hashing and rolling cryptography.
hashes.
Topics List Topics List Topics List
» Memory Analysis » Manual Data Carving » Alternate Data Streams
» Live Memory Capture » Setting Custom/Advanced Filters » Creating and Detection
» Typical Windows Functionality » S5Sdeep » Deleted Partition Recovery
» Windows Event Lops » Wolume Shadow Copy/Restore Point Analysis
» Password Cracking

DAY 4 DAY 5

! Students will leam about forensic reporting and documentation. Feview all submitted forensic reports at the end of Day 4 and discuss items
| Student will review all the course modules and labs and work of concern within both the processes and the reporting.

through a practical lab. The practical will encompass a multitude of
| methodologies learned throughout the course in order to apply all

technigues simultaneously.

Capstone Exercise

Conduct forensically sound memory acquisition and answer a ling of
guestions. Furthermare, complete the rest of the investigation using all of
the discussed and practiced skills throughout the class. The student must
successfully complete the investigation and answer any corresponding
guestions while effectively reporting on the appropriate steps taken to
achieve said goal

TARGET AUDIENCE OBJECTIVE
Professionals looking to expand their digital Provide an advanced analytical perspective on
forensic knowledge and obtain a better data considered to have forensic value

understanding of tips, tricks, and methodologies
for data locations and recovery. This class is for the
examiner/investigator that may face a multitude
of examination requirements

The Learning Center (702) 320-8885 www.tlclasvegas.com
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Incident

Response

Our unique model follows a

streamlined approach to work-
Incident Response equips students with the needed | {sTol=0¢ AV LYo 1 11y 1 a Lo B U S

tools to implement robust defense-in-depth practices Els 113111115
within the workplace. IR provides detailed training Assess

on proper documentation and planning for computer
network defense. Assess each individual and teams to de-
termine existing skill sets

The course exposes students to a variety of real-
world scenarios and provides hands-on experience in Educate
event detection and recovery in an enterprise envi-

Deliver goal specific training utilizing all
delivery modalities

The Learning Center Model:

Mentor

Expose students to instructor/mentors
with front-line cyber/IT experience

Certify

Certify students with the requisite hands-
on skills to perform the tasks related to
their functional roles

Validate

Validate students “abilities” through per-
formance analytics and real-world exer-
cises hosted on a cyber range

The Learning Center (702) 320-8885 www.tlclasvegas.com
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DAY 1

Day 1 introduces students to sound IR
concepts focusing on proper awareness
of information systems and networks,
clear and up-to-date documentation and
effective use of risk management theory.

Topics List
» IR today
» Metwork mapping and awareness

» Standard documentation requirements
and options

| = System and netwaork baselining
practices

» Wisdom of security auditing

» Proactive vs. reactive action

» Risk manapement and defense

The Learning Center

Las Vegas

DAY 2

Students use the tools learned on Day 1
to detect a possible incident and conduct
a full-spectrum analysis on a selection

of corporate network systems in order to
judge impact and threat to business or
company data.

Topics List
» Incident detection approaches
» Baselining saves the day
» Practices for analyzing an incident
» Approaches for confirming an incident
» Using all logs for impact analysis

» Technigues for analyzing files

DAY 3

Students learn to formulate a fully-realized
recovery plan based on data received on a
confirmed cyber incident on their company network.
They will contain and eradicate threats to the
network and use security auditing tools to vernfy
success . Recovery efforts will be completed by
verifying no new vulnerabilities were introduced to
the network. Day 3 ends with students reporting
on details of the event identification, response and
recovery to organizational management.

Topics List
» Incident Recovery Plans
» Testing recovery options before/after rollout

» Standard Operating Procedures and Recovery
Plans

» Approaches for confirming an incident
» Using all logs for impact analysis
» Technigues for analyzing files

» Reporting to management

DAY 4 DAY 5

Students apply forensically-sound principles to image a machine
and recover useful information from additional imaged systems.
Students participate in the recovery experience and are required to

update a response plan.

Topics List
» Real world recoveries
» [Forensic imaging and analysis
» Maintaining clear communications

» Post-incident actions and lessons learmed

Day 5 comprises a full-spectrum IR scenario that requires students to
recover from a series of attacks discovered on a corporate network. They
must scope the impacted systems, create a mitigation plan, harden weak

defenses and conduct recovery efforts. This final exercize replicates a
variety of network services, hardware, and confipurations. The capstone
reinforces exposure to tools and technigues leamed during the previous

four days.

Capstone Exercise

All the material covered in the course will be put to use in the final exercise.

» Updating documentation to prep for the next cycle

TARGET AUDIENCE

IT and Cyber Security professionals looking to
acquire hands-on experience, in the identification
of and recovery from security events, and to
establish and maintain a robust computer network

defense posture

The Learning Center

(702) 320-8885

OBJECTIVE

Provide in-depth exposure to network and
systems intrusion protection methods, what to

do before, during and after an event,, and how to
recover from events and strengthen organizational

Security

www.tlclasvegas.com



OFFICIAL CYBERSECURITY TRAINING

The Learning Center
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CSX Practitioner

Bootcamp

Our unique model follows a

streamlined approach to work-
Practitioner Boot Camp is a five-day, intensive cyber security training force development and skills
course focused on more complex, technical cyber skills and scenarios. attainment:

CSXP Boot Camp is an accelerated alternative to our more comprehen-
sive three-week CSX Practitioner course series. CSXP Boot Camp is con- ASSQSS

ducted in an adaptive, live cyber lab environment, enabling students

to build critical technical skills by learning complex concepts and prac- FASS == ol aNlaLe [\Ls [FE1RETalo RE=F: T R o Xo (=5
tice applying industry-leading methods. They will learn to utilize the — E{galla SRS alal=85 RIS

latest open-source tools within actual, real-world scenarios. CSXP

Boot Camp is an ideal way to build complex and advanced technical Ed ucate

skills essential for career advancement and will help students in pre-

paring for the CSXP certification exam. Deliver goal specific training utilizing all
delivery modalities

The Learning Center Model:

Mentor

Expose students to instructor/mentors
with front-line cyber/IT experience

Certify

Certify students with the requisite hands-
on skills to perform the tasks related to
their functional roles

Validate

Validate students “abilities” through per-
formance analytics and real-world exer-
cises hosted on a cyber range

The Learning Center (702) 320-8885 www.tlclasvegas.com
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The Learning Center

Las Vegas

CIATED TOPI

iSACA

Trust in, and value from, information systems

DAY LESSON
I ag::cl.:naerls;sj?lr;ﬁauc Identification & + Preliminary Scanning
P » MNetwork Discovery Tools » Additional Scanning Dptions
» Sensitive Information Discavery » Sensitive Information Identification
» Wulnerability Assessment Process : Eilnnﬁegr:?;'tlg:ﬁm TR
» Patch Upgrade Configure Vulnerability » Vulnerability Scanner Set-up &
SCANNers Configuration, Part 2
DAY
E specific Cyber Controls System Hardening
» Collecting Event Data » Firewall Setup & Configuration
4 » Verifying the Effectiveness of Controls » Microsoft Baseline Security Anakyzer
» Monitoring Controls » IDSSetup
» Updated Cyber Security Controls » Personal Security Products
» Patch Management » Linu Users & Groups
» Verifying identities & Credentials
» CyberSecurity Procedures Standards
DAY

Cyber Security Control Introduction &

3 Explanation

Cyber Security Control Evaluation &
Configuration

L_

Threat Data Collection & Amalgamation

)

Threat Log Parsing & Maintenance

Incident Escalation Reporting

Change Implementation Escalation

L

Network Reconnaissance

Security Control ASsessment

Log Analysis & Collection
Threat Log Parsing & Maintenance

Performing Network Packet Analysis

DAY LESSON
4 = Defined Response Plan Execution = Incident Detection & identification
» MNetwork Isolation » Remove Trojan
» Disable User Accounts » Block Incom| ing Traffic on Known Port
» Implement Single-System Changes in
» Blocking Traffic St
» Documentation » Conduct Supplemental Mnnimring
= Incident Report = (Create Custom Snort Rules
DAY LESSON LAB

Industry Best Practices

Ul

»

Disaster Recovery & BC Plans

.L

Cyber System Restoration

Data Backup & Restoration Key Concepts

L

ACtualizing Data Backups & Recovery

»

Implementing Patches & Updates

Ensuring Data Integrity

Post=Incident Review

L

Comprehensive Lab Response

Patches & Updates

Data Backup & Recavery

Recovering Data & Data integrity Checks

Post-Incident Semvice Restoration

The Learning Center

(702) 320-8885 www.tlclasvegas.com
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The Learning Center
Las Vegas

CSX Practitioner

Level 1:
Identify/Protect
Identify

iSACA

Trust in, and value from, information systems

Our unique model follows a

streamlined approach to work-

Identify/Protect provides individuals newly initiated to Incident Response force development and SkI"S
(IR) an introductory experience in the theoretical concepts and practical

applications of cyber security. Through multiple lab-reinforced courses, attainment:
students gain a hands-on education in identifying key networks of respon- A
sibility and implementing applicable protection mechanisms. SSess

Uniquely crafted by ISACA® for individuals with little to no previous expe- A55e§5 eacl_'1 i'_"diVid_Ual and teams to de-
rience in cyber security, students are provided the optimal experiential termine existing skill sets

environment that includes traditional classroom education, with an em-

phasis on practical lab exercises. The goal is to begin the student transfor- Ed ucate

mation process from novice to valuable team member in corporate or

government IR groups. Deliver goal specific training utilizing all
delivery modalities

The Learning Center Model:

Mentor

Expose students to instructor/mentors
with front-line cyber/IT experience

Certify

Certify students with the requisite hands-
on skills to perform the tasks related to
their functional roles

Validate

Validate students “abilities” through per-
formance analytics and real-world exer-
cises hosted on a cyber range

The Learning Center (702) 320-8885 www.tlclasvegas.com



OFFICIAL CYBERSECURITY TRAINING

The Learning Center
Las Vegas

DAY LESSON
I » Network Reconnaissance » Network Reconnaissance
» Software / Hardware Scanning » Network and System Scanning
P ¢
» ASset Validation / Anomaly Assessment
» Network Mapping » Network Topology Generation
E Introduction to Vulnerability Scanning
» \Vulnerability Scanning Preparation / » Vulnerability Scanner Differentiation /
’ Configuration Configuration
» Asset Validation / Anomaly Assessment » \Vulnerability Scanning
Vulnerability Scan Assessment / Evaluation Vulnerability Scanner Log Evaluation
E\-nelser..um‘,' Control Introduction and » Network Reconnaissance
Explanation
Cybersecurity Control Evaluation and
_/ %
Configuration » Security Control Assessment
» Threat Data Collection and Amalgamation » Log Analysis and Collection
» Threat Log Parsing and Maintenance » Threat Log Parsing and Maintenance
!

Control Vulnerability Scanning and
Assessment

Control Monitoring and Assessment

L

Control Change Implementation

» Control Documentation Maintenance

10S Installation, Configuration,
Implementation

1DS Control Testing

10S Control Reconfiguration

Control Patch Implementation /
Dissemination
o

1DS Patching

The Learning Center

(702) 320-8885

ASSOCIATED TOPICS

Cla

Active / Passive Scanning
Availability / Authenticity
Asset Classification
Network Devices

0SI Model

ASSOCIATED TOPICS

T meration,
Penetration Testing,

Fingerprinting

ASSOCIATED TOPICS

Cryptographic Controls
NSIT / ISO Document:

Network / Host Prevention
Systems

1on

Internal Log Processes

External Documentation

ASSOCIATED TOPICS

Host Logs
Activity Logs
Network Logs
Firewall Logs
IDS Logs
Encryption

ASSOCIATED TOPICS

Non-repudiation
Multiple Factor Authentication
Information Classification

File System Access Control
Mechanisms

Mabile Device Management
Policy

Remote Access Solutions

www.tlclasvegas.com
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The Learning Center
Las Vegas

CSX Practitioner

Level 1: Detect

Identify

Our unique model follows a

streamlined approach to work-

Detect continues providing individuals newly initiated to IR an intro- force development and skills
ductory experience in the theoretical concepts and practical applica- attainment:

tions of cyber security. Through multiple lab-reinforced courses, stu-
dents gain a hands-on education in the detection of potential events ASSQSS

and incidents that occur on their networks of responsibility.

Assess each individual and teams to de-
termine existing skill sets

Uniquely crafted by ISACA® for individuals with little to no previous
experience in cyber security, students are provided the optimal experi-
ential environment that includes traditional classroom education, with
an emphasis on practical lab exercises. The goal is to begin the student
transformation process from novice to valuable team member in cor-

Educate

Deliver goal specific training utilizing all
delivery modalities

The Learning Center Model:

Mentor

Expose students to instructor/mentors
with front-line cyber/IT experience

Certify

Certify students with the requisite hands-
on skills to perform the tasks related to
their functional roles

Validate

Validate students “abilities” through per-
formance analytics and real-world exer-
cises hosted on a cyber range

The Learning Center (702) 320-8885 www.tlclasvegas.com
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LESSON ASSOCIATED TOPICS

I » Network Reconnaissance » Metwork Reconnaissance
» Software / Hardware Scanning » Network and System Scanning
» Asset Validation / Anomaly Assessmaent
» Network Mapping » Network Topology Generation
DAY

Introduction to Yulnerability Scanning

Ll

Vulnerability Scanning Preparation / wulnerability Scanner Differentiation f
Configuration Configuration
s qu 2

Agset Validation f Anomaly Assessment

Vulnerability Scanning

Ll

Vulnerability Scan Assessment / Evaluation = Vulnerability Scanner Log Evaluation

o I N

Cybersecurity Contrel Introduction and
3 ’ ;I.lh'lll'lrJ'l-IuD:"lll' firelintroguction ar Metwork Reconnaissance
Cybersecurity Contrel Evaluation and
/7 : t:nflguratin: — » Security Control ASsessment
» Threat Data Collection and Amalgamation - Log Analysis and Callection

Ll
L]

Threat Log Parsing and Maintenance Threat Log Parsing and Maintenance

DAY
4 Control vulnerability Scanning and 105 Installation, Configuration,
ASSESEMEnt Implementation
4 = Control Monitaring and Assessment = 105 Control Testing
= Control Change implementation = 105 Control Reconfiguration
= Control Documentation Maintenance
DAY
5 Control Patch iImplementation f 105 Patching
Dissemination
—_—
anagement
F'L1I|L,
s Remate Ac Solutions
TARGET AUDIENCE OBJECTIVE
Individuals new to the field of cyber security Equip students with fundamental understanding
who are expected to perform basic to of issues faced by cyber security professionals in

intermediate IR tasks the Detect domain

The Learning Center (702) 320-8885 www.tlclasvegas.com
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The Learning Center
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CSX Practitioner
Level 1:

Respond/Recover

Our unique model follows a

streamlined approach to work-

Respond/Recover continues providing individuals newly initiated to IR an .
introductory experience in the theoretical concepts and practical applica- fO rce development a nd Skl I IS

tions of cyber security with a focus on tasks and responsibilities found in attainment:

the Respond and Recover domains. Through multiple lab-reinforced cours-

es, students gain a hands-on education in incident and disaster response ASSQSS

and recovery when occurring on a network of responsibility. Uniquely craft- Assess each individual and teams to de-
ed by ISACA® for individuals with little to no previous experience in cyber termine existing skill sets

security, students are provided the optimal experiential environment that
includes traditional classroom education, with an emphasis on practical lab
exercises. The goal is to begin the student transformation process from nov- Ed ucate

ice to valuable team member in corporate or government IR groups.

Deliver goal specific training utilizing all
delivery modalities

The Learning Center Model:

Mentor

Expose students to instructor/mentors
with front-line cyber/IT experience

Certify

Certify students with the requisite hands-
on skills to perform the tasks related to
their functional roles

Validate

Validate students “abilities” through per-
formance analytics and real-world exer-
cises hosted on a cyber range

The Learning Center (702) 320-8885 www.tlclasvegas.com
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SOCIATED TOPICS

DAY LESSON
I » IRP Execution » IRP Component Assessment
» Systemn Containment Response » Compromised Assets Containment
—— » Asset Quarantine » Compromised Assets Quaranting
» MNetwork Mapping » Network Topology Generation
i ) . - » Incident Response Component
E Incident Response Documentation identification
; » Incident Response Procedure
V' » Incident Response Protocol Procedure Mantification
» Incident Response Drafting » Incident Response Draft Generation
3 DRP ¢ BCP Task ldentification
System Restore Processes » System Restoration
- LTy .
= Site Configuration
» Systemn Backup » System Backup Procedure
4 System Restoration
» MNetwork Backup Procadures » Metwork Backup Procedures
el
» Data Integrity Check » Integrity check Process
» Procedures f Documentation
5 Post-Incident Review Process After-Action Report Generation
_/

SOCIATED TOPICS

» NIST Procedures
o |50 P
o Ta

» MR Generation

TARGET AUDIENCE

Individuals new to the field of cyber security
who are expected to perform basic to
intermediate IR tasks

The Learning Center

(702) 320-8885

OBJECTIVE

quip students with fundamental understanding of
issues faced by cyber security professionals in the
Respond & Recover domains

www.tlclasvegas.com
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ISACA
CISA CISA

- ~ Certified Information
Certified Information

Systems Auditor Systems Auditor

Our unique model follows a
streamlined approach to work-
Students will perform evaluations of organizational policies, force development and skills

procedures, and processes to ensure that an organization's in- EE] =16
formation systems align with overall business goals and objec- Assess
tives. You will evaluate the security and controls of business

Assess each individual and teams to de-
structure and governance methods; the policies, procedures,  R{lgdgalla[=R= {5 alaV-#5 RS

and guidelines used; and the overall security of the business

: : . Educate
environment. Also, this course will help you prepare for the

ISACA® CISA® certification exam. Deliver goal specific training utilizing all
delivery modalities

The Learning Center Model:
Mentor

Expose students to instructor/mentors
with front-line cyber/IT experience

Certify

Certify students with the requisite hands-
on skills to perform the tasks related to
their functional roles

Validate

Validate students “abilities” through per-
formance analytics and real-world exer-
cises hosted on a cyber range

The Learning Center (702) 320-8885 www.tlclasvegas.com
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o

Che Learning Center
e

1. The Information Systems Audit Process

¢ |SACA Information Systems Awditing 5tandards and
Guidelines

& Develop and Implement an Information Systems Audit
Strategy

# Plan an Audit

& Conduct an Audit

# The Evidence Lifecycle

* Communicate Issues, Risks, and Audit Results

#  Support the Implementation of Risk Management and
Contrel Practices

2. [T Governance

&  Evaluate the Effectiveness of [T Gowvernance

#  FEvaluate the IT Crganizational Structure

#  FEvaluate the IT Strategy

#  FEvaluate IT Policies, Standards, and Procedures for
Compliance

#  Ensure Organizational Compliance

# |T Resource Investment, Use, and Allocation Practices

#  FEvaluate IT Contracting Strategies and Policies

#  Evaluate Risk Management Practices

¢ Performance Monitoring and Assurance Practices

3. Systems and Infrastructure Lifecycle Management

¢ Determine the Business Case for Change
#  FEvaluate Project Management Frameworks and
Governance Practices

# Perform Periodic Project Reviews

¢  Evaluate Control Mechanisms for Systems

# Evaluate Development and Testing Processes
# Evaluate Implementation Readiness

# FEvaluate a System Migration

CISA

Certified Information
Systems Auditor

The Learning Center

(702) 320-8885

4. Systems and Infrastructure Lifecycle Maintenance

Perform a Post-Implementation System Review
Perform Periodic Systemn Reviews

Evaluate the Maintenance Process

Evaluate the Disposal Process

5. [T Service Delivery and Support

Evaluate Service Level Management Practices

Evaluate Operations Management

Evaluate Data Administration Practices

Evaluate the Use of Capacity and Performance Monitoring
Methods

Evaluate Change, Configuration, and Release Management
Practices

Evaluate Problem and Incident Management Practices
Evaluate the Functionality of the IT Infrastructure

6. Protection of Information Assets

Information Security Design

Encryption Basics

Evaluate the Design, Implementation, and Monitoring of
Logical Access Controls

Evaluate the Design, Implementation, and Monitoring of
Physical Access Controls

Evaluate the Design, Implementation, and Monitoring of
Environmental Controls

Evaluate Network Infrastructure Security

Evaluate the Confidential Information Processes and
Procedures

7. Business Continuity and Disaster Recovery

Evaluate the Adequacy of Backup and Restore
Evaluate the BCP and DRP

www.tlclasvegas.com
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The Learning Center
Las Vegas

ISACA

Certified Information
Certified Information
Security Manager’  Systems Manager

Our unique model follows a

streamlined approach to work-

CISM certification program was developed by the Information Systems :
Audit and Control Association (ISACA) for experienced Information se- ;ﬂ;len‘::gre‘:opment and skills

curity management professionals with work experience in developing
and managing information security programs and who understand the ASSESS

programs relationship with the overall business goals. The CISM exam

R R R TN N el N S AR L C I I LT I 1 Sl Assess each individual and teams to de-
sisting of 200 multiple-choice questions that cover the four CISM do- R gaalla =R ala T=85 O RIS

mains. The American National Standards Institute (ANSI) has accredit-

ed the CISM certification program under ISO/IEC 17024:2003, General Ed ucate

Requirements for Bodies Operating Certification Systems of Persons.

Deliver goal specific training utilizing all
delivery modalities

The Learning Center Model:

Mentor

Expose students to instructor/mentors
with front-line cyber/IT experience

Certify

Certify students with the requisite hands-
on skills to perform the tasks related to
their functional roles

Validate

Validate students “abilities” through per-
formance analytics and real-world exer-
cises hosted on a cyber range

The Learning Center (702) 320-8885 www.tlclasvegas.com



The Learning Center

OFFICIAL CYBERSECURITY TRAINING

The Learning Center
Las Vegas

1. Testing-Taking Tips and Study Techniques

Preparation for the CISM exam
Submitting Required Paperwork
Resources and Study Aids
Passing the Exam the First Time

2. Information Security Governance

Asset Identification

Risk Assessment
Vulnerability Assessments
Asset Management

3. Information Risk Management

Asset Classification and Ownership

Structured Information Risk Assessment Process
Business Impact Assessments

Change Management

4. Information Security Program
Development

Information Security Strategy

Program Alignment of Other Assurance
Functions

Development of Information Security
Architectures

Security Awareness, Training, and Education

Communication and Maintenance of Standards,
Procedures, and Other Documentation

Change Control

Lifecycle Activities

Security Metrics

5. Information Security Program
Management

Security Program Management Overview
Flanning

Security Baselines

Business Processes

Security Program Infrastructure

Lifecycle Methodologies

Security Impact on Users

Accountability

Security Metrics

Managing Resources

6. Incident Management and Response

Response Management Overview
Importance of Response Management
Performing a Business Impact Analysis
Developing Response and Recovery Plans
The Incident Response Process
Implementing Response and Recovery Plans
Response Documentation

Post-Event Reviews

CiISM

Certified Information
Security Manager’

(702) 320-8885

www.tlclasvegas.com
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The Learning Center
Las Vegas

Fundamentals of
Malware Analysis

Our unique model follows a
streamlined approach to work-

Fundamentals of Malware Analysis is an introductory course that exposes force development a nd Skl | IS
students to the theoretical knowledge and hands-on techniques for analyz- attainment:

ing malware.

Assess
Students will learn how to identify and analyze software that causes harm

to users, computers and networks as part of an overall cyber defense and  [RSRRSR=C NIV VETRCT e R LT ER TN 8
termine existing skill sets

incident response plan. Understanding how malware works and what it was

designed to do is crucial to thwarting future attacks. E d uc at e

Deliver goal specific training utilizing all
delivery modalities

The Learning Center Model:

Mentor

Expose students to instructor/mentors
with front-line cyber/IT experience

Certify

Certify students with the requisite hands-
on skills to perform the tasks related to
their functional roles

Validate

Validate students “abilities” through per-
formance analytics and real-world exer-
cises hosted on a cyber range

The Learning Center (702) 320-8885 www.tlclasvegas.com
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The Learning Center

Las Vegas

Intraduction ta the overall malwang analysis
process and methodology. Students define
temminobogy, lam specific malware types and
cover fundamental approaches of analysis, in
addition to kaming how to effectively analyze
program code/fstructure to determine function.
Students are challenged with three labs.

Day 1 ends with & detailed ovearview of setting
up and using a safe virtual environment far
mialware analysis.

Topics List
» Malware anal-.-s.s techniguas

» ldantification wia antivirus tools and
hashing

® Analyzing strings, functions, and headers

=

Use a vaniety af virtual machings, settings
and eonfigurations

Day 2 focuses an aasy-to-use technigues to
dynamically analyze malicious programs by
running tham in a lab. Students leam to obserde
trug bahavior of malware and determine its
purpase and functionality via ve demos and
three challenging spacimens they must analyze.

Day 2 canters around how malware interacts
with the vietirm's 05 by looking at netwerk
activity, registry changes and interactiong with
the file systam.

Topics List

» Use af Frocman, Process Explorer and
Regshot to understand malicioes behawior

» Fake network services to aid analysis
» Traffic znalysis

»  Network connections

» {BE architecture

Day 2 closes behevioral analysis and ends with 2 final
fourth lab.

Students then begin XBE assembly language. This module
is crueial for learning follow-on analysis techniquas
using debuggers and disassemblers. Students leam
key concepts n assembly language ta assist Tollow-

on analysis with DA Pro. 10A Pra is introduced as a
disassembler and reverse engineering toal
Considarable time i spent on familiarization with the Ul
and |0A's memerous features. Plenty of code snippets,
demas and two 104 familiarization lshs help the student
understand both sssembly language and how to use I0A
Fro.

Topics List
» Stack vs. Heap
= Registers, flags & basic mstructions
= Conditionals, flaw eantral ingtructions & jumps
» |0& Pro Ul intro
» Disassambly window (Text vs. Graph Mode)
= Jumping to memary addresses

104 Pra Intreductiong continues on Day 4 with the identification and
analysis of mode complex functions. Students are gradually exposed ta
more complex malware and its disassembly to build confidence and skills.
Students learn technigues neaded to idantify, categorize and analyze
high-level functionality of assembly code. Two lshs challengs students ta

Students spend their final day analyzing two melicious programs to further solidify
analysis skills focusing on the identification of C cade constructs in assembly, and
how these high-level constructs correlate to other aspects of the program and its

behaviar. An instructor-led revew of all major topics will be conducted and any final
questions will be answered.

identify a variety of C code constructs in malware specimens as part of an
averarching analysis strategy.

After the course, students have 90 days to challenge the opthonal CYBRScore-
enabled certification associated with MALA00. The certification presents a malware
specimen ta the challenger that must be analyzed using the tachnigues and toals
lzarmed in this course. Our behind-the-scenes scoring engine will track progress
throughout against a rubric of core skills that must be demenstrated in the hands-on
analysis.

Topics List
» Cross-referances in code
= Function identification, analysis & renaming
» Imports, exports & structs
» Searching through disassembly
» Code & data redefinition
» Deeper function analysis

TARGET AUDIENCE

New malware analysts looking to increase their
arsenal of technigues, or others looking to break
into the malware analysis field

OBJECTIVE

To obtain the basic skills needed for the
identification and analysis of software that
causes harm to users, computers and networks

The Learning Center (702) 320-8885 www.tlclasvegas.com
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The Learning Center
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Reverse

Engineering Malware

Our unique model follows a

streamlined approach to work-
GECEER O EEY R EVEL R EE LR IE U CRELEEE TR UE IS force development and skills

exposes students to the theoretical knowledge and hands-on Eli&1{1]11{=11 5
techniques to analyze malware of greater complexity. Assess

ST L LR N EET R T EL 200 EL TS IR T T [TV T-{E10 9 Assess each individual and teams to de-
termine existing skill sets

debug user-mode and kernel-mode malware with WinDbg,

identify common malware functionality, in addition to revers- (s [T} 1<)

ing covert and encoded malware.

Deliver goal specific training utilizing all
delivery modalities

The Learning Center Model:

Mentor

Expose students to instructor/mentors
with front-line cyber/IT experience

Certify

Certify students with the requisite hands-
on skills to perform the tasks related to
their functional roles

Validate

Validate students “abilities” through per-
formance analytics and real-world exer-
cises hosted on a cyber range

The Learning Center (702) 320-8885 www.tlclasvegas.com
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Malware targeting Windows victims is pralific,
and understanding how this malware interacts
with the complex Windows operating system
and APl is a challenge not to be taken lightly.

In the first part of this course, students dive
straight into Windows APl and its myriad
functions, inputs, and outputs as they relate to

Being able to debug & program is erucial to
reverse engineering and malware analysis. On
Day 2 students are introduced to the concapt of
debugging and extensively exposed to DllyDbg,
its functionality, tools and pluging. Breakpaints,
and tracing are used as part of the overall
revarsing process o unraval complax malware

On Day 3, students are introdwced ta the broad and
complex topic of kernel debupging. This includes core
principles af this interesting sub-topic, as well as a
dernonstration of haw to configure an enviranment,
analyze kernel objects, and look at rootkits. Day 3
closes with the discovering and reversing of a variety of
malicious functionality malware executes across several

FEVEISE angineering malwang targeted against SPECIMENS. latis:
Windows victims. Netwarking APls, as well as
threads and mutexes are axamined in-depth.
The day is spent trying to sobve the Gordian knot
that is Windows malware.
v
Topics List Topics List Topics List
* Windows API » Kemel ve User-mode debugging » Kernel debugging with WinDbg
» Handles & file systerm functions » Softwara & hardware breakpoints » Configuring kernel debugging emvirenment |
» Comman registry functions & autoruns » Modifying program execution & patching » Analyzing functions, structures and driver objects
» Metwarking APls » OllyObg overview » Rootkit analysis
» Processes, threads B mutexes »  Memaory maps » Downloaders, launchers & backdoors
» COM ohjects # Executing code, breakpaints & tracing » Analyzing various persistenca mechanisms B usar-
» OllyDbe phuging made rootkits
|
| DAY 4 DAY 5

}| Day 4 switches pears and delves into the complex world of covert malware.
Students learn about a variety of techniques malware uses to hide its
activities, and how to identify indicators of this type of activity. Process
Injection, hoaks, and detours are loaked at as part of this interesting
madule of the course.

Oa the final day of class, students learm how malware authoes use a vanety of
encoding mechanisms to obfuscate data, and how to analyze them. X0R, BASER4 and
custom encoding mechanisms are explored and analyzed.

After the coursa, students have 90 days to challenge the optional CYBRScore-
enabled certification associated with MALA0D. The certification presents a malware
speciman to the challenger that must be analyzed using the technigues and taols
learned in this course. Dur behind-the-scenes scaring engine will track progress
throughout against a rubric of core skills that must be demonstrated in the hands-on

analysis.
Topics List Topics List
» Covert malware = Analyzing encoding alporithms
» Abusing resource saction of PE file » XOR, BASEE4 B custom encoding
» Pracess injection & process replacement » Cormmeon crypto algorithms
» Windows hooks & detours » KANAL
» APC injection from kernal space » Custom decading scripts in Pythan

* Instrumantation for peneric decryption

OBJECTIVE

Provide students with a working knowledge of
analyzing malicious Windows programs, debugging
user-mode & kernel-mode malware, identifying
commaon malware functionality, & other related
topics

TARGET AUDIENCE

Junior malware analysts and reverse engineers
who want to increase their skills to better
understand more complex malicious code

The Learning Center (702) 320-8885 www.tlclasvegas.com
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Advanced

Malware Analysis

Our unique model follows a

streamlined approach to work-
Advanced Malware Analysis is an advanced course that exposes force development and skills

students to the theoretical knowledge and hands-on techniques to = 1a 3113 (=13] %
reverse engineer malware designed to thwart common reverse en- AS sess

Assess each individual and teams to de-
Students will learn how to identify and analyze the presence of ad- ET=Idya1[a =R a 1o V=83 91| BISE

gineering techniques.

vanced packers, polymorphic malware, encrypted malware, and
malicious code that has been armored with cryptors, anti-

Educate

debugging and anti-reverse engineering. Deliver goal specific training utilizing all
delivery modalities

The Learning Center Model:

Mentor

Expose students to instructor/mentors
with front-line cyber/IT experience

Certify

Certify students with the requisite hands-
on skills to perform the tasks related to
their functional roles

Validate

Validate students “abilities” through per-
formance analytics and real-world exer-
cises hosted on a cyber range

The Learning Center (702) 320-8885 www.tlclasvegas.com
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The course beging by axamining a variety of
network signaturas associated with malware.
Understanding the netwarking aspact is
wnportant because mabware almost abways
uses network connectivity to infect, persist,
raceve command and eontral mstructions, and
axfiltrate data.

Students are asked to spend a significant
amount af time reversing malicious command
and contral strecture parsing routines to better
understand the ovarall network ﬂl'."li'\-'ll'.}', and how
to identify and stop it.

Topics List
» Indications of malware activity
» Metwork countenmeasures
» Snort B cormplex signatures

» Hiding in the nolse by mimicking existing
protocols

# Client initiated beacons
» Metworking code B encoding data

L]

Metworking from an attacker’s parspective

DAY 4

Although the presance af anti-virtual maching technigues seems ta be
declining, Day 4 15 spent discussing how to identify various methods wsed

by malware authors.

Students alzo kearn how to manually unpack malware by finding tail jurmps,
the original entry point (0EF) and rebuilding Import Address Tables (1AT).

Topics List
» Anti-¥M technigues B memory artifacts
# Red pill & no pill techniques

The Learning Center
Las Vegas

Day 2 focuses on anti-disassembly techniguas
arnployed by makware authors to thwart
analysis. Studants learm about vanous
technigues, like jump instructions with the
same target, jumg instructions with a constant
candition and more. More carmplex techniques
like return pointer abuse and misusing
structured exception handlers giva the studant
naw conceptual knowledga.

This knawledge will help comglete three
carmplex hands-on challenges: identifying false
canditional branches, impropesly disassembled
cade, and return painter abuse.

Topics List
» Defeating disassembly algorithms

» Same target jumps & constant condition
jumps

Ropue opeodes

Multi-level irward jumping sequences

» Patching binaries to defeat return pointer
shuse

» SEH abusa

Reversing armored code designed to
thwart stack frame analysis

DAY 3

Anti-debugging is used by malware authass to detarming
when their malware is under the control of a debugger
or to thwart debugging efforts. On Day 3 students learn
how Windaws API can be used to detect debugger use,
and how malware manually checks structs. Checking
the ProcessHeap and NTGlobal flags i reviewed, as well
as how some malware checks the analysis system far
debugging tool residue in the registry.

The module concludes with a discussion of TLS callbacks,
and exceptions to disrupt debugeer use.

Topics List
» Using Windows APl functions to detect debuppers
» PEE checks, ProcessHeap flag & NTGlobal flag
» TLS Callbacks
» Exceptions and Interrupts
» PE Header vulnerabilities
» DutputDebugString vulnerability

DAY 5

On the final day of class, studants learm how to identify and reversa C++ code, in
addition to conducting shellcode analysis. Virtual functions and the concept of

polymorphism ane discussed to prepare students to identify and reverse viables

using their cross references.

Position-independent shellcode is examined, as well as how to identify execution

location. Day 5 ends with a boak at B4-bit malware and the challenges analysts face
when reversing this type of code.

Topics List

» Shellcode analysis, position independent-code & callfpop

# Shellcode use of LoadLibraryh & GetProcAddress for dynamic function location

» Unpacking stub, tail jurmp, OEP & import resolution » C4++ Analysis

# Manual IAT rebuilds

# Overloading functions, mangling and viables

» Tips & tricks for dealing with several common packers » Challenges of identifying inheritance between classes

# Bd-bit malware, general-purpose & special-purpose registars

» KB4 calling convention & exception handling

TARGET AUDIENCE

Mid-level malware analysts & reverse engineers,
as well as programmers who want a different
professional perspective as a means of better

protect their tools & intellectual property

The Learning Center

(702) 320-8885

OBJECTIVE

Provide an in-depth understanding of identifying
& analyzing the presence of advanced packers,
polymorphic malware, encrypted malware &

malicious code

www.tlclasvegas.com
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The Learning Center
Las Vegas

Pentesting &

Network Exploitation

Our unique model follows a

streamlined approach to work-
Pentesting & Network Exploitation exposes students to all force development and skills

manner of reconnaissance, scanning, enumeration, exploita- attainment:
tion and pillaging for 802.3 networks. Assess

Topics expose students to a variety of recon, discovery, scan- P SYSSHEl R TEIRE e R=Eli RN (=5
termine existing skill sets

ning, enumeration, exploitation, post-exploitation, pillaging,
covering one’s tracks and persistence. Educate

Deliver goal specific training utilizing all
delivery modalities

The Learning Center Model:

Mentor

Expose students to instructor/mentors
with front-line cyber/IT experience

Certify

Certify students with the requisite hands-
on skills to perform the tasks related to
their functional roles

Validate

Validate students “abilities” through per-
formance analytics and real-world exer-
cises hosted on a cyber range

The Learning Center (702) 320-8885 www.tlclasvegas.com
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DAY 1

Day 1 introduces students to host target
analysis. Topics include Linux command line,
bash seripting and simale programming to
enurmerate, attack and exploit Linux hosts |aver
in the eourse. Onee Linux is complete, studants
bagin learning basic through intermadiate
Windows Command Line skills, PowearShell
cmdlats and the PowerShell attack framework
called PowerPrates

Topics List
= Linux administration tools
= Mavigation of *nix file systems

= Bash scripts writing for pentesting
Engagemants

= Python socket program writing ta connect
o remate server

= Basic C programs in *nix environment
compliation and modification

= Windows command line adrministration
toals

= Windows file systems nawigation

| = PowerShell use for conducting enumeration
and analysis of targets
= MNishang and PowerPreter for enurmerating,
attacking and deploying persistence on
rargats boxes

DAY 4

The Learning Center

Las Vegas

DAY 2

Students learn how to conduct basic service
scans and exploit vulnerable hosts on internal
networks thraugh hangs-on challengas that
force them to replicate a real-world penetration
test. They learn haw ta map, discover and
axploit web applications, which requires the
tester ta understand how they communicate
and the role the server plays in the relationship
Students learn how to conduct reconnaissance
against a weh server, followed by mapping its
architecture. They're alsa challenged with
discovering vulnerabilities and misconfigurations:
far follow-on expleitation.

Topics List
» Discovering live hosts

= Scaning hosts to find vulnerabilities and
misconfigurations with Nmap and manusl
technigues

= Determination af which ports are open and
what services are running

¥

Use of Metasploit to scan and database
target information

¥

Chonsing exploit and payload for target host

¥

Use of various post-axploitation Meterpreter
scripts to steal information fram victim

¥

How web applications operate

¥

How HTTP operates

s and session management

»  Authentication and post-authentication roke
assignmant

» OWASP Top 10

= Web app recon, mapging, discovery and
axploitation process

» Differantiation of URI, URL and URN

= Differances betwaen sarvar-side and cliant-
side eade

» Hikto for discavery of weh app
wvulnerabilities and lIlIGCDH[IgUIE[I ons

» Code snippet analysis (HTML, PHE
JavaSeript, JS0M Arrays, AJAX, ete)

Manual SQL injection and XSS scripting
attack techniguas

¥

Y 3

Students leam how to simulate an insider threat and
escape rastricted environments by abusing native
sarvices and functionality. Students then move to routed
attacks against clients that have MAT devices, firewalls
and DMZs deployed. They leam how to exploit a variety of
web-facing services and gain access to the DMZ. Dnce

in the DMZ they are asked to pillage the hosts and find
additional information to assist in pivoting deeper into the
natwork and into natwork segments that don't towch the
webh directhy.

Topics List
» Escaping restricted Windows desktop environments

Spawning unauthorized browsers for Internet access

Enumerat ing firewalls and web-facing services with
Nmap, Nikto and Dirbuster

Burp Suite to proxy web application traffic to and
from victim weab sarvar

Accessing demilitarized zone

Pillaging hosts to find additional informatian

Moving files onto victim boxes using Metcat and
Meterpretar

Stealing files frarm victim boxes using Meteat and
Meterpretar

DAY 5

On Day & students learn haw to create and host malicious binaries on
their own weabsenver to facilitate netwark panetration with mrpose-
built shellcode. Building on technigues and accass ganed inta tha DMZ,
studernts are challanged to burrdw further into the wictims natwork by
atdng routes and pivoting into internal network sepments by exploiting
additional victims. Having exploited a variety of hosts throughout the
natwiark deplaying persistance is than taught te maintain hard eamed

Day 5 deals exclusively with hands-on challenges. Using all the skills, technigees and
toals leamed during the previous four days to lay waste to the comgany’s network
and computers, students will be tasked with owning “the CED's® computer, and
stealing as rmuth sensitive nformation from the notional corparation as passible.
The company’s camputars contain 2 wide varkety of Pll, corporate information and
intellectual property for the taking. Can they own the CEO's box? Can they gain
accass ta and modify the company’s firewall settings?

BCCASS,
Topics List Topics List
» Lising MSFvenom to craate purpbse-built binaries with a vanety of » Obtaining sensitive, non-public mformation fram the company's computar
payloads » Madifying the company's firewall settings
» Hosting malware on web server for easy delivery to victims

» Pwning the CEQ'S comgutes

L]

Adding routes to additienal network sagments to facilitate pivating
= lsing post-axploitation Meterpreter toals to pillaga varous hosts

*

Deploying Visual Basic Seript for persistance on various victims

» Modifying persistence mechanism to swvive reboot

TARGET AUDIENCE

Penetration testers looking to broaden their overall
penetration testing skill set, network engineers,
system administrators, developers

OBJECTIVE

Provide in-depth exposure and hands-on practice
with all facets of 802.3 hacking, vulnerability
research, pivoting, exploitation, password/hash
cracking, post-exploitation pillaging and methods
of setting up persistence on a victim's network

The Learning Center (702) 320-8885 www.tlclasvegas.com
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The Learning Center
Las Vegas

Wireless Pentesting &

Network Exploitation

Our unique model follows a

streamlined approach to work-
ULECELE N R L EE R BRI S B B CURDHCEIEEMTEE force development and skills

dents to all manner of reconnaissance, scanning, enumera- attainment:
tion, exploitation and reporting for 802.11 networks. Assess

The lab topics expose students to a variety of survey, data- Assess each individual and teams to de-
termine existing skill sets

base creation, scripting, and attack methods that can be used
to gain a foothold in to a client’s network during a penetra-  J =5 [V o=} 1)
tion test.

Deliver goal specific training utilizing all
delivery modalities

The Learning Center Model:

Mentor

Expose students to instructor/mentors
with front-line cyber/IT experience

Certify

Certify students with the requisite hands-
on skills to perform the tasks related to
their functional roles

Validate

Validate students “abilities” through per-
formance analytics and real-world exer-
cises hosted on a cyber range

The Learning Center (702) 320-8885 www.tlclasvegas.com
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The Learning Center

Las Vegas
DAY 1 DAY 2
Students will learn how to conduct Students will leam to use open source
wireless penetration tests using open tools and hardware to conduct both
sowrce tools apainst 802.11 a/bfe/n mobile and static B02.11 a/b/g/n
networks. In addition, students will identify surveys. Planning and executing surveys
characteristics and common vulnerabilities will be covered in depth as well as data
associated with WiFi management and database management
technigues.
Topics List Topics List
» Scoping and Planning WiFi Penetration » Conducting Surveys Using Airodump=ng
Tests and Kismet
» 80211 Protocols and Standards » Creating S0L Databases of Survey Data
» Authentication vs Association » Specialized SQL and AWK Commands

to Manipulate Data for Reporting
» Cracking WEP
» Setting Up MAC Filters
» Bypassing MAC Filters

WiFi Security Solutions
WiFi Hacking Hardware
Connectors and Drivers

Recon and Custom Password
Generation with Cupp and CeWL

DAY 3

Students continue their use of Kismet and
Airodump-ng to conduct mobile surveys, database
the informiation and create kml files in order to
vizualize survey data. Students are then exposed
to an in-depth discussion on advanced encryption
secunty processes followed by learning how to use
open source tools to exploit the security process.

Topics List

:\\-

:\\-

»

E

Planning and Conducting Mobile WiFi Survey
GISKimset to Database Survey Information
Creating Custom SOL Quenes '

AWK Tool to Format Output from SQL Queries
for Reporting

GISKismet to Create .kml Files |
Stream and Block Ciphers, Block Cipher Modes

WPAZ AES-CCMP Security Process

Cowpatty to Recover WPAZ Passphraze

Pyrit to Survey and Attack Encryption

Databasing and Recovering WPAZ2 Passphrases

Building on the skills learned in the first three days, the students
will learn how to conduct Man=-in-the-Middle attack using easy-
creds and a fake access point. Students will learn how to conduct
various types of attacks, traffic capture, and credential harvesting

Once a victim connects.

Topics List

Penetration testers looking to broaden their overall
penetration testing skill set, wireless engineers,

Capstone Exercise

The last day of the course comprises a full-spectrum WiFi penetration test
that the students must scope, plan and conduct. Final exercise serves to
replicate a variety of network hardware, services and configurations, target
wehbsite for recon, with multiple WiFi access points and clients using a
variety of security mechanisms as provided.

Man-in-the-Middle Attack Theary All the material covered in the course will be put to use in the final exercise.

Attacking Preferred Network Lists via Rogue AP
Easy-Creds to set up Fake AP

55LStrip to Conduct Attack Apainst S50 Traffic
URLSnarf to Capture Victim HTTP Traffic

Ettercap to Poison ARP Cache on WiFi Metwork and Conduct
Various Attacks Against Clients

Custom Ettercap Filters
Rusty Cobra Tool to Automate WiFi Survey

Vizualization, Databaze Manapement and Report File Creation

TARGET AUDIENCE

system administrators and developers

The Learning Center (702) 320-8885

OBJECTIVE

Provide in-depth exposure to all facets of 802.11
penetration testing, encryption cracking, post-

exploitation pillaging and report writing

www.tlclasvegas.com



