
Cryptocurrency	Taxation	and	Criminal	Law	Treatment	Considerations:	A	
Student’s	Perspective	
In	2017,	the	soaring	value	of	Bitcoin	and	creation	of	numerous	other	cryptocurrencies	put	pressure	on	
the	CRA	to	clarify	taxation	treatment	of	cryptocurrencies.	However,	this	increase	in	value	has	increased	
the	attractiveness	of	cryptocurrencies	in	use	of	criminal	activities.	This	article	seeks	to	identify	areas	of	
law	that	may	be	clarified	with	respect	to	cryptocurrencies	by	exploring	the	nature	of	cryptocurrencies,	
identifying	barriers	to	effective	identification	of	cryptocurrency	owners	and	current	taxation	treatment	
of	cryptocurrency,	and	discuss	the	applicability	of	specific	Criminal	Code	provisions	to	cryptocurrencies	
and	how	cryptocurrencies	may	be	used	as	evidence	in	trials	and	criminal	investigations.	
	

What	is	a	Cryptocurrency?	
A	cryptocurrency	is	a	decentralized	digital	currency	in	which	the	creation	and	transfer	of	units	are	
regulated	and	verified	via	encryption	techniques	and	blockchain	technology,	which	creates	a	ledger	of	
all	transactions.	Cryptocurrencies	are	formed	from	Initial	Coin	Offerings	(“ICO”)	or	Initial	Token	Offerings	
(“ITO”).	These	operate	similarly	to	Initial	Public	Offerings	seen	in	the	initial	issuance	of	shares	of	
corporations,	where	individuals	pay	some	specified	amount	for	a	predetermined	number	of	coins	or	
tokens.	

Storage	of	Cryptocurrencies	
Cryptocurrencies	are	stored	on	accounts	identified	by	a	public	key,	which	are	strings	of	numbers	and	
letters,	and	private	keys,	which	serve	as	a	password.	These	accounts	can	be	held	online	or	offline,	and	in	
either	software	or	hardware	formats.	Keys	can	be	generated	via	algorithms	–	public	keys	can	be	
generated	by	a	private	key,	and	private	keys	can	be	generated	by	several	words	known	as	seeds.	Online	
accounts	connected	to	exchanges	are	considered	less	secure	as	blockchain	ledgers	allow	individuals	with	
an	account’s	public	key	to	view	its	past	transactions	and	current	balance,	therefore	owners	often	hold	
cryptocurrencies	across	disconnected	accounts	known	as	wallets.	

Applicability	of	Securities	Law	to	Cryptocurrencies	and	Exchanges	
The	Canadian	Securities	Administrators	(“CSA”)	adopted	the	test	from	Pacific	Coast	Coin	Exchange	v	
Ontario	Securities	Commission1	and	states	that	securities	law	applies	where	an	ICO	or	ITO	involves:	

(1) An	investment	of	money	
(2) In	a	common	enterprise	
(3) With	the	expectation	of	profit	
(4) To	come	significantly	from	the	efforts	of	others	

	
An	ICO	or	ITO	that	fulfills	this	test	is	considered	to	act	with	the	substance	of	a	security	such	as	a	stock	or	
a	share,	even	if	it	is	not	referred	to	as	such.	However,	this	test	is	mentioned	with	regards	to	the	
registration	and	prospectus	requirement	or	exemption	of	cryptocurrencies	possessing	the	qualities	of	an	
investment	contract,	and	therefore	being	a	security.2	
	

																																																													
1	Pacific	Coast	Coin	Exchange	of	Canada	v	Ontario	(Securities	Commission),	[1978]	2	SCR	112.	
2	Canadian	Securities	Administrators,	“Cryptocurrency	Offerings”,	CSA	Staff	Notice	46-307	(Ontario:	OSC,	24	August	
2017).	



Difficulties	in	Identifying	Cryptocurrency	Holders	for	Taxation	
The	Canada	Revenue	Agency	(“CRA”)	has	stated	that	cryptocurrencies	are	not	exempt	from	Canadian	tax	
obligations	and	are	therefore	subject	to	the	Income	Tax	Act	(“ITA”).3	As	a	result,	failure	to	report	will	be	
subject	to	tax	evasion	provisions	within	s.	238-239	of	the	ITA.4	However,	there	are	issues	that	hinder	
identification	of	owners	and	effective	taxation	of	cryptocurrency	transactions.	
	
Cryptocurrency	wallets	may	be	created	without	providing	government-issued	documents	or	personal	
information,	which	makes	it	difficult	to	identify	account	owners.	As	transactions	are	independent	of	the	
bank	and	Interac	systems,	it	is	impossible	to	be	certain	whether	a	person	holds	a	cryptocurrency	
account,	save	for	any	direct	transactions	made	between	banking	accounts	and	exchanges.	
	
Currently,	many	cryptocurrency	exchanges	require	one	to	submit	personally	identifying	information	
such	as	photos	on	government	photo	ID	or	themselves	and	bank	statements	when	financing	
cryptocurrency	exchange	accounts	via	direct	transfer	from	bank	accounts	or	via	Interac.	However,	
cryptocurrency	exchanges	do	not	require	one	to	submit	such	information	when	financing	with	other	
cryptocurrencies.	Additionally,	individuals	may	own	multiple	wallets,	and	some	prefer	to	distribute	their	
holdings	across	multiple	wallets	to	reduce	each	wallet’s	amount	as	wallets	with	large	amounts	of	
cryptocurrency	are	at	a	higher	risk	of	theft	or	fraud.	Ownership	of	wallets	is	also	easily	transferred	
between	individuals	–	as	there	is	no	identifying	information	associated	with	wallets,	one	cannot	prove	
ownership.	It	is	difficult	to	identify	the	number	of	accounts	that	one	possesses	and	is	therefore	difficult	
to	accurately	tax	individuals.	
	
Internet	Protocol	(“IP”)	addresses	may	be	used	to	identify	the	location	of	individuals	who	have	accessed	
cryptocurrency	exchanges	and	verify	their	identity.	MAC	addresses,	which	serves	as	identification	for	
hardware,	may	be	used	to	identify	the	specific	device	used	to	access	online	wallets.	However,	these	
methods	are	ineffective	where	account	owners	utilize	static	IP	addresses,	frequently	access	their	wallets	
from	different	locations	or	devices,	and	where	wallets	are	shared	by	multiple	users.	Static	IP	addresses	
are	IP	addresses	shared	by	users	within	the	same	network,	which	makes	it	difficult	to	pinpoint	the	
specific	user	and	the	identity	of	the	user.	Access	by	multiple	devices	and	locations	makes	it	difficult	to	
verify	the	account’s	owner,	and	the	individual	who	made	a	specific	transaction.	
	
There	is	confusion	as	to	whether	cryptocurrencies	apply	to	the	mandatory	filing	of	a	T1135	“Foreign	
Income	Verification	Statement”	form.	A	T1135	must	be	filed	if	one	possesses	over	$100,000	of	
“specified	foreign	property”5,	which	is	defined	under	s.	233.3(1)	of	the	ITA	to	include	“funds	or	
intangible	property	(patents,	copyrights,	etc.)	situated,	deposited	or	held	outside	Canada.”6	
Cryptocurrencies	may	be	considered	intangible	property,	but	the	nature	of	its	existence,	a	mere	record	
on	the	blockchain	ledger,	makes	it	difficult	to	specify	the	location	of	its	storage	due	to	its	decentralized	
nature.	Guidance	on	the	topic	that	specifies	cryptocurrency	as	“specified	foreign	property”	would	allow	
the	CRA	to	accurately	identify	cryptocurrency	holders.	In	addition,	cryptocurrency	exchanges,	unlike	
stock	exchanges,	do	not	generate	T5008	“Return	of	Securities	Transactions”	forms	and	instead	posts	
transactions	on	the	blockchain	ledger.	As	a	result,	it	does	not	identify	parties	to	a	transaction,	rendering	
it	difficult	for	the	CRA	to	verify	tax	returns	with	the	purchaser.	

																																																													
3	CRA	Fact	Sheets	&	Taxpayer	Alerts,	“What	You	Should	Know	About	Digital	Currency”	(March	17,	2015).	
4	Income	Tax	Act	RSC	1985,	c	1	(5th	Supp),	s	238.	
5	Government	of	Canada,	“Foreign	Income	Verification	Statement”	(February	23,	2016).	
6	Supra	note	4	at	s	233.3(1).	



Cryptocurrency	Taxation	Treatment	-	Mining	
The	legal	test	for	business	and	property	income	is	found	in	Stewart	v	Canada,7	which	first	asks	whether	
the	taxpayer’s	activity	is	undertaken	in	the	pursuit	of	profit,	or	for	a	personal	endeavor.	This	test	applies	
only	where	there	is	some	personal	element	to	the	activity,	such	as	mining	as	a	hobby.	The	court	looks	at	
the	taxpayer’s	profit	and	loss	experience	regarding	the	activity,	training,	intended	course	of	action,	and	
capability	of	the	venture	to	show	a	profit.	Where	the	factors	point	away	from	a	finding	of	personal	
endeavor,	the	court	looks	at	whether	the	source	of	income	is	from	a	business	or	property.	
	
Where	an	individual	is	identified	to	be	mining	cryptocurrencies	in	a	“commercial	manner”,	the	proceeds	
of	the	venture	are	likely	to	be	considered	business	income	and	not	a	capital	gain.	However,	the	CRA	has	
stated	very	little	in	terms	of	valuation	for	cryptocurrencies	obtained	from	mining	as	a	hobby.	Though	
Stewart	indicates	that	personal	endeavors	are	non-taxable,	it	is	probable	that	the	exchange	of	the	
mined	cryptocurrencies	for	a	good,	service,	or	recognized	currency	will	be	taxable	as	a	capital	gain	equal	
to	the	value	obtained	on	disposition	as	there	would	be	a	net	capital	gain	equal	to	the	value	of	the	
exchange.	
	

Cryptocurrency	Taxation	Treatment	–	Trading	
The	greatest	taxation	issue	revolving	around	cryptocurrency	is	whether	gains	and	losses	resulting	from	
the	purchase	and	disposition	of	the	digital	asset	should	be	treated	on	account	of	capital	or	income.	This	
is	an	ongoing	debate	between	cryptocurrency	owners	and	the	CRA,	as	the	owners	would	claim	gains	to	
be	capital	income	to	arrange	their	affairs	in	such	a	way	that	the	taxable	amount	for	the	asset	is	reduced,	
whereas	the	CRA	would	claim	the	gains	to	be	business	income	in	order	to	fully	tax	any	gains.	
	
Given	that	s.	39(6)	of	the	ITA	defines	a	Canadian	security	as	“a	security	(other	than	a	prescribed	security)	
that	is	a	share	of	the	capital	stock	of	a	corporation	resident	in	Canada,	a	unit	of	a	mutual	fund	trust	or	a	
bond,	debenture,	bill,	note,	mortgage,	hypothecary	claim	or	similar	obligation	issued	by	a	person	
resident	in	Canada”,8	it	is	unlikely	that	cryptocurrencies	would	qualify	for	a	s.	39(4)	election	to	be	
deemed	a	capital	property.9	However,	where	a	cryptocurrency	is	developed	through	a	Canadian	ICO/ITO	
and	fulfills	the	test	delineated	in	Pacific	Coast	Coin	Exchange,	it	may	be	valid	to	argue	that	the	
cryptocurrency,	by	virtue	of	being	considered	a	Canadian	security	in	substance	though	not	in	name,	is	
qualified	for	an	election	under	s.	39(4),	due	to	being	subject	to	the	registration	and	prospectus	
requirements	of	Canadian	securities.	
	
The	purchase	of	a	cryptocurrency	generally	occurs	on	cryptocurrency	exchanges	and	is	similar	to	the	
way	one	would	purchase	a	stock	on	a	stock	exchange.	However,	as	cryptocurrencies	do	not	generate	
revenue	in	the	form	of	dividends	or	other	such	passive	income	through	holdings	over	an	extended	
length	of	time,	it	is	unlikely	that	any	cryptocurrency	would	be	purchased	without	either	the	intention	to	
profit	or	a	reasonable	expectation	of	profit	as	the	only	method	to	earn	income	is	through	the	disposition	
of	the	asset.	Where	there	is	no	method	of	generating	income	attached	to	the	asset	other	than	its	
purchase	and	resale,	there	is	a	strong	argument	for	assessing	gains	on	account	of	income	from	a	
business.	
	

																																																													
7	Stewart	v	Canada,	2002	SCC	46.	
8	Supra	note	4	at	s	39(6).	
9	Ibid	at	s	39(4).	



S.	248(1)	of	the	ITA	defines	“business”	as	“an	adventure	or	concern	in	the	nature	of	trade	but	does	not	
include	an	office	or	employment.”10	The	CRA	has	also	stated	that	businesses	are	not	required	to	be	
operated	full-time	or	systematically	for	one	to	be	taxed	as	earning	business	income	and	this	is	
determined	based	on	the	degree	of	activity	and	the	circumstances	of	the	situation11.	Likewise,	losses	
require	a	reasonable	expectation	of	profit	in	order	to	be	considered	a	business	loss,	where	the	individual	
must	demonstrate	a	reasonable	expectation	of	profit	from	the	venture	informed	through	research,	
knowledge,	advice,	business	plans,	etc.	Otherwise,	losses	will	be	deducted	on	account	of	capital.	
	
This	may	be	extended	to	whether	the	purchase	and	disposition	of	a	stock	or	share	that	does	not	offer	
dividends,	and	therefore	does	not	provide	the	holder	some	method	to	passively	generate	revenue,	
would	be	subject	to	the	same	assumption	that	its	purchase	is	with	the	intention	to	make	a	profit.	For	
instance,	some	companies	do	not	offer	dividends	and	some	have	even	specifically	stated	that	they	do	
not	intend	to	pay	dividends	to	its	shareholders.	Purchase	of	these	stocks	would	likely	be	made	with	the	
intention	to	profit	through	its	disposition.	
	
As	capital	income	is	defined	as	income	passively	generated	by	a	capital	asset	over	time,	rather	than	
utilization	of	the	asset	in	production	or	work,	the	ability	to	generate	income	passively	through	the	asset	
and	duration	of	ownership	are	significant	factors.	Cryptocurrencies	are	incapable	of	passively	generating	
income	but	are	also	incapable	of	utilization	for	work.	However,	one	may	equate	the	purchase	and	resale	
of	the	asset	as	such.	Purchase	of	a	stock	or	cryptocurrency	for	long-term	ownership	may	validate	a	
perspective	that	the	increase	or	decrease	in	market	value	is	a	passive	income	or	loss	generated	by	the	
capital	asset,	whereas	a	short-term	ownership	is	likely	to	equate	the	purchase	and	resale	of	the	asset	as	
“work.”	
	
Though	the	law	behind	the	determination	may	be	confusing,	a	checklist	may	be	created	to	clarify	
whether	the	gains	or	losses	from	any	purchase	of	a	cryptocurrency	will	be	taxed	on	account	of	income	
from	a	business:	

(1) The	purchase	is	made	with	the	intention	of	resale	in	the	future;	
(2) Reasonable	expectation	of	profit	solely	arising	from	its	resale	(expectation	of	increasing	future	

market	value),	taking	into	consideration	the	following	factors:	
a. Prior	experience	in	a	similar	market	(amount	of	time	involved	in	the	market	and	return	

on	investment)	
b. Knowledge	(education,	training,	research,	and	advice)	

(3) No	intention	to	hold	the	asset	for	the	purpose	of	obtaining	revenue	other	than	from	its	resale;	
(4) Reasonable	expectation	that	the	asset	will	not	generate	revenue	from	mere	ownership;	and	
(5) Intention	to	dispose	of	the	asset	after	a	short	period	of	ownership.	

	
One	important	factor	to	note	is	that	though	prior	experience	and	knowledge	is	often	considered	as	a	
factor	in	whether	one	will	be	successful	in	their	future	investments,	and	therefore	a	consideration	in	
whether	there	is	a	reasonable	expectation	of	profit,	such	a	factor	is	difficult	to	quantify	and	qualify	in	
consideration	of	a	reasonable	expectation	of	profit.	The	problem	with	generalized	considerations	of	
prior	experience	and	knowledge	is	that	one	may	be	successful	in	trading	in	a	certain	market,	but	not	in	
another.	One	recent	example	is	the	cannabis	industry	–	with	the	impending	legalization	of	recreational	
marijuana,	the	cannabis	securities	market	throughout	late	2017	was	bullish,	a	market	state	where	

																																																													
10	Supra	note	4	at	s	248(1).	
11	Canada	Revenue	Agency,	Interpretation	Bulletin	IT-459,	“Adventure	or	Concern	in	the	Nature	of	Trade”	(8	
September	1980).	



overall	market	prices	are	rising	and	therefore	encouraging	purchase	of	shares,	and	many	new	investors	
have	profited	greatly	from	investing	in	the	industry.	Many	companies	in	the	industry	have	risen	to	
several	times	their	value	during	that	time.	However,	many	new	investors	who	have	been	successful	in	
this	market	also	lack	the	necessary	knowledge	to	properly	invest	in	many	other	markets	–	thus	it	would	
not	be	proper	to	generalize	success	in	a	specific	market	as	indications	of	success	in	all	other	markets.	
Likewise,	losses	in	a	bearish	market,	a	market	state	where	overall	market	prices	are	dropping,	should	
not	be	generalized	to	infer	that	the	individual	is	likely	to	meet	similar	results	in	other	markets.	
	
Where	an	individual	has	little	general	investment	knowledge,	prior	experience	is	an	accurate	factor	
where	it	only	examines	the	return	on	investment	obtained	by	the	individual	and	the	duration	of	time	
that	the	individual	has	spent	researching	and	investing	in	that	particular	market	together	as	a	whole,	
rather	than	as	individual	factors	divorced	from	each	other.	It	would	make	little	sense	to	compare	dollar	
amounts,	as	individuals	who	invest	more	than	others	requires	a	lower	rate	of	return	to	generate	the	
same	amount.	Likewise,	individuals	who	have	invested	themselves	longer	in	a	market,	in	either	a	
financial	or	temporal	sense,	or	both,	have	records	that	will	lead	to	a	more	accurate	assessment	of	a	
reasonable	expectation	of	profit	whereas	individuals	that	have	spent	little	time	in	a	market	cannot	be	
accurately	judged	based	on	a	potential	“one-off”	occurrence.	However,	where	an	individual	has	
extensive	general	investment	knowledge	and	experience	through	education	or	employment,	this	may	
lead	experience	and	knowledge	to	become	a	more	significant	factor	and	weighted	more	heavily	as	a	
factor	in	favour	of	treating	a	gain	as	income	from	a	business.	
	

Loss	of	Access	to	Wallets	and	Reporting	as	a	Loss	
The	anonymous	nature	of	cryptocurrencies	poses	an	issue	to	those	that	lose	information	relevant	to	
accessing	their	account.	As	wallets	are	anonymous,	there	is	no	way	for	one	to	recover	their	keys	other	
than	by	having	pre-existing	copies	of	their	seed.	As	a	result,	one	may	argue	that	if	a	hardware	wallet	is	
destroyed	or	if	they	lose	copies	of	their	seed,	then	they	may	be	able	to	report	this	as	a	loss	or	expense.	
	
However,	this	brings	about	an	issue	of	how	one	can	prove	that	they	have,	in	fact,	lost	complete	access	
to	the	account.	It	is	difficult	to	demonstrate	ownership	where	the	accounts	are	anonymous	by	nature,	
and	even	more	difficult	to	prove	that	one	has	lost	specific	information	with	no	hope	of	retrieval.	There	is	
another	issue	that	arises	in	conjunction	where	one	disposes	of	property	containing	a	copy	of	the	private	
key	or	seeds	and	another	person	obtains	such	property,	gaining	access	to	the	account	and	moves	the	
currency	from	the	account	to	their	own.	Proving	this	is	difficult	as	it	requires	establishing	the	identity	of	
the	recipient	account’s	owner	and	may	be	interpreted	as	the	original	owner	regaining	access	or	hiding	
the	fact	that	they	retained	access	if	transactions	continue	to	occur	after	a	deduction.	
	
A	question	that	arises	is	whether	loss	of	access	to	a	wallet	may	be	reported	as	a	capital	loss.	The	CRA	
uses	language	such	as	“sale”	or	“disposition”	when	referring	to	a	capital	loss,	which	implies	that	there	
must	be	some	transaction	that	leads	to	a	decline	in	value.12	As	the	loss	of	access	to	a	cryptocurrency	
wallet	does	not	involve	some	transaction,	it	can	be	inferred	that	the	loss	of	access	is	ineligible	to	be	
reported	as	a	capital	loss.	However,	cryptocurrency	accounts	are	prone	to	loss	of	access,	whereas	
regaining	access	to	investment	accounts	for	Canadian	securities	is	much	easier.	As	a	result,	there	is	room	
to	debate	whether	these	provisions	should	be	expanded	to	include	loss	of	access	or	expansion	of	
“disposition”	to	include	loss,	though	a	sufficient	level	of	proof	of	loss	must	be	determined.	The	major	
challenge	to	this	argument	is	that	losses	due	to	theft,	fraud,	etc.	are	generally	not	deductible	where	the	
																																																													
12	Canada	Revenue	Agency,	Interpretation	Bulletin	IT-479R,	“Transactions	in	Securities”	(29	February	1984).	



asset	in	question	is	a	personal-use	asset,	and	only	applies	to	losses	incurred	in	the	course	of	earning	
income.	Where	a	cryptocurrency	is	deemed	a	security	in	substance,	an	argument	may	be	made	where	
the	cryptocurrency	issuer	is	located	and	operates	within	Canada	based	on	an	argument	that	the	
cryptocurrency	is	equivalent	to	a	share	or	stock	of	a	Canadian	corporation	in	substance	and	therefore	
eligible	for	a	s.	39(4)	election	under	the	ITA.	
	
This	issue	may	be	extended	to	consider	whether	loss	of	a	wallet	may	be	deductible	as	a	business	
deduction.	Losses	may	be	deductible	from	income	from	a	business	if	there	is	an	inherent	risk	of	that	
type	of	loss	in	the	carrying	on	of	the	business	provided	that	the	loss	is	incidental	to	the	normal	income-
earning	activities	of	the	business.	With	respect	to	cryptocurrencies,	this	generally	includes	activities	such	
as	active	trading	or	mining,	but	other	activities	may	be	considered	if	cryptocurrencies	are	an	accepted	
form	of	payment	such	as	the	sale	of	goods	and	services.	Scenarios	of	loss	would	include	situations	where	
the	cryptocurrency	holder	accidentally	disposes	of	a	device	containing	the	wallet	without	a	backup,	or	
accidentally	loses	a	hardware	wallet	while	transporting	it	for	delivery	without	a	backup.	However,	there	
is	a	question	here	of	whether	negligence	or	lack	of	due	diligence	on	the	part	of	the	holder	that	leads	to	
the	loss	will	negate	a	claim	for	a	tax	deduction.	
	

Loss	Valuation	and	Potential	Applicability	as	a	Tax	Deduction	
Assuming	the	loss	of	a	wallet	is	generally	tax	deductible,	valuation	of	the	lost	asset	comes	into	issue.	
There	are	three	scenarios	that	should	be	treated	differently	in	valuation	depending	on	how	the	asset	
was	obtained,	including:	

(1) Purchase	of	cryptocurrency	
(2) Mining	of	cryptocurrency	in	a	commercial	manner	
(3) Mining	of	cryptocurrency	as	a	hobby	

	
It	is	most	appropriate	to	value	a	loss	where	the	value	can	be	precisely	ascertained	due	to	certainty	of	
value	and	lack	of	incentive	to	report	a	more	advantageous	time.	This	points	to	a	valuation	based	on	the	
value	at	the	time	of	initial	acquisition,	rather	than	at	the	moment	the	individual	became	aware	or	
“realized”	the	loss.	When	considering	the	applicability	of	deductibility,	consideration	of	the	impact	on	
taxation	and	the	individual	should	be	kept	in	mind.	
	
With	a	purchase	of	cryptocurrency	from	an	exchange	or	via	ICO/ITO,	due	to	availability	of	information	
regarding	purchase	time	and	fair	market	value	being	easily	accessible,	valuing	the	deduction	being	equal	
to	the	amount	spent	to	acquire	the	asset	is	most	appropriate.	The	purchaser	will	incur	a	loss	equal	to	
the	purchase	amount,	and	permitting	a	tax	deduction	will	revert	such	a	loss	to	place	the	individual	back	
to	their	initial	financial	position.	
	
Where	an	individual	is	engaged	in	mining	cryptocurrencies,	they	are	generating	value	that	is	taxable	if	
done	in	a	commercial	manner,	and	non-taxable	if	done	as	a	hobby.	When	mining	is	done	in	a	
commercial	manner,	a	deduction	is	generally	permitted	by	the	CRA	if	the	loss	was	incurred	in	the	course	
of	conducting	business.	On	the	other	hand,	an	individual	engaged	in	hobby	mining	is	engaging	in	a	non-
taxable	activity,	thus	it	would	not	make	sense	to	permit	such	an	individual	the	benefit	of	reporting	a	loss	
as	a	tax	deduction.	To	do	so	would	be	to	provide	a	greater	advantage	on	loss	than	on	proper	sale,	and	
an	advantage	over	those	engaged	in	mining	in	a	commercial	manner.	
	



Applicability	of	Criminal	Law	to	Cryptocurrencies	and	Exchanges	
As	some	cryptocurrencies	may	qualify	as	a	“investment	contract”	under	the	test	in	Pacific	Coast	Coin	
Exchange	of	Canada,13	there	is	a	question	of	whether	Criminal	Code	provisions	within	Part	X	relating	to	
securities	and	investment	contracts	may	be	applied	to	cryptocurrencies	that	possess	such	qualities	in	
substance,	and	whether	cryptocurrency	exchanges	that	deal	with	such	securities	may	be	considered	
“stock	exchanges”.	
	
For	instance,	the	terms	“stock”,	“shares”,	or	“share	of	stock”	used	in	Criminal	Code	provisions	such	as	s.	
383	and	384	are	used	in	context	of	securities	and	stock	market	transactions.14	The	provision	regarding	
insider	trading	contains	language	such	as	“investment	contract”,	“security”,	and	“stock	exchange.”15	
Though	the	test	used	by	the	CRA16	specifies	the	applicability	of	securities	law	and	it	is	not	specifically	
stated	that	cryptocurrencies	are	included	within	Criminal	Code	provisions,	it	may	be	appropriate	to	do	
so	when	looking	at	the	intent	of	the	language	and	the	similar	substance	of	securities	and	
cryptocurrencies,	as	well	as	the	fact	that	the	functionality	of	stock	exchanges	and	cryptocurrencies	are	
similar.	
	
Though	cryptocurrencies	may	not	have	been	in	contemplation	when	these	Criminal	Code	provisions	
were	introduced,	the	language	infers	an	intent	that	the	trading	of	goods	that	are	“securities”	or	
“investment	contracts”	over	a	medium	that	may	be	considered	a	“stock	exchange”	in	substance	are	to	
be	included.	Considering	that	insider	knowledge	allows	an	individual	to	obtain	an	advantage	over	
others,	distinguishing	between	“stock	exchange”	and	“cryptocurrency	exchange”	based	merely	on	name	
alone	would	permit	individuals	to	take	advantage	of	such	knowledge	in	cryptocurrency	trading.		The	
term	“stock	exchange”	is	also	not	defined	within	Criminal	Code	s.	379,17	which	may	permit	the	language	
of	the	related	provisions	to	be	expanded	to	include	institutions	that	are	stock	exchanges	in	substance.	
	

Blockchain	Ledgers	as	Evidence	in	Criminal	Investigations	and	Trials	
The	anonymous	nature	of	cryptocurrencies	makes	it	attractive	to	support	illegal	activities	such	as	the	
purchase	of	illicit	goods	or	services.	In	criminal	investigations	and	trials	where	a	relevant	party	or	person	
with	a	transactional	relationship	with	a	relevant	party	has	purchased	or	sold	illegal	goods	or	services	via	
cryptocurrencies,	identification	of	wallet	holders	becomes	important;	it	assists	in	identifying	parties	that	
have	made	transactions	with	individuals	convicted	of	distribution	of	illegal	goods	or	providing	illegal	
services.	
	
Given	the	difficulty	in	identifying	wallet	owners,	it	is	challenging	to	determine	the	purpose	of	specific	
cryptocurrency	transactions,	even	if	they	have	been	used	as	a	payment	method	for	the	purpose	and	sale	
of	illegal	goods	and	services.	As	a	result,	it	is	difficult	for	blockchain	ledgers	to	be	considered	proof	of	
wrongdoing	without	additional	evidence.	Evidence	that	payment	could	not	have	been	made	via	cash	or	
bank	transfer	would	increase	the	probability	that	payment	was	made	via	some	other	channel.	Relevant	
evidence	would	include:	the	verification	of	other	party’s	identity	to	a	transaction	of	illegal	goods	or	
services	as	a	purchaser	or	provider,	the	lack	of	transactions	in	banking	statements	that	would	indicate	a	

																																																													
13	Supra	note	1.	
14	Criminal	Code,	RSC	1985,	c	C-46,	s	382.	
15	Ibid	at	s	383-384.	
16	Supra	note	2.	
17	Supra	note	14	at	s	379.	



transfer	of	funds	to	or	from	another	individual,	the	lack	of	withdrawal	or	deposit	of	funds	around	the	
time	that	the	transaction	occurred,	and	the	proof	of	a	cryptocurrency	transaction	between	the	two	
parties.	Such	evidence	increases	the	value	of	blockchain	ledgers	as	corroborative	evidence	that	
cryptocurrencies	were	used	as	a	payment	method.	
	
However,	search	and	seizure	rights	under	s.	8	of	the	Charter	may	also	be	affected	by	an	investigation	to	
obtain	such	evidence.	S.	8	states	that	“everyone	has	the	right	to	be	secure	against	unreasonable	search	
or	seizure.”18	In	R	v	Dyment,	seizure	was	defined	as	“taking	of	a	thing	from	a	person	by	a	public	authority	
without	that	person's	consent”,19	and	was	further	narrowed	to	specify	property	taken	to	further	
administrative	or	criminal	investigation	in	Quebec	(Attorney	General)	v	Laroche.20	Given	the	public	
availability	of	blockchain	ledgers,	it	is	unlikely	that	obtaining	the	transaction	records	of	a	cryptocurrency	
account	would	effect	a	seizure	within	the	term’s	meaning	under	s.8	of	the	Charter,	nor	would	it	invoke	
privacy	considerations	due	to	the	lack	of	identifiable	information.	
	
Assuming	that	one	has	been	charged	with	a	crime	on	reasonable	grounds	and	the	blockchain	ledger	is	
used	as	evidence,	there	is	a	question	of	whether	police	authorities	may	seize	some	or	all	
cryptocurrencies	originating	from	one	or	more	sources	within	the	accused’s	relevant	cryptocurrency	
account,	or	even	the	account	itself,	for	investigative	purposes.	One	may	argue	that	seizure	of	
cryptocurrencies	outside	of	the	transactions	used	as	evidence	within	an	account	or	the	account	itself	
may	constitute	unreasonable	seizure,	breaching	s.	8	if	the	individual	has	purchased	cryptocurrencies	for	
personal	investments,	or	that	there	is	no	need	to	seize	a	cryptocurrency	account	as	blockchain	ledgers	
do	not	effect	a	seizure	under	s.8	and	the	seizure	of	the	assets	is	highly	unlikely	to	further	the	
investigative	purpose	of	the	police.	On	the	other	hand,	it	may	not	be	reasonable	to	require	the	Crown	
and	police	authorities	to	isolate	and	seize	the	exact	amount	that	is	at	issue,	and	it	may	not	be	fair	to	
limit	the	ability	of	authorities	to	conduct	seizures	where	there	may	be	a	reasonable	apprehension	that	
the	account	will	be	drained	of	its	assets	by	an	associated	party.	
	
How	seizure	of	a	cryptocurrency	wallet	would	be	performed	is	an	important	issue,	especially	in	
suspicions	of	money	laundering,	as	assets	within	cryptocurrency	wallets	may	not	be	frozen	in	a	
traditional	manner	such	as	those	in	a	financial	institution.	As	the	asset	is	decentralized	in	nature,	there	is	
no	third	party	managing	the	asset	of	the	individual.	Thus,	it	would	be	difficult	to	perform	a	seizure	other	
than	the	seizure	of	the	storage	device,	or	accessing	the	online	storage	device	via	the	internet.	However,	
such	a	seizure	is	very	intrusive,	and	unless	police	have	a	warrant,	they	may	not	be	permitted	to	perform	
such	a	seizure	without	reliable	information,	giving	the	officer	reasonable	grounds	to	suspect	that	the	
individual	had	been	engaging	in	criminal	activity.21	

Conclusion	
The	anonymous	and	decentralized	nature	of	cryptocurrencies	creates	difficulty	in	effectively	taxing	the	
digital	commodity	and	limits	its	use	in	criminal	proceedings.	The	CRA	has	multiple	options	of	clarifying	
taxation	treatment,	such	as	requiring	the	completion	of	new	forms,	inclusion	of	cryptocurrencies	into	
existing	forms,	or	notices	that	delineate	a	clear	test	to	differentiate	income	from	business	and	capital	in	
purchase	and	resale	of	cryptocurrencies.	In	general,	clarification	of	current	laws	to	include	
cryptocurrencies	are	likely	to	arise	through	common	law.	
																																																													
18	Constitution	Act,	1982,	RSC	1985,	App	II,	No.	44,	Sched	B,	Pt.	I,	s	8.	
19	R	v	Dyment,	[1988]	2	SCR	417,	at	para	37.	
20	Quebec	(Attorney	General)	v.	Laroche,	[2002]	3	SCR	708	at	para	53.	
21	R	v	Collins,	[1987]	1	SCR	265,	at	paras	24-25.	


