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what can it do for 
voice surveillance 
on trading floors?
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1. Who is this ebook for?
This ebook has been written specifically for compliance, surveillance and technology 
professionals from the financial industry who want to learn how detecting language 
switching in communications can help minimise risk at their institutions as well as un-
derstand both the use and current challenges of the most up to date technology be-
hind it. This ebook also offers a look at what the future holds for state-of-the-art voice 
surveillance regtech.

2. What are you going to learn 
in this ebook? 

  What language switching means for surveillance and its use in com-
munications

  The technology behind language switching and its application in trad-
ing floor environments

  The business value and benefits of language switching solutions for 
financial institutions
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3. The regulatory landscape
With the implementation of a series of new anti-fraud legal measures, financial 
institutions must comply with more rigorous, thorough regulatory demands. In 
Europe, these requirements include MiFID II and MAR.  

Whereas in the United States, the CFTC and the SEC have issued various rules on 
the basis of Dodd-Frank to promote transparency and market stability. Failure to 
comply with such regulatory obligations can result in sizeable penalties. 

In recent years, the FCA in the UK has fined Deutsche Bank and Barclays, in 
addition to a string of other financial entities, for failing to adequately implement 
and oversee anti-fraud measures. More recently in January 2018, the British 
regulator fined Interactive Brokers over £1 million for failing to identify and report 
suspicious transactions. 

The CFTC has also recently issued substantial fines to a number of leading 
banks, including JP Morgan Chase. In June 2018, the bank was fined $65 
million for attempted market manipulation. In this case, the evidence to prove 
wrongdoing included voice recordings of traders employed by the bank. It is 
also worth noting that both the FCA and the CFTC have applied reduced fines to 
financial institutions that have cooperated in the investigations.

Rogue traders use increasingly sophisticated methods to circumvent surveillance 
systems and conceal their intentions, such as vocal communication techniques. 
Not only can a failure to adequately govern anti-fraud measures result in massive 
fines, but a financial institution can suffer other consequences too, including 
reputational damage and possible increased regulatory oversight. 

With an unprecedented level of competition from fintech and alternative financial 
services providers, the threat of fines and their associated consequences is 
increasingly problematic for financial institutions. As a result, technology-led 
surveillance to stamp out suspicious behaviour and greatly reduce the risk of 
regulatory fines has become a pressing matter of business importance.
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4. What language switching 
means for surveillance

Language switching, also known as code switching, is the use of two or more 
languages in the same conversation. In trading floor environments, it is generally 
used to hide information and bypass surveillance systems.

For some traders, however, it is perfectly normal to speak in various languages or 
primarily in one language but intersperse their speech with words and phrases 
from another. In a region or country with more than one official language, 
switching between tongues is common. A Belgian, for example, might switch 
between French and Flemish, or a Swiss between two or more of the country’s 
four official languages. 

In other instances, it is commonplace to find foreign nationals speaking their own 
language and that of their host country. As an illustration, a French trader working 
in London may well use both French and English throughout the day. The difficulty 
for surveillance teams comes when trying to detect if this trader is saying 
something they shouldn’t, such as using foul language or disclosing confidential 
information in another language. 

Without software that identifies language switching on the trading floor, financial 
organizations are exposed to a greater risk of missing market manipulation 
or rogue trading malpractices and therefore not comply with their regulatory 
obligations. This happens because traders able to communicate in more than 
one language can feel safe in the knowledge that it is unlikely to trigger any 
suspicious behaviour alert in the surveillance system.

In response to improving surveillance abilities thanks to advances in technology, 
fraudsters are forced to come up with new methods to game the system. By 
stamping out the threat that language switching presents, financial institutions 
make it even harder for rogue traders by gaining comprehensive control over 
trading floor communication, in which suspicious comms cannot escape 
surveillance whatever the language in use.
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5. Application in v-comms and 
e-comms

Language switching can take place in both e-comms and v-comms. Each 
channel presents different concerns that significantly impact how surveillance 
and compliance teams can effectively address their needs.
 
Although traders might use language switching in e-comms to avoid surveillance 
systems, which use Natural Language Processing (NLP) trained for a single main 
language only, they always leave a written trace in the second, or ‘switched to’, 
language. Searches and investigations on that written content can easily be 
performed by an analyst who is fluent in the ‘switched to’ language.

As traders using language switching try to mask misconduct, such as market 
manipulation or sharing unauthorized trading information, they are fully conscious 
of the existence of surveillance systems. They attempt to take advantage of the 
gaps in these systems and try to avoid detection, knowing that e-comms are 
most likely to be monitored but that voice channels are much more challenging 
to monitor. 

Detecting language switching only in written communications without covering 
voice would open up additional avenues for rogue traders to roam unsupervised. 
It’s already common knowledge that voice attachments and voice messages are 
typical features of email and growing in popularity among traders. Chat systems 
that use voice messaging have also been widely adopted by traders in specific 
regions such as APAC.
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6. Language switching at its 
core: the technology behind it

The reasons language switching is much more difficult to spot in voice comms 
because many different technologies need to come together to provide 
surveillance teams with an exhaustive, reliable and trustworthy solution.

  Speech signal analysis: Detecting language switching in an audio 
recording requires speech signal analysis which involves sophisticated 
evaluation of the frequencies found in an audio file.

  Modelling of the polyphones or sequence of sounds: Identifying the 
languages involved in v-comms requires modelling of the polyphones or 
sequence of sounds used in the different languages in order to compare 
any given sound to various acoustic models.

  Considering content in its entirety: Understanding all content, and not 
leaving anything out of the scope of the surveillance solution (which can 
happen without any language switching capabilities), so alerts can be 
triggered, searches can be performed, and cases can be escalated and 
documented.

To give you a glimpse into the difficulties of integrating all these AI pieces 
together, we have examined two approaches to language identification and 
analysis.

This model takes speaker characteristics 
into acount. Systems using multilingual 
acoustic models considering phonemes or 
polyphones adapted to a set of speakers 
have shown very good results in academic 
works. Nevertheless, the approach can be 
too rigid for environments such as trading 
floors. This is due to the fact that traders 
and bank employees often change roles 
or functions and therefore, their desks or 
places of work can also change frequently. 
Re-training the system, using Machine 
Learning (ML), every time a new trader joins 
a team is simply not an option for a number 
of reasons, including time and cost.

In contrast to the acoustic model, the 
modular approach uses speaker-
independent mono lingual transcribers. It 
represents a chained system performing 
language identification at the beginning, 
then transcribing the language and finally 
applying NLP to analyse the transcribed text. 
This model chains errors and a language 
identification error in one segment will 
cause the unit to be transcribed in the 
wrong language. Treating data this way 
allows a speaker-independent approach 
which provides the highest accuracy output 
in the target language without the need to 
adapt the ML model to individual speakers.

multilingual acoustic model modular approach

language identification and analysis
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7. Making it work in the trading 
floor environment

Language switching is generally considered problematic as it tends to involve 
under-resourced languages; this means that there is not much data available 
for these languages in a machine-readable format. This data is often referred 
to as corpus, or the collection of audios, texts and data relevant to language 
switching. Public corpus for language switching is very limited and usually 
reduced to a pair of languages.

If we look for corpus specifically adapted to the trading floor environment, the 
shortage is even more palpable. As with any ML-based technology, being able to 
rely on data relevant to the task - in this case trading floor surveillance - is key to 
the successful implementation of the system. 

Aside from the very limited language corpus, addressing language switching is 
very challenging from a technical perspective for several reasons. 

The first demanding 
task is defining the 
most relevant piece 
of the language, also 
called unit, which will 
include each detected 
language and therefore 
demonstrate that the 
language has in fact 
been switched.

Units are pulled apart 
using segmentation 
technology that needs 
to be tuned and 
adapted to detect 
whether the unit is to be 
labelled as a word, a 
sentence, or an intent. 
Depending on the 
targeted unit and the 
possible languages, 
segmentation 
engines use different 
approaches such as 
intonation, duration and 
number of words.

Another challenge is 
balancing accuracy 
with processing 
speed. Therefore, 
strategies such as 
reducing the number 
of possible languages 
in which the unit can 
be identified and 
considering the traders 
to be monitored are of 
interest. Once again 
careful understanding 
of the trading floor 
environment is key to 
figuring out the best 
configuration.

1 2 3
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8. Avoiding false positives
Not all language switching is indicative of suspicious behaviour. For this reason, 
it is paramount that the system doesn’t create extra work for those managing 
control and risk. There are some key linguistic factors to ensure the system 
doesn’t generate unnecessary or incorrect alerts, or false positives. For example, 
in many languages, English words and terminology are interspersed between 
words and phrases in the local language. This usually occurs when there isn’t a 
quick literal translation available or when it’s simply easier to say it in English.

Here are two simple examples. In French and Spanish, the English word “trader” 
is consistently used instead of the longer local translation. In many parts of 
Asia, particles of the local languages are used by local speakers using English 
to communicate. For instance, the particle “lah” in Malay or Malaysian and 
in Singapore English is used to indicate tone of voice without changing the 
meaning.

These utterances are not aimed at hiding information or circumventing 
surveillance systems. They are simply part of a region’s trading jargon. These 
cases, therefore, should not trigger an alert or affect components of the 
subsequent modules used in the analysis, including LVCSR* or more commonly 
known as speech-to-text, NLP, and intent detection.

For any communication to be identified as either suspicious or ordinary, the 
surveillance solution needs to allow non-relevant language switching events to 
be excluded, such as the previously mentioned use of the English word “trader” 
in French communications.  Accurate tuning of the software is vital to avoid 
generating false positives in the detection algorithm.

*LVCSR, Large Vocabulary Continuous Speech Recognition
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9. From tech accuracy 
to business value

When deciding the best technology strategy, the decisive metric should be the 
ultimate value the solution will provide to the end user.

For this reason, performance indicators need to be defined. These indicators 
should be aligned with the value the system is intended to provide, and different 
algorithms and strategies should be evaluated taking this into consideration.

The first benefit customers are looking for is minimising risk by having an 
accurate transcription that allows analysts to define relevant surveillance alerts. 
In this case, performance of the language identification algorithms is usually 
measured together with the performance of the LVCSR engine that provides the 
transcription in a system where both the language identification module and 
the transcriber are integrated. Metrics such as WER are usually employed for 
this. This presents specificities in languages like Mandarin and Japanese, where 
characters or hiragana-based error rates are used instead.

Nevertheless, WER may not always be the right metric, as simply detecting that 
language switching has taken place is already of interest for surveillance teams. 
In this case the metric will no longer be WER but rather, language identification 
accuracy rate instead. Meaning, the ratio between all language segments 
correctly identified by the system and all existing language segments.



11

v

10. State-of-the-art technology 
and the challenges ahead

Language switching technology currently allows some forward looking FIs to 
capture and make sense of communications in multiple languages. Because of 
having surveillance solutions with language switching detection capabilities, these 
pioneers benefit not only from understanding those segments their surveillance 
software can identify, but from having a clear view of the whole communication, 
reducing operational risk and prevent fraud. 

This state-of-the-art technology is now available as part of the Fonetic Trade 
Comms Suite for all main languages used on any trading floor, including English, 
French, Portuguese, Mandarin, German, Russian and Spanish, allowing for different 
dialects of a language, such as the numerous forms of Spanish or English. 

Should the need for language switching technology of a less common language 
arise at an organisation, it can be incorporated relatively quickly: training a new 
language typically takes between four and six weeks. This training period allows 
the language identifier feature to gain sufficient exposure to then be able to 
monitor the language when spoken on the trading floor.

Values for performance indicators such as WER and LID accuracy rate vary with 
the quality of the audio (generally, more noisy environments reduce accuracy 
and increase WER). For telephony audio in production systems, WER can be 
around 15% (85% accuracy) and language identification accuracy rate around 
80% for a standard trading floor setup.

Typically, these numbers are expected to improve in three ways:

Exposure to the 
specific trading floor 
communications, 
providing data 
and experience for 
customized upgrades.

ML improvements 
in speech segment 
analysis in noisy 
environments. This 
progress will sharpen 
overall accuracy and 
minimise the impact 
of normal background 
noise in trading floors.

In addition to this, 
better audio quality 
in the trading floor 
would also improve 
LID accuracy rate and 
minimise WER.
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11. Benefits of language 
switching solutions 
for financial institutions

Here are some of the most important benefits language switching technology 
affords FIs:

1. Minimise risk thanks to faster case 
analysis
Voice capture continues to present serious problems for financial entities, as 
many have not implemented strong language switching capabilities. 

All language switching can now be identified and reviewed by skilled analysts 
much easier and faster, therefore allowing detecting suspicious behaviour and 
escalating or closing more cases in less time. 

Furthermore, the more true positive alerts – which inevitably means fewer false 
positives - a surveillance team receives, the more likely it is to identify fraud or 
any other suspicious behaviour in future analysis, and as a result wrap up cases 
more efficiently.

2. Scalable and consistent surveillance
Given the vast amounts of communications to be processed and the 
technology-dominant nature of modern-day trading, the only way to guarantee 
efficient language switching surveillance is through technology.

This technology allows consistency by applying the same criteria to the analysis 
in an automatic and scalable way, being able to increase the workload without 
the need to train new analysts in this very specialised task. With this automation, 
surveillance professionals can now focus on analysing those cases that are 
significant instead of looking for a needle in a haystack.

3. An agent for behavioural change
An important benefit for any financial institution is the technology’s role as a 
deterrent against rogue trading. Its very presence tends to significantly reduce 
the possibility of suspicious behaviour, as traders know that it is in place to 
identify and stop fraud caused by switching languages when speaking.

In addition to helping organizations comply with regulators, language switching 
technology creates considerable value in other ways too. Its integration leads 
to increased workflow efficiencies and reduced costs. What’s more, it isn’t just of 
interest to monitor traders’ behaviour, but also it is of interest for all other bank 
employees subject to regulation. 
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12. The final word
Chat room and other written forms of communication have of course been 
used as incriminating evidence to catch rogue traders in a number of high-
profile cases in recent years. However, the most difficult form of communication 
to monitor across trading floors effectively is voice. As the industry saw earlier 
in 2018 with the fraud case that led to a $65 million fine for JP Morgan Chase, 
voice communication and audio recording has increased in use as incriminating 
evidence. 

While surveillance technology has evolved to provide sophisticated voice 
surveillance solutions, the problem of language switching has persisted. But now, 
this no longer need be the case thanks to technological advances. An industry-
wide adoption of voice surveillance technology with a language switching 
feature is now inevitable, and any financial institution that goes without will find 
itself at a considerable disadvantage in terms of compliance, technology, and 
perhaps most importantly of all, business competitiveness.

13
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About Fonetic Trade Comms Suite
Fonetic Trade Comms Suite is a surveillance and compliance platform helping 
financial institutions to mitigate risk. Trade Comms Suite includes world class 
voice analysis tools that automatically link all v-comms and e-comms from 
the trading floor with their trades to give continuous and customisable insights 
and alerts through a highly intuitive user interface. Trade Comms Suite uniquely 
allows language switching detection across 20+ languages/dialect combinations.

About Fonetic
Fonetic is a leading provider of compliance and surveillance technology solutions 
across all communications channels. Experts in voice analytics, the company 
currently monitors 250M voice comms per year with very high accuracy in 22 
languages, from French to Mandarin, including different variations of English. 
Fonetic has pioneered the use of speech technology and Natural Language 
Processing (NLP). Its voice solution identifies different languages in the same 
conversation, being able to detect language switching. In addition, a unique 
proactive trade reconstruction engine serves as an invaluable tool for risk 
mitigation to ensure trade floor regulatory compliance across the world.
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https://www.fonetic.com/en-gb/trading-floor/

