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Failure to Diagnose Cancer

Breast, colorectal and prostate cancers 
are responsible for a majority of failure to 
diagnose cancer claims.  Read about risk 
factors and risk management recommen-
dations for these three types of cancer.
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Using Social Media in 
Medical Practice

Learn what some leading physician orga-
nizations advise regarding the use of 

social media in medical practice.
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New ELM Exchange 
Online Courses for 2015

For 2015, the PRF Risk Management & 
Education Committee has selected four 

online courses for 2015. This article 
describes each course and explains why 
it makes good sense to sign up for these 

ELM Exchange courses.

4

A physician’s failure to diagnose can-
cer continues to be responsible for 
the initiation of a significant num-
ber of legal actions for malpractice. 

The three cancers that are responsible for the 
majority of failure to diagnose cancer claims 
are breast, colorectal and prostate.

BREAST CANCER

Breast cancer is by far the most common 
cancer in women and the second leading cause 
of cancer death (after lung cancer). Screening 
and early detection provide the best opportu-
nity for cure or reduced mortality. Screening 
includes identification of high-risk women, self 
breast exam, mammography, and clinical 
breast exams by a healthcare professional. The 
goal of screening is to identify a potentially 
malignant tumor before it becomes palpable. 
Given that the life-time risk of breast cancer 
for all women is 12 percent, no woman can be 
truly said to be at low risk; however there are 
many historical and clinical factors that can 
raise an individual’s risk even higher.  

Risk factors for women at moderate risk 
(15-20 percent lifetime risk) include:
 ➤ Non-first-degree relative with breast 

cancer
 ➤ Increased breast density on mammog-

raphy
 ➤ Previous abnormal breast biopsy
 ➤ No full-term pregnancy or first full-term 

pregnancy after 30
 ➤ First menstrual period before age 12 or 

menopause after age 55
 ➤ Obesity
 ➤ Alcohol use
 ➤ Long-term hormonal therapy

Risk factors for women at high risk (20-25 
percent lifetime risk) include:

 ➤ First-degree relative with breast cancer

 ➤ Lobular carcinoma in-situ or atypical 
hyperplasia

 ➤ Thoracic radiation

 ➤ BRCA 1 and 2 positivity (40-65 percent 
lifetime risk)

Many governmental and medical profes-
sional organizations offer breast cancer screen-
ing protocols (see Table 1 on page 3). Yet few 
physicians report actually using an office-based 
protocol for cancer screening. Of those who 
do, many follow the recommendations of the 
American Cancer Society (ACS). Individual 
risk assessments should determine when to 
initiate screening for women who are at higher 
risk. Global risk assessment tools such as the 
Gail Model have little clinical predictive utility. 
Increased breast density on mammography is 
associated with a four-fold increase in breast 
cancer risk. Although breast MRI doubles the 
diagnostic sensitivity of the radiographic breast 
examination, it is not recommended for screen-
ing the general population because of its higher 
cost and false positive rate.

Be sure to follow these risk management 
recommendations:

Palpable breast masses should always be 
sent for imagining and biopsy. The only pos-
sible exception is a cystic mass in a premeno-
pausal woman who has no moderate or high 
risk factors. These women may be observed for 
a few menstrual cycles to allow a simple cyst to 
resolve. Postmenopausal women should be re-
ferred immediately. Cysts can be aspirated to 
rule out malignancy, but follow-up is necessary 
to detect a cyst recurrence. A single exam for a 
significant complaint is inadequate. 

Negative imaging does not exclude breast 
cancer. Ten to twenty percent of palpable 
breast cancers are not detected by imaging. 

(continued on page 3)

Any mass unexplained by imaging should be 
biopsied in a timely fashion. 

A tracking system should always be used 
to ensure compliance with recommendations 
and follow-up.

In summary:
 ➤ Implement screening guidelines

 ➤ Assume cancer until disproven

 ➤ Follow breast masses aggressively

 ➤ Biopsy palpable lesions

 ➤ Thoroughly evaluate a patient’s com-
plaint 
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Using Social Media in Medical Practice
ROBERT D. NACHTIGALL, MD

It is estimated that 90% of physicians use 
some form of social media for personal 
use and almost two-thirds use social 
media for professional use as well. 

Examples of social media include Facebook, 
Twitter, YouTube, and Spotify while popular 
professionally-oriented sites include LinkedIn 
and Doximity. This unprecedented connectivi-
ty opens new opportunities and challenges for 
physicians as they interact with patients and 
communicate with peers and the public. 
Recognizing the unforeseen and novel legal 
and ethical pitfalls that may arise, the 
American College of Obstetrics and 
Gynecology (ACOG), American College of 
Physicians (ACP), and Federation of State 
Medical Boards (FSMB) have issued position 
papers and guidelines addressing the appropri-
ate use of social media in medical practice.   

ONLINE COMMUNICATION – 
RISKS AND GUIDELINES 

At present there is little legal precedent to 
define precisely what is safe in online commu-
nication. Social media use presents several 
challenging issues including the extent of pro-
fessional boundaries and the protection of pri-
vacy and confidentiality of patients. Over 90% 
of state medical licensing authorities report 
taking disciplinary actions over online physi-
cian behavior including  inappropriate contact 
or communication with patients, online viola-
tions of patient confidentiality, inappropriate 
prescribing, misrepresentation of credentials or 
clinical outcomes, failure to reveal conflicts of 
interest, posting derogatory remarks regarding 
a patient, online depiction of intoxication, and 
discriminatory language or practices online. 
These violations can and have resulted in li-
cense limitation, suspension, or revocation. 
The recently developed FSMB guidelines en-
courage physicians to:
 ➤ Protect the privacy and confidentiality 

of their patients

 ➤ Avoid requests for online medical 
advice

 ➤ Act with professionalism and maintain 
proper boundaries within the physi-
cian-patient relationship

 ➤ Be forthcoming about their employ-

ment, credentials, and conflicts of 
interest

 ➤ Be aware that information posted 
online may be available to anyone, and 
can be misconstrued

The ethical standards that govern an ac-
ceptable online physician-patient relationship 
are the same that apply to face-to-face commu-
nication. Physicians should never post com-
ments about specific patients or work-related 
activity or incidents on social media. 
Physicians should also avoid answering specif-
ic medical questions or giving specific medical 
advice online to individuals who are not al-
ready their patients. On the other hand, com-
munication with established patients is not 
discouraged as long as the communication is 
included and archived in the patient’s electron-
ic medical record (EMR) and is compliant with 
HIPAA guidelines.

PROFESSIONAL WEB PAGES

A professional web page can be a useful tool 
for providing information, appointment sched-
uling, description of areas of specialization, and 
links to online medical resources. Any informa-
tion that is provided should be accurate, con-
cise, and up-to-date and should clearly indicate 
whether it is based upon scientific studies, ex-
pert consensus, professional experience, or per-
sonal opinion. Whenever possible, links should 
be to peer-reviewed medical literature. Phy sic-
ians are obligated to disclose any financial, pro-
fessional or personal interests in any product or 
service referenced on their site.

PROFESSIONAL SOCIAL 
MEDIA 

While social media sites such as Facebook 
may serve as a replacement for a professional 
web page or as an additional outlet for other 
information, such as a blog, the ability to reach 
a wide audience also carries the risk that out-
siders could interact with the site and post un-
wanted or inappropriate comments or photos. 
Maintaining separate personal and professional 
profiles for online posting may help to avoid 
blurring boundaries in interactions with pa-
tients and colleagues. For this reason, pass-

word-protected professional social media sites 
such as LinkedIn and Doximity may be prefer-
able to a personal social media profile for pro-
fessional communication. 

PERSONAL SOCIAL MEDIA 

Many physicians have personal social 
media profiles. Regardless of its intended use, 
there is always the risk that personal informa-
tion could end up becoming available to the 
public at large. For this reason physicians 
should limit access to their personal informa-
tion to close family and friends.

PERSONAL INTERACTION 
WITH PATIENTS ON SOCIAL 
MEDIA

Physicians should not share more personal 
information on-line through a personal profile 
on Facebook, Twitter or YouTube than they 
would in person. When receiving a “friend” re-
quest from a patient on Facebook (as one-third 
of physicians have), it is recommended that 
physicians encourage patients to “follow” their 
professional social media profile instead. 
Physicians should refrain from visiting the 
personal media profiles of their patients or pa-
tients’ families as well. Physicians are discour-
aged from interacting with current or past pa-
tients on personal social networking sites such 
as Facebook. Physicians should only have on-
line interaction with patients when discussing 
the patient’s medical treatment within the phy-
sician-patient relationship, and these interac-
tions should never occur on personal social 
networking or social media websites.

How physicians and patients utilize online 
resources will undoubtedly change over time as 
technological and social trends evolve. These 
guidelines represent only a starting point that 
will be modified and adapted as technology ad-
vances and best practices emerge. n

Dr. Nachtigall is the editor of PRF News and a 
member of PRF’s Risk Management & Education 
Committee.
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 ➤ Remember that men can have breast 
cancer, too

 ➤ Do not rely on a negative radiographic 
study

 ➤ Document patient conversations and 
follow-up instructions

 ➤ Do not place the burden of follow-up 
on the patient

 ➤ Employ a tracking system

COLORECTAL CANCER

Colorectal cancer (CRC) is the leading 
cause of cancer death in non-smokers. It is es-
timated that 85 percent of CRCs begin as pre-
cancerous polyps. Approximately 60percent of 
CRCs are preventable with periodic screening 
and the removal of pre-cancerous polyps. 
Early detection improves survival. There is 
general agreement with ACS screening guide-
lines, which state that screening should com-
mence at age 50 for those at average risk. 
Screening tests able to detect polyps as well as 
cancer include sigmoidoscopy, colonoscopy, 
double-contrast barium enema, capsule en-
doscopy, and CT colonography. Less invasive 
modalities such as fecal DNA and immuno-
chemical tests should be offered to patients 
who decline colonoscopy, although these tests 
may detect cancers but not pre-cancerous le-
sions.

Risk factors for CRC include:
 ➤ Inflammatory bowel disease (ulcerative 

colitis, Crohn’s disease)

 ➤ Personal history of CRC or adenoma

 ➤ CRC diagnosed under age 50 in a first-
degree relative

 ➤ Two or more first-degree relatives with 
CRC

 ➤ Family history of a hereditary CRC 
syndrome (FAP, HNPCC)

 ➤ Women with uterine or ovarian cancer 
under age 50

 ➤ Personal history of breast cancer

Those patients with positive risk factors 
should be offered earlier and more frequent 
screening as recommended by the ACS.  Rates 
of CRC screening lag behind breast cancer 
screening. Failure to undergo testing in a time-
ly fashion based on screening recommenda-
tions and family history has been responsible 
for an increase in malpractice claims. Because 
of a false negative rate of two to 12percent for 
lesions more than 1 cm, persistent symptoms 
after a negative colonoscopy should continue 
to be investigated. Following a negative screen, 
it is good practice to perform annual rectal 
exams and fecal occult blood testing.

Risk management recommendations in-
clude:
 ➤ Take an accurate family history

 ➤ Follow accepted screening guidelines

 ➤ When acting as a PCP, maintain the 
same standards

 ➤ Evaluate rectal pain and bleeding

 ➤ Do rectal exams with every physical 
exam

 ➤ Document recommendations for 
screening

 ➤ Refer appropriately

 ➤ Employ a tracking system 

PROSTATE CANCER

Prostate cancer is by far the most com-
mon cancer and second leading cause of can-
cer deaths in men (again, after lung cancer). 
Because of the controversy over the value of 

using prostate specific antigen (PSA) for 
screening, no major medical organization 
currently mandates PSA testing for routine 
screening of men. In an attempt to improve 
specificity, references have been made to pub-
lished age-specific PSA levels, PSA velocity, 
and the rate of change over time. 

Digital rectal exams (DRE) to detect pros-
tate cancer can miss lesions that are not near 
the surface of the gland. DRE cannot always 
detect cancers at an early stage. Men who un-
dergo PSA testing detect their cancer earlier 
than by DRE. An elevated PSA mandates a 
prostate biopsy. However, once diagnosed, 
there is no way to predict which prostate can-
cers will become aggressive 

There is no evidence that early detection 
of prostate cancer increases survival. Many 
men with prostate cancer ultimately succumb 
to other age-related conditions. Early diagnosis 
may create undo anxiety and lead to unneces-
sary and aggressive treatments. Some patients, 
however, may benefit from testing. A thorough 
discussion, individualized to the patient, of the 
possible benefits and risks of testing should be 
undertaken before testing.

Risk factors for prostate cancer include:
 ➤ Over age 50
 ➤ A first-degree relative with prostate 

cancer
 ➤ African American men

Risk management recommendations in-
clude:
 ➤ Compare PSA levels to previous results 

and follow-up if there has been an 
increase

 ➤ Do not be reassured by a small fall in 
PSA

 ➤ Follow-up on a symptomatic patient 
with a negative DRE

 ➤ Make an early referral to a urologist
 ➤ Discuss the risk of impotence and 

incontinence when considering prosta-
tectomy

Claims for failure to diagnose cancer will 
continue as long as patients feel they would 
have benefitted from earlier diagnosis and 
treatment. Many claims arise from system fail-
ures where office-based protocols were not im-
plemented, screening recommendations were 
not followed, documentation was inadequate, 
or tracking systems were not employed. 
Vigilance in these areas will serve the patient 
and physician alike. n

Dr. Scheifele is the chair of PRF’s Risk 
Management & Education Committee.

(continued from page 1)

TABLE 1: SCREENING MAMMOGRAM RECOMMENDATIONS
Group (date) Frequency of  Age at Initiation of screening
 screening (yrs.) 40-49 50-69 ≥70
National Cancer Institute (2010) 1-2 Yes Yes Yes
American College of Obstetricians 1 Yes Yes Yes 
 and Gynecologists (2011)
American Medical Association (2002) 1 Yes Yes Yes
American College of Physicians (2007) 1-2 Individualize* Yes Yes
American Academy of Family 2 Individualize* Yes Yes, to age 74 
 Physicians (2009)
American Cancer Society (2010) 1 Yes Yes Yes
American College of Radiology 1 Yes Yes Yes 
 Coalitions (2010)
National Comprehensive Cancer 1 Yes Yes Yes 
 Network (2011)

* Women should be counseled about the risks and benefits of mammography; individualized decision 
based on risk and patient preference.
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New ELM Exchange Online Courses for 2015
BY JUNE RILEY, MBA

In 2013 Physicians Reimbursement Fund 
began collaborating with ELM Exchange 
to offer online risk management educa-
tional courses. The objectives of this 

partnership were to:

 ➤ Reduce risk exposure by providing risk 
management education  

 ➤ Provide continuing medical education 
credits (CMEs) via an online program 
that was user friendly and convenient 

 ➤ Provide a mechanism for PRF to show 
its appreciation of loyal policyholders 
(a PRF insured receives $150 after com-
pleting at least three of the four courses 
offered).

You will need to register on the PRF web-
site to take the ELM Exchange courses. 

If you have already registered, simply go to 
the PRF website https://prfrrg.com/, click on 
the “Member Portal,” and log in. When you get 
to the Member page, click on “ELM Exchange” 
under the “My Account” section.

If you have not yet registered as a Member 
on the PRF website, click on “Member Portal,” 
then click on “Register for a New Account,” 
and follow the instructions. Please call the PRF 
office at (415) 921-0498 and ask for June Riley 
if you have any difficulty.

New Courses for 2015: 
Launch Date May 15, 2015

PRF selects courses from the ELM Ex-
change roster that pertain to the practice of 

medicine, but are not necessarily specialty 
specific.  For 2015, the PRF Risk Management 
& Education Committee has selected the fol-
lowing courses:

 1. Empathy and Disclosure: Adverse out-
comes are likely to occur during the course of 
most medical careers. How does a physician 
convey empathy without assuming fault? 
Physicians often struggle to find just the right 
words to disclose an adverse outcome and its 
underlying cause to a patient. In keeping with 
PRF’s Code Green principals of “apology and 
disclosure,” this course offers helpful sugges-
tions on how to approach patients and family 
members whenever an unexpected or adverse 
outcome occurs from medical treatment. 

 2. Risk and Safety Issues in the Office 
Practice (I): Provider Liability and Staff 
Supervision: A physician is responsible for the 
actions of his or her office staff. This course 
will increase your awareness of the underlying 
risks associated with your daily clinical prac-
tice and provide practical advice about in-of-
fice testing and physician liability, equipment 
maintenance, establishing protocols for safe 
transitions of care, and recognizing urgent care 
needs. 

 3. Risk Issues: EMR (I): Survey of 
Common Pitfalls: It is no surprise to anyone 
that the digital age is here to stay. The impor-
tance of improving your knowledge and under-
standing of EMR should not be underestimat-
ed. Identifying the common pitfalls associated 
with electronic medical records is the first step 
towards prevention and avoidance of the asso-

ciated risks. The course will address the risks of 
copy/pasting and copy forwarding in the EMR, 
credibility compromise that occurs when elec-
tronically generated timestamps differ from 
subsequent manually recorded time entries, as 
well as diligent record review and source rec-
onciliation. 

 4. HIPAA/HITECH: HIPAA breaches can 
prove very costly to healthcare providers. 
Inadvertent, seemingly harmless actions may 
violate HIPAA mandates and compromise 
your patients’ protected health information 
(PHI). Developed by ELM Exchange in associ-
ation with Freed Associates, this course advises 
on implementation of protocols for managing 
the receipt, storage and transfer of PHI. 
Enrolling and completing a course in HIPAA 
education mitigates risk by providing concrete 
evidence that you have done your due dili-
gence as a health-care provider to maintain 
HIPAA compliance. And, if a breach should 
occur, regulators are less likely to impose high 
fines or take punitive action.  

If you have taken any ELM Exchange 
courses, please encourage your colleagues to 
do so as well. The exercise of working through 
each course scenario increases awareness of 
unforeseen and often avoidable risks. When 
healthcare providers are mindful of these risks, 
patients receive better healthcare. Improved 
healthcare results in patient satisfaction, which 
in turn results in fewer patient complaints and 
fewer asserted claims. 

Here are five excellent reasons to take the 
ELM Exchange courses:

 ➤ They are convenient to take at the time 
and place of your choosing

 ➤ You receive CME credit

 ➤ You are reimbursed $150 for your time 
and effort

 ➤ You will improve your patient commu-
nication skills

 ➤ You will reduce your exposure to 
patient complaints and litigation 

To borrow that familiar cliché, “What’s not 
to like?” n

June Riley is executive director of PRF.
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