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Information security? 

• Secure information assets …  

• Administrative security, physical security, IT security1 

• The right information to the right entity on time 

1. SIS. (2007). SIS HB 550: Terminologi för informationssäkerhet, utgåva 3. SIS Förlag. 
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Gray area 

• Threats 

• Adversaries  

• Actor-driven 

• Non-actor-driven 

 

• Example: medical records system 

• Non-authorized user 

• Authorized user 

• Mistake 
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Cyber-attack by drug traffickers 

• Dutch-based trafficking group hid cocaine and heroin among 

cargoes, including timber and bananas, shipped in containers from 

South America 

• Hackers based in Belgium breached IT systems that controlled the 

movement and location of containers 

• Malicious software was emailed to staff 

• Logging devices providing wireless access  

to keystrokes and screen grabs were fitted 

• Revealed when entire  

containers began to  

disappear from the port 

http://www.bbc.co.uk/news/world-europe-24539417, 2013-10-16 

 

http://www.bbc.co.uk/news/world-europe-24539417
http://www.bbc.co.uk/news/world-europe-24539417
http://www.bbc.co.uk/news/world-europe-24539417
http://www.bbc.co.uk/news/world-europe-24539417
http://www.bbc.co.uk/news/world-europe-24539417
http://www.bbc.co.uk/news/world-europe-24539417
http://www.bbc.co.uk/news/world-europe-24539417
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Organization, human, and technology 

Organization with individuals 

ISMS 
Information  

security culture 

Education,  

training, and 

exercises 
Compliance 

Access control 

Protection  

against malware 

Intrusion detection 

Logging 

Intrusion prevention 

Technology 
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Motivation 

• The need for improved 

information security 

• Security culture is vital for 

information security 

• SECURIT studies: 

• security‐relevant characteristics of 

humans and organizations 

• the effects of applied social 

measures 
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The SECURIT research consortium 
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SECURIT goals 

• Understanding of culture and other social aspects 
supporting the information security 

• Establish the field within the research community 

• Form a network of scientists with different perspectives 
on the area 

• Promote information security in disciplines where it has 
not been prominent 

• Ph.D:s 

• Establish interfaces between the scientific and 
practitioner communities 
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What is ”culture”? 

Hoefstede:  

 

“culture is the collective 

programming of the 

mind that distinguishes 

the members of one 

group or category of 

people from another”. 

Edgar Schein: 
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SECURIT’s definintion (under review) 

Joint patterns of though and behavior that arise within a 

social group, based on a negotiative process influenced by 

internal and external requirements, are transmitted to new 

members and have implications on information security. 
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Research questions 

• What is information security culture? 

 

• How does security culture relate to 

other cultures in organizations? 

 

• How is security culture communicated 

and interpreted in order to manage 

information security? 

 

• How and why is the security culture 

formed differently in different 

organizations? 
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Research questions 

• What factors influence the success and 

acceptance of information security 

procedures? 

 

• How do leadership and workforce 

attitudes affect security cultures and 

climates within organizations? 

 

• How to shape systems development 

organizations to improve the design, 

implementation, and use of information 

systems? 
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Basic data 

• Planned duration: July 2012 – June 2017 

• Budget: 31 MSEK 

• # partners: 7 

• # participants: >20 

• # projects included in the program: 9  
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The research projects 
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Security culture 

Project manager: Sven Ove Hansson, KTH 

• Capture the relation of security culture to the general 

culture or climate in an organization 

• Initial work involves the definition of information security 
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Attitude, culture, and information security 

Project manager: Anders Pousette, GU 

• Investigate leadership and workforce attitudes to explain 

• the formation of security cultures and climates within 

organizations 

• the influence of security climate on IS in day-to-day work 

• Results 

• Interviews with stakeholders in IS systems in health care  

• A preliminary version of the IS-climate questionnaire  
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Attitude, culture, and information security 
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Discourse and security practice 

Project manager: Peter Johansson, GU 

• Investigate how discourses of information security affect 

security practices of organizations, particularly in relation 

to democratic values and human rights (integrity, 

privacy, freedom of information etc.) 

• There will be two case studies and one quantitative 

study 

• The first case study will focus on the political debate surrounding 

two biobank databases in Sweden 
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ATTITUDE 

• Project manager: Joachim Åström, Örebro universitet 

• Create a baseline to understand which information 

security attitudes are central for different actor groups, 

how they evolve over time and (if possible) can be 

changed 

 Information security 

& culture 
What is available? 

Organization culture 
How has culture been  

measured? 

Theoretical frameworks? 

Survey on information 

security 
How to operationalize  

Information security? 

Research gap Competing values 

framework 

Compliance metrics for 

survey-based studies 
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Common activities  

• Program workshops 

• Open seminars, workshops, or conference 

sessions 

• Ph.D. courses  

• Data collection 
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FOI’s part of the project 

• Policy compliance and security behavior:  

– Which factors influence security policy compliance?  

– Which factors influence how secure people behave? 
 

• Risk perceptions:  

– Are there deviations between users, expert and 
management?  

– Which are the security risks addressed by information 
security policies?  

 

• Risk models and management: 

– What is the underlying information security risk model of 
policy writers and decision makers? 

– How does security managers handle incident reports? 
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What is an information security policy? 

  
• When we say information security policy, what do we 

mean? 

• We mean what other scholars mean, loosely:  

 

Something written down that states how you should prioritize or 

behave and has a clear relation to security. For example, how to 

handle documents and USB-sticks, what to report to management, 

how to treat you computer and how to select a password. 
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Background & motivation 

• Security research is immature in comparison with other 

fields of research. 

• However, there are plenty of “good” quantitative 

research on security behavior. (Some qualitative too.) 

• Most of this focuses on policy compliance. 

• Some of it focuses on secure behavior. 

• There is no good overview over the results that have 

been produced. 
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Levels of evidence 

Most information 

security and IT 

research 

When governments 

decide 



A systematic review of quantitative 

studies on security policy compliance 

Sommestad, Teodor, Jonas Hallberg, Kristoffer Lundholm, 
and Johan Bengtsson. 2014. “Variables Influencing 
Information Security Policy Compliance: a Systematic Review 
of Quantitative Studies.” Information Management and 
Computer Security 22 (1). 

 



 www.foi.se/securit 

Systematic review & meta analysis 

• Formulate the research question(s): 
Which variables influence the compliance with the information security policies of organizations?  
How important are the identified variables for the information security policy compliance in organizations?  

• Define and execute the search process 

• Define sources and search terms:  
Scopus, Inspec, Compendex, Google Scholar, Reference lists of included articles. 

• Apply a well-defined inclusion criterion: 
Study policy compliance or incompliance  AND has empirical data AND is peer-reviewed. 

• Select studies: 
Both inclusion and exclusion were discussed in group and determined based on consensus. 

• Collect data: 
An extraction form was used to gather relevant study-results and study-information. 
The quality of each study was rated using the attributes in Malhotra and Grover (1998). 

• Synthesize and analyze the data 
Variables used in the studies were compared to identify when they were they investigated the same thing. 
A “meta analysis” was performed of the results in the studies, i.e., we calculated average weights for variables. 
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The most popular theories used (1/2) 

Name: Deterrence theory 

Core idea(s): Specific 

punishments imposed on 

offenders will 'deter' or prevent 

them from committing further 

crimes and the  fear of 

punishment will prevent others 

from committing similar crimes. 

Normative  guidance: 

Threaten them with penalties if 

they are incompliant. Reward 

them for compliance.  

Works?  

 

Name: Protection 

motivation theory 

Core idea(s): People are 

rational and will take 

protective actions when 

they can be motivated, not 

just because someone says 

the should.  

Normative  guidance: 

Spread FUD and inform 

them about the threat.  

 

Name: Theory of planned 

behavior/ 

Core idea(s): Attitudes, subjective 

norms and behavioral control 

predict intentions. Intentions and 

behavior control predicts behavior. 

Normative  guidance : 

Select/Work on their intention 

based on their attitude, norms, 

behavioral control. 
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The most popular theories used (2/2) 

Name: Social Cognitive Theory 

(of morality) 

Core idea(s): People learn 

from other people and we have 

different degrees of moral 

competence and moral 

performance.  

Normative  guidance: Educate 

people so that they can handle 

the security stuff. Make 

compliance easy. 

 

Name: “Persuasion principles” 

Core idea(s): People have to 

do tradeoffs all the time. They 

will not prioritize security unless 

they are convinced that it is 

important. 

Normative  guidance: Create 

a understandable policy or 

make sure that employees trust 

the judgment of the sec-people. 

 

Name: Neutralization 

theory 

Core idea(s): People know 

what’s right and wrong and 

all groups share the same 

values for what is right and 

wrong. Those that do bad 

things use certain 

techniques to neutralize 

(moral) values. They “turn 

off” their moral system.  

Normative  guidance: 

None 
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Quantitative models 

Variables 

believed to be 

important (e.g., 

norms)  

Variable of 

interest: attitude, 

intention, 

behavior. 

Beta-value [-1,+1] 

Correlation coefficient [-1,+1] 

(Significance/certainty) 

Variance explained, R2 [0,+1] 

http://en.wikipedia.org/wiki/File:Correlation_examples2.svg
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Summary of the broader review  

(Data on 61 predictor variables) 
  

Compliance Misuse 

Best predictors (|β|>0.25) 

Openness to change (-0.44) 

Perceived behavioural control (0.43) 

Perceived justice of punishment (0.42)  

Conservation (-0.42) 

Perceived legitimacy (0.38) 

Threat appraisal (0.34) 

Information security awareness (0.31) 

Descriptive norm (0.31) 

Response efficacy (0.29) 

Perceived Value congruence (0.28) 

Openness to change (-0.28) 

Subjective norm (0.28) 

Information security policy quality (0.27) 

Type of training (0.84 & 0.68) 

Perceived severity of sanctions (-0.47) 

Neutralization (-0.44) 

Subjective norm (-0.40 & -0.29) 

Moral beliefs (-0.33) 

Perceived intrinsic benefits (0.33) 

Involvement (0.30) 

Self-defence intention (-0.30) 

Worst predictors (|β|<0.10) 

Perceived benefits of non-compliance (-0.01) 

Response efficacy (-0.03) 

Perceived cost of non-compliance (0.03 & 0.09) 

Postconventional reasoning (0.05) 

Perceived severity of sanctions (-0.06 & 0.06) 

Perceived certainty of Sanctions (0.05 & -0.07) 

Information security policy quality (0.07) 

Visibility (0.09) 

Perceived severity of incident (0.09) 

Perceived formal risk (0.02) 

Attachment (-0.02) 

Organizational commitment (0.02) 

Security culture (0.02) 

Perceived certainty of Sanctions (-0.02) 

Perceived informal risk (-0.04) 

Perceived cost of non-compliance (-0.05) 

Organizational commitment (0.06) 

Computer monitoring (0.06) 

Perceived certainty of Sanctions (-0.07) 

Perceived celerity of Sanctions (-0.10) 
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Strange, uncertain, disparate results 

Strange: Perceived certainty of sanctions reported to 

decrease the intention to comply (β=-0.14) 

Uncertain: Attitude towards compliance on intention to 

comply with effect size reported at as low as β=0.15 and as 

high as β=0.64. 

Disparate: Response efficacy reported to have both 

positive (β=0.27) and negative (β=-0.21) influence on 

intention to comply. 
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Why are the results so vague and disparate? 

• There are plenty of 

nuisance variables 

that distort in surveys. 

• Few look at interplay 

between variables. 

• Overlapping variables 

in regression models. 

• Weak sampling 

methods and the 

study quality vary. 
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Theories used to explain compliance behavior 

Theory Central concepts Explained variance 

(relative) 

Theory of planned behavior Attitudes, norms, behavior control, 

intentions. 

++++ 

Protection motivation theory Threat appraisal, coping appraisal, and 

intentions.  

+++ 

Neutralization theory Denial of responsibility, denial of injury, 

appeal to higher loyalties, … 

+++ 

Social Cognitive Theory  

(of morality) 

Self-efficacy, locus of control, 

observational learning… 

+ 

Persuasion principles Trust in management, well-written policy 

etc. 

+ 

Deterrence theory Severity, certainty and celerity of 

punishment. 

(+) 



A focused study: 

The theory of planned behavior 

Sommestad, Teodor, and Jonas Hallberg. 2013. “A Review of 
the Theory of Planned Behaviour in the Context of Information 
Security Policy Compliance.” In International Information 
Security and Privacy Conference, edited by Ech Janczewski, 
Henry Wolf, and Sujeet Shenoi. Auckland: Springer Berlin / 
Heidelberg. 
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This review: Theory of planned behavior 

• Indirectly tested in several studies of policy compliance. 

• Heavily used and tested (> 22 000 citations on Scholar). 

• Well explored with plenty of guidance, caveats, etc. 

 

Intention Behaviour

Attitude

Norm 

Percieved 
Behaviour 

Control
Actual 

Behaviour 
Control 

E.g., ”It is meaningful to 

follow the security policy.” 

E.g., ”My friends think I should 

follow the policy.” 

E.g., Did the person 

follow the policy? 

E.g., ”I can  follow 

the policy if I try to.” 

E.g., ”I intend to 

follow the policy.” 

E.g., Can the 

person follow the 

policy? 



 www.foi.se/securit 

Studies and the variables included 
Study Complicane 

OR 

Violation 

Antecedents  

of intention 

Antecedents 

of behaviour 

Other antecedents  

included in the model 

Sample 

size 

 ATT SN PBC INT PBC 

(Cox, 2012a, 2012b) C ● ● ● ● ● - 106 

(Siponen et al., 2010) C ● ● ● ● ● response efficacy, visibility, threat appraisal, 

deterrences, rewards 
901-908 

 (Herath and Rao, 2009) C ● ● ●     descriptive norm, organisational commitment, 

punishment severity, punishment certainty 
312 

(Bulgurcu et al., 2010) C ● ● ●     - 464 

(Dugo, 2007) V ● ● ●     - 113 

(Zhang et al., 2009) C ● ● ●     perceived security protection mechanism 176 

(Ifinedo, 2012) C ● ● ●     perceived vulnerability, perceived severity,  

response efficacy, response cost 
124 

(Hu et al., 2012) C ● ● ●     - 148 

(Pahnila et al., 2007)  C ● ●   ●   habits, sanctions, information quality, rewards 240 

(Guo et al., 2011) V ● ●       identity match 306 

(Li et al., 2010) C ● ●       detection probability, sanction severity, security 

risk, perceived benefits 
246 

(Johnston and 

Warkentin, 2010) 
C ●         - 275 

(Vance, 2010) C     ●     vulnerability, perceived severity, rewards. response 

efficacy, response cost 
210 

(Lee et al., 2004) V       ●   self-defense intention 162 

(Chan and Woon, 2005) C         ● perceptions of information security climate 104 

(Son, 2011) C         ● deterrent certainty,  deterrent severity, legitimacy, 

value congruence,  
602 
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Correlations and variance explained 

Intention Behaviour

Attitude

Subjective 
Norm 

Percieved 
Behaviour 

Control
Actual 

Behaviour 
Control 

0.48 (0.29 to 0.69) 

0.52 

(-0.04 to 0.82) 

0.83 (0.47 to 0.85) 

0.35 (0.23 to 0.42) 

R2=0.42 R2=0.25-31 



A focused study: 

The Protection Motivation Theory 

(Work in progress) 
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”Homo securitas”, from health behavior 
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Preliminary results 

E.g., ”It is cool to expose 

myself to hackers.” 

E.g., ”An attack would be 

devastating.” 

E.g., ”I’m likely to be 

attacked next year.” 

E.g., ”Following the policy 

makes me more secure.” 

E.g., ”If I try I can easily 

comply with the policy.” 

E.g., ”It takes a lot of time 

to follow the policy.” 
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Plan ahead (4 years to go) 

• Policy compliance and security behavior:  

– Which factors influence security policy compliance?  

– Which factors influence how secure people behave? 
 

• Risk perceptions:  

– Are there deviations between users, expert and 
management?  

– Which are the security risks addressed by information 
security policies?  

 

• Risk models and management: 

– What is the underlying information security risk model of 
policy writers and decision makers? 

– How does security managers handle incident reports? 
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For example, surveys and experiments on, 

and in relation to, established theories 

Intention Behaviour

Attitude

Subjective 
Norm 

Percieved 
Behaviour 

Control
Actual 

Behaviour 
Control 

”Culture”
Climate (rewards)
Others’ attitude

Etc.
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For example, how do people do their 

information security risk calculations? 

Weinstein, N D. 2000. “Perceived Probability, Perceived Severity, and Health-
Protective Behavior.” Health Psychology : Official Journal of the Division of Health 
Psychology, American Psychological Association 19 (1) (January): 65–74.  



 www.foi.se/securit 

For example, how/why does decision 

makers think incidents happen? 


