
Beyond Discovery

CLOUD DATA 
PROTECTION



Times are changing; the 
cloud has turned the traditional enterprise 
data model inside-out. Instead of remaining 
locked down behind firewalls on company 
premises, enterprise data now often travels 
far beyond the corporate perimeter. Third-
party cloud service providers (CSPs) like 
Salesforce, Amazon, Google, and Microsoft 
maintain data centers all over the world, 
and their services have helped hundreds of 
thousands of companies cut infrastructure 
and IT costs and gain previously unheard-of 
flexibility, availability, and scalability.

But cloud adoption brings risks, too, and 
to adopt the cloud safely, enterprises 
must rethink their security strategies. The 
traditional enterprise information security 
model depended heavily on hardware and 
on securing infrastructure. Enterprises in 
the cloud era, on the other hand, must shift 
their focus to securing their data itself so 
that no matter what security approach their 
CSPs use, the data remains protected.

Luckily for the enterprise, solutions exist 
to mitigate these risks and enable secure 
cloud adoption.

Storing or sharing 
unprotected 
data in  the c loud 
creates serious 
d a t a  p r o t e c t i o n

Among them, the most common are:

R I S K S
Inadvertent data leakage

Data exfiltration through eaves 
dropping or malware

Unauthorized access by CSP 
employees or other outsiders

Unwanted data disclosures to 
government or law enforcement 
agencies

Regulatory compliance  
violations

Data residency laws

1011011110000101110101101010110111100001011101011010

1011011110000101110101101010110111100001011101011010

Source:  2014 Cost of Data Breach Study: Global Analysis Ponemon Institute 

Source:  2014 Cost of Data Breach Study: Global Analysis Ponemon Institute (italicize name of report)  link to http://www-935.ibm.com/services/us/en/it-services/security-services/cost-of-data-breach/


Beyond Discovery

The first step towards secure cloud 
adoption is a clear and thorough 
understanding of your organization’s cloud 
use. We call this step “Discovery.” During 
the Discovery step, organizations identify 
each cloud application used by corporate 
employees to store or process corporate 
data.

Discovery is extremely important. Your 
organization’s IT department may already 
have approved and integrated one or more 
cloud applications for employees to use, 
but are those the only ones employees 
actually use? More likely than not, the 
answer is no. Most organizations suffer 
from the phenomenon known as Shadow 
IT, in which individuals (or entire lines of 
business) circumvent IT and adopt cloud 
applications  on their own. They typically 
do so when they feel that IT’s solutions 
are inadequate or inconvenient. And when 
employees take matters into their own 
hands, they put their companies at risk.

A number of cloud security vendors 
have made discovery the focus of their 
approaches.



CipherCloud offers CipherCloud for Cloud 
Discovery, a free solution for discovering 
and evaluating enterprise cloud application 
use. CipherCloud for Cloud Discovery 
provides fast, streamlined visibility into 
the cloud applications your organization 
uses, whether they’re IT-approved or not. 
CipherCloud for Cloud Discovery also 
goes a step further, using our database of 

thousands of cloud applications to provide 
you with a risk score for each application.

Discovery tools like ours will give you the 
necessary information to begin crafting your 
cloud data protection strategy. What do you 
do once you’ve discovered your company’s 
actual cloud use, though? That’s where many 
other cloud security vendors fall short.



CipherCloud is Cloud 
Enablement

For many organizations, the results 
of their cloud discovery process are 
startling. IT administrators may have had 
no idea just how many cloud applications 
employees were using, or just how much 
data employees were entrusting to those 
applications. It may seem out of control. 
And it’s tempting to believe that the only 
way to take back control is to shut cloud 
application use down - an approach some 
cloud security vendors recommend.

Let’s face it: the cloud is here, and it’s 
here to stay, for all of the reasons we 
discussed above and more. Trying to 
shut down employees’ use of cloud 
applications wouldn’t just be futile but 
counterproductive, since the cloud offers 
benefits and advantages that the traditional 
on-premises  model simply can’t match. 
No matter what, your employees are going 
to use the cloud, and they should. It’s up 
to you to find a way to enable cloud usage 
that’s seamless, secure, and compliant.
 
Here’s how.

We think differently.



Protection

As part of your discovery process, you’ll 
need to understand exactly what cloud 
applications employees are using and what 
types of data are going into the cloud. This 
will help you figure out why employees are 
using the cloud. In some cases, you’ll want 
to transition them from applications with 
unacceptable risk profiles, over to ones that 
offer similar functionality but less risk. That 
way, they can get the benefits they want 
from the cloud without as many risks. And 
you’ll want to classify individual data field 
types according to how much protection 
they need. Once you’ve done that, it’s time 
to protect the data.

For best results, your cloud data protection 
strategy should include a number of 
different encryption and tokenization 
options and the ability to apply them at a 
granular level to different data structured 
and unstructured field types according to 
your company’s internal and regulatory 
requirements. In most cases, you’ll end up 
encrypting individual data types in one of a 
number of ways.
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Integration

Of course, cloud data protection could 
harm cloud use if your data protection 
doesn’t play well with the cloud 
applications your company has chosen. 
In most cases, after all, employees aren’t 
using the cloud simply to store data. 
Enterprise cloud applications must be able 
to search, sort, and report the data they 
handle. To enable employees and lines of 
business to get the most out of the cloud, 
you’ll have to find ways to protect your data 
while preserving the functionality of the 
cloud applications that use it.

CipherCloud stands head and shoulders 
as the leader in the market when it comes 
to integration with cloud applications. 
Our cloud information protection solution 
was designed to provide a single, unified 
platform for data protection across all the 
cloud applications you use. In addition, we 
offer turnkey solutions already integrated 
with popular enterprise cloud applications 
and platforms. 

Need to strongly protect 
certain data types in 
the cloud but can’t 
sacrifice searchability? 

CipherCloud’s 
Searchable 
Strong Encryption 
(SSE) can do that. 
Using CipherCloud’s 
encryption architecture, our 
SSE technology enables 
secure local index and search 
operations while keeping 
sensitive data strongly 
encrypted in transit to the 
cloud and at rest in the 
cloud. SSE supports natural 
language, wild cards, and 
Boolean searches of AES 
256-bit encrypted data, 
preserving functionality while 
enabling data protection.



Control

So you’ve got your information protected 
and your protection integrated. What’s 
next?

The final—and arguably most critical—
piece of the cloud enablement puzzle is 
control. Your organization must remain in 
control of your cloud data protection tools 
at all times. That’s especially vital when it 
comes to your encryption keys, which are 
what enable a user to access encrypted 
data. We can’t stress this enough: Your 
organization must retain exclusive access to 
your encryption keys. Your CSPs shouldn’t 
have them, and neither should your cloud 
security vendors. In combination with strict 
access control policies, exclusive access to 
encryption keys will prevent the following 
situations from happening:

• Access to data in the clear by 
unauthorized parties

• Access to data in the clear by hackers in 
the event of data theft

• Access to data in the clear by government 
and law enforcement agencies in the event 
of disclosure by your CSP

With exclusive access to your encryption 
keys, you control who can see your data, no 
matter what happens to the data itself.
And what’s happening with that data? You 

can’t control what you don’t know. Here’s 
where monitoring tools can help. With 
a monitoring and visibility solution that 
tracks your data throughout its lifecycle and 
generates a clear audit trail, you’ll be able 
to address potential risks and violations 
before they become real problems and 
remain in compliance with whatever 
regulations apply to your industry.

Hackers and third party surveillance 
are always hot topics in the media, but 
the truth is that employees also pose a 
risk to data privacy. They already have 
access to your data and the opportunity 
to expose it, whether inadvertently or 
maliciously. 

CipherCloud’s Data 
Loss Prevention (DLP) 
solutions detect sensitive data in 
employee-generated content and 
communications and can stop it 
from going places it shouldn’t. 
CipherCloud’s solutions integrate 
well with many popular DLP tools 
to provide an additional layer of 
protection, helping ensure the 
safety and integrity of your sensitive 
corporate data.



CipherCloud, the leader in cloud information protection, 

enables organizations to accelerate their adoption of cloud 

applications while ensuring visibility and control of their data. 

CipherCloud delivers data privacy, regulatory compliance, 

and data residency in the Cloud through an open platform 

that provides comprehensive cloud application and data 

discovery, protection – strong encryption, tokenization, data 

loss prevention, key management and malware detection – 

and activity and anomaly monitoring services.

CipherCloud has experienced exceptional growth and 

success with over 2.6 million business users, across 25 

countries, and in more than 11 industries.

Headquarters:
CipherCloud

333 West San Carlos Street
San Jose, CA 95113

www.ciphercloud.com

      linkedin.com/company/ciphercloud

      @ciphercloud
sales@ciphercloud.com

1-855-5CIPHER (1-855-524-7437)

Cloud Enablement: Are 
You Ready?

As you can see, with the proper cloud 
enablement strategy in place, there’s no 
reason to fear the cloud and no reason 
to shut it down in your organization. With 
a risk assessment informed by tools like 
CipherCloud for Cloud Discovery, cloud 
data protection that gives you a wide 
variety of encryption and tokenization 
options and the ability to set policies for 
their granular application to different data 
types, and the control that comes from 
exclusive enterprise access to encryption 
keys, you can adopt the cloud safely and 
confidently.

CipherCloud has picked up a wealth 
of positive press in the last few years, 
and for good reason. Our solution was 
purpose-built for the cloud, and our robust 
portfolio of solutions integrates tightly with 
popular cloud applications  to ensure data 
protection,  regulatory compliance, and 
data residency, no matter what size your 
company is or what vertical it’s in. 

Are you ready to enable the cloud for your 
company? To learn more, register for our 
free CipherCloud for Cloud Discovery 
solution or speak with a CipherCloud 
representative today.

The CipherCloud product portfolio protects 

popular cloud applications out-of-the-box such 

as Salesforce, Box, and Microsoft Office 365. 

CipherCloud, named as SC Magazine’s 2013 Best 

Product of the Year, is backed by premier venture 

capital firms Andreessen Horowitz, Index Ventures, 

and T-Venture, the venture capital arm of Deutsche 

Telekom. 

Even the largest companies in the 
most heavily regulated verticals 
benefit from CipherCloud.  As a 
major multinational healthcare 
organization with 
over a 100,000+ 
employees in 
the US and UK 
demonstrated, 
CipherCloud for 
Salesforce helped 
the organization 
safely and seamlessly adopt 
the cloud in compliance with 
HIPAA and HITECH, slashing 
infrastructure and IT costs and 
improving scalability for future 
cloud services down the road.

http://pages.ciphercloud.com/Product-registration-CipherCloud-for-Cloud-Discovery-New.html
http://pages.ciphercloud.com/Product-registration-CipherCloud-for-Cloud-Discovery-New.html

