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CHALLENGE 1: Broad scope and definition using National security,
economic security, martial security and public order in the
implementation and monitoring of the Act
DOs

DON'Ts

1 DO ensure the scope and definition of cybersecurity

1 DON’T focus the scope of the Act on security and other

threats and other aspects adequately takes into
consideration democratic aspirations and human rights.

particular versions of security such as national security,
economic security, martial security and public order,
without clarification as to what those security
configurations are.

2 DO ensure all limitations to rights are clearly explained,

compliant with the rule of law and necessary in
accordance with the law, in line with Thailand’s
international human rights obligations under ICCPR.

2 DON’T broadly limit rights and freedoms guaranteed in
the Constitution, using the explanation of national
security and public order both of which are not properly
defined.

3 DO consider the impact of a cyber threat on the

availability, confidentiality and integrity of information
and its related infrastructure; as well as on the security
of individuals.

3 DON’T require a response against everything that is
believed to threaten national security, economic
security, martial security and public order which is seen
as affecting State power and stability.

4 DO guarantee data privacy and data protection

throughout the Act, with an authority specifically
responsible for protection of collected data and
information.

4 DON’T permit authorities under the Act to compel the
violation of rights while implementing it, instead actions
must follow procedural fairness, due process and due
care in a timely manner.

CHALLENGE 2: Problematic substantive provisions and failure to
define them in relation to Three Level of Cyber Threats (noncritical, critical and crisis threats)
DOs

DON'Ts

1 DO define limits and conditions to prove that a

1 DON’T make a cybersecurity threat where one does not

cybersecurity threat exists, to assess damage caused and
to determine a response in preventing, addressing and
mitigating threats; and protect human rights as
enshrined in the Constitution, in domestic legislation and
international human rights law in this process.

exist, by relying on fictitious criteria.

2 DON’T act without clear evaluation on the existence of a
cybersecurity threat.

3 DON’T identify and act upon a threat based on suspicion
or that a threat may exist, without investigation as this
assumes guilt and does not rely on proof.

2 DO provide clear criteria to identify a cyber threat, make
it publicly available, and ensure it is supported by
evidence.

4 DON’T allow for conflict between rights and action

that a cyber threat exists through effective investigation
or evidence that establishes the belief that there may be
a risk of serious harm.

taken to deal with cybersecurity threats, such as
violation of the right to privacy as well as accessing
computer systems and extracting information only ‘as
necessary’.

4 DO protect human rights as enshrined in the

5 DON’T compel any individuals to give permission unless

3 DO apply a higher standard of proof to identify evidence

Constitution, in domestic legislation and international
human rights law in this process, while identifying and
responding to threats and damage caused.

voluntary to enter, access and search premises under
the Act

6 DON’T allow for any action to be taken in the case of

crisis-level threats, without any explanation of what
action will be taken.

5 DO limit damage to the extent possible and provide
compensation for damages incurred when unavoidable.

6 DO give individuals a choice on how to respond with
respect to actions taken by the authorities under the
Act.
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CHALLENGE 3: Controversial control mechanisms (government
bodies and agencies) under the Act: Top-down structure, broad
powers given to authorities putting netizens under surveillance,
lack of transparency and standards
DOs

DON'Ts

1 DO ensure the act is only applied to what is necessary to

1 DON’T allow powers of government agencies and bodies

achieve a legitimate goal, proportionate to the goal to be
achieved, and addressed through appropriate action. To
do so, ensure capacity building education beforehand,
including having outreach to law enforcement officials
and provide them with training on human rights and
privacy, as well as with cyberliteracy so as to not abuse
their power.

to be applied broadly, without explaining how they will
be applied or without checks and balances to their
power.

2 DON’T allow bodies and agencies established under this
Act to retain power to implement the Act, with a few
powerful government officials who already misinterpret
and misuse other related laws, such as the Computer
Crime Act and that are tasked with monitoring fake
news.

2 DO ensure bodies and agencies under the Act include

independent experts representing all stakeholder
groups, selected in a transparent manner and subject to
review, to guarantee power is vested in an independent
agency and not with the executive branch or a body
which is vested with the security of the people.

3 DON’T allow for exemptions to authorities to exercise

broad powers, such as the Office of the National
Cybersecurity Agency that is recognized as a juristic
person instead of a public office thus exempting it from
the application of administrative law.

3 DO ensure that all bodies and agencies under the Act

abide by laws on labour protection, labour relations,
social security, and compensation.

4 DON’T act without following guarantees of procedural
fairness and due process, including consulting with all
stakeholders, such as authorities under the Act, private
sector, civil society and technical experts.

4 DO ensure all policy and action under the Act is

evidence based, with clear reasons, precise,
comprehensive, publicly available and accessible.

5 DON’T demand information, documents, copies of

5 DO provide appropriate and effective safeguards for

documents deemed necessary to assess a cyber threat;
don’t search premises, computers and/or computer
systems and confiscate documents and/or computers for
the same purposes, without notifying users that such
information is being accessed and retained in the first
place.

handling personal information retained by authorities to
investigate cyber threats, while utilizing innovation and
collaboration. To do so, provide guidelines or standard
operational procedures in terms of power and how
authorities are supposed to act. These should align with
international good practices adopted by other countries.

CHALLENGE 4: Powerplay in the application of the Act: Control over
Critical Information Infrastructures (CII) and reporting obligations
placed on them
DOs

DON'Ts

1 DO provide clear criteria for identification of critical

1 DON’T give broad powers to any government body that

information infrastructure (CII), receive input of all
stakeholders, give specific examples, limit control to
situations considered legitimate in a democracy, and
allow for review by an independent, multi-stakeholder
body.

is not independent and impartial for designating any
organization as a CII.

2 DON’T identify critical information infrastructure (CII)

as just anything related to national security, economic
security, martial security and public order.

2 DO draw a connection between the damage caused to

3 DON’T require over-reporting cyber threats where ‘a

the critical information infrastructure (CII) and the
destructive impact on an important aspect to be
protected.

real risk of harm’ does not exist.

4 DON’T place strict obligations on individuals and CIIs to
report cyber threats or to follow orders for tackling
them, that they cannot comply with or place heavy fines
and penalties for this.

3 DO apply the same standards to government agencies
and private entities recognized as CII.

NATIONAL
SECURITY

4 DO allow individuals and CIIs sufficient time and
opportunity, to provide information to establish why
they are unable to carry out an action including legal and
technical limitations.
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CHALLENGE 5: Absence of checks and balances: Cybersecurity
Threats, lack of accountability and the use of the Court system

DOs

DON'Ts

1 DO guarantee bodies and agencies under the Act are

1 DON’T give broad powers to government bodies and

transparent and accountable, and report on their actions
on a yearly basis; and establish an independent
monitoring
mechanism,
comprising
relevant
stakeholders (government, private sector, national
human rights commission, civil society and experts) to
monitor and assess the work and actions of bodies and
agencies under the Act.

agencies under the Act allowing for a lack of check and
balance of their decision-making and actions.

2 DON’T prevent action taken against authorities for

misuse, wrongful application or excessive action under
the Act, including access to courts to appeal specifically
in the case of action taken with respect to critical and
crisis level threats.

2 DO establish a special court comprising specialized

judges with necessary legal and technical expertise, and
knowledge on the content and process of the Act to
consider cases and provide remedy, including through
temporary orders or injunctions against unlawful
actions.

3 DON’T reach decisions on determination of threat level,

3 DO allow for investigation of complaints, review &

4 DON’T allow the information collected under the Act to

4 DO guarantee protection to individuals by limiting the

5 DON’T access real-time computer information or

damage, and compensation only with review by Cabinet
and without input of an authority that is independent,
impartial or competent, or without the support of an
ombudsperson.

monitoring of action by an independent, multistakeholder agency that carries out this duty with equal
representation of government representatives, the
private sector, and civil society.

be used in lawsuits under other laws, especially in cases
claiming defamation, libel, slander against the
government, and committing a crime under the
Computer Crime Act.
analyze the content of information, when having to deal
with crisis cybersecurity threats and don’t take action
without seeking court permission.

damaging impact that can be caused from the misuse of
information, that is retained under this Act.

5 DO guarantee identification of an action taken against

GUILTY

crisis cybersecurity threats is done after seeking court
permission & that these steps can be reviewed by an
independent multi-stakeholder body of experts.

CHALLENGE 6: Failure to ensure remedies: Grievance redressal,
imprisonment, fine and compensation

DOs

DON'Ts

1 DO provide effective remedy and compensation to any

1 DON’T allow persons or officers to access information

victim of bad evaluation of cyber-threat and wrongful
application of the Act, whose information has been
seized unfairly and inappropriately.

under this Act while there was no existence of a real
cyber-threat
&
DON’T prevent remedy against authorities for misuse,
wrongful application or excessive action under the Act,
specifically by appealing these actions in court when
critical and crisis level threats occur.

2 DO permit the challenging of the criminal penalty and

fine set under the Act, by those whose information has
been collected and revealed so they get fair treatment,
compensation based on damage and to prevent
repetition of this situation.

2 DON’T allow persons or officers who get access to

information under this Act to misuse it or reveal it by
negligence, without providing a grievance redressal
mechanism that is effective and can be accessed.

3 DO give an opportunity to provide a reasonable

explanation or to remedy any situation, where an
individual is held responsible for acts committed to the
private sector entity he belongs to or makes decisions
for.

3 DON’T hold an individual liable for an offense by a

juristic person, resulting from an act or omissions
following an order made by them.
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