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Executive Summary
The following are headlines from the latest occurencence of crypto being lost/stolen/hacked.
The CEO of a major Canadian crypto exchange died in India at the age of 30 and took with him
the keys to the digital wallets holding more than $190 million worth of crypto that belonged to
customers. It is not the ﬁrst, or last, me that we will come across news like that.

Bloomberg: “Crypto CEO Dies Holding Only Passwords That Can Unlock Millions in Customer Coins”
Forbes: “A Major Bitcoin Exchange Has A Serious Problem”
Wired: “A CRYPTO EXCHANGE CEO DIES—WITH THE ONLY KEY TO $137 MILLION”

From the outside, these headlines are the very reason that this new system of value exchange
cannot be trusted. But from the inside there is nothing diﬀerent about this occurrence when
compared to legacy systems. It is not a ﬂaw of the en re system but mainly the result of user
error. With the right knowledge, procedures and training, the risk of such losses can be virtually
eliminated.
Poor security prac ces on the individual or enterprise level cannot be used as an argument to
discredit the u lity and security of the en re system. Despite these occurrences and all the
nega ve press, the Bitcoin network has proven to be the most secure and robust electronic
payments network the world has ever seen.
Our goal with this paper is not to suggest a comprehensive security system for each individual
reader or use case but to go over the basic concepts of digital asset security. More than a
solu on, this paper will provide the reader the basic knowledge to build their independent and
customized solu on.
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“

The main advantage of blockchain technology is
supposed to be that it's more secure, but new
technologies are generally hard for people to trust,
and this paradox can't really be avoided.
-Vitalik Buterin, co-founder of Ethereum

”
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Public and Private Addresses
To safely and securely enable cryptocurrency transac ons between two accounts, users have
both public and private keys to act as veriﬁca on of iden ty. Both keys are long sequences of
alphanumeric characters that are unique to each account. This is an integral part of the
cryptocurrency market, because it allows instantaneous veriﬁca on and the poten al for an
unprecedented level of security in the modern era.
These keys are also important because they allow for cryptography, or the encryp on of
transac on data, to take place. Cryptography is a central feature of cryptocurrencies and other
cryptoassets. Cryptography refers to a process of encryp on, in which the sender’s public key
essen ally hides the message or data and sends it to the receiver of the message. Once the
receiver has the message, it is then decrypted to the original message. This message, in
cryptocurrency transac ons, is data regarding the transac on that will be published on the
blockchain.1
When you wish to send someone a message, you may choose to send them an email. Their
email address is available to anyone, and it enables them to receive messages from other email
accounts, such as yours. However, in order to access your own email account, you must know
the password to your account. If you know the password, you can access your account and send
messages to other email accounts. Cryptocurrencies work in a very similar fashion. Public keys
can be seen as email addresses, while private keys can be seen as the password to an email
account.

Public Addresses
A Public Key or Address is a unique address for each account on the blockchain. This public key
is informa on that is available to everyone on the blockchain. The public key is needed to
receive cryptocurrencies payments, but one cannot send coins from the address with only

Seth, S. (2018, October 5). Explaining the Crypto in Cryptocurrency. Retrieved February 18, 2019, from
h ps://www.investopedia.com/tech/explaining-crypto-cryptocurrency/
1
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knowledge of the public key. The public key is used to encrypt the data presented in the
transac on. The only way to subsequently decrypt the data is with the private key.2

Private Addresses
A Private Key or Address is a 64 character code that only the owner of an account has. These
private keys act as passwords that are needed to make payments from an account. This is
private informa on, and it is the only informa on that protects your assets from hackers and
nefarious actors. It is important to keep this key private, because if someone obtains a private
key to a known public key, he/she will have access to the account and its contents.3

Frankenﬁeld, J. (2018, July 30). Public Keys. Retrieved February 15, 2019, from
h ps://www.investopedia.com/terms/p/public-key.asp
3
Frankenﬁeld, J. (2018, July 30). Private Keys. Retrieved February 15, 2019, from
h ps://www.investopedia.com/terms/p/private-key.asp
2
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Hot and Cold Wallets
To enable the storage of cryptocurrencies and other cryptoassets, the owner of the assets must
be in possession of their private key. When someone has possession of a private key, they have
possession of the contents of the account. A crypto “wallet” is the term used for any place
where these private keys can be stored. There are many diﬀerent types and features of wallets,
but they are mainly put into two categories: hot wallets and cold wallets.

Hot Wallets
Hot wallets are stores of private keys that are connected to the internet. Since these wallets are
connected to the internet, they are vulnerable to hackers and regula on. This makes hot wallets
much less safe than cold or oﬄine wallets. However, hot wallets tend to be much more
accessible than cold wallets. When selec ng a wallet with which to store cryptoassets, one
may choose a hot wallet if they value accessibility or liquidity over safety or security. Most
investors keep only small amounts of crypto currency in hot wallets.4 The various types of hot
wallets include:
● Web Wallets : Typically used by online exchanges, these wallets store private key
informa on for its accounts on a cloud. These accounts may be accessed from any
device, but are the most at risk for hacking. Furthermore, users are not in control of their
private keys. Web wallets are rela vely easy to access and the assets are easier to
trade, but security is sacriﬁced to achieve accessibility.5
● Desktop Wallets : Also referred to as “warm” wallets, desktop wallets are applica ons
downloaded to a computer that can only be accessed by that computer. They allow users
to be in control of their private keys, but if your computer is compromised, then your
assets may be stolen. These wallets are s ll rela vely accessible, but a connec on to
the internet will s ll leave your account vulnerable to hackers.

King, Ray. (2019, January 15). Best Cold Wallet Available. Retrieved February 20, 2019, from
h ps://www.bitdegree.org/tutorials/cold-wallet/
5
Jovanovic, Lazar. (2018, July 26). All You Need to Know About Cryptocurrency Wallets. Retrieved February 20,
2019, from h ps://medium.com/market-protocol/all-you-need-to-know-about-cryptocurrency-wallets
4
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● Mobile Wallets : These wallets are similar to desktop wallets, but they are less complex
and accessed only from the mobile device on which it is downloaded. Like a desktop
wallet, they are secure un l your phone gets hacked, and they are more secure if the
applica on does not connect to the internet.

Cold Wallets
Cold wallets hold private keys to access crypto assets but are not connected to the internet.
Since they are not connected to the internet, they are less vulnerable to digital a acks. Cold
wallets, like paper and hardware wallets, are at risk of physical harm instead of a hacking
threat. If you lose or damage a paper or hardware wallet, you may not be able to recover your
assets.
● Hardware Wallets : Hardware wallets are physical devices resembling a large
thumb-drive that isolate the private keys from the computer. These are considered the
most secure as they signiﬁcantly reduce the risk of hacking. Hardware wallets, such as
the Ledger Nano S, must be stored in a safe loca on to minimize the risk of the .
Hardware wallet prices range from $60 to over $200.
● Paper Wallets : Like hardware wallets, paper wallets are oﬄine and extremely safe.
Using a paper wallet does however come at the risk of losing or damaging the physical
paper that holds the private key and currency address info.
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Exchange Hacks
Bitcoin (BTC) itself is virtually impossible to hack due to the technology behind it.
Cryptocurrencies in general, however, are s ll exposed to hacking risks at various stages of the
transac on. There have been several examples of cryptocurrency exchanges being hacked since
the incep on of Bitcoin. There is a risk of hacking whenever someone uses an online exchange
to process a transac on or to hold assets. There are three layers to crypto security: protocol,
personal wallets and exchanges. Protocol is complex and harder to hack. Personal wallets are
too distributed. Exchanges are usually the most vulnerable part that hackers tend to a ack. All
the crypto exchanges have weaknesses in the architecture because they were not designed in
cryptocurrency protocols. Any crypto exchange is based on centralized web applica ons,
exposing it to risks that plague any other web applica on.6
The most famous crypto hack in history is the Mt. Gox hack. Mt. Gox was a Tokyo-based
exchange that was launched in 2010 and went bankrupt in 2014. This exchange was once
responsible for more than 70% of the Bitcoin transac ons, 6% of total Bitcoin in circula on. In
June 2011, Mt. Gox was hacked for the ﬁrst me. 2,609 BTC were stolen due to a compromised
computer belonging to an employee of the ﬁrm. In spite of the 2011 hack, Mt. Gox rebuilt trust
and established itself to be the world’s largest exchange7. In February 2014, the company
experienced a fatal a ack. The company suspended the exchange, claiming that they
discovered suspicious ac vi es involved with its digital wallet. Later, the company discovered
that more than 650,000 BTC (around $450 million) were missing from the exchange. Mt. Gox
ﬁled for bankruptcy in Tokyo and was ordered to liquidate in April 20148.

Novikov, Ivon. (2018, Sep. 17). Forbes Technology Council. Retrieved February 15, 2019, from
h ps://www.forbes.com/sites/forbestechcouncil/2018/09/17/why-are-crypto-exchanges-are-hacked-so-o en/#6f
a18d734214.
7
Norry, Andrew. (2018, Nov. 19). Blockonomi. Retrieved February 15,2019, from
h ps://blockonomi.com/mt-gox-hack/.
8
Frankenﬁeld, Jake. (2018, July. 5). Investopedia. Retrieved February 16, 2019, from
h ps://www.investopedia.com/terms/m/mt-gox.asp.
6
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Our Approach
One of the many value addi ons for our team is the security solu on that we provide to our
partners. We developed a robust in-house system to secure the digital assets that we invest in.
Our system is based on the principles of redundancy, geographic dispersion, mul -signature
access, physical security, and other industry best prac ces. Addi onally, opera onal security,
par cularly with asset security, is a key factor in our por olio management and investment
strategy. Finally, we have a business con nuity and recovery plan in case one or more necessary
people are unable to perform their du es.
We currently store the vast majority of our digital assets in company-controlled cold storage
solu ons, using dedicated hardware or paper wallets that never touch the internet. Mul ple
people are required to be physically present in order to move funds from a hardware wallet.
A small por on of our assets may be stored in warm or hot wallets (i.e. on exchanges) for short
periods of me in order to facilitate trading. Addi onally, we may hold a few assets with
exchanges when there are not well-tested cold storage or custody solu ons available for them.
We strive to store all assets securely while minimizing counterparty risk. This is why following
transac ons with our exchange and OTC partners, we transfer assets to cold storage.
In the near future we will transi on to storing a substan al por on of our assets with one or
more U.S.-regulated, third-party, crypto custodians that employ similar cold storage solu ons.
This change will enhance the a rac veness of our fund, par cularly for ins tu onal investors,
that may require third-party custody.
Even with a third-party custodian, for the foreseeable future we will likely need to con nue
maintaining our internal digital asset custody solu on, as some of our posi ons are not
currently supported by custodians. We specialize in iden fying emerging projects early on so we
need to have systems in place to secure these assets while wai ng for the industry security
infrastructure to support them.
Our strategy was designed with security in mind so we favor long investment horizons and a
thesis driven approach as it minimizes the need for assets to be exposed to the internet, being
held at exchanges or in hot or warm wallets. Our average investment hold period is around 2-3
years so the assets can be securely stored on cold wallets or with custodians for the vast
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majority of that me, reducing the risk of hacking. We also mi gate digital asset security risk by
sizing posi ons according to the availability of security infrastructure and our conﬁdence in our
ability or our custodian’s ability to eﬀec vely secure the assets.
While cold storage and custody solu ons help prevent hacks of digital assets, we also take the
security of personal, company, and investor informa on seriously. All of our accounts are
secured with strong passwords and whenever possible, 2-factor authen ca on (preferably
non-SMS) apps such as Google Authen cator that require physical access to a cell phone or
other dedicated device in order to gain access. We make regular backups of our data to secure
physical storage devices. Lastly and perhaps most importantly, we have a business con nuity
plan that uses bank security deposit boxes to store informa on needed to recover funds and
operate the business.
While there are unique challenges to this space, with proper planning and execu on, investors
can greatly beneﬁt from exposure to this asset class.
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Upcoming Research Topics
1. Bear Markets in Perspec ve: long-term investors have won
2. Why Now: why is the opportunity me sensi ve and what catalysts could spur growth
3. Liquid Venture Capital: the rise of a new asset class
4. Technology Adop on Curves: where we are and where we are headed in the adop on
cycle
5. Peer-to-Peer is the Name of the Game: how peer-to-peer systems have already achieved
mainstream adop on and blockchain is just the next phase of that revolu on
6. The Rise and Fall of ICOs: how the picks-and-shovels adapt to a change in investment
infrastructure
7. The Illusion of Diversiﬁca on: 100 percent long on government-issued currencies
8. Survival of the Fi est: focus on sustainability in the longest bear market in crypto history
9. A Case for Diversiﬁca on within Crypto: diversiﬁca on remains the only free lunch in
ﬁnance
10. Blockchain: the founda on for the next 100 years
11. The Overhaul of Tradi onal Finance: millennials demand innova on and prefer control
12. A Textbook Alterna ve Asset: how crypto ﬁts the deﬁni on of an alterna ve asset
13. Non-Linear Growth: investors have a hard me imagining exponen al growth
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Research Team
Email: research@plutus21.com
Twi er: @_Plutus21
Richard Raizes: Richard is a General Partner at Plutus21 Crypto Fund I, L.P. Richard heads the
research eﬀorts and is the Chair for the Investment Commi ee for Plutus21 Crypto. Richard is a
graduate of the Alterna ve Asset Management Center at Southern Methodist University and
spent the ﬁrst 4+ years of his career in investment banking focused on diversiﬁed ﬁnancial
companies and energy and natural resources.
Email: richard@plutus21.com
Twi er: @richardraizes

Hamiz Mushtaq Awan: Hamiz is the founder of Plutus21 and a General Partner at Plutus21
Crypto Fund I, L.P. Hamiz heads the opera ons and is the Chair of the Risk Management
Commi ee for Plutus21 Crypto. Hamiz is a graduate of the Alterna ve Asset Management
Center and a recipient of the Don Jackson Fellowship at Southern Methodist University.
Email: hamiz@plutus21.com
Twi er: @hamizawan

Robert Till: Robert is the Head Analyst at Plutus21 Crypto. Robert heads the team of analysts
involved in the research eﬀorts. Robert is a Finance and Economics student at Southern
Methodist University.
Email: robert@plutus21.com

Kento Orii: Kento is a Research Analyst at Plutus21 Crypto. Kento is a Finance and Japanese
student at Southern Methodist University. His past experience includes star ng and opera ng a
digital media agency.
Email: kento@plutus21.com
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Irene Qiu: Irene is a Research Analyst at Plutus21. Irene is a Finance student at Southern
Methodist University.
Email: irene@plutus21.com

Jake Baumli: Jake is a Research Analyst at Plutus21. Jake is a Finance student at Southern
Methodist University.
Email: jake@plutus21.com

Gage Baumli: Gage is a Research Analyst at Plutus21. Gage is a Finance student at Southern
Methodist University.
Email: gage@plutus21.com

Lauren McCarthy: Lauren is a Marke ng and Communica ons Analyst at Plutus21. Lauren is a
Marke ng student at Southern Methodist University.
Email: lauren@plutus21.com
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Disclaimers
All news, research, commentary and other informa on (“Informa on”) provided by Plutus21
Crypto Fund I, L.P. (“Plutus21”) or its aﬃliates have been prepared solely for informa ve
purposes and should not be the basis for making investment decisions or be construed as a
recommenda on to engage in investment transac ons or be taken to suggest an investment
strategy in respect of any ﬁnancial instruments or the issuers thereof.
Informa on has not been prepared in accordance with the legal requirements designed to
promote the independence of investment research.
Informa on is not intended and should not be used or construed as an oﬀer to sell, or a
solicita on of any oﬀer to buy, securi es of any fund or other investment product in any
jurisdic on. No such oﬀer or solicita on may be made prior to the delivery of deﬁni ve oﬀering
documenta on.
Informa on provided is not related to the provision of advisory services regarding investment,
tax, legal, ﬁnancial, accoun ng, consul ng or any other related services and is not a
recommenda on to buy, sell, or hold any asset. Informa on is based on sources considered to
be reliable, but not guaranteed, to be accurate or complete. Any opinions or es mates
expressed herein reﬂect a judgment made as of the date of publica on and are subject to
change without no ce.
Trading and inves ng in digital assets involves signiﬁcant risks including price vola lity and
illiquidity and may not be suitable for all investors.
Plutus21 and its aﬃliates trade and hold posi ons in digital assets and may now or in the future
trade or hold a posi on in an asset that is the subject of Informa on provided. As a result,
Plutus21 or its aﬃliates may be subject to certain conﬂicts of interest in connec on with the
provision of Informa on. Plutus21 will not be liable whatsoever for any direct or consequen al
loss arising from the use of this Informa on.
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