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#° The Backdrop:
 Information Technology
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The Cloud
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Today’s Big Thing: The 20 year overnight
revolution of wireless handheld devices
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[R. Brodersen, ISSCC keynote 1997]

The Birth of the Wireless Tablet
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0 The IT Platform of Today:

Mobiles at the Edge of the Cloud

[J. Rabaey, ASPDAC’08]

Cleud

Mobile data growth
[Source: Cisco VNI Mobile, 2011]

Terabytes per Month 92% CAGR 2010-2015
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Mobile traffic grew 2.6x in 2010
(nearly tripling for 3" year)



@O The Swarm at the Edge of the Cloud

The Cloud
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[J. Rabaey, ASPDAC'08]
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1995 Question: What happens if sensors

& become tiny, wireless, and self-contained?
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Q 2010 Outcome: The Unfulfilled

Promise of Wireless Sensor Nets

$12,000
$10,300 l§0] O Entire
ensor
$10,000 Market
$8,000 2010 WSN (Source: On World)
$5,300 Mor!<e’r = Cost savings not yet disruptive
$6,000 (Projected,  w Reljability
2005) = Energy (battery life)
$4,000 2010 WSN = Ease of use
Market
$2.000 (Actual)
$439
[J. Rabaey, VLSI keynote 2011]
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Source: On World



@ Wireless Sensor Nets

v What REALLY slows them down:
NO Economy of Scale

Stovepipes, Fragmentation, Non-interoperability,
Lack of Virtualization

Industrial automation,
smart buildings,

renewable energy,
data centers, ...

802.11x (WiFi),
802.15.4x (Zigbee),
802.15.1
(Bluetooth(LE)),
802.15.6 (WPANSs),
NFC, ...

TinyOS, eCOS, LiteOS,
Contiki, Arch Rock

[J. Rabaey, VLSI keynote 2011]
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X/ Theme 1: A Tale of Two Cities
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Atlantic City, October 30, 2012



Incantation that
activates the
Marauder’s Map
In Harry Potter.
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K/ Security
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Open architectures with .
dynamically recruitable sensors S
open enormous security and

privacy concerns. But recent
innovations show that data

aggregation and networking can bm
used to enhance security and
privacy.

The risks of Swarms

E.g., Differential privacy [Dwork et al., 2006] provides a framework for removing side-
channel information that can be derived by cross-correlating data sets.

In another example, tighter coupling of time bases in distributed systems (time
synchronization) provides a framework for detecting and countering denial of service
attacks.
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X/ Safety in Numbers
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Large numbers can also improve

robustness and reliability

Humans

10-15% of terrestrial animal biomass
10°> Neurons/”node”

10-15% of terrestrial animal biomass

9 ” (1]
* 10° Neurons/”node [D. Petrovic, UCB — Atheros]

Easier to make ants than humans
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V Bridging the Cyber with the Physical

e Computation is discrete
* The physical world is not
* Naive bridges between the two fall short
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The Swarm as a Platform
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Presenting a uniform API to Apps Developers (similar to trends in the Cloud)
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XN/ Questions?
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