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White Paper
recording AND PERSONAL
DATA PRIVACY
Several regulations exist that prevent exploitation of personal data collected by companies.
HigherGround recording software enables compliancy with these laws.
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PERSONAL DATA AND PRIVACY

Introduction
Over the past few years, governments around the world have enacted a variety of laws and regulations
intended to protect your right to privacy. The General Data Protection Regulation (GDPR) enacted in May
2018 in the European Union and the Texas Privacy Act of 2017 in the U.S. are among the most recent
additions to a list that also includes HIPAA, PCI-DSS and Canada’s Personal Information Protection and
Electronic Documents Act (PIPEDA).
GDPR requires organizations that collect personal data to protect the privacy and data of European Union
citizens for transactions that occur in their 28 countries. It effects not only organizations in the EU, but
also any organization doing business or exchanging data with companies in them. The laws apply to
any company that processes and holds the personal data of individuals residing in the European Union,
regardless of the company’s location.
Personal data can include information such as:
• Basic identity information such as name, address and ID numbers
• Web data such as location, IP address, cookie data and RFID tags
• Health and genetic data
• Biometric data
• Racial or ethnic data
• Political opinions
• Sexual orientation
GDPR is designed to provide individuals with more control of their personal data and how it is handled.
The rules within it cover areas such as responsibility and accountability, consent data protection, data
breaches, right of access, right of erasure, records of processing activities, and more.
Even if a company is doing business primarily outside of the EU, they may still need to be aware of this
regulation, as it could affect them indirectly.
Some industries that may be at risk for violating GDPR are discussed below. HigherGround software
provides built-in features that enable full compliance with GDPR, HIPAA, and other privacy regulations.

GDPR EFFECTS ON INDUSTRIES oustide the EU
Healthcare
GDPR and HIPAA are very close in how each regulation deals with data protection. While HIPAA focuses
on personal health information and strict data protection, GDPR allows data made public by the person
to be used by other entities.
Utilities
Because public utilities generally operate on a local level, the impact of GDPR on them is minimal. For
cases in which the utility operates a service arm or processes IoT data from the EU, they would need to
comply with GDPR.
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Transportation
Public transport companies that move people in and out of the EU will need to be particularly concerned
about GDPR. For example, international airlines that collect passenger data such as seating/food
preferences or fight frequency must take care to protect these data and follow GDPR guidelines.
Logistics
GDPR is especially relevant for companies whose transport operations include moving freight to and from
the EU. Any tracking information could be subject to the regulation. Tracking becomes more complicated
if a package is shipping to the EU or being carried by an EU-based employee. Under the GDPR guidelines,
the shipper or broker must avoid releasing personal data of the freight employee or the customer. Shipping
companies would have to obtain consent from their employees - such as a driver - before providing
tracking information to a third party - such as the customer. Without this consent, tracking the package
would be more difficult.
Public Safety
GDPR laws generally don’t apply to collection or treatment of personal data in public safety. The regulation
was formulated to protect EU citizens from abuse of personal data by commerce and related industries,
and public safety is exempt. Data collected for lawful interception, national security, military, police, and
justice purposes are not subject to GDPR requirements.

HigherGround and Personal Data Privacy
HigherGround is committed to working with our partners and clients to ensure that our products enable
them to comply with this evolving legal and regulatory environment. The following information about
HigherGround functions provides a brief overview of how we address privacy and data protection.

Collecting Data
HigherGround can collect various types of data and media, depending on the client’s needs. This may
include voice recordings, screen captures, video, email and chat. It may also include metadata associated
with any of these interactions. Any of these data types may contain private information as defined by one
of the privacy acts or regulations. For the most part, our clients have chosen to manage this information
in one of two ways. They may choose to ensure private data is not collected at all, or they may choose to
collect private data but ensure it is protected from unauthorized access. HigherGround provides several
tools to enable customers to prevent collection of private data.
• Our APIs allow clients to interface other applications directly to the recorder or other data collection
modules to pause or stop recording or data collection when private data is being exchanged. For
example, when the call taker opens a form in which they will enter private data, the application can
instruct HigherGround to pause voice recording and screen capture.
• Our applications can detect window titles and types, enabling them to pause or stop voice recording
and screen capture when the call taker opens a window that has been defined by the client as a
private information data entry form.
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• Our applications can be configured to save media only if certain criteria are met. For example,
media could be saved only if specific metadata has been attached.
• Using our APIs or metadata attachment capabilities, client applications can identify media that
may contain private data and/or identify the caller.
• The call taker can manually stop or pause recording and screen capture if the caller requests or if
the call taker knows they are about to exchange private information.
• If the call taker is required to ask the caller’s permission to access private data, voice recording and
screen capture can be used to capture the the call taker asking permission, the caller’s response,
and the call takers reaction to the response. Using our APIs or metadata attachment capabilities,
recordings in which this occurs can be identified for special handling.
Storing Data
HigherGround provides tools to support, save, and secure storage while also enabling authorized users to
quickly and easily retrieve data and view or play media.
HigherGround recorders and other data collection applications are designed with a high level of fault
tolerance to ensure all data we collect is delivered to permanent storage even if network errors or
outages occur, or if a storage device is off-line. They also support replication, enabling storage of multiple
copies of data and media for redundancy, backup, and disaster recovery purposes. Clients can set
retention policies for all types of data, ensuring it is retained for as long as required, and delete when it is
no longer needed.
HigherGround supports many different types of storage including internal RAID arrays, Network Attached
Storage, and Amazon S3. This enables the client to design a storage solution that meets their needs for
reliability and security and falls within their budget.
All data and media can be stored in secure databases and folders which are not accessible over the
network. This prevents unauthorized users from accessing, tampering with or deleting data or media.
All data and media can be encrypted using our proprietary encryption algorithm or AES 256 encryption.
This prevents any access outside of the HigherGround applications, which enforce strict access controls
that can be configured to a very granular level by the system administrator.
Transmitting Data
Data is transmitted between computers in a variety of ways.
• Voice recorders send recording files and associated metadata to one or more servers. The
recordings and metadata are encrypted prior to transmission.
• An external telephony, CRM or other application may send data to the recorder to control its
operation or supply metadata. This information may or may not be encrypted, but would rarely, if
ever, contain private information.
• Call taker workstations may send screen capture files to one or more servers. This file transfer is
encrypted by the HigherGround security server.
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• When users access data or media, information is transmitted back and forth between their
workstation and the server via an encrypted connection supported by the security server.
Protecting Access to Data
The system administrator has the flexibility to grant each user access to as little or as much data and
functionality as appropriate to their role. The system can be configured to further protect interactions
that contain private data by hiding them from all users except designated senior management or privacy
officers. Unauthorized users would never see any indication the protected interactions exist.
Beginning in summer 2018, HigherGround will support multifactor authentication, increasing system
security even further.
Forgetting Data
Some regulations, including GDPR and the Texas Privacy Act grant a “right to be forgotten” or some
similar protection.
HigherGround supports this protection by allowing an authorized user to delete all records of one or
more transactions as requested by the protected individual. The system can log the deletion and a reason
for the deletion without storing any other information about the interactions(s). Alternatively, it can
be configured not to log the deletion at all, as required in some jurisdictions. This functionality can be
further enhanced if the HigherGround system receives metadata that identifies the caller, call type, the
presence of confidential information, or other details about the call that can be used to quickly find all
the interactions that need to be deleted.
Providing Copies of Data
Some regulations grant individuals the right to request copies of all data related to them. HigherGround
provides several methods of sharing copies of data and media. Shared data can be encrypted and
password protected to ensure the privacy of the requestor, or it can be provided in an unencrypted
format that is easily accessible if desired. This functionality can be further enhanced if the HigherGround
system receives metadata that identifies the caller, call type, the presence of confidential information, or
other details about the call that can be used to quickly find all the interactions that need to be shared.

CONCLUSION
As technologies change the landscape of commerce and the ability to collect, store, and use personal
data, new regulations have been enacted to protect exploitation of personal information. HigherGround’s
software records calls and other interactions between companies and their customers, and we have
included several features that enable organizations to comply with these personal data privacy
regulations. Redaction, encryption, deletion, secure access, transmission, and storage are some of the
features that allow compliance.
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About HigherGround
HigherGround® provides best-in-class recording solutions for incident reconstruction in public safety
and performance monitoring in contact centers. Our full-featured products transform data into
actionable intelligence, enabling decisions with confidence to enhance agent performance, optimize
operations, improve customer satisfaction and reduce costs, which ultimately increases revenue. We
customize solutions that integrate seamlessly with client applications. HigherGround — a proven
industry standard — is the OEM recording product of choice for several major companies.
Visit www.higherground.com for more information.
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