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Background on Trade Secret Protection and the 2016 Defend Trade Secrets Act 

● What is a trade secret?   

○ “Information, including a formula, pattern, compilation, program, device, method, 
technique or process, that (i) derives independent economic value, actual or potential, 
from not being generally known to, and not being readily ascertainable by proper 
means by, other persons who can obtain economic value from its disclosure or use, 
and (ii) is the subject of efforts that are reasonable under the circumstances to 
maintain its secrecy.” UTSA § 1.4. 

○ Expressly broadened under the DTSA to include “all forms and types of financial, 
business, scientific, technical, economic, or engineering information, including 
patterns, plans, compilations, program devices, formulas, designs, prototypes, 
methods, techniques, processes, procedures, programs, or codes, whether tangible or 
intangible, and whether or how stored, compiled, or memorialized physically, 
electronically, graphically, photographically, or in writing.” 18 U.S.C. § 1839(3). 

○ DTSA expressly covers “intangible” information – proprietary know-how. 

● How have trade secrets historical ly been protected? 

○ Since 1979, the Uniform Trade Secrets Act has been adopted in all states except 
NC, NY, and MA, which rely upon common law/tort claims (e.g., 
misappropriation).  

○ UTSA protects trade secrets from (i) acquisition by improper means, and (ii) 
disclosure or use, under circumstances where the disclosing party knew or 
should have known that the material was a trade secret subject to protection. 

○ UTSA provides for injunctive relief, damages, and attorney’s fees. 

● Why the need for federal protection? 

○ Enormous cost of trade secret theft/misappropriation to American businesses:  
$160-480 billion annually, by some estimates 

○ Until now, trade secrets were the only form of intellectual property not subject 
to federal protection (e.g., patent, copyright, trademarks) 

○ Variability in state jurisprudence interpreting the UTSA 



 

 

○ Challenges in enforcement under state law (e.g., jurisdictional, cost, court 
efficiency) 

○ Increasing sophistication of trade secret issues, and the capabilities of federal 
courts. 

Key Provisions of the DTSA 

● Federal private right of action to obtain relief against party who “misappropriates ,” 
“conspires to misappropriate ,” or “threatens ” to misappropriate a trade secret. 

● Misappropriation: 

○ Acquisit ion  of a trade secret of another by a person who knows or has reason 
to know that the trade secret was acquired by improper means 

○ Disclosure or use of a trade secret  of another without express or implied 
consent by a person who: 

■ Used improper means to acquire knowledge of the trade secret 

■ At the time of disclosure or use, knew or had reason to know that the 
knowledge of the trade secret was: 

● Derived from or through a person who had used improper 
means to acquire the trade secret 

● Acquired under circumstances giving rise to a duty to maintain 
the secrecy of the trade secret or limit the use of the trade secret 

● Derived from or through a person who owed a duty to the 
person seeking relief to maintain the secrecy of the trade secret 
or limit the use of the trade secret 

■ Before a material change of the position of the person, knew or had 
reason to know that: 

● The trade secret was a trade secret 

● Knowledge of the trade secret had been acquired by accident or 
mistake 

● Remedies: 

○ Ex Parte Civi l  Seizure Order  under “extraordinary circumstances” where (i) 
injunction or other equitable relief is “inadequate,” (ii) “immediate and 
irreparable injury,” (iii) balance of harms to plaintiff “substantially outweighs” 



 

 

defendant’s interests; (iv) likelihood of success on the merits (v) defendant has 
the trade secret and/or property to be seized; (vi) application describes the 
matter to be seized with “reasonable particularity”; (vii) risk of further loss if the 
party were placed on notice; (viii) applicant has not publicized requested 
seizure. 18 U.S.C. § 1836(b)(2). 

■ Federal law enforcement with technical assistance 

■ Limited discovery; expedited hearing 

○ In junctive rel ief  is available: 

■ To protect “any actual or threatened misappropriation,” provided that 
the order does not:  

● “Prevent a person from entering into an employment 
relationship,” though “conditions” may be imposed “based on 
evidence of threatened misappropriation and not merely  
on the information the person knows.” 

● Conflict with applicable state law prohibiting “restraints on the 
practice of a lawful profession, trade, or business.” 

■ “Requiring affirmative actions to be taken to protect the trade secret” 

■ In “exceptional circumstances,” impose a “reasonable royalty” on the 
future use of the trade secret 

● Award damages: 

○ For actual loss, unjust enrichment not compensated by actual loss, reasonable 
royalty for unauthorized disclosure.  

○ Exemplary damages, up to 2x compensable losses, if “willful and malicious” 

○ Attorneys fees for willful or malicious misappropriation or bad faith claims 

● Additional Notes 

○ Whistleblower protection for employees reporting violations to law enforcement 
officials, in anti-retaliation lawsuits, or providing information under seal – must 
be disclosed in employee contracts/agreements  if employer wishes to later 
recover exemplary damages or attorneys fees. 

○ Protection of defendant from adverse publicity in seizures 

○ Protection of confidentiality of materials (encryption, anti-networking, etc.) 



 

 

○ Appointment of special master, technical experts, to assist with locating trade 
secret material, enforcing order. 

○ Three-year statute of limitations runs from “date on which the misappropriation 
… is discovered or by the exercise of reasonable diligence should have been 
discovered.” 

○ Supplemental remedies (i.e., does not pre-empt state trade secrets protections)  

○ Not retroactive 

Practical Implications 

● Revise employment agreements to include required DTSA disclosures 

● Define and protect trade secret portfolio (NDAs, confidentiality provisions in contracts, 
employment agreements) 

● Selection of federal vs. state jurisdiction for trade secret protections 

○ Nexus to interstate commerce 

○ Jurisdictional considerations (jury requirements, evidentiary burdens, discovery 
limits) 

○ Availability of civil seizure orders in “extraordinary circumstances” 

○ Breadth of “trade secrets” under federal law 

○ Sophistication of protective measures and the courts 

● More aggressive protection of trade secrets (federal jurisdiction, civil seizure, attorneys 
fees) 

Early Applications of the DTSA 

● Syntel Sterling Best Shores Mauritius (Ltd.) v. Trizetto Group, No. 15-CV-211 (S.D.N.Y.) (Sept. 
23, 2016 Order). Upheld DTSA claims based on unauthorized download and use of 
software documentation by software manufacturer’s contractor. DTSA is not  

retroactive, but continued “use” of misappropriated trade secrets was sufficient to 
withstand amended complaint. 

● Adams Arms, LLC v. Unified Weapon Systems, Inc., No. 16-CV-1503 (M.D. Fla.) (Sept. 27, 
2016). Upheld claims of trade secret misappropriation where trade secret was the arms 
manufacturer’s “manufacturing processes, the tools and machinery used to make the 
parts, the mix of particular part types and sizes, and the mix of particular vendors and 



 

 

pricing for certain parts.” DTSA applies when any “prohibited ‘act’ occur[s] after May 11, 
2016,” the enactment date. 

● HealthBANC Int’l Inc., LLC v. Synergy Worldwide, Inc., 16-CV-00135 (D. Utah) (Sept. 22, 
2016). Cause of action dismissed where plaintiff had transferred all “intellectual 
property rights of any kind” to defendant, and then later sued defendant for disclosing 
trade secrets related to the product. Trade secret rights held to be “intellectual 
property rights.” 

● Earthbound Corp. v. MiTek USA, Inc., C16-1150 (W.D. Wash.) (Aug. 19, 2016) granting TRO 
and finding “detailed information about Earthbound’s current and prospective 
customers, pending projects, bids, pricing, product design, and other elements of its 
business constitute trade secrets under the UTSA,” and that the DTSA defines trade 
secret “similarly to but even more broadly than the UTSA.” 

 

David Slarskey is a commercial litigator with extensive experience in data privacy and 
security. To schedule an appointment with Sid, submit a request at www.priorilegal.com or 
call 646-650-2025.  

 

 

 


