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Maritime Security Incident Report 

1 – 31 NOVEMBER 2017 

TOTAL NUMBER OF INCIDENTS:  37 (OF WHICH PIRACY & ATTEMPTED PIRACY – 20) 

1 ACT(S) OF TERRORISM 0 x PIRACY + Hij &/or Kid/0 x ROBBERY + Hij &/or Kid 

ACT(S) OF POLITICAL, ECONOMIC OR ENVIRONMENTAL ACTIVITY: 0 

(A) – ANCHORAGES;   (B) – BERTHS 

RELEASE OF KIDNAPPED CREWS: 
 

10 Nov 17 – GIANG HAI – three kidnapped crewmen from the Vietnam-flagged bulk carrier were 

rescued by the Philippines Army during a military operation in Kang Tipayan Island, Tawi-Tawi.  The 

body of a fourth crew-member was also recovered.  On 7 Jul 17 the Filipino Army reported that the body 

of another crew-member was recovered.  The crew were kidnapped on 19 Feb 17.  (World Maritime 

News) 

12 Nov 17 – DEMETER – six kidnapped crewmen from the Liberia-flagged container ship have been 

released according to the German shipping company Peter Doehle Schiffahrts-KG and the "seafarers 

are in good condition and have returned to their families”.  No details about the timing or circumstances 

of their release were given. The crew were kidnapped on 21 Oct17.  (AP)  COMMENT:  It is probable 

that a ransom was paid for their release.   

17 Nov 17 – DANVIL 8 – the Philippine military rescued 5 kidnapped Filipino fishing crew members on 

the remote southern province of Tawi-Tawi, officials said. The fishermen, all from Pagadian City in 

Zamboanga del Sur province were recovered on Languyan Island. The men were crew members of the 

fishing boat, kidnapped by the Abu Sayyaf on October 14 off Pangutaran Island in the Sulu Sea. 

(www.mindanaoexaminer.com, ONI) 

ARMS SEIZURES   
 

On 14 Nov 17, Police from the Cebu Port Authority, Philippines arrested two persons for trying to 

smuggle 21 illegal firearms. The arrested persons are facing firearms charges.  (IFC) 

 

DRUG SEIZURES – See Annex. 

 

TERRORISM – See Report below  

 

  

http://www.mindanaoexaminer.com/
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INCIDENTS REPORTED FOR NOVEMBER 
 

ATTEMPTED ROBBERY/PRODUCT TANKER (A) 

 

 

26.11.2017: 1700 – 2100 UTC: Posn: 01:25.4N – 104:41.4E, Around 13NM NNE of Tg. 

Berakit, Pulau Bintan, Indonesia. 

During routine rounds, duty crew on board an anchored Norway-flagged product tanker (SKS 

DOYLES) noticed that two padlocks at the main deck of steering gear room entrance were 

damaged and one padlock was missing.  Also the paint locker and main entrance to engine 

room incinerator deck were found with signs of attempted entry in the engine casing.  Alarm 

was raised. Crew mustered and a search was carried out. Nothing reported stolen. 

Authorities informed.   (IMB, ReCAAP) 

 

ATTEMPTED PIRACY/CARGO 

 

 

26.11.2017: Posn: South of Ras Sharbitat off the Oman coast, Gulf of Oman. 

The Iranian Navy’s 48
th

 Fleet in the form of the frigate ALVAND and the support vessel 

LAVAN were able to prevent armed pirates from boarding an Iranian merchant ship, the Hong 

Kong (China)-flagged general cargo vessel CASPIAN HARMONY (IMO 9766645) near the 

Gulf of Aden, according to news agency Shabelle.  The merchant ship has since passed 

through the Suez Canal into the Mediterranean Sea.  (AP&SNltr) 

 

COMMENT:  Details of the attempt are sketchy and have not been confirmed by other organisations 

operating in the region. The Iranian Navy has maintained a naval presence in the area of the Gulf of 

Aden since 2008 in ord3er to undertake escort duties for Iranian merchant ships sailing through the 

region. (AP&SNltr) 

.    

ATTEMPTED PIRACY/BULK 

 

 

24.11.2017: 0230 LT: Posn: 70NM off Muscat, Gulf of Oman. 

The Cyprus-flagged bulk carrier (KAMLESH) with 27 Indian crew members reported being 

chased by three pirate skiffs.   The Indian Navy Ship INS TRIKAND came to the assistance of 

the bulker.  (VT, MAST) 

 

COMMENT:  Further details are awaited.   The INS TRIKAND, also rendered assistance to an Iranian 

trawler. The trawler had 20 crew on board and was adrift for the last five days due engine failure. Upon 

receipt of a distress call from the trawler a technical team was sent by boat and repaired the damage 

after which the trawler resumed its passage.  (VT) 

 

ATTEMPTED PIRACY/BULK 
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22.11.2017: 2030 UTC: Posn: 24:51N – 058:33E, 100NM East of Fujairah, Gulf of Oman. 

An MV was attacked by five skiffs which carried out dangerous manoeuvres in close 

proximity to the vessel, fired shots and attempted to board. Vessel Safe. (UKMTO) 

 
COMMENT:  This incident is not considered an indication of the pattern of life in this area. 

 
PIRACY/TUG & BARGE 

 

 

22.11.2017: 0400 LT: Posn: off Pulau Penghibu, NE Borneo, Indonesia. 

A Malaysia-flagged tug (EVER PROSPER) towing barge (EVER OMEGA) was attacked.  The 

barge with 3700 tons of Crude Palm Kernel Oil, worth $4.5million, was under tow from 

Bintulu, Northern Borneo, Malaysia, to Penang Island, Malaysia.  There were 4 crew on tug 

and 6 on barge.  Barge crew were taken to tug, pirates left with the barge – by what means 

the barge was towed off, is not known.  On 23 Nov barge was found, cargo believed to have 

been siphoned off, all or part of it, also unknown.  (Fleetmon, ASKET, ReCAAP) 

 
Further details on the above incident 
 

The MMEA contacted the Indonesian authorities to locate the barge (EVER OMEGA).  On 23 Nov 17 at 
about 1800 LT the Indonesian authorities found EVER OMEGA and towed her to Tanjung Pinang, 
Indonesia.  All 10 crew were safe.  The oil cargo on board the barge was missing.  Investigation is on-
going.  (ReCAAP) 

 
ATTEMPTED PIRACY/CONTAINER 

 

 

22.11.2017: 0231 UTC: Posn: 03:17.5N – 006:52.5E, Around 66NM SSW of Bonny, 

Nigeria, GoG. 

A speed boat approached and chased a Cyprus-flagged container ship (STRAUSS) 

underway. Alarm raised, evasive manoeuvres commenced, SSAS activated, local authorities 

notified and crew mustered in the citadel. A Nigerian navy vessel was dispatched to assist 

the container ship, however after around 20 minutes, the speed boat aborted the chase and 

moved away. Vessel and crew safe.   (IMB) 

COMMENT:  The failure of the pirates to press home their attack indicates that they were not terrorist 

dissidents 

 
ATTEMPTED ROBBERY/BULK (A) 

 

 

21.11.2017: 2120 UTC: Posn: 05:13N – 004:05W, Abidjan Anchorage, Ivory Coast, GoG. 

While at anchor, duty officer on board a bulk carrier observed a boat approaching from astern 

towards the vessel. Alarm raised and all crew mustered on bridge. The boat came alongside 

and moved slowly towards mid ship and finally stayed alongside near the bow. Around 13 to 

15 persons were sighted on the boat. Port control was notified. Due to a passing squall and 

heavy rain, the boat moved away from the bow but maintained her position around 20-30 

metres from the vessel. After around 30 minutes, the boat moved away from the vessel. 

(IMB) 

 

IMB COMMENT:  This incident is classed as a ‘suspicious sighting’ will not appear in IMB statistics. 

COMMENT:   The description given above would seem to indicate that this was an act of attempted 

piracy. 
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ATTEMPTED PIRACY/CARGO 

 

 

21.11.2017: 1940 UTC: Posn: 14:08.7N – 048:57.3E, 26NM SSW of Mukalla Port, Yemen, 

Gulf of Aden. 

MV reported coming under attack by 4 skiffs w/ armed POB.  Vessel and crew are safe. 

(UKMTO.) 

COMMENT:  The category of this vessel has not been identified and is therefore classed as a cargo 

vessel.  Further indication that the piracy threat in the HOA area is growing! 

 

ATTEMPTED PIRACY/PRODUCT TANKER 

 

 

21.11.2017: 1830 UTC: Posn: 14:03.25N – 048:48.92E, Around 33NM SW of Mukalla, 

Yemen, Gulf of Aden. 

Armed persons in a speed boat chased and fired upon a Panama-flagged product tanker 

(GREAT STAR) underway. Alarm raised, speed increased, evasive manoeuvres commenced 

and all non-essential crew mustered in the engine room. Due to the hardening measures and 

the presence of the AST the boarding was averted. The vessel sustained some damage from 

the pirate’s firing. All crew safe.  (IMB, IMO) 

COMMENT:  Yet further indication that the piracy threat in the HOA area is growing! 

 

ATTEMPTED PIRACY/CARGO 

 

 

21.11.2017: 0335 UTC: Posn: 03:04.38N – 006:59.46E, 89NM from Port Harcourt, Nigeria, 

GoG. 

A merchant vessel reported it was being followed for around 2 hours by 1x Skiff with 3 x POB 

on board. CPA 0.5 cables.  Crew and Vessel are safe.  (MDAT, ASKET) 

 

COMMENT:  The category of this vessel has not been identified and is therefore classed as a cargo 

vessel.   

 

ROBBERY/PRODUCT TANKER (A) 

 

 

21.11.2017: 0050 UTC: Posn: 06:19.45N - 003:11.68E, Lagos Secure Anchorage Area, 

Nigeria, GoG. 

Ten robbers in two boats attempted to board a Marshall Islands-flagged product tanker 

(NAME WITHHELD).  Duty crew noticed the robbers and raised the alarm. Seeing the alert 

crew, the robbers aborted the attempted boarding. Incident report to local agent.  (IMB) 
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ATTEMPTED PIRACY/BULK 

 

 

20.11.2017: 1930 UTC: Posn: 01:02.4N – 103:39.2E, Around 6NM South of Pulau Nipah, 
Indonesia. 

An unlit boat approached a Malta-flagged bulk carrier (NORDMOSEL) underway and came 
alongside the STBD quarter. Crew on deck watch noticed the boat and informed the duty 
officer. Deck lights and search lights switched on and directed towards the boat. Duty officer 
noticed around eight robbers in the boat. A ladder was seen hooked onto the ships rail. Alarm 
raised and crew mustered. Seeing the alerted crew the robbers unhooked the ladder and 
moved away. VTIS informed. Once the vessel arrived at the anchorage, the Singapore Coast 
Guard boarded the vessel for investigation.  (IMB) 

 
 

ATTEMPTED PIRACY/CARGO 

 

 

19.11.2017: 0402 UTC: Posn: 14:04N – 051:47E, Near IRTC Point B, around 128NM NW of 

Socotra Island, Gulf of Aden. 

An MV reports sighting a skiff with a ladder, which approached to 1nm. MV increased speed 

and is now safe. (UKMTO) 

 

COMMENT:  The category of this vessel has not been identified and is therefore classed as a cargo 

vessel.  Yet further indication that the piracy threat in the HOA area is growing!   

ATTEMPTED PIRACY/TUG & BARGE 

 

 

18.11.2017: 1400 UTC: Posn: 00:14.01N – 103:50.42E, off Pulau Singkep, Indonesia. 

A speedboat with 5 POB attempted to come alongside underway Malaysia-flagged tugboat 

(ATLANTIC 8), towing barge (ATLANTIC 9) loaded with coal from Muara Jambi to Vietnam.  

Duty AB noticed the speedboat had been following them since they left Jambi.   Master had 

spotlight turned on identified the boat was from the authority (Navy or Marine Police).  He did 

not obey the request to come along side but maintained speed, altering course away from the 

suspicious speedboat resulting in the chase being aborted. Incident reported to Indonesia 

Navy. (ReCAAP, OCEANUSLive) 

 

ATTEMPTED PIRACY/FISHING 

 

 

18.11.2017: 0555 UTC: Posn: 01:56S – 049:23.8E, Around 341NM SE of Mogadishu, 

Somalia, Indian Ocean. 

The Seychelles-flagged Tuna Fishing Vessel (GALERNA III) reported that 1 skiff with 4 POB 

approached and an attempt was made to board the vessel.  AST fired warning shots and the 

skiff then withdrew. The vessel is safe. (UKMTO, MAST) 

 

Further details on the above incident 

 

The Italian Navy ship ITS VIRGINIO FASAN investigated the incident and intercepted two small boats 

and arrested six Somalis on suspicion of piracy. (EUNAVFOR; www.gcaptain.com; www.fis.com; 

UKMTO) 
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COMMENT:  It would appear that the same PAG carried out the attack on 17 Nov 17 off the coast of 

Somalia. 

 

ROBBERY/CHEMICAL TANKER (A) 

 

 

17.11.2017: 2130 UTC: Posn: 01:25.64N – 104:35.29E, Around 12NM North of Tg. Berakit, 

Pulau Bintan, Indonesia. 

Three robbers armed with knives boarded an anchored Saudi Arabia-flagged chemical tanker 

(BORAQ). Duty crew on routine rounds noticed the robbers. Alarm raised and crew 

mustered. Hearing the alarm and seeing the alerted crew, the robbers escaped with ship’s 

properties. A search was carried out. Incident report to MPA Singapore.  (IMB, ReCAAP) 

 

ATTEMPTED PIRACY/CONTAINER 

 

 

17.11.2017: 0917 UTC: Posn: 01:55.9S – 047:56.8E, Around 384NM SE of Mogadishu, 

Somalia, Indian Ocean. 

A container ship reported that 1 skiff with 4 POB with weapons approached the Panama-

flagged container ship (EVER DYNAMIC) at speed to within 1.6NM. Suspected pirates 

attempted boarding vessel, deterred by razor wire, skiff fired two RPG rounds before 

withdrawing. Vessel is Safe.  (UKMTO) 

 

Further details of the above incident 

 

On 19 Nov 17,  EUNAVFOR Italian warship (ITS VIRGINIO FASAN) chased and captured six suspected 

pirates in a motor whaler, acting as mother ship, and a skiff. Suspects being transferred to Seychelles.  

(UKMTO) 

 

COMMENT:  This could be the second significant incident (see 16 Nov 17 below) being so far off-shore 

and would suggest a PAG operating in this area. 

 
ATTEMPTED PIRACY/CONTAINER 

 

 

16.11.2017: 1630 LT: Posn: Gulf of Aden. 

A destroyer from the Chinese naval escort taskforce reported that it dispersed three 

suspected pirate boats as it escorted a vessel in the Gulf of Aden. The destroyer detected the 

boats with photoelectric sensors and accelerated to intercept them as they approached two 

container ships, prompting them to flee the area at high speed.  (PVI) 

 

Further details of the above incident 

 

A destroyer from the 27th Chinese naval escort taskforce successfully dispersed a number of suspected 

pirate vessels aiming for two container ships, reports China Central Television. At approximately 4:30pm 
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local time, as the HAIKOU was escorting the vessels, registered in Hong Kong and Italy, towards the 

Gulf of Aden, three targets travelling at high speed were detected 5.1 nautical miles ahead.  (MAST) 

 
ATTEMPTED PIRACY/BULK 

 

 

16.11.2017: 1100 UTC: Posn: 04:07N – 006:57E, Around 19NM SW of Bonny Island, 

Nigeria, GoG. 

Pirates attacked a Liberia-flagged bulk carrier (FADELSIA) underway around 15 minutes after 

its Nigerian Navy security escort boat moved away. Hearing the “Mayday” transmission, the 

security vessel returned to the bulk carrier and fired upon the pirate boat resulting in the 

pirates aborting. The Nigerian Navy security vessel then escorted the bulk carrier to Bonny 

Anchorage.   (IMB) 

 

ATTEMPTED PIRACY/TANKER 

 

 

16.11.2017: 0945 UTC: Posn: 03:30.6N – 006:45.9E, Around 56NM SSW of Bonny Island, 

Nigeria, GoG. 

Seven pirates in a speed boat chased a Marshall Islands-flagged tanker (SABINE) underway. 

As the boat closed to 300 meters the crew noticed a long ladder. Alarm raised, master 

increased speed, commenced evasive manoeuvres and the crew mustered in a safe place. 

After chasing the tanker for a while the boat stopped its approach and then once again 

attempted to close to the ship to board. Due to the hardening measures employed by the 

vessel’s high freeboard, pirates aborted the boat aborted and moved away. Nigerian Navy 

HQ notified.   (IMB, MDAT) 

 

ROBBERY/CHEMICAL TANKER (A) 

 

 

16.11.2017: 0630 UTC: Posn: 10:19N – 075:31W: Mamonal anchorage, Colombia, 

Caribbean. 

Robbers armed with knives boarded an anchored Malta-flagged chemical tanker (ARCTIC 

BREEZE). Duty crew on routine rounds noticed the robbers and notified the OOW who raised 

the alarm. Hearing the alarm, the robbers escaped with stolen ship’s property. A search was 

carried out and port control notified. All crew safe.  (IMB) 

 
ROBBERY/YACHT (A) 

 

 

13.11.2017: 2300 UTC: Posn: 14:53N – 12:30W: Porto da Praia Bay, Ihla de Santiago, 

Cape Verde, off West Coast of Africa, South Atlantic. 

An anchored Norwegian sailing yacht (SPINNWILL) boarded by three robbers armed with 

knives.  They threatened to cut the throats of the crew and owner of the yacht if they did not 

get all the money. They also stole telephones, cameras, drone, computers, tabs, hard-disks, 

shoes, alcohol, measuring instruments. The owner was tied to the mast inside the boat, and 

the crew was taken hostage. They stole the dinghy with outboard to escape to land. They 

were unfamiliar with the outboard, and had to row. The owner managed to untie all the knots 

and radioed an alarm to the Port Police over VHF. The Police waited for the robbers on the 

beach, one robber was arrested as he swam ashore, the rest escaped. They left almost all 

the stolen items, as they jumped into the water to avoid the Police, but some items are still 

missing or lost. (MDAT, www.noonsite.com)  
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TERRORISM & KIDNAP/BULK 

 

 

11.11.2017: 0822 UTC: Posn: 04:07.10N - 006:59.57E, Around 17NM SSW Of Bonny 

Island, Nigeria, GoG. 

Armed pirates boarded a drifting Isle of Man (UK)-flagged bulk carrier (VENUS BAY). They 

entered the bridge and fired their weapons damaging the bridge windows. The pirates stole 

ship's properties, crew personal belongings, kidnapped 10 crew and escaped in their boat. 

Two Nigerian navy vessels intercepted the pirates, rescued the crew and apprehended five 

pirates. The ship was escorted into the inner anchorage under naval escort and armed 

guards were placed on board during the vessels stay. On 12 Nov 2017, the ship resumed 

passage under naval escort to Port Harcourt and berthed.   (IMB, MDAT) 

 

Further details on the above incident 
 

Two Nigerian Navy vessels intercepted the pirates, rescued the crew members and apprehended five 

pirates. The ship was escorted into the inner anchorage under naval escort and armed guards were 

placed on board during the ship’s stay. On 12/11/2017, the ship resumed passage under naval escort to 

Port Harcourt and berthed. 

 
COMMENT:  Following reports that the dissidents in Nigeria have reported that they intend to carry out 

attacks against oil installations and other targets it is considered that this is an example of their activities 
and is classed as terrorism. 
 

ATTEMPTED ROBBERY/TANKER (A) 

 

 

10.11.2017: 2215 UTC: Posn: 01:28.21N – 104:38.78E, Approx. 14NM NNE of Tanjung 

Berakit, Pulau Bintan, Samarinda, Indonesia. 

Crew on routine rounds on board an anchored Panama-flagged tanker (NAME WITHHELD) 

spotted three unauthorised persons on the poop deck. The alarm was raised and crew 

mustered. A search was carried throughout the tanker, following which it was determined that 

the pad lock of a mooring hatch cover was found broken. Nothing reported stolen. (IMO) 

 
ATTEMPTED ROBBERY/TANKER (A) 

 

 

10.11.2017: 1335 UTC: Posn: 04:15N – 005:36E, around 17NM off the coast, IVO 

Pennington Terminal, Nigeria, GoG. 

MV reported attempted boarding by five to six armed persons in a blue-hulled boat, approx 5 

to 6m long. (MDAT, ASKET) 

 
COMMENT:  The category of this vessel has not been identified but is classed as a tanker, based on 

the location.  Further details are awaited.   
 

ATTEMPTED ROBBERY/TANKER (A) 

 

 
09.11.2017: 2000 LT: Posn: 22:04.86N – 88:13.44E, Kulpi anchorage, Kolkata port, India, 
Bay of Bengal.  

The crew of an anchored Singapore-flagged container ship (X-PRESS YAMUNA) before 

proceeding to the next port of call secured the deck and discovered that three mooring ropes 

were missing from the aft deck. The master and crew conducted a detailed search and no 

perpetrators were found. The crew was not injured and there was no damage to ship.  The 



ASKET Ltd - Monthly Maritime Intelligence Report  

 
 

11 
ASKET Ltd I 86 – 90 Paul Street l London l EC2A 4NE I T: +44 20 3322 6701 I 

Company number 08763474 
 

incident was reported to the ship’s agent, Company Security Officer (CSO) and the local 

police.  (ReCAAP) 

 
ATTEMPTED PIRACY/CHEMICAL TANKER 

 

 

09.11.2017: 0435 LT: Posn: 01:10.00N – 105:09.50E, Approx 20.57NM NE of Pulau 
Manpur, Indonesia. 

While sailing, two robbers on board a drifting craft, approached the astern part of the Hong 
Kong (China)-flagged chemical tanker (ROSE DIAMOND) and attempted to board. The duty 
crew informed the Master who immediately raised the alarm, switched on the deck light and 

activated the Ship Security Alert System (SSAS). The crew was mustered and a search was 
conducted. The robbers fled. (IMO) 

 
 
 
 
 

ATTEMPTED PIRACY/CARGO 

 

 

08.11.2017: 1300 UTC: Posn: 12:30N – 043:37.5E, in the vicinity of Mayyun Island, Bab al 

Mendab, southern Red Sea.   

An MV reported that 2 skiffs with 7 POB approached at speed to within 100M. Boats have 

subsequently withdrew. MV is Safe. (UKMTO) 

 
COMMENT:  The category of this vessel has not been identified and is classed as a cargo vessel.   This 

action by the boats cannot be construed as normal life pattern and therefore is classed as an attempted 
act of piracy. 

 
PIRACY/BULK 

 

 

07.11.2017: 2145 UTC: Posn: 02:53.0N – 105:17.5E, Around 21NM SW of Pulau Mangkai, 

Kepulauan Anambas, Indonesia. 

Robbers armed with knives boarded a Marshall Islands-flagged bulk carrier (ANDROMEDA) 

underway. They threatened the crew with the knives, stole ship’s properties, cash and crew 

personal belonging, damages communication equipment and escaped in a boat. All crew 

safe (IMB) 

 
ROBBERY/YACHT (A) 

 

 

06.11.2017: 0800 LT: Posn: San Blas Ustupu, Panama, Caribbean. 

When departing, owners anchored just west of Ustupu discovered their port headsail sheet 

had been cut just behind the track car and the remaining 40 ft. of line stolen. It had been 

coiled and secured to the lifeline. Their buddy boat reported that sunscreen and bug-spray 

had been taken from their dinghy while tied to the Ustupu military dock. The theft will be 

reported to the local officials at their next stop westbound. (CSSN) 

 

ROBBERY/BULK (A) 

 

 

03.11.2017: 2050 UTC: Posn: 00:15.73S – 117:34.50E, Muara Berau Anchorage, 

Samarinda, Indonesia. 

Two robbers armed with knives and sticks boarded an anchored Liberia-flagged bulk carrier 
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(PORT BELMONTE) via the anchor chain during cargo operations. They threatened the duty 

AB and OOW with knives, stole ship's properties and escaped with their accomplices in a 

waiting boat. Alarm raised and crew alerted. Master was unsuccessful in contacting port 

control.   (IMB) 

 

ROBBERY/CARGO (A) 

 

 

03.11.2017: 1909 UTC: Posn: 01:11.1N – 103:59.7E, Batu Ampar Anchorage, Batam, 

Indonesia. 

Three robbers armed with knives, in a small wooden boat with outboard engine boarded an 

anchored Singapore-flagged offshore supply ship (PACIFIC LIBERTY). Duty AB on routine 

rounds noticed the robbers and shouted at them resulting in the robbers threatening him with 

their knives. The AB immediately informed the bridge and the alarm was raised. Hearing the 

alarm and seeing the crew alertness, the robbers escaped via its starboard aft mooring 

access in their wooden boat which was heading towards McDermott Shipyard in Pulau 

Batam.  A search was carried out following which it was determined that various tools and 

electrical cables had been stolen. The padlocks to the propulsion room, electrical locker, deck 

store on starboard side of main deck accommodation and AC unit room were found cut by 

the bolt cutter.   (IMB, IMO) 

 
ROBBERY/TUG & BARGE (A) 

 

 

03.11.2017: 1330 UTC: Posn: 22:02.99N – 091:48.44E, Kutubdia Anchorage, Bangladesh, 

Bay of Bengal. 

A robber armed with a knife boarded a barge (MARITIME HAWK) under tow. The Master of 

the Singapore-flagged tug (MARITIME RAJA) switched on the search light and directed it 

towards the barge and notified port control and the Coast Guard. Seeing the alerted crew the 

robber escaped with stolen barge properties. Coast Guard come on board for investigation.   

(IMB) 

 
 
 
 

ATTEMPTED ROBBERY/CARGO (A) 

 

 

03.11.2017: 0030 UTC: Posn: 05:55N – 001:14E, Lome Anchorage, Togo, G0G. 

An MV reported 1 vessel with 7 masked POB. Vessel approached the MV with intent to 

board. Togo Navy was called and a patrol vessel came into the vicinity. MV and Crew is Safe. 

(MDAT-GOG) 

 
COMMENT:  The category of this vessel has not been identified and is classed as a cargo vessel.   

 
MDAT Comment:  This Advisory is not classified as a Maritime Security Event and has not been 

verified by MDAT-GoG. This information is provided to inform maritime situational awareness for 

mariners operating in the region. MDAT-GoG is not responsible for the accuracy of this reporting.    
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ROBBERY/YACHT (B) 

 

 

01.11.2017: 2300 LT: Posn: Ft. Sherman Shelter Bay Marina, Panama, Caribbean. 

Whilst moored at B dock in Shelter Bay Marina, a black folding bicycle was left (set up) and 

on its stand in the vessel’s cockpit. At some point during the night the vessel was boarded 

and the bike was stolen. (CSSN) 

 
ATTEMPTED PIRACY & HIJACK/TANKER 

 

 

01.11.2017: 1006 UTC: Posn: 04:02.7N - 007:03.5E, Around 21NM SSW of Bonny Island, 

Nigeria, GoG. 

Lookout on board a Panama-flagged tanker (INTERIM) underway noticed two speed boats 

approaching at high speed. OOW immediately raised the emergency alarm and Master 

notified the terminal who relayed the information to a Nigerian naval ship. As the speed boats 

closed to the tanker guns and ladders were sighted. The Master ordered the crew to secure 

all access to the vessel and retreat into the citadel. The bridge team commenced evasive 

manoeuvre to prevent the pirates from boarding. On seeing the approaching naval ship, the 

pirates aborted the attempted boarding and moved away. The tanker continued her passage. 

All crew safe.   (IMB) 

 

COMMENT:  This has the hall-marks of a terrorist attack, but the failure to press it home it is recorded 

as a piracy attack, until further information is received.  MDAT have reported this incident and stated 
that two pirates boarded the vessel. 
 

ROBBERY/TANKER (A) 

 

 

01.11.2017: 0345 LT: Posn: 01:28.8N – 104:43.5E, Approx 17.7NM NE of Tanjug Berakit, 

Bintan Island, Indonesia. 

While at anchor, the crew of a Panama-flagged tanker (HAIMA) on routine rounds noticed 

footprints on the floor of the engine room.  Upon investigation, engine spared were discover 

stolen.  Review of the CCTV recording showed that five perpetrators had boarded the ship.  

(ReCAAP) 

ENVIRONMENTAL AND ECONOMIC NON-STATE ACTIVIST 

GROUPS 

NTR 
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Maritime Security Incident Report – 

November 2017 – Annex 

This Annex includes reports under the following headings: 

WARNINGS & ALERTS 

The Following Warnings and Alerts Have Been Issued 

 

TERRORISM 

Abu Sayyaf Members Surrender in Sulu 

Philippine Navy Apprehends Six ASG Men in Sulu Waters 

 

REFUGEES/IMMIGRANTS - NTR 

 

REPORTS OF SUSPICIOUS ACTIVITY 

Various Reports Concerning – Illegal Fishing & Smuggling Contraband 

Illegal Fishing 

Smuggling 

Drug Smuggling 

Illegal/Dangerous Cargo 

 

LIBYA - NTR 

 

IRAN & MARITIME ISSUES - NTR 

 

THE YEMEN SITUATION – MARITIME ISSUES 

Saudi Arabia Closes Ports in Yemen  

Yemen’s Port of Aden Exempt from Port Closure 

Coalition Thwarts New Houthi Sea Mining Attempt 

Al Houthi Threat to Shipping is Worrying 

Yemen’s Houthis Threaten to Attack Warships, Oil Tankers If Ports Stay Closed 
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Reopening of Yemen Ports 

Al Houthi Receive Iranian Weapons 

UN Aid Ship Docks in Yemen 

 

MARITIME SECURITY ISSUES 

UAE Bans All Ships Flying Fake Micronesia Flag 

Who Certifies Ships?  

Ships Warned of Plague Outbreak in Madagascar   

Why Port State Control Is Like Toothpaste     

Port State Control Regimes Consider Doing Away with Famous ‘White, Grey and Black Lists’ 

Investigation Finds China’s Top Ports Have Been Ripping off Shipping Lines for Years  

Reported Incidents During Mandatory Underwater Inspections in Venezuela 

UAE Violates UN Arm Embargo in Somalia   

Hackers Took 'Full Control' of Container Ship's Navigation Systems For 10 Hours  

(Maritime) Cybersecurity: Eight Tenets to Consider  

Clarksons Falls Victim to Cyber Security Breach   

 

NIGERIA & GULF OF GUINEA 

Terrorist Attacks  

 

Nigeria Oil Militant Group Ends Cease-Fire, Pledges Attacks on ‘Every Oil Installation’ 

Another Group Joins Niger Delta Avengers’ Ceasefire Boycott   

 

Nigerian Navy Counter Piracy Activities 

 

Piracy: FG Hands Over Maritime Security to Israeli Firm 

Naval Chief to Avengers: We Will Stop You from Bombing Oil Facilities 

Nigerian Police Deploy Gunboats to Tackle Sea Piracy in Oil Rich State  

Government Misses Delivery Target on $186m Anti-Piracy Equipment Fighting 

 

https://splash247.us9.list-manage.com/track/click?u=d9cd6e3c7ddb7a9f609caa158&id=0657736625&e=50ec5c1a3c
https://splash247.us9.list-manage.com/track/click?u=d9cd6e3c7ddb7a9f609caa158&id=73c4de5a4a&e=50ec5c1a3c
https://splash247.us9.list-manage.com/track/click?u=d9cd6e3c7ddb7a9f609caa158&id=2edfd9edad&e=50ec5c1a3c


ASKET Ltd - Monthly Maritime Intelligence Report  

 
 

16 
ASKET Ltd I 86 – 90 Paul Street l London l EC2A 4NE I T: +44 20 3322 6701 I 

Company number 08763474 
 

PIRACY ISSUES 

Maritime Security Incidents in the Arabian Sea 

Identification of the Threat to Maritime Traffic in the Red Sea and Gulf of Aden – The Threat 

Under The Radar: Security in The Sulu Sea is Set to Improve 

Japan to Build Radar Stations for Philippines to Counter Piracy Threat 

Pirate PAG Apprehended in Somali Basin 

Sabah Security Forces to Launch Sea, Road Checkpoints Against Militants 

 

CONFRONTATION IN THE EAST CHINA SEA - NTR 

 

CONFRONTATION IN THE SOUTH CHINA SEA 

China Hopes U.S. Can “Help, Not Cause Problems” in South China Sea 

China Unveils Huge Island Building Vessel  

Philippines: Manila, Beijing to Draft Protocols to Avoid Maritime Accidents 

Trump Offers to Play South China Sea Peacemaker 

Australia: Beijing Criticises Canberra Over South China Sea Policy 

 

AUTOMATION OF SHIPPING  

In Depth: How Will Seafarers Be Impacted by Smart Ships?   

The Smart Ship Revolution Brings a Myriad of Challenges That Are Yet To Be Resolved 

UK Ship Register Signs Its First Unmanned Vessel 

UK Launches Industry Code of Practice for Autonomous Vessels 

 

SUNDRY REPORTS 

U.S. Navy Releases Investigation Report on ‘Preventable’ USS FITZGERALD and USS JOHN S 

MCCAIN Collisions 

MV EVER SMART Arrives in Los Angeles with Toppled Containers 

Royal Navy Destroyer Leaves Middle East Due To Propeller Problems 

Chennai Six Released From Prison, Ask Media for Privacy  
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WARNINGS & ALERTS 
The Following Warnings and Alerts Have Been Issued 

 

U.S. MARITIME ALERT 2017-008A - Threat Type: Announced temporary port closures geographic 

area: Yemeni ports:  A maritime situation has been reported in Yemen on November 6, 2017, the Saudi-

led coalition announced the closure of all ports in Yemen until further notice. There are reports that Aden 

and Mukalla ports are operational as of November 9, 2017. See U.S. Maritime Advisory 2017-002 for 

additional information on this area. Further updates will be provided when available. This alert will 

automatically expire on November 16, 2017. Any questions regarding this alert should be directed to 

marsec@state.gov. 

 

IMB WARNING: 260600 UTC NOV 2017: TO: All Ships Transiting Tawi Tawi/North East Sabah 

Waters/Celebes Sea / Sulu Sea / Southern Philippines/ East Kalimantan. Update / Further Information. 

ASG planned kidnapping in Sabah waters and coastal areas. Philippines intelligence advised that on 

190730 Nov 2017, ASG/KFR groups were monitored on 180800 November 2017 in the coastal area of 

Lokangke, Sitangkai, Tawi-Tawi province. The group fetched their logistical requirements for their 

planned kidnapping activity. Information further disclosed that a new target area for their kidnapping 

activity will also be between Tawau (Sabah) and Tarakan (Indonesia). On 182200 November 2017, the 

said group went underway west of Sitangkai. It appears the ASG/KFR group may try to attack ships in 

this waters as most ships are not taking preventive actions in this water which is further down south. The 

earlier warning on the plan of seajacking/abduction of sea going vessel in Lahad Datu, Malaysia still 

remains. This group is aboard a 2-engine, coloured blue jungkong speedboat. Information states that 

the group is targeting a Korean vessel but may opt for other ships and nationalities plying the Tawi-

Tawi-Sabah waters. Extreme caution is advised. SOP/countermeasures necessary. All ships are 

advised to maintain strict antipiracy watch and take additional measures. Report all attacks to local 

authorities and to the IMB Piracy Reporting Centre as per IMO circular 1334. IMB Piracy Reporting 

Centre 24 hour anti-piracy helpline +603 2031 0014 fax: +603 2078 5769.  

email: imbkl@icc-ccs.org //piracy@icc-ccs.org. 

 

TERRORISM 
 

Abu Sayyaf Members Surrender in Sulu 

 

On 15 Nov 17, continuing military operations against the Abu Sayyaf in Sulu led to the surrender of eight 
militants on Saturday 11th. Brig. Gen. Cirilito Sobejana, commander of Joint Task Force Sulu (JTFS), 
said the eight, who used to be followers of slain Abu Sayyaf leader Alhabsy Misaya, surrendered to Lt. 
Col. Jessie Montoya, commanding officer of the 2nd Special Forces Battalion, in Talipao early Saturday 
morning.  (MAST)   
 
COMMENT:  It would appear that there is increasing military pressure on ASG and that this is causing a 

drop in morale and subsequent surrender.   It remains to be see if this trend continues. 
 

Philippine Navy Apprehends Six ASG Men in Sulu Waters 

 

mailto:MARSEC@STATE.GOV
mailto:piracy@icc-ccs.org
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On 22 Nov 17, the Philippine Navy through the Naval Forces Western Mindanao announced the arrest 

of six armed men believed to be members of the Abu Sayyaf Group/ Kidnap for Ransom Group 

(ASG/KFRG) during an operation in Sulu on Monday (22 Nov 17).   Rear Admiral Rene Medina, Naval 

Forces Western Mindanao Commander, identified the six as Omar Amping, 39; Gabby S. Juwa, 35; Jadi 

Luhadi, 21; Alcimel Abdulla, 18; Madi Jalilul, 19 and Sakkam Dekani, 60. 

Further investigation revealed that Omar Amping is a notorious killer (gun-for-hire) and ranked Number 

Four in the “Most Wanted List of Personalities” in Zamboanga City with two standing warrants of arrest 

for five counts of murder. 

Also confiscated from the bandits was an M16A1 rifle with three long and one short magazine consisting 

of 110 live ammunition. 

Medina said the six men were apprehended at the vicinity off Bolo Island, Tonquil, Sulu at 8:32 p.m. 

Monday. The six were immediately given medical check-ups at a military hospital and underwent 

interrogation by a combined police and military team upon arrival at the NFWM headquarters. 

Earlier, a Special CAFGU Active Auxiliary (SCAA) member of NFWM reported that the FB Nancy 888, a 

commercial fishing vessel under Nancy Fishing Company was being harassed and chased by an 

unidentified armed group in the evening of November 19, 2017. 

The armed men were on board two motorized pump boats steaming at the vicinity 22 nautical miles 

northeast off Saluping Island in Basilan, also known as Sibarot fishing grounds, located between the 

island provinces of Sulu and Basilan. 

Medina said to address the said maritime concern, the NTG 61.1 or the Quick Reaction Team (QRT) of 

the Naval Task Force 61, was immediately activated.  From there, BRP Manuel Gomez (PC 388) and 

one Navy Seal team were immediately deployed in the area to conduct Maritime Interdiction Operations 

(MIO) against the hostile contact. 

Medina said through the immediate reaction of NTG 61.1 and SCAA, the armed group was 

apprehended and subsequently transported to the Headquarters NFWM in Zamboanga City for proper 

disposition. (Manila Bulletin, MSR)   

COMMENT:  Another good coup for the Philippine security forces. 

 

REFUGEES/IMMIGRANTS 
 

On 3 Nov 17, Turkish Coast Guard boats intercepted the fishing boat AKTASLAR B carrying 305 

migrants Aegean Sea off the Canakkale coast. The crew, consisting of 7 Turks, 1 Iranian and 2 

Russians, were arrested on the charge of migrants smuggling. The ship was taken to Kepez port, 

Canakkale. (www.fleetmon.com, ONI) 

 

REPORTS OF SUSPICIOUS ACTIVITY 

 

Various Reports Concerning – Illegal Fishing & Smuggling Contraband 

 

http://www.fleetmon.com/
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ILLEGAL FISHING 
 

In the first week of November, the St Kitts & Nevis flagged trawler DZINTARS has been arrested in 

Liberia for fisheries crimes including fish smuggling and violations of tax and customs laws. The trawler 

was boarded by the Liberian Coast Guard after the vessel shut down her Automatic Identification 

System before crossing from neighbouring Sierra Leone into Liberian waters. The Coast Guard boarded 

the "DZINTARS" with the assistance of the Sea Shepherd vessel "Sam Simon". It berthed in Freetown 

on Nov 8, 2017. The master of the vessel had deliberately turned off the AIS before entering Liberian 

waters, he had not declared “Catch On Entry” as required by Liberian Fisheries Regulations and did not 

have an Import Permit for Fish and Fish Products as required under Liberian Law, so the "DZINTARS" 

was arrested on suspicion of illegal and unreported fishing with the criminal intent of avoiding tax and 

customs laws in Liberia. A wild monkey was also found on board in the fish processing plant, for which 

there was no paperwork provided.  (VT) 

 

On 21 Nov 17, Iranian authorities intercepted a boat near Kish Island conducting illegal fishing activity. 

(IRNA, ONI) 

 

SMUGGLING 
 

LATE REPORT:  On 25 Oct 17, customs authorities in the port of Dublin announced the seizure of 9.6 

million cigarettes smuggled from Rotterdam. The cigarettes were identified in a shipping container, said 

to contain “tyres”, when authorities used a mobile x-ray scanner during a routine profiling and inspection 

operation. (www.irishexaminer.com, ONI) 

 

LATE REPORT: On 26 Oct 17, Italian police seized more than 100 tons of contraband diesel from a ship 

which set sail from Libya and arrested the captain for smuggling and money laundering. The ship, which 

was flying a Togolese flag, carried the fuel in several hidden spaces, together with 11 tons of 

contraband cigarettes, a statement from finance police in the Sicilian town of Syracuse said. The ship’s 

captain, a 25-year-old Indonesian, was put under house arrest. The other four crew members, also from 

Indonesia, were not arrested. (Reuters, ONI) 

 

On 1 Nov 17, Saudi Arabian authorities announced the arrest of one person who tried to smuggle five 

live gazelles from Farasan Island. The smuggler was discovered as his vehicle was loaded onto a ferry 

for the trip to the mainland. (www.gulfnews.com, ONI) 

 

On 4 Nov 17, Malaysia Authorities arrested Eight foreign men for allegedly attempting to smuggle 

cigarettes, 52,000 cartons of contraband cigarettes filled in 1,040 white boxes, worth RM5.2 million on a 

boat, in the waters off Tanjung Tuan, Malacca.  (IFC) 

 

On 8 Nov 17, the Indonesian Western Fleet Quick Response (WFQR) captured a speedboat loaded with 

illegal cell phones in Labun waters, Belakang Padang, Batam. The speedboat was sighted by the 

WFQR and the perpetrators tried to flee by heading towards Belakang Padang Island.  During the 

http://www.irishexaminer.com/
http://www.gulfnews.com/
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pursuit, the perpetrators grounded their speedboat and hid the illegal cell phones in the Labun forest. 

The illegal goods were later found by the WFQR, the speedboat along with the illegal cell phones were 

seized and brought to Batam Naval. It is estimated that the value of goods approximately Rp10.4 billion.  

(IFC) 

 

10 Nov – Domestic Product Smuggling/ Rice/Zamboanga/ Philippines Details: The Zamboanga City 

Public Safety Company and local police seized 1,500 sacks of rice at a warehouse. It is suspected that 

the rice was smuggled from a neighbouring Asian country. Upon verification, the truck drivers failed to 

present the necessary documents, hence the seizure of the rice and closure of the warehouse. The rice 

was turned over to the Bureau of Customs. 

 

On 20 Nov 17, Kuwait Customs Authorities seized four containers of counterfeit items from China, 

including bags, sunglasses, makeup chargers and electronics at Shuwaikh near Kuwait City. The goods 

were falsely marked as international brands and the makeup reportedly contained carcinogenic 

materials. There were no reports of arrests in connection with the seizure.  (PVI) 

DRUG SMUGGLING 
 

LATE REPORT:  On 3 Nov 17 it was reported that a Canadian woman who pleaded guilty to smuggling 

cocaine into Australia has been jailed for seven and a half years.  Isabelle Lagacé, 29, of Quebec, was 

facing a life sentence. Two other Canadians have also been charged.  Australian police dogs discovered 

C$20m ($16m; £12m) of cocaine in their cabins after the cruise ship they were on docked in Sydney on 

29 August 2016.  Lagacé's cabin mate, Melina Roberge, 22, claims she did not know about the drugs 

and is also facing trial.  Police found 35 kg (77 lbs) of cocaine in a suitcase in the cabin shared by Ms 

Roberge and Lagacé. They found an additional 60 kg in the room of Andre Tamine, a 63-year-old from 

Quebec.  It is not known if or how the girls knew him. Mr Tamine has pleaded not guilty and is also on 

trial.  According to Australian Border Force commander Tim Fitzgerald, the bust was the largest drug 

seizure Australia has ever had on a boat or plane.  Lagacé told the court on Friday that her "error in 

judgment" would haunt her for the rest of her life, the Australian broadcaster 9News reported.  "It pains 

me to know my defining moments of womanhood will be spent in prison halfway around the world," she 

said.  The women from Quebec had boarded the luxury cruise ship MS SEA PRINCESS in 

Southampton, England, two months earlier, and regularly posted photos of their travels on social media.  

(BBC) 

 

On 1 Nov 17, Taiwanese Authorities arrested two men for attempting to export about 3 million pills of 

weighing 828 kilograms with a market value of NT$600 million to Malaysia. The drugs were hidden in 

rolls of plastic bags packed into 60 boxes, along with office furniture in a container set to be shipped to 

Malaysia.  (IFC) 

 

On 3 Nov 17, Italian police seized more than 24 million tablets of synthetic opiate Tramadol from a 

shipping container at the port of Gioia Tauro. The drugs, estimated to be worth USD 58 million, were 

allegedly to be sold by the Islamic State to fund future terrorist attacks, according to Reggio Calabria's 

chief prosecutor Federico Cafiero De Raho. No details on how the illegal shipment was discovered or its 

final destination were released by the court. The US Drug Enforcement Administration is known to have 

collaborated in the investigation. A similar shipment was discovered at Genoa port in May 2017.   (La 

Stampa, BBC, ONI, PVI 

https://www.9news.com.au/national/2017/11/03/11/02/canadian-drug-mule-sentenced-to-four-years
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On 14 Nov 17,, due to intelligence received by the Sri Lankan Navy, they coordinated with the national 

Food and Drugs Control Office and conducted a search in Dematagoda town area and arrested 2 

persons who were selling Pregabalin capsules. The officials seized 987 capsules of the drug and 

handed them and the suspect over to the Food and Drugs Control Office for onward legal action.  (IFC) 

 

On 15 Nov 17 it was reported that Ten Iranians and two Tanzanians were charged with smuggling into 

Tanzania over 100 kilos of heroin through the Indian Ocean on Oct. 30th.  (MAST) 

 

On 16 Nov 17, Jamaican authorities found 26.7 kilograms of cocaine in a shipping container in the port 

of Kingston. The container had recently arrived from Suriname. (www.jamaica-gleaner.com, ONI) 

 

On 18 Nov 17, following a tip off, Malaysian Marine police arrested a fisherman believed to be involved 

in the selling of drugs and seized RM16,000 worth of heroin. The 43-year-old suspect was detained 

during Op Landai along 

the Kuala Kedah coastal area. He was caught in the possession of 1kg of heroin contained in two plastic 

packages inside the fisherman’s bag. The man was believed to be selling the substance to other 

fishermen in the area. The man stands to face the death penalty for the offence. (IFC) 

 

On 19 Nov 17 it was reported that the Northern Naval Command and Sri Lanka Coast Guard found 

153.1 kg of Kerala cannabis floating in the sea north of Point Pedro, local media reported. The 

contraband was reportedly contained in 60 packets, and authorities suspect the consignment was 

dumped at sea with the intention of smuggling it into the country later, the Colombo Page reported. An 

investigation is underway and no arrests have been made so far. Sri Lanka is transit point for narcotics 

from South Asian countries like Afghanistan, Pakistan and India to the Middle East and elsewhere.  

(PVI) 

 

On 20 Nov 17, Sri Lankan Naval and Coastguard personnel found 153.1kg of Kerala cannabis floating in 

the seas north of Point Pedro. The consignment of cannabis had been packed into 60 parcels and it is 

suspected that the consignment had been dumped at sea with the intention of smuggling it into the 

country later.  The seized cannabis was handed over to Police for onward legal action.  (IFC) 

 

On 25 Nov 17, Greek Coast Guard authorities seized 1.6 tons of cannabis and arrested 10 men 

suspected of being part of a large network smuggling drugs from Albania to Greece and Italy. Their 

suspicious speedboat was first intercepted by a coast guard patrol in the Ionian Sea and was pursued 

by more coast guard vessels and a helicopter across to the Aegean. Two officers were injured when 

they dove off their boat under fire from the smugglers, who were eventually stopped by helicopter 

snipers in the area between the islands of Makronissos and Tzia. Three men, two Albanian nationals 

and an Italian, were arrested on the boat and another seven suspects have been brought in for 

questioning. (www.ekathimerini.com, ONI) 

 

http://www.jamaica-gleaner.com/
http://www.ekathimerini.com/
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ILLEGAL/ DANGEROUS CARGO - NTR 

 

LIBYA - NTR 

 

IRAN & MARITIME ISSUES - NTR 

 

THE YEMEN SITUATION – MARITIME ISSUES 
 

Saudi Arabia Closes Ports in Yemen  

 

On 7 Nov 17 it was reported that the Saudi Arabia-led coalition, which is involved in Yemeni war, has 

decided to temporarily close all sea, air and land ports in the country, the coalition said in a statement.  

The move comes after a rebel-fired ballistic missile, which targeted Riyadh, was intercepted on 

November 4. 

The measures will be implemented while taking into account the continuation of the entry and exit of 

humanitarian supplies and crews, the statement reads.  As explained, ports have been closed in an 

effort “to address the vulnerabilities in the current inspection procedures that led to the continuation of 

the supply of ballistic missiles and military equipment to the Houthi militias which enabled them to 

continue to commit crimes.”   The coalition calls upon all relevant parties to adhere to the inspections, 

entry and exit procedures to and from Yemeni ports that will be announced later.   

Saudi Arabia is blaming Iran for supplying Houthi rebels with the missile but Iran has denied 

accusations. 

Iran and Saudi Arabia are fighting a proxy war in Yemen, struggling to gain more power in the Middle 

East. 

(World Maritime News)  COMMENT:  There is no doubt that the Houthis are being resupplied by Iran 

through maritime routes into the north Yemen ports.  It is probable that they will retaliate against 

Coalition Forces and possibly hit passing international maritime traffic. 

 

Yemen’s Port of Aden Exempt from Port Closure  

 

On 10 Nov 17 it was reported that the Port of Aden had been excluded from the temporary closure of all 

sea, air and land ports in Yemen imposed earlier this week by the Saudi Arabia-led coalition.  The 

decision was attributed to the fact that the port falls under the direct management of the Yemeni 

government and direct control of the Saudi-led Coalition. 

On the other hand, the closure applies to ports under the control of Houthi rebels, namely the Red Sea 

ports of Hodeidah and Saleef.  The ports were closed as a precaution measure after a rebel-fired 

ballistic missile, which targeted Riyadh, was intercepted on November 4 by Saudi Arabian military 

forces. 

http://worldmaritimenews.com/archives/234318/saudi-arabia-closes-ports-in-yemen/
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The ongoing military conflict is hampering Port of Aden’s struggle to implement its modernization plans. 

At the end of October, the port received 12 Kalmar trailers intended for the Aden Container Terminal 

which followed the arrival of reach stackers with a maximum load of up to 50 tons. 

More equipment is expected to arrive at the port at the beginning of next year, including a generator for 

the electric power station at the container terminal as well as a gantry crane.  (World Maritime News)  

COMMENT:  A pragmatic approach by the Saudis.  However, see reports below. 

 

Coalition Thwarts New Houthi Sea Mining Attempt 

 

On 11 Nov 17 it was reported that an imminent Houthi attack to target international shipping lines and 

trade had been foiled, the Saudi-led military coalition fighting for legitimacy in Yemen announced on 

Saturday.  The plot was foiled after Coalition forces hit Houthi gatherings on the Yemeni island of 

Bawadi while they were planning hostile acts against international maritime lines, Coalition Spokesman 

Turki Al Malki was reported as saying by Sky News Arabic sources.  “The impending attack included 

plans to use booby-trapped boats and a group of divers to plant naval mines,” Al Malki said. 

Houthi militias have resorted to setting mines near Yemen's coastline in the Red Sea and Bab Al 

Mandab Strait with total disregard for human lives and putting international maritime trade at high risk.  

The Coalition has discovered and dismantled naval mines on several occasions since January this year.   

The naval mines near Yemen, believed to have been sourced from Iran, are a significant threat to 

merchant shipping using the busy Red Sea shipping lanes. 

In February, the US Maritime Administration warned that Houthi militias were suspected of having 

placed mines in the vicinity of Mokha port and in March, the US Office of Naval Intelligence (ONI) 

warned merchant ships of the dangers of mines in Bab Al Mandeb, near the port entrance. 

The 25-kilometre wide Bab Al Mandab is one of the most crowded waterways for oil transportation in the 

Middle East. The strategic waterway is used by merchant ships to sail from the Gulf of Aden to the Red 

Sea, and then to the Suez Canal and the Mediterranean Sea.   (Gulf News, MSR)  COMMENT:  As 

these mines are considered to be locally manufactured by the Houthi, one must assume that while one 

attack has been blocked, more will follow. 

 

Al Houthi Threat to Shipping is Worrying 

 

On 13 Nov 17 it was reported that Al Houthi terrorists in Yemen have sunk to a new low in their ongoing 

attempt to destabilise the country and try and turn it into a fiefdom of Iranian influence. Members of the 

international coalition fighting to restore the legitimate government and authority of President Abd Rabbo 

Mansour Hadi thwarted Al Houthi forces on the island of Bawadi as divers were preparing sea mines 

and others rigged up explosive-laden boats — all with the deliberate and deadly intent to cause as much 

indiscriminate damage as possible to shipping. 

Thankfully, the threat was eliminated, but the incident shows the extent and intent of Al Houthi forces, 

and the logistical and material support provided to them by their masters in Tehran. Last week, they 

fired a ballistic missile, and now the sea mines — all technologies of terror and war that point to a level 

of sophistication and training that emanates from the Iranian regime. 

The international coalition, led by Saudi Arabia and in which the UAE is proud to be playing its part, is 

acting with the authority of United Nations Security Council Resolutions, and in aiding and abetting Al 

Houthis, Iran is sending a clear and dangerous message that it cares little for the legitimacy of the 
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Security Council. Al Houthis have been actively mining waters on the Red Sea and Bab Al Mandab 

Strait with total disregard for the potential loss of human life, the impact on international shipping and the 

indiscriminate nature of the sea mines. The mines in the Bab Al Mandab Strait threaten every maritime 

vessel regardless of flag that is transiting through the Suez Canal, and it is an escalation that cannot be 

tolerated and one that has international ramifications. It is an act of unbridled and blatant aggression 

that sinks lower than a previous Al Houthis aggression in striking a vessel carrying humanitarian aid with 

a missile. 

The fingerprints of the Iranian regime are all over these acts. It is fine tuning its missile programme, is 

providing its weaponry and training to terror groups from Yemen to Lebanon, and it intent on 

destabilising an entire corridor from Yemen to the Mediterranean through its militias’ involvement in Iraq 

and Syria. 

The involvement of the Iranian regime too is evident in the terrorist acts being perpetrated on the people 

and infrastructure of Bahrain. The bombing of an oil pipeline near Manama points too to the growing 

sophistication of terrorists who are trained and supplied from across the Arabian Gulf.   (Gulfnews, 

HSNW)  COMMENT:  The international maritime community should be very worried by this 

development, the major threat is the Houthi produced sea mines which once laid are beyond the 

Houthi’s control! 

 

Yemen’s Houthis Threaten to Attack Warships, Oil Tankers If Ports Stay Closed 

 

On 13 Nov 17 it was reported that Yemen’s armed Houthi movement said on Sunday (12 Nov 17) it 

could attack warships and oil tankers from enemy countries in retaliation against the closure of Yemeni 

ports by a Saudi-led military coalition last week. 

Saudi Arabia has blamed the Iran-allied Houthis for firing a ballistic missile towards Riyadh airport on 

Nov 4. Two days later, the Saudi-led coalition responded by closing access to Yemeni ports, saying this 

was needed to stop arms reaching the Houthis. 

The United Nations says the closure could cause a famine in Yemen that could kill millions of people if 

ports are not reopened. 

“The battleships and oil tankers of the aggression and their movements will not be safe from the fire of 

Yemeni naval forces if they are directed by the senior leadership (to attack),” the Houthis’ official media 

outlet Al Masirah said on its website, citing a military commander. 

Yemen lies beside the southern mouth of the Red Sea, one of the most important trade routes in the 

world for oil tankers, which pass near Yemen’s shores while heading from the Middle East through the 

Suez Canal to Europe. 

The Houthis, fighters drawn mainly from Yemen’s Zaidi Shi‘ite minority and allied to long-serving former 

president Ali Abdullah Saleh, control much of Yemen including the capital San‘aa. The Saudi-led military 

alliance is fighting in support of the internationally recognised government of President Abd-Rabbu 

Mansour Hadi, who is based in the southern port of Aden. 

Al Masirah said the decision to threaten coalition vessels was taken after a meeting of naval officials 

who had discussed the possible response to the closure of Yemeni ports. 

Houthi leader Abdel-Malek al-Houthi said in September his group could target Saudi oil tankers should 

the coalition attack Yemen’s main port at Hodeidah. 
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On Sunday, the head of the Houthi supreme revolutionary committee, Mohammed Ali al-Houthi, wrote 

on his Facebook page that the Houthis would target oil installations in Saudi Arabia with missiles if the 

coalition attacked Hodeidah. 

The Houthis have often made such threats against Saudi Arabia and its main coalition partner, the 

United Arab Emirates, although they have not so far demonstrated the capability to hit all the targets 

they mention. 

The missile which was intercepted on Nov. 4 has escalated tensions between regional foes Saudi 

Arabia and Iran, which Riyadh blames for supplying the missile to the Houthis.  Iran denies it supplies 

arms to the Houthis but has said the missile was a reaction to Saudi “aggression”. 

The Saudi-led coalition has said aid workers and supplies would continue to be able to access Yemen 

despite the closure of its ports, but aid agencies say they have not been able to get through and have 

warned of famine and a health catastrophe. 

The coalition opened a land border crossing on Thursday between Saudi Arabia and territory held by the 

Saudi-backed government, and the port at Aden was reopened on Wednesday. But ports in Houthi-held 

areas have remained shut.   (Reuters, HSNW)  COMMENT:  The Houthis have attacked a number of 

Saudi-led Coalition vessels both at sea and in ports but with minimum success,  However, the Iranians 

are supplying them with more sophisticated equipment and training to build their own weapons make 

this a major threat. 

 

Reopening of Yemen Ports 

 

On 13 Nov 17, Saudi Arabia said that the Saudi-led coalition fighting Shiite rebels in Yemen will begin 

reopening airports and seaports in the Arab world’s poorest country, days after closing them over a 

rebel ballistic missile attack on Riyadh. The announcement from the Saudi mission at the United Nations 

came after the coalition fighting Yemen’s rebels, known as Houthis, and their allies faced widespread 

international criticism over the closure, with the U.N. and over 20 aid groups saying it could bring 

millions of people closer to “starvation and death.”  (MAST)  COMMENT:  Perhaps more pragmatism 

being displayed here. 

 

Al Houthi Receive Iranian Weapons 

 

On 15 Nov 17 it was reported that following the public display last week of its new anti-ship missile 

system, the Al-Mandab, Houthi forces have made more explicit threats against shipping in the region. 

Splash 24/7 reports Houthi militias have repeated they are out to target commercial ships transiting near 

Yemen. “We will take measures we have not taken before and we can target oil ships. We can do 

anything,” Mohammed Ali al-Houthi, the head of the so-called supreme revolutionary committee of the 

Houthi militias, said on Facebook.  

Abdulmalik al-Houthi, the Houthi leader, is also reported as saying that if “the Saudi-led coalition wants 

oil ships to be safe then it better not invade” Hodeidah.  

On 15 Nov 17, it was reported that Iran has provided Houthis with the capability for ballistic missile 

attacks launched from Yemen, a senior U.S. Air Force official said on Friday. Jeffrey Harrigian, 

commander for southwest Asia at the U.S. Air Forces Central Command, also told reporters while on a 

visit to Dubai that it was important to find diplomatic solutions to tensions surrounding Lebanon instead 

of going to war.   
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As well as openly threatening shipping with its new Al Mandab weapons system, a Houthi plan to target 

international shipping lines and trade had been foiled, the Saudi-led military coalition fighting for 

legitimacy in Yemen announced on Saturday 10th. The plot was foiled after Coalition forces hit Houthi 

gatherings on the Yemeni island of Bawadi while they were planning hostile acts against international 

maritime lines, Coalition Spokesman Turki Al Malki was reported as saying by Sky News Arabic 

sources.  (MAST)   COMMENT:  A serious development and an enhancement of the Houthi’s capability 

 

UN Aid Ship Docks in Yemen 

 

On 26 Nov 17 it was reported that a UN aid ship carrying food supplies has been allowed to dock at a 

rebel-held port in Yemen, after the Saudi-led coalition eased a blockade that has lasted for nearly three 

weeks. The blockade worsened the plight of millions at risk of starvation. The UN ship, loaded with 

thousands of tonnes of desperately-needed wheat, has arrived at the port of Saleef. It is carrying 

enough food to feed 1.8m people in northern Yemen for a month.  Planes carrying medical supplies 

were allowed to land in the capital, Sanaa, on Saturday but this is the first shipment of food aid to be let 

in.  (BBC, MAST)  COMMENT:  While this demonstrates a recognition of the poor state of the local 

population it is not expected to change the situation significantly. 

 

MARITIME SECURITY ISSUES 
 

UAE Bans All Ships Flying Fake Micronesia Flag    

 

On 2 Nov 12 it was reported that the Federal Transport Authority (FTA) in the United Arab Emirates 

(UAE) has issued a circular banning all ships flagged by the Federated States of Micronesia. 

“All ships flying Micronesian flag are banned from entering UAE waters and ports as Federated States of 

Micronesia (FSM) does not have an international ship registry therefore all ships/seafarers certificates 

issued under FSM are fraud, and FTA will not recognize or endorse such certificates,” the transport 

body stated. 

In April this year Splash reported how around 300 ships had fallen for a scam, registering with a flag 

purporting to be Micronesia. 

Transport bosses in the UAE have been busy of late identifying ships to ban from entry.  Last month it 

banned all ships connected to India’s Varun after the Mumbai owner had abandoned a number of ships 

in the UAE.   (Splash24/7)  COMMENT:  Thus more detail on the use of flags of convenience.  It is 

interesting to note that the UAE Authorities are identifying the false certificates issued as part of this 

scam.  Perhaps more Maritime authorities should publish this issue of false flag states.  Should there be 

an accident…. 

 

 

 

 

https://splash247.us9.list-manage.com/track/click?u=d9cd6e3c7ddb7a9f609caa158&id=0657736625&e=50ec5c1a3c
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Who Certifies Ships?  

  

On 2 Nov 17 it was reported that under International Maritime Organization (IMO) treaties, ships can be 

surveyed and certified either by officers of the relevant flag State, or by Recognized Organizations 

(ROs) acting on behalf of them.  

As part of this process, countries delegating surveys and certification to ROs need to recognize, 

authorize and monitor these Organizations, which is the subject of a regional IMO workshop (Regional 

Workshop on Assessing, Authorizing and Monitoring Recognized Organizations) which took place in 

Abu Dhabi, United Arab Emirates (31 October – 2 November). 

The event is assisting participants from Arab and Mediterranean States to meet their responsibilities 

under IMO’s RO Code, which entered into force in January 2015. Participants are being provided with 

knowledge on the harmonized, transparent and independent mechanisms that can assist in consistent 

oversight of ROs. 

The workshop was organised in close cooperation with the Federal Transport Authority of the UAE and 

Abu Dhabi Ports, under IMO’s Integrated Technical Cooperation Programme to support maritime 

development in the Arab States and Mediterranean region.  

Dr. Abdullah Belhaif Al Naimi, Minister of Infrastructure Development and Chairman of the Federal 

Transport Authority of the UAE, opened the event. 

IMO’s Jonathan Pace is coordinating the workshop, with additional support coming from host country 

the UAE, and the Republic of Singapore under the Singapore-IMO Third Country Training Programme.  

(MarineLink)  COMMENT:  Nice to know that the authorities are attempting to bring some form of order, 

but will it work? 

 

Ships Warned of Plague Outbreak in Madagascar   

 

On 3 Nov 17 it was reported that the US authorities have issued a maritime alert urging vessels calling 

in Madagascar to exercise caution due to an outbreak of plague, GAC informed.  ETIC/Africa P&I 

Services said that that the outbreak is severe and fast spreading, affecting the whole island of 

Madagascar, including ports.  In particular, an outbreak of pneumonic plague has been reported in the 

port city of Tamatave/Toamasina. 

This infectious disease causes fever, chills, head and body aches, vomiting and nausea, and can be 

fatal. It is spread through bites by infected fleas, inhalation of respiratory droplets/small particles from 

persons with pneumonic plague, and unprotected contact with infectious bodily fluids or contaminated 

materials. 

The US Centers for Disease Control and Prevention (CDC) recommends that travellers to Madagascar 

take the following steps to protect themselves: 

 Use EPA-registered insect repellent that lists protection against fleas on the label and contains 
at least 25% DEET. 

 Avoid close contact with sick or dead animals. 

 Avoid close contact with seriously ill people, especially people who are coughing up blood. 
Those calling at Madagascan ports should be alert to the plague risks and take appropriate precautions 

to avoid infection. This may include considering limiting contact on shore, refraining from traveling 

inland, and seeking prompt medical assistance in the event of suspected plague symptoms and/or after 

https://www.marinelink.com/news/maritime/mediterranean
https://www.marinelink.com/news/maritime/singapore
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close contact with those who are infected.  (World Maritime News)  COMMENT:  It had been reported 

that the plague outbreak had been successfully quashed but would appear that this is not the case.   

 

Why Port State Control Is Like Toothpaste     

 

On 3 Nov 17, Rod Johnson, a former Port State Control (PSC) officer, laments news the Paris MoU is 

likely to make its data harder to access.  He goes on to state that ‘You can’t put it back in the tube.’  

I’ll declare straight away that I spent five happy years as a Port State Control officer. Although it was 

only a part of my job as a flag state surveyor for the UK, it was for me the most rewarding.   I am 

reluctantly ashore so I enjoyed the ambience of shipboard life.   Most of my inspections were routine.    

My rewards came from those few occasions when I made seafarer lives better by calling out sloppy and 

unsafe ship management.  Many of the masters I had to break the news of a detention to were actually 

relieved that something was finally being done to extract them from an impossible position.  Mind you, I 

was lucky to be working for the UK Flag.   

The UK approach to PSC has always been rooted in common sense and delivered by seasoned 

mariners with the odd naval architect thrown in (some of them were very odd).   It made it easy to use 

my discretion to get a result that would actually achieve something. 

PSC inspections have two valuable functions.  By capturing the current documentary state of a ship they 

provide one source of validation pf who owns and operates ships which at eh shallower end of the gene 

pool can be a moveable feast.  The other one is that they monitor the health of the world fleet, ship-

management, classification society performance and crew competence and that monitoring evidences 

itself in the deficiencies identified on board.   Any ship is not just a ship, it’s part of a system.  Those 

deficiencies form a valuable data set that has, over time, grown to the extent that viable insight can be 

drawn from it. 

The first modern Port State Control organisation was the Paris MoU, and that body has set the 

international standard for state-based ship inspection that the rest of the world has emulated.  The ethos 

of the Paris MoU was to drive substandard ships and ship-owners out of European waters by exposing 

them.  Paris has never been afraid to name and shame, and publishes all of their findings and insight on 

their very entertaining website.   

They even provide some analytical tools to help the reader understand the messages that the data set is 

sending.  Even better than that and in a demonstration of what world leading transparency looks like, 

they provide their inspection data at source for other data providers to incorporate into their products, 

multiplying the positive impact of all those hard working Port State control officers.  These providers 

include well-known brands such as RightShip. 

This might come to an end next March.   

Under pressure from ship-owners, the Paris MoU member states have agreed to stop providing data at 

source to industry and publish only via parismou.org and equasis.org. 

Why?   Because ratings providers like RightShip are causing owners some difficulty with prospective 

charterers and traders.  A poor vetting score can mean less work for the least well-run ships.   Ironically, 

just as the Paris MoU has realised its original ambition to an extent incomprehensible before the Data 

Age, it plans to take a giant step backwards.   It’s probably going to do this alone, as none of the other 

MoUs are indicating, at least privately, that they are going to follow the Paris example.  The irony that 

the data shared at source between PSC MoUs is visible to Equasis to enhance its effectiveness has not 

been lost on me. 

https://splash247.us9.list-manage.com/track/click?u=d9cd6e3c7ddb7a9f609caa158&id=73c4de5a4a&e=50ec5c1a3c
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I can’t imagine why the Paris member states have signed up to this.  Perhaps the residual oil pollution 

from the ERICA and the PRESTIGE is now outside the environment.  Politicians have short attention 

spans and bureaucrats have no imagination, which may explain why this course of action has been 

agr4eed.   

In circumstances like this I favour Hanlon’s Razor. Which states: “Never attribute to malice that which is 

adequately explained by stupidity”. 

So if you are reading this in The Hague, here’s perspective on transparency.  It was the right decision to 

provide PSC data at source to industry.  Doing so pushed the Paris ethos further and faster than if this 

had never been done.  Doing so multiplied the effect of thousands of inspections carried out by people 

who genuinely care about safety at sea and the lives of seafarers.  If the unintended consequence was 

to create a ratings industry that is causing ship-owners commercial difficulties then the solution is to 

engage with the ratings industry to help them use the data fairly.  Shutting off the data feed whilst at the 

same time declaring that the Paris website and Equasis satisfy the transparency agenda is 

disingenuous.   

Worse than that, it’s selling out the PSC inspectors, seafarers and the fine record of the Paris MoU by 

giving succour to a minority of ship-owners who see safety at sea as an overhead and not an enabler.   

Toothpaste doesn’t go back in the tube and you can make a real mess trying it.  (Splash24/7)  

COMMENT:  An interesting commentary.  Of course financial affairs are at the root of this change.  

Especially galling is the fact that there a continuing number of incidents involving vessel handling and 

crew failure.  Sometimes with fatal results but often with great financial loss both to the shipper and the 

customer. 

 

Port State Control Regimes Consider Doing Away with Famous ‘White, Grey and Black Lists’ 

 

On 7 Nov 17 it was reported that the world’s 

Port State Control regimes are considering 

doing away with the famous white, grey and 

black lists for ranking flag states’ 

performance records from best to worst.  

The proposed change is among a handful 

of recommendations made as a result of a 

recent Port State Control workshop at IMO 

headquarters last month that aimed to 

strengthen collaboration among the various 

regimes and the IMO. 

Port State Control regimes carry out 

inspections on ships to monitor and enforce 

compliance with international regulations. 

Since the first regional PSC agreement was 

signed in 1982 (the Paris MoU), the IMO 

has since supported the establishment of a 

global network of eight additional regional 

PSC regimes. 

 

The nine regimes now cover Europe and the North Atlantic (Paris MoU); Asia and the Pacific (Tokyo 

MoU); Latin America (Acuerdo de Viña del Mar); Caribbean (Caribbean MoU); West and Central Africa 

(Abuja MoU); Black Sea (Black Sea MoU); Mediterranean Sea (Mediterranean MoU); Indian Ocean 
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(Indian Ocean MoU); and Persian Gulf (Riyadh MoU). The United States Coast Guard maintains the 

tenth PSC regime. 

During last month’s workshop, participants shared experiences, highlighted new projects and approved 

a wide range of recommendations aimed at further collaboration, harmonization and information sharing 

among the various regimes. 

Perhaps one of the biggest changes coming from the workshop was an agreement to consider moving 

away from “black/grey/white lists”, and towards expanding an individual ship risk profile approach. 

In particular, the workshop noted the growing number of PSC regimes implementing targeted 

inspections mechanisms, as well as incentive schemes, so that ships found in compliance with 

international standards are subject to fewer inspections, while substandard ships are targeted more. 

Other recommendations included that PSC regimes consider developing and maintaining a coordinated 

list of under-performing ships and a common platform to better allow the exchange of information among 

PSC regimes. 

You can find more about the outcome of the workshop on the IMO website.   (gCaptain)  COMMENT:  

This describes the proposed changes to the PSC system.  It would appear that the issues raised by Rod 

Johnson above would perhaps hinder the PSC system. 

 

Investigation Finds China’s Top Ports Have Been Ripping off Shipping Lines for Years  

 

On 16 Nov 17 it was reported that shipping lines calling at Chinese ports have been ripped off for years, 

a major investigation carried out by Beijing has concluded, and port fees at top ports could now be 

slashed by as much as a fifth. China’s National Development and Reform Committee (NDRC) has 

recently concluded an anti-monopoly investigation into major ports in the country. 

According to the NDRC, the two-month investigation uncovered a series of irregularities in several major 

ports including Shanghai, Tianjin, Ningbo-Zhoushan and Qingdao. 

The investigation found that shipping companies have been forced to use towage services provided by 

port affiliate companies with no alternatives offered, cargo handling fees have regularly been overpriced, 

and many unreasonable terms have been added into contracts with shipping lines. 

Following the investigation, NDRC has ordered the ports to open their towage markets and abolish 

unfair contract terms.  As a result, top ports will lower container handling fees by anywhere from 10% to 

20% from 2018. 

Meng Wei, a spokesman at the NDRC, said the decrease in container handling fees at major ports could 

save import and export logistics costs of around RMB3.5bn in total each year ($527m). 

In addition, NDRC ordered another 39 port companies to conduct self-inspection and rectification of the 

issues found at major ports. 

In the next three years, China’s port operators have been ordered to file detailed operational reports to 

the anti-monopoly department at the NDRC.  (Splash24/7)  COMMENT:  How surprising.  It is probable 

that these sort of practices are widely practiced in the international port infrastructure. 

 

 

http://www.imo.org/en/MediaCentre/PressBriefings/Pages/30-PSC-workshop.aspx
https://splash247.us9.list-manage.com/track/click?u=d9cd6e3c7ddb7a9f609caa158&id=2edfd9edad&e=50ec5c1a3c
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Reported Incidents During Mandatory Underwater Inspections in Venezuela 

 

On 18 Nov 17 it was reported that the club has been made aware of incidents of corruption relating to 

the practice of mandatory underwater hull inspections in Venezuelan ports. In the recent past drug 

smuggling has been accomplished (in Venezuela) by attaching packages of drugs to the hulls of 

unsuspecting vessels. Because of this, Venezuelan local authorities have established a programme of 

mandatory underwater hull inspections for vessels in Venezuelan ports. These inspections are usually 

conducted by diving companies appointed by the terminal. 

A number of incidents have been recorded in which the divers arranged by the terminal have reported, 

upon completion of their survey that a number of items were missing from the hull, these items include: 

· Nuts 

· Bolts 

· Pin locks 

After completing their diving operations, the divers request that the Master pay in cash for them to 

replace all of the missing parts prior to the vessels departure. In instances where a Master has refused 

to pay, divers have been known to request that the authorities arrest the vessel on the basis that the 

underwater areas surveyed were readied for the placement of foreign objects. It is suspected that in 

many cases the divers themselves are the cause of the missing parts. This practice has been reported 

frequently in Puerto Ordaz and Puerto la Cruz. 

For full details of this problem and recommendations on how best to counteract it please see document 

dated 15 November 2017 below:    

 

‘The P&I Correspondent in Venezuela Caracas, November 15th 2017  

 

 VENEPANDI C.A. C.C.C.T, Torre B, Piso 10, Oficina 1001, Av. Ernesto Blohm, Chuao, Caracas, 

Venezuela P.C.1064 Phones: Master: +58 212 959.3338 / +58 212 959.3352 / +58 212 959.3347 

Mobiles: +58 412 222 94 94/ +58 414 2239428  

 

 Venepandi´s Circular - 036 – Reported incidents during mandatory underwater inspections in 

Venezuela  

During the carriage of the mandatory antidrug underwater inspections prior to sailing, we´ve recorded an 

increasing number of alleged incidents with Masters being subject to extort and blackmail by the divers 

appointed by the terminals.  

Since a few years ago, and given the recurring incidents with narcotics and/or other foreign objects 

either attached to the ship´s hull, placed in the rudder trunk or inside any grid; Venezuelan local 

authorities have established mandatory underwater inspections prior to sail overseas within the efforts to 

fight the drug smuggling. According to local regulations, the inspections must be usually covered by the 

terminal and the diving crew/company is also appointed by the terminal.  

Unfortunately, we´ve recorded an increase number of incidents in some ports locally (specially Puerto 

Ordaz and Puerto la Cruz) with divers reporting, upon completion of the inspection, that either nuts, 

bolts and/or pin lock were found missing with the subsequent request to the Master to pay in cash to 

replace all the missing parts prior vessel departure or, in case of refusal, request the authorities to arrest 

the vessel on a basis that the underwater areas were ready to place foreign objects such as drugs.  
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The fact that in most cases the affected areas doesn’t seems to have rust (after checking the CCCT 

videos recorded), lead us to believe that the divers could be a possible cause for the parts to be missing 

and that therefore they be doing this practice as a way to extort the vessels and receive extra cash in 

foreign currency for carrying out the parts replacement. As it´s very difficult to obtain evidences to 

incriminate the divers, this circular is published with the purpose of providing recommendation to prevent 

such incidents to take place as follows:  

1. If no object were found, the Master may simply refuse to pay the divers for the reinstalling of the parts 

as the ship-owner have the right to repair the ship anywhere else. This is the most effective way to 

discourage the divers to continue with this practice but requires all vessels to comply with the 

recommendation.  

2. Conduct a verification, with the presence of the National Guard if possible, upon each diver in order to 

ensure that they do not carry any tool they could use to remove the parts and blackmail the Master later. 

For the inspection purposes, divers only requires the cameras and not any tools.  

3. Consider to appoint private divers which would ensure the quality of the service and avoid such 

incidents.  

4. Inform the P&I correspondent immediately in order to ensure that proper actions are taken timely and 

delays or arrest upon the vessels are avoided.  

Please let us know should you have any further specific question about any local topic. Additionally, 

please remember to credit our company in case you chose to share this information.’ 

(The Standard Club, HSNW)  COMMENT:  Further instances of corruption which appear to have been 

addressed. 

 

UAE Violates UN Arm Embargo in Somalia   

 

On 22 Nov 17 it was reported that the UAE is violating internationals sanctions on the sale of arms to 

war-torn countries by supplying Somalia weapons, a UN report has revealed. The report said that it had 

enough proofs that a UAE ship could have been carrying illegal weapons and banned materials to 

Somali before it was intercepted and cargo offloaded. The report noted that EU drones recorded the 

Emirati ship changed its route, got closer to Somali beaches, two small boats approached it and 

exchanged shipments with it.   (MAST)   COMMENT:  This would seem highly unlikely.  But it was 

alleged that during the wide-spread period of Somali piracy, there were contacts in the UAE who 

supplied information and finance to the pirates. 

 

Hackers Took 'Full Control' of Container Ship's Navigation Systems For 10 Hours  

 

On 26 Nov 17 it was reported that  in February 2017 hackers reportedly took control of the navigation 

systems of a German-owned 8,250 teu container vessel en route from Cyprus to Djibouti for 10 hours. 

"Suddenly the captain could not manoeuvre," an industry source who did not wish to be identified, 

told Fairplay sister title Safety At Sea (SAS). "The IT system of the vessel was completely hacked." 

There are three German ship-owners that operate eight vessels between 8,200 and 8,300 teu, 

according to IHS Market data, one of which confirmed knowledge of the attack to SAS but denied it was 

a vessel from their own company.   
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While details are limited, according to the source, the 10-hour attack was carried out by "pirates" who 

gained full control of the vessel's navigation system intending to steer it to an area where they could 

board and take over. The crew attempted to regain control of the navigation system but had to bring IT 

experts on board, who eventually managed to get them running again after hours of work. 

The IT experts installed a program designed "for the maritime industry which will block all attacks 

coming from outside attempting to influence the IT systems, like a firewall on your home computer, but 

much stronger and against all sorts of possible attacks", said the industry source.  

They added that in their opinion the case serves as a "pre-warning", about what will happen in the future 

of shipping, with pirates using hacking to gain control and entry to vessels in order to carry out kidnap 

and ransom.  

Emma Biggs, business director at security brokerage firm ASKET, was also privately contacted about 

the attack and told SAS that while it was unclear how the hackers got into the ship's systems, she 

stressed there are vulnerabilities on all vessels. "People still talk about there being a difference between 

what happens on board and on shore, but there isn't, particularly as now everything is connected and 

the telemetrics of ships are fed back to shore." 

Biggs pointed to examples carried out by IOActive and 'ethical hacker' Ken Munro that both revealed 

hacking vulnerabilities in major maritime satcoms, including Inmarsat, Telenor, and Cobham. Munro was 

able to precisely pinpoint a named vessel, identify a staff member and potentially attack the ship through 

comms boxes on board ships that were running outdated firmware and using default passwords. "These 

[attacks] are genuine and easy to do," she said. There have also been suspected cases of mass-

spoofing of AIS in the Black Sea in June, with more than 20 ships affected. The GPS were giving false 

locations, some inland and some at airports. Unconfirmed reports of the attacks were first posted by the 

US Department of Transportation's Maritime Administration (MARAD) on 22 June. 

As ship-owners become more aware of such risks, Biggs warned of cyber companies targeting the 

maritime sector and offering protection that may not be best suited to a fleet. ASKET has begun offering 

a brokerage service to ship-owners, based on its model for private maritime security companies. It is 

currently building a "pool of organisations", which will feature cyber companies specialising in specific 

areas, such as cargo, telemetrics, and VSAT (very small aperture terminal), in order to advise which 

protection is best suited to a fleet's unique set-up. 

 "There is a fear factor involved with some companies trying to make money out of that fear," said Biggs. 

"We need to control that and make sure they don't jump all over shipping companies and rip them off. 

That is what we are going to try to do."  (ASKET, Safety at Sea)  

COMMENT:  This incident should be viewed in light of the hack of Maersk systems earlier this year and 

the on-going development of automated vessels. 

 

(Maritime) Cybersecurity: Eight Tenets to Consider  

 

On 28 Nov 17 it was reported that the digitization of the maritime sector has brought about a 

technological revolution with great efficiencies to the overall operations and global supply chain. 

Unfortunately ensuring that there is security embedded on the front end is still not the norm. This leaves 

new and old legacy in a systems cobbled together in a patchwork of structures.  

At the same time, the sector is debating the potential use of autonomous ships; however, discussions 

around cybersecurity protections are still not part of the underlying debate. It should be clear to all that 

cyberattacks and associated risks represent a clear and present danger.  Nation states, non-state 
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actors, criminals, and 21st century pirates are using cybersecurity as a tool to steal and disrupt the 

system.  

The “call to action” around the cybersecurity risk has been a steady drumbeat for many years and the 

sector’s cybersecurity ecosystem must be evaluated and the associated risks quickly addressed now (or 

quickly). Whether it was from 2013 with the issuance of Presidential Cybersecurity Executive Order 

13636 in 2013; the U.S. Coast Guard first cybersecurity strategy in 2015 or the U.S. Coast Guard 

updated “guidance” in December 2016 that stated that cybersecurity risk is covered under the Maritime 

Transportation Security Act (MTSA), the cyber-risk is self-evident.   

The IMO has been working to address cyber risk. It was only after the Maersk attack that the IMO 

issued more solid guidelines for maritime security risk management. Cybersecurity attacks have been 

documented on ships, ports, and more recently. Of particular note are alerts about GPS and satellite 

spoofing in the Black Sea bring great cause for alarm. 

Here are eight basic tenets for the sector to consider:  

  

1. The maritime domain is a complex and increasingly automated one. As a result, cybersecurity attacks 

can potentially impact the health and safety of people as well as the safety and security of goods, 

bringing significant regulatory and legal implications to the corporate ecosystem, whether it includes 

passenger or cargo operations. 

  

2. There are common misconceptions that cybersecurity risks are solely a technology problem. It is not, 

it requires an enterprise risk management holistic approach that includes the C-Suite, senior leadership, 

risk officers, legal, regulatory, security, information technology and other departments in the overall 

process. 

  

3. Cyber attackers have varied motives, which include stealing, disrupting and potentially destroying 

assets. Shutting down a port or a similar Maersk-like attack can have reverberating impacts on the 

global economy. 

  

4. Remember that a privacy policy is not a cybersecurity policy. Cyber risks have significant operational 

impacts in the maritime domain and need different underlying policies and structures to manage that 

risk.  

  

5. Expect U.S. and global regulators to continue to double down on cybersecurity risk within the entire 

maritime ecosystem.  

  

6. To understand cyber risk in the industry, breakdown the maritime domain into its respective parts, 

identify the cyber risk within each domain as well as from cross-sector risk.  Create a comprehensive 

plan to manage, mitigate, respond and recover to cyber-attacks which must be a living document that is 

constantly tested. 
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7. Traditional risk transfer mechanisms like insurance and other tools are invaluable but will not ever 

completely cover cyber risk. 

  

8. Increasing use of and innovation around technology should be embraced but must also include 

security and cybersecurity at the front end. 

(Maritime Executive, ASKET)   

COMMENT:  Obvious and practical advice?  Will it be taken, with the relevant parties act according?  

Maersk will, but the others….. 

 

Clarksons Falls Victim to Cyber Security Breach   

 

On 30 Nov 17 it was reported that London-based provider of shipping services Clarkson PLC was hit by 

a cyber- attack, which involved unauthorized access to the company’s computer systems, Clarksons 

confirmed earlier today. 

“As soon as it was discovered, Clarksons took immediate steps to respond to and manage the incident. 

Our initial investigations have shown the unauthorized access was gained via a single and isolated user 

account which has now been disabled,” the statement reads. 

“We have also put in place additional security measures to best prevent a similar incident happening in 

the future. Clarksons would like to reassure clients and shareholders that this incident has not, and does 

not, affect its ability to do business.”  Furthermore, amid fears that the accessed data may be released, 

the company said that it has been working with the police in relation to this incident. 

“In addition, the data at issue is confidential and lawyers are on standby wherever needed to take all 

necessary steps to preserve the confidentiality of the information,” Clarksons further pointed out. 

Clarksons added that was in the process of contacting potentially affected clients and individuals 

directly. 

Since the incident, Clarksons has been working with data security specialists to investigate further and 

has notified the relevant regulatory bodies. In addition, the company said that it was working on a 

review of cyber security that began earlier this year and was accelerating the roll-out of various 

additional IT security measures. 

“Issues of cybersecurity are at the forefront of many business agendas in today’s digital and commercial 

landscape and, despite our extensive efforts we have suffered this criminal attack. As you would rightly 

expect, we’re working closely with specialist police teams and data security experts to do all we can to 

best understand the incident and what we can do to protect our clients now and in the future. We hope 

that, in time, we can share the lessons learned with our clients to help stop them from becoming victims 

themselves. In the meantime, I hope our clients understand that we would not be held to ransom by 

criminals, and I would like to sincerely apologize for any concern this incident may have understandably 

raised,” Andi Case, CEO of Clarksons, said.  An investigation into the case is underway.   

(ASKET, World Maritime News)   

COMMENT:  Another major cyber-attack which will affect this Company badly and cause a lack of faith 

in its operations.  Sad that this should occur so soon after the Maersk cyber-attack.  One would have 

thought that the maritime industry would check the security of the cyber systems. 

https://maritime-executive.com/blog/cybersecurity-eight-tenets-to-consider
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NIGERIA & GULF OF GUINEA 
Terrorist Attacks  

 

Nigeria Oil Militant Group Ends Cease-Fire, Pledges Attacks on ‘Every Oil Installation’ 

 

On 3 Nov 17 it was reported that the militant group in Nigeria’s southern Niger River delta, whose 

attacks on oil installations in 2016 cut output to the lowest in three decades, said it ended its self-

imposed cease-fire and will resume its violent campaign. 

“Our operatives are intact and focused, ready to implement instructions,” the Niger Delta Avengers said 

in a statement on its website on Friday by its spokesman identified as Mudoch Agbinibo. “We can 

assure you that every oil installation in our region will feel warmth of the wrath.” 

The group specifically threatened the disrupt oil production set to start in the first quarter of 2018 at Total 

SA’s Egina offshore oil field. 

Nigeria suffered its worst economic downturn in a quarter century after oil prices and output fell in 2015 

amid militant attacks estimated by the government to have caused the loss of $7 billion in revenue. 

The attacks subsided after a truce with the group in August last year to allow for peaceful negotiations. 

The militants have accused President Muhammadu Buhari’s government of being slow to meet their 

expectations of more local control over the region’s oil resources. 

“The Avengers have always shown a willingness and ability to back up their threats with action,” Cheta 

Nwanze, an analyst at Lagos-based advisory SBM Intelligence, said by phone. “While it is unlikely that 

they have the capacity to attack all oil installations in the region, they can hit where it will have the most 

impact.”  (Bloomberg L.P, gCaptain) 

 

Another Group Joins Niger Delta Avengers’ Ceasefire Boycott   

 

On 15 Nov 17 it was reported that a spokesperson from the Niger Delta Revolutionary Crusaders 

ordered workers on floating production storage and offloading facilities on or near Agbami, Akpo, Usan, 

Erna, Abo, Yoho, Unity and Benga to evacuate the area. Other platforms operated by Chevron, Total, 

Mobil, Shell and Agip are also under threat, the note said.  (MAST) 

 

COMMENT:  The failure of the Federal government to address the issues in the Delta Region have not 

been ameliorated by their failure to pay ‘Dane Geld’ to the dissident groups, let alone involve them in the 

bounty that the oil revenues bring.  While there have been a number of incidents this month, the 

enthusiasm of the pirates/terrorist/dissidents appears to be low and most attacks have been 

unsuccessful.  It is likely that this will not continue and more determined attacks will be undertaken. 

 

Nigerian Navy Counter Piracy Activities 
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Piracy: FG Hands Over Maritime Security to Israeli Firm 

 

On 30 Oct 17 it was reported that the Nigerian Federal Government has entered into a three years 

agreement with an Israeli firm over maritime security issues. The agreement, which has $195m financial 

obligation on the Nigerian government, will entail the training of Nigerian security personnel by the 

Israelis and is expected to commence this December. 

Disclosing this during the 2017 World Maritime Day celebration held in Lagos on Monday, the 

Honourable Minister of Transportation, Rotimi Amaechi, explained that the contact became imperative 

given the amount shipping firms to pay for security escort on Nigerian waterways. 

According to the Honourable Minister of Transportation, “We have mandated a consulting firm to do a 

study of the maritime sector, and they will round off in nine months. They have already done between 

three and four months, and we are expecting them to submit an interim report on their findings. 

“One of the burning issues in the maritime sector is security. The Federal Government has contacted an 

Israeli firm who is going to train our security men. They will buy equipment and dominate Nigeria’s 

waterways for the next three years. 

“Within that three years, the Israeli firm will train our security operatives for them to take over after the 

expiration of the contract. They are yet to launch because they are still buying the equipment. When you 

see the equipment’s on the waterways, people will know they are safe and secured. 

“Mr President has kindly approved that, and that is being done through the Nigerian Maritime 

Administration and Safety Agency (NIMASA). In that three years, they will train our Navy, our Army and 

our Police so that we can stop spending money escorting boats and vessels on our waterways. 

“Currently, Maersk told me they spend between $15m and $18m annually to those escorting their 

vessels from one point to another on our waterways. We should be able to deflate that by next year so 

that people can do their businesses on our waterways without any fear of being attacked or harassed. 

“The Israelis have assured us that after the training of our security operatives, such harassment and 

attacks on our waterways will not happen again. They even said we should hold them accountable if 

such harassment persists on our waterways after the training. That is one achievement that has 

happened under our leadership in the maritime sector. 

“Another achievement in the maritime sector is that we are currently reviewing our terminal concession 

agreements with the private investors. 

“Again, we are reducing the time wasted for cargoes to exit our ports. How are we doing that? By 

December, our narrow gauge will begin to work. We will insist that everybody must put their cargoes on 

the train. By December, we will be bringing in about 100 wagons. 

“We are launching six locomotives before December. Initially, General Electric said they will pick the 

cargoes from the ports to Ebute-Metta, but I told them that such movement of cargoes to Ebute-Metta 

will not work. 

“By next week, I will inform General Electric that all cargoes would be moved from the ports, straight to 

Papalanto in Ogun State. This will start before the end of December. We are doing that with the Nigerian 

Ports Authority (NPA) and the Nigerian Railway Corporation (NRC). 

“Another achievement is recent activities in the Maritime Academy of Nigeria (MAN), Oron in Akwa Ibom 

State. All I am trying to do there is to show that the academy belongs to the Federal Government, and 

not a community. It doesn’t belong to the people of Oron. 
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“I have never seen where a community tells government who to be appointed as Rector; or who contract 

should be awarded to? That has stopped with my regime. I initially wanted to appoint a Kano person as 

Rector of MAN, Oron, so that the host community will know the academy belongs to Nigeria, and not to 

Oron community. 

“But we have appointed a trusted leadership that will develop and improve the plight of the academy so 

that quality graduates will be churned out of the academy.” (Nigerian Tribune, MSR)  COMMENT:  It is 

interesting that the Nigerian Government had recently railed against the placing of private Armed 

Security Teams (AST) operating within the Delta.  Now they have selected a foreign firm to harden the 

maritime security measures. Other actions have been unsuccessful, one wonders how successful these 

new measures will be. 

 

Naval Chief to Avengers: We Will Stop You from Bombing Oil Facilities 

 

On 15 Nov 17 it was reported that Ibok-Ete Ibas, chief of naval staff, has warned the Niger Delta 

Avengers against its threat to resume bombing of oil facilities in the Niger Delta.  The militant group had 

recently announced plans to resume hostilities, on claims that the federal government had not fulfilled its 

promise to redress situations in the region. 

Speaking to journalists at the eastern naval command headquarters on Tuesday (14 Nov 17) in Calabar, 

Ibas said no group had the right to threaten the peace and unity of Nigeria.  He said the navy was 

prepared to confront any threat to peace in the region as well as hamper activities that will affect 

Nigeria’s natural resources. 

“We are prepared for any group that threatens the unity and peace of our country,” he said.  “We are 

ready to stop all forms of illegal activities on our nation’s economic resources. 

Ibas also said the efforts of the navy had reduced piracy on the waterways, giving rise to maritime 

commerce. 

“We have in the last two years made a considerable impact of reducing the operations of pirates,” he 

said. 

“No individual or group including the Niger Delta Avengers has the audacity to threaten the country and 

we will also make sure that Nigerians can use the maritime space unhindered.”  (The Cable, MSR)  

COMMENT:  Unfortunately the Nigerian Security forces have not been very successful in combatting 

the attacks by the dissidents.  We shall have to wait and see if they get better. 

 

Nigerian Police Deploy Gunboats to Tackle Sea Piracy in Oil Rich State  

 

On 19 Nov 17 it was reported that Nigeria's police in southern oil rich Bayelsa had deployed 16 patrol 

gunboats and 6,000 policemen to tackle sea piracy and criminality in waterways to ensure safety of the 

water channels. 

The 6,000 personnel had been deployed after undergoing marine training, while some are still being 

trained, Asuquo Amba, police chief in charge of the state told reporters in Yenagoa, the state capital.  

The police chief said intelligence report gathered by the police showed that the Delta and Rivers 

waterways had recorded relative calm due to synergy of the various state security agencies. 
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He admitted that there were still some challenges with sea piracy in the state, pledging that the police 

would soon deal with sea pirates terrorizing the state's waterways.  Amba said 14 of the 16 gunboats 

being deployed were refurbished by the state government, while two were procured by the police. 

Bayelsa has one of the largest crude oil and natural gas deposits in the West African country, which the 

top oil producer and the most populous country in the continent.   (Xinhua Net, MSR)  COMMENT:  At 

least some extra resources are being deployed. 

 

Government Misses Delivery Target on $186m Anti-Piracy Equipment Fighting 

 

On 29 Nov 17 it was reported that the Federal Government may have shelved its promise of floating 

some high-tech machinery meant to combat maritime crime in the nation’s troubled waters. Under the 

initial target, the facilities were expected to have arrived Nigeria in August, but three months after, the 

project now appears elusive. 

President Muhammadu Buhari had earlier this year, approved the sum of $186million (about 

N56.9billion) to procure machineries to fully combat maritime crimes.  The fund is meant to acquire three 

helicopters, three aircrafts, three big battle-ready ships, 12 vessels, and 20 amphibious cars to combat 

the menace of piracy in the Gulf of Guinea. 

The Minister for Transportation, Rotimi Chibuike Amaechi, who disclosed the plan at an industry forum 

in Lagos, on May 3rd, had assured, “In the next three months, you will see them operating; and by the 

time we finish, you will see that the change is coming. Change is not talked about, it is felt, and so you 

should give us time to fix it.”  

Upon inquiry about the update on the facilities, the spokesperson for the Nigerian Navy, Chris Ezekobe, 

told The Guardian that he is not aware of the plan, adding that the Navy is really in need of more 

vessels, but coping with the existing ones. 

“Although, I am not aware of that promise to acquire those machineries, but in all our presentations to 

the presidency, we have been asking for additional vessels and our vessels of choice are what we 

called offshore patrol vessels. 

“We have two existing that were bought from China. Those are: NNS UNITY, and NNS CENTENARY. 

Within the constraints on our resources, we have been making our pitch for additional platforms, which 

will help us address some of these issues,” he said. 

Months after the unveiling of the plan, Nigeria’s marine territory has continued to report many attacks 

and kidnappings.  A recent incident is the report of the kidnap of six crew members, including the 

captain, from a Liberian-flagged containership ‘DEMETER’ offshore Bonny.  

However, a new report by the International Chamber of Commerce (ICC’s) International Maritime 

Bureau (IMB), said: “Nigeria remains risky, as there were 20 reports received against all vessel types for 

Nigeria, 16 of which occurred off the coast of Brass, Bonny, and Bayelsa. 

The Director, IMB, Pottengal Mukundan, said: “In general, all waters in and off Nigeria remain risky, 

despite intervention in some cases by the Nigerian Navy. We advise vessels to be vigilant.  “The 

number of attacks in the Gulf of Guinea could be even higher than our figures, as many incidents 

continue to be unreported.” 

The Commandant, Nigerian Defence College, Abuja, Rear Admiral Adeniyi Adejimi Oshinowo, gave a 

rough estimate of the institution’s patrol requirements. “They include at least 18 low/medium endurance 

Offshore Patrol Vessel (OPVs) (<50), and nine helicopters carrying long endurance OPVs (>70), and 

three Maritime Patrol Aircraft (MPA), which are needed to provide adequate protection of Nigeria’s 
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coastal and deep offshore waterways. “Although the NN strive to maintain such size of fleet, it has been 

expensive sustaining same at optimum operational level due to limited resources,” he added.  (The 

Guardian, MSR)  COMMENT:  Interesting that the Navy is coping with the security issue.  During 

November there were 5 attempted piracy attacks. 

  



ASKET Ltd - Monthly Maritime Intelligence Report  

 
 

41 
ASKET Ltd I 86 – 90 Paul Street l London l EC2A 4NE I T: +44 20 3322 6701 I 

Company number 08763474 
 

PIRACY ISSUES 
 

Maritime Security Incidents in the Arabian Sea 

 

The incident reported below was initially reported as an attempted piracy attack, but subsequent 

investigations revealed that there was no attack. 

 
ATTEMPTED PIRACY/TANKER 

 

 
13.11.2017: 1500 LT: Posn: 13:38.00N – 70:55.00E, 194 NM SW of Panjim (Goa), India, 

Arabian Sea. 

While sailing, a mother boat with two skiffs picked up speed towards a Japan-flagged tanker 

(TOSA) on a collision course. The crew raised the general alarm, the anti-piracy alarm and 

fog horn was sounded. After a few minutes, the skiffs stopped approaching the ship. The 

Master was not able to see the persons on board the skiffs or the mother boat. He reported 

the incident to the authority and continued her voyage. (IMO) 

 
COMMENT:  Upon receipt of the information, the Indian Coast Guard (ICG) who is also the ReCAAP 

Focal Point conducted further investigation and established contact with MSC Genova, another 

merchant ship in the vicinity. MT TOSA has reportedly alerted MSC GENOVA about the mother boat 

and skiffs. MSC Genova was on a parallel course with MT TOSA on 13 Nov; and MSC GENOVA upon 

receipt of the alert from Tosa, closely monitored the mother ship and skiffs, but did not find anything 

suspicious and observed that they were adrift fishing trawlers. Investigation was carried out by the 

Indian authorities. The incident of suspicious approach and attempted boarding was false.  (ReCAAP) 

 
Identification of the Threat to Maritime Traffic in the Red Sea and Gulf of Aden – the Threat 

 

On 29 Nov 17 it was reported that the ongoing threat to shipping in the region (HOA) has been made 

clear by the military bodies which monitor the region. A lack of adherence to BMP4 protocol, particularly 

not maintaining a safe distance off the coast, has increased risks to shipping. BMP4 advises: “non-

Somali fishing vessels should avoid operating or transiting within 200nm of the coast of Somalia, 

irrespective of whether or not they have been issued with license to do so”. Merchant vessels would be 

wise to maintain the same distance from the coast, particularly ensuring that the Socotra Gap isn’t 

taken. All vessels are advised to update risk assessments and register with UKMTO/MSCHOA prior to 

entering the Indian Ocean High Risk Area.  (MAST)  COMMENT:  Complacency in the HOA is not a 

clever attitude.  This month has shown more reports of possible piracy incidents since the end of the 

Somali Piracy period, which ended in 2006. 

 

Under The Radar: Security in The Sulu Sea is Set to Improve 

 

On 1 Nov 17 it was reported that the region of the Sulu Sea, just last year branded the ‘New Somalia’, is 

benefiting from a new trilateral security initiative. However, key challenges remain. 



ASKET Ltd - Monthly Maritime Intelligence Report  

 
 

42 
ASKET Ltd I 86 – 90 Paul Street l London l EC2A 4NE I T: +44 20 3322 6701 I 

Company number 08763474 
 

Indonesia, Malaysia and the Philippines launched the INDOMALPHI Trilateral Cooperative Arrangement 

(TCA) this past summer.  The stated goal is to address “the security challenges associated with each 

country’s border waters”. The initiative is showing promise as a first step towards improving the security 

architecture in an area where terrorist activity has had major economic impact. 

Cargo at Risk 

Border security is a serious problem in the Sulu Sea, which separates the Southern Philippine region of 

Mindanao from the island of Borneo.   Each year, 55 million tonnes of cargo and 18 million people transit 

these waters. But cooperation between surrounding countries’ governments, navies and maritime law 

enforcement organisations has been weak. Transnational organized crime has proliferated, along with 

smuggling operations and terrorist activity. Together these activities inflict extensive damage to the 

economy, tourism and civilian life.  

The Island Clusters Surrounding the Sulu and Celebes Seas 

The Abu Sayyaf Group (ASG) is a threat in the Sulu and Celebes Seas. Though small-scale and locally-

oriented, the ASG is prolific, and targets fishing vessels for lucrative kidnap-for-ransom operations. In 

2016, ASG coordinated a number of ship hijackings and kidnappings, taking hostage not only 

Indonesian and Malaysian fishermen, but also several westerners.  

These attacks led Indonesia to temporarily ban coal exports to the Philippines, an $800 million industry, 

a decision that harmed both economies. This ban was pivotal to moving INDOMALPHI forward. 

Siege of Marawi 

Another tipping point was the siege of Marawi, a major city in Mindanao. Raging for over five months, 

this was the first coordinated and sustainable operation involving multiple IS-aligned regional groups – 

representing a new, asymmetric threat. The Philippine military just recently liberated the city, with most 

of Marawi completely destroyed. 

The Marawi siege underscored how accessible the islands in this region are, an issue all three nations 

are attempting to address amid continuing emerging risks. For instance, the township of Sarangani, a 

backwater in the Celebes Sea, has been pinpointed as a critical security flashpoint.  

Returning control? 

On 16 October, Philippine Defence Secretary Delfin N. Lorenzana claimed the trilateral maritime patrol 

was going well: ‘We have not had incidents, piracy or kidnappings in the maritime areas of common 

concern’.  There does seem to be evidence to support this assertion, namely the greater speed and 

accuracy of intra-regional information exchanges, which proved useful in apprehending militants 

attempting to escape from Marawi. Moreover, military officers recently shot dead the ASG leader 

and self-declared emir of Southeast Asia, Isnilon Hapilon. 

INDOMALPHI builds on several positive security developments in the region in recent years. There was 

Indonesian President Jokowi’s revised global maritime vision, which adopted a more outward focus, with 

greater emphasis on interconnectivity and broader collective security. 

Jakarta and Manila’s landmark 2014 maritime boundary agreement was also a key step forward, ending 

an age-old dispute over the Celebes Sea. Similar commitments are now required between Malaysia and 

the Philippines. These countries have had multiple disputes over Sabah (nominally a Malaysian state in 

the north of Borneo), notably the military standoff in Lahad Datu in 2013. 

Broadening Partnerships 

There is scope to include other members and organisations in the initiative, in view of the broader 

regional security challenges. ASEAN has the potential to address border threats. Assistance could also 

be forthcoming from Australia, Japan, and the United States, given its support for Singapore in the 

http://edition.cnn.com/2017/06/19/asia/indonesia-malaysia-philippines-isis/index.html
https://e.vnexpress.net/news/world/indonesia-says-coal-on-hold-for-philippines-after-7-sailors-abducted-3425493.html
http://globalriskinsights.com/2017/06/wannabes-warriors-maute-group-underestimated/
http://www.atimes.com/article/islamic-states-backdoor-philippines/
https://news.mb.com.ph/2017/10/16/ph-malaysia-indonesia-launch-trilateral-air-patrol-vs-terrorism/
https://news.mb.com.ph/2017/10/16/ph-malaysia-indonesia-launch-trilateral-air-patrol-vs-terrorism/
https://thediplomat.com/2016/12/indonesias-global-maritime-fulcrum-an-updated-archipelagic-outlook/
http://opinion.inquirer.net/47997/understanding-the-sabah-dispute
http://www.thestar.com.my/news/nation/2017/10/02/malaysia-gets-us6mil-fund-to-manage-straits-of-malacca-singapore/
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Straits of Malacca. Indeed, Singapore is a particularly strong potential partner, given its staunch defence 

capabilities. 

Singapore already has the required infrastructure and technologies in place from past joint initiatives 

with Indonesia and Malaysia. Established in April 2009, Singapore’s Information Fusion Centre 

(ISC) is an important hub for cooperation on maritime security threats. 

The Maritime Command Centres in Tarakan (Indonesia), Tawau (Malaysia) and Bongao (Philippines) 

are not of equal calibre, since these centres possess less advanced radar network capabilities. Without 

the IFC, a better quality of infrastructure is necessary to facilitate real-time information sharing and the 

inter-operability of emergency protocols. 

Tempered Optimism 

Ultimately, the goal is to increase land cooperation between all affected countries. This includes plans to 

strengthen border controls and immigration checks in and around the Sulu region, curbing covert militant 

movements.  

Malaysia and Indonesia will construct five command posts at key points along the Sabah, Sarawak and 

Kalimantan borders. A newly-renovated border post on Balut Island, Sarangani, will function as an inter-

agency monitoring station on the Celebes Sea. 

Success will depend on whether each country trusts the collaborative process and periodically convenes 

with partners to discuss progress and targets. Over time, familiarity with operational routines and 

processes, such as cross-nation hand-offs and emergency protocols, should develop. 

But the biggest risk to INDOMALPHI is that the initiative remains at the mercy of political transitions in 

each country. Only sustained efforts will decrease the multiple risks discussed.  (Global Risk Insight, 

MSR) COMMENT:  The problem of dealing with multiple pirate groups needs a combined effort by the 

local authorities but dealing with an Islamic terrorist insurgency such as that seen in the Filipino city of 

Marawi will require closer co-operation to defeat these terrorists. 

 

Japan to Build Radar Stations for Philippines to Counter Piracy Threat 

 

On 10 Nov 17 it was reported that Japan will build four coast guard radar stations on islands in the Sulu 

and Celebes Seas separating the Philippines and Indonesia to help Manila counter a surge in piracy by 

Islamic insurgents, two sources said. 

An agreement to fund the facilities and provide training to local coast guard personnel may be signed as 

early next week by Japanese Prime Minister and Philippine President Rodrigo Duterte in Manila, the 

sources said. 

“The seas in that area are an important waterway for merchant ships traveling to Japanese ports,” one 

of the people with knowledge of the plan said. The sources asked not to be identified because they are 

not authorized to talk to the media. 

Of 30 acts of piracy reported in the first half of 2017 six involved the use of guns, of which three were 

crew abductions from ships underway in the Sulu and Celebes Seas, according to the Regional 

Cooperation Agreement on Combating Piracy and Armed Robbery against Ships in Asia (ReCAAP). 

Four attempted abductions in the waters were also logged. 

Japan will fund construction of the radar stations through its Overseas Development Aid (ODA) budget, 

the sources said.  “Japan is aware of the need to counter piracy in the region and is keen to help, but we 

https://thediplomat.com/2017/06/whats-next-for-the-new-sulu-sea-trilateral-patrols/
https://thediplomat.com/2017/06/whats-next-for-the-new-sulu-sea-trilateral-patrols/
http://www.thestar.com.my/news/nation/2017/09/28/malaysia-indonesia-to-boost-border-patrols-to-curb-militancy/
http://www.eastmincomafp.com.ph/2017/09/emc-improves-border-crossing-stations.html
http://globalriskinsights.com/2016/09/southeast-asia-islamic-state/
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can’t discuss individual projects,” said an official at Japan’s Ministry of Foreign Affairs, which overseas 

ODA spending. 

The radar stations are part of a wider aid package that include helicopter parts for the Philippines 

military, financing for infrastructure projects such as rail lines and help to rebuild conflict-torn southern 

Marawi city after five months of military operations against Islamic State rebels. 

By providing such aid Tokyo is aiming to deepen economic and security ties with Manila as it looks to 

contain China’s growing power. Japan sees the Philippines, which lies on the eastern side of the South 

China Sea, as a key ally in helping prevent Beijing’s influence spreading into the western Pacific. 

Abe will travel to the Philippines on Monday following a two day gathering of regional leaders at an Asia 

Pacific Economic Cooperation (APEC) forum in Vietnam. (Reuters, gCaptain)  COMMENT:  At last a 

coming together of the nations surrounding the South China Sea and Japan is showing leadership and 

aid to help address the major issues of Militant Piracy and China’s claim of sovereignty. 

 

Pirate PAG Apprehended in Somali Basin 

 

 

On 20 Nov 17 it 

was reported that 

the EU NAVFOR 

Somalia’s 

Flagship, the 

Italian vessel ITS 

VIRGINIO 

FASAN, had 

apprehended six 

suspected 

pirates and 

seized their 

vessels. 

 

 

Six crew of a motor whaler, acting as mother ship, and a skiff have been detained following attacks on a 

52,000 tonne container ship  (NFD) and a fishing vessel (GALERNA lll). 

These events reportedly took place over a 24 hour period on 17th and 18th November in the Southern 

Somali Basin, in an area known for piracy incidents.  During the incidents a number of rocket propelled 

grenades were fired against the container ship.  However, adherence to BMP4, the presence of a 

security team on one of the vessels, and good seamanship avoided any damage or injuries, and all crew 

and vessels are now safe. 

The suspected pirates were apprehended by the Italian Marines from ITS VIRGINIO FASAN after their 

vessels were located using FASAN’s SH-90 helicopter, following initial searches by the Spanish 

Maritime Patrol Aircraft CISNE.  This search for the suspected pirates was coordinated with partners 

and from information provided by the masters of the vessels concerned. Positive visual verification was 

made which allowed this to take place. 

A legal process has now begun for the suspected pirates to be transferred to the appropriate authority 

for prosecution. EU NAVFOR was able respond rapidly and successfully to these incidents due to the 
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combined efforts of all involved, maximising synchronisation with all EU NAVFOR partners and forward 

deployed capabilities. 

A reminder is made to all seafarers that adherence to BMP4 and registration with MSCHOA will help to 

overcome further illegal acts at sea. The presence of international counter-piracy forces in the area will 

continue to act as a deterrent to further incidents.   

The six suspected Somali pirates have been transferred to the Seychelles following their arrest for 

attacks earlier this month off southern Somalia, a Seychelles prisons official said on Thursday 23rd. The 

suspects arrived on Thursday morning at the port of Victoria, capital of the Indian Ocean archipelago 

nation, said Raymond St Ange, acting commissioner of Montagne Posee prison.  (MAST, ASKET)  

COMMENT:  EUNAVFOR assessed that, as at 1055hrs on 18 Nov 17, there was a possibility of a Pirate 

Action Group operating within 150NM radius of posn: 01:56S – 047:23E, approx 100NM SW of 

Mogadishu, Somalia.   While this is a good catch the problem is why is there a major increase in attacks 

on vessels in the Arabian Sea, Gulf of Aden and Indian Ocean? 

 

Sabah Security Forces to Launch Sea, Road Checkpoints Against Militants 

 

The Sabah Eastern Security Command (EssCom) will implement sea and road checkpoints to 

strengthen efforts against militant threats in the state’s east coast which shares a sea border with 

insurgency-plagued southern Philippines.  Sabah Chief Minister Musa Aman said the focus of the 

planned sea checkpoints was to stop the smuggling of firearms and other trans-border criminal elements 

into the state.  (MAST)  COMMENT:  After the effective operations by the Filipino Security authorities at 

last Malaysia is taking some action to deter the ASG pirates/terrorists.  

 

CONFRONTATION IN THE EAST CHINA SEA - NTR 

 

CONFRONTATION IN THE SOUTH CHINA SEA 

 

China Hopes U.S. Can “Help, Not Cause Problems” in South China Sea 

 

On 3 Nov 17 it was reported that China hopes the United States can “help and not cause problems” in 

the disputed South China Sea, a senior Chinese diplomat said on Friday ahead of next week’s visit to 

Beijing by President Donald Trump. 

The United States has criticised China’s construction of islands and build-up of military facilities in the 

sea, and is concerned they could be used to restrict free nautical movement.  U.S. Navy ships have also 

carried out freedom of navigation patrols in the area, angering China. 

Speaking to reporters about Trump’s trip, Chinese Vice Foreign Minister Zheng Zeguang said China has 

indisputable sovereignty over islands and surrounding waters in the South China Sea. 

The essence of the South China Sea problem is some regional countries’ illegal occupation of some of 

China’s islands and reefs, Zheng said, adding China was willing to resolve issues peacefully through 

talks with countries directly involved.  “The South China Sea issue isn’t an issue between China and the 

United States,” he added. 
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“We hope that as an external party, the United States can plant more flowers and fewer thorns, help and 

not cause problems”. 

Zheng said he said he hoped the United States could objectively view the positive developments in the 

South China Sea and respect efforts by China and Southeast Asian countries to safeguard peace and 

stability there. 

There is no issue with freedom of navigation in the South China Sea and China opposed any parties 

using it as an “excuse” to harm China’s sovereignty and security interests, he added.  The Trump 

administration has vowed to conduct more robust South China Sea operations. 

China’s claims in the area, through which about $5 trillion in ship-borne trade passes each year, are 

contested by Brunei, Malaysia, the Philippines, Taiwan and Vietnam.  Speaking earlier in the day, 

another senior Chinese diplomat said China and Vietnam have agreed to manage their dispute in the 

South China Sea through friendly talks, following an ugly spat over the summer between the two 

communist neighbours.  The countries have long been at loggerheads over the issue, with Vietnam 

having emerged as the most vocal opponent of China’s claims to the majority of the regional sea.  A 

scheduled meeting between their foreign ministers in August was cancelled on the sidelines of a 

regional gathering in Manila amid an argument about militarization in the South China Sea and island-

building. 

Hanoi and Beijing, however, have sought to get relations back on track, with a top Chinese leader telling 

his Vietnamese hosts in September that their two communist parties have a “shared destiny”.  Speaking 

before Chinese President Xi Jinping goes to Vietnam next week for a state visit and to attend a summit 

of Asia Pacific leaders, Chinese Assistant Foreign Minister Chen Xiaodong said leaders of the two 

countries have had many “deep, frank” discussions on maritime issues.  “They reached an important 

consensus,” Chen told a news briefing. 

“Both sides will uphold the principle of friendly consultations and dialogue to jointly manage and control 

maritime disputes, and protect the bigger picture of developing Sino-Vietnam relations and stability in 

the South China Sea.”  (Reuters, gCaptain)  COMMENT:  It is interesting that while the US seeks 

China’s support in its problems with North Korea yet seems to antagonise them over the Chinese South 

China Sea land grab.  China seems to be tackling all the individual countries around the SC Sea 

individually over their claims. 

 

China Unveils Huge Island Building Vessel  

On 5 Nov 17 it was reported that China has unveiled a massive island-building vessel, which has been 

called “a magic island-maker” by its designer and is considered the most powerful vessel of its type in 

Asia, the state media reported. Named TIAN KUN HAO, the ship is reported to have a deck the size of 

nine basketball courts and be capable of dredging up to 6,000 cubic meters an hour and digging as 

deep as 35 meters under the sea floor.  

The ship, capable of building artificial islands of the sort the country has constructed in the contested 

South China Sea, was launched last Friday at a port in eastern Jiangsu province, according to China 

Daily. 

The Marine Design and Research Institute 

in Shanghai, which designed the vessel, 

described it as a “magic island-maker” on 

Saturday.  

Tian Kun Hao is funded and designed by 

Tianjin Dredging Co Ltd, associated with 

China Communication Construction Co Ltd 
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(CCCC) and was built by Shanghai Zhenhua Heavy Industry Co Ltd.  The boat is the much larger 

version of the ship China used to clean sweep the islets and reefs in the South China Sea from corals, 

mud and dredged sand for transforming them into artificial islands which could be used for setting up 

military installations. 

Once the testing is finished which would be by next June, the ship would then be the most powerful of 

its sort in the entire Asian region according to the newspaper. 

During the past five years, China has used similar vessels to create a string of strategic islands to 

support its claims to 85 per cent of the sea.  Beijing has faced criticism from neighbours and outside 

countries alike over its massive island-building activities in the contested South China Sea.  

The meaning of the three Chinese characters - Tian, Kun, Hao: Tian is “sky”. Kun denotes a huge 

mythical fish that becomes a gigantic bird whose wings are like clouds all over the sky. Hao is, literally, 

“number” or “mark, or designation”. Taken together, they pertain to “The Ship Called Sky Kun”. So very 

apt for a super machine that has been dubbed “The Magic Island Maker” or “Asia’s most powerful island 

maker”.  (MarineLink) 

 

Philippines: Manila, Beijing to Draft Protocols to Avoid Maritime Accidents 

 

On 8 Nov 17 it was reported that Philippines and China have agreed to draft military protocols to avoid 

maritime "miscalculations" amid ongoing bilateral tensions over the disputed South China Sea, 

according to Philippine defence secretary Delfin Lorenzana. The protocols come after a brief stand-off 

between the countries in August, when Chinese navy ships were sent to disrupt the Philippines' 

construction of makeshift shelters on a sand bar 4 km off Thitu Island in the Spratlys. China has 

engaged in extensive island-building in the Spratlys since 2012, increasing tensions with the Philippines 

and other claimants. This has frequently prompted stand-offs between Philippine naval forces and 

fishermen and Chinese coast guard vessels.  (PVI)  COMMENT:  This is an interesting development in 

that China can overwhelm other countries who lay claim to the islands/reefs but is prepared to moderate 

its attitude.  However, the outcome will be the same, China will stay there and the other claimants will 

bow to the greater force. 

 

Trump Offers to Play South China Sea Peacemaker 

 

On 12 Nov 17 it was reported that U.S. President Donald Trump offered to help resolve territorial 

disputes in the South China Sea as he entered the final leg of his 11-day swing through Asia.  Trump 

arrived in the Philippines on Sunday for a series of meetings on regional security affairs hosted by the 

Association of Southeast Asian Nations. A key discussion point over the next two days will be how to 

lower tensions in the South China Sea, a key shipping lane that contains oil and gas reserves. 

“I am a very good mediator and a very good arbitrator,” Trump said earlier Sunday in Hanoi ahead of a 

meeting with Vietnamese President Tran Dai Quang. “If I can be of help in any way, let me know.” 

It was unclear if the offhand remark signalled a more proactive U.S. role in finding a solution to one of 

Asia’s biggest flashpoints. Trump has primarily focused his attention on North Korea’s nuclear program, 

a shift from the Obama administration’s more aggressive stance against China’s activities in the South 

China Sea. 

While the U.S. doesn’t take a position on territorial disputes, it has criticized China for land reclamation 

and other moves to assert control over areas also claimed in part by Vietnam, the Philippines and other 

http://gcaptain.com/tag/south-china-sea/
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countries. Quang didn’t answer directly when asked later about Trump’s offer to mediate at a joint press 

briefing in Hanoi. 

“I have shared my thoughts with President Donald Trump on the recent developments in this area,” he 

said, adding that Vietnam wanted to settle disputes through “peaceful negotiations” in accordance with 

international law. 

‘Kind and Generous’ 

The Philippines welcomed Trump’s offer, though officials said that any effort would need to be 

coordinated among other countries in the region.  Trump’s offer “is a very kind and generous offer 

because he is a good mediator,” Foreign Secretary Alan Peter Cayetano told reporters in Manila. “He is 

the master of the art of the deal.” 

Philippine President Rodrigo Duterte, who is scheduled to meet Trump formally on Monday, warned that 

a war over the waterway would devastate the region. 

Duterte said on Sunday that Chinese President Xi Jinping told him a day earlier in a meeting in Vietnam 

that he also didn’t want to “waste the lives of my countrymen for a useless war that cannot be won by 

anyone.” Relations between China and the Philippines have opened a new chapter after Duterte’s visit 

in October, China’s official Xinhua News Agency quoted Xi as saying after the meeting. 

‘Better Left Untouched’ 

“The South China Sea is better left untouched,” Duterte said. “Nobody can afford to go to war.” 

China opposes U.S. involvement in resolving the disputes, preferring to settle them through one-on-one 

talks with other nations. In recent years, the country has disrupted oil-and-gas exploration by the 

Philippines and Vietnam in areas that it claims. 

The 10-nation Asean on Monday is set to announce the start of negotiations with China on a code of 

conduct in the South China Sea, the Philippines said in a statement. The talks have made little progress 

since the nations agreed formally to work toward a code of conduct in 2002. 

Trump is set to head back to the U.S. on Tuesday. Hundreds of people protested his arrival in Manila on 

Sunday, with leftist groups pledging to burn American flags.  (Bloomberg News, gCaptain)  COMMENT:   

Perhaps this attitude is a sop to China in the hope that they will help deal with the North Korean Issue. 

 

Australia: Beijing Criticises Canberra Over South China Sea Policy 

 

On 24 Nov 17 it was reported that China has criticised Australia for making "irresponsible remarks" after 

Canberra raised concerns over the pace and scale of Beijing's activities in the South China Sea in a 

policy paper. China's foreign ministry spokesman Lu Kang said Australia had repeatedly pledged not to 

take sides over the disputed zone. Australian Foreign Minister Julie Bishop meanwhile played down the 

criticism, saying Chinese officials respect her government's position.  (PVI)  COMMENT:   An interesting 

turn of events, one wonders why Australia has intervened? 

 

AUTOMATION OF SHIPPING  
 

The Smart Ship Revolution Brings a Myriad of Challenges That Are Yet To Be Resolved 
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On 7 Nov 17, World Maritime News (WMN) spoke with David Appleton, Professional and Technical 

Officer at Nautilus International to get a better understanding of what autonomous shipping would mean 

for seafarers especially as the introduction of autonomous ships, often described as the next step for the 

maritime industry, is looming as projects have already been launched to make the smart ship concept a 

reality. 

One of the examples is the construction of the world’s first electric and autonomous 

containership, YARA BIRKELAND, which is expected to start autonomous operation in 2019. 

Numerous benefits of autonomous ships have been identified including lower costs, more efficient use 

of space in ship design, more efficient use of fuel and lower risk of human error on board, which has 

been the main cause of accidents at sea. 

However, the smart ship revolution brings a myriad of challenges that are yet to be resolved, aside to 

technological hurdles. These involve resolving the issue of navigational safety, protection from cyber 

threats and creation of a major incentive for owners and operators to invest in autonomous ships before 

they can become mainstream. 

A major issue that also needs to be addressed is the human factor and the immediate impact of smart 

ships on seafarers. 

WMN: In a world where seafarers continue to be underpaid, exploited and often abandoned by 

ship-owners without pay or even basic provisions on board what does the introduction of 

smart/automated ships mean for seafarers? What are the main concerns/benefits? 

Appleton: Regardless of what is possible technically, there will be no widespread adoption of 

autonomous ships until the concept makes financial sense for ship-owners. For those owners operating 

at the very bottom of the industry, there will be little incentive to invest in new technology when they can 

continue to exploit seafarers with impunity as they have done historically. 

That being said, we do believe that if technology is used in the correct way to, reduce seafarer 

workloads, assist in improving safety and improve the quality of life on-board rather than being used as 

an excuse to further reduce crew numbers then there could be considerable benefits. 

It is also possible that the introduction of more advanced technology could act as a catalyst to drag the 

international regulatory regime with regards to crew training kicking and screaming into the 21st century. 

This can only be a good thing as it is not fit for purpose with the technology we have installed on ships 

currently let alone with what is proposed for the future. 

WMN: Current reports indicate that smart ships, among other features, would be managed from land-

based facilities, thereby eliminating safety risks, but also the need for crew members. In your opinion, 

how likely is this to happen, and when can we expect it to become the mainstream? 

Appleton: We believe the human error argument put forward by proponents of autonomous shipping is 

overly simplistic and somewhat misleading. 

For a start, if you move the human operator from sea to ashore, you have not removed the risk but 

simply transferred it and also introduced the possibility of new types of risk. There is evidence from the 

airline industry that increasing automation of systems can lead to skill degradation and impairment of 

human performance in emergency situations – precisely when optimum performance is most needed. 

International voyages will not be possible before 2028 

Research carried out into the proposed model of shore-based supervision of autonomous ships has 

shown that whilst the number of accidents may be reduced, the consequences of accidents are likely to 

be much worse with no humans on board to take mitigating action. Additionally, the model of the shore-

http://worldmaritimenews.com/archives/231064/yaras-autonomous-ship-model-put-to-the-test/
http://worldmaritimenews.com/archives/218365/interview-smart-ships-are-coming/
http://worldmaritimenews.com/archives/218365/interview-smart-ships-are-coming/
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based control centre has been shown to create serious problems regarding situational awareness due to 

geographical separation from the vessel. At the moment all of the attention seems to be focused on 

what is technically feasible but insufficient consideration has been given to safety and social factors. 

Whilst there are some high profile projects underway to test the concept most notably the Yara 

Birkeland that is due to be delivered next year, there are still significant hurdles in place that must be 

overcome before we see widespread adoption. International voyages will not be possible until the 

regulatory regime is in place with the IMO having agreed to begin work this year. Even the most 

optimistic of observers do not envisage this work being completed before 2028. Then there is still the 

biggest obstacle which is the financial case. You also have to consider that when purchasing a vessel 

ship-owners would normally expect to achieve 15 to 25 years’ service from that vessel so whilst there 

will be a small number of specialist applications, gradually increasing over the years, I believe we are 

still a very long way off from ‘mainstream’ adoption. 

WMN: Numerous statistics show that human error is the reason for the majority of shipping accidents. 

However, no one talks about how many accidents have been avoided due to clever actions of the crew 

in difficult moments at sea. Can it be assumed that accidents will continue to happen in autonomous 

shipping as well, especially because the crew will no longer be present at the scene? 

Appleton: Yes, accidents will still occur. As previously mentioned if you transfer the operator ashore 

you have also transferred the risk. If that operator has not received sufficient training, if they are 

overworked or if the equipment they are using is poorly designed then the likelihood of accidents is the 

same as in manned shipping or higher. 

Automated systems will be programmed by people who are also capable of making mistakes.  There is 

also the issue of the number of accidents at sea that are prevented by the quick actions of seafarers on 

board and the fact that when accidents do occur, without anybody on board to take mitigating action the 

consequences could be much worse. 

WMN: Unmanned operation might not be suited for all ship types such as for example large oil and gas 

tankers and cruise ships. Does this mean that seafarers’ jobs will not be endangered when it comes to 

particular vessel segments? 

Appleton: Due to the obstacles previously discussed adoption will at first be limited to small-scale 

specialist operations such as YARA BIRKELAND where it should be pointed out that it is lorry driver’s 

jobs that are at risk and not seafarers. Short sea ferries operating within a country’s territorial waters are 

also possible candidates. 

The range of applications will likely increase as the technology matures but there will certainly be 

sectors where it will be much more difficult to make a business or safety case for automation. Cruise 

ships and ships carrying dangerous cargo would be amongst these. Seaborne trade is still predicted to 

double by 2030 so whilst there may be fewer seafarers on average per ship, it is not certain that the 

overall number will decline. What is important for us is that the technology is used in such a way that the 

quality of life is improved for those on board and does not add to their workload. 

WMN: In the meantime, what can be done during the transition period to facilitate the switch and make it 

as smooth as possible when it comes to job preservation and/or retraining of staff? 

Appleton: Proponents of autonomous shipping like to tell us that automation will create new, higher 

skilled jobs but as yet there is very little information on what precisely these jobs will be. 

Work needs to be carried out to determine which new skills will be required in the future so that 

companies can make sure that new recruits into the industry possess those skills and are ‘future proof’ 

to a certain extent. 

WMN: Education is said to be the main prerequisite for a successful introduction of smart ships. Is there 

a need for a different approach to seafarers’ education and skill development process in the future? 
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Appleton: Yes. The International Convention on Standards of Training, Certification and Watchkeeping 

for Seafarers (STCW) was intended as a minimum acceptable standard for seafarer training but 

unfortunately, this has become the goal without any attempt to train above this standard labelled as 

‘gold plating’. 

The STCW is hopelessly out of date and the laborious process of amending conventions at the IMO 

means that with the rate of development of technology it is likely that it always will be. When changes 

are achieved, due to watering down and compromise on cost grounds the provisions fall short of what is 

actually required with ECDIS training a case in point. 20 years after its introduction it is quite evident 

from the accident reports that a large number of seafarers have not been trained to use it properly. 

If we continue to see an acceleration in the rate at which new technology is introduced on board then I 

believe that there will also need to be a move away from this “compliance culture” we see at the moment 

with regards to training. I.e. it will no longer be possible to credibly claim that you were within your rights 

to believe a seafarer was competent to carry out the task purely on the basis that he had a CoC. 

Companies will need to take more responsibility to ensure that their seafarers have received adequate 

training on the systems installed on their ships as will manufacturers. 

WMN: What can be done by the industry to mitigate the impact of smart shipping on seafarers and 

potential loss of jobs? 

Appleton: I think we need to take a step back and address what it is we actually want as an industry 

from this technology- essentially what is it for and who does it benefit? 

There is no doubt that automation has the potential to increase safety, efficiency and quality of life for 

workers if used correctly but this is not a given. If the issue is approached from the position that the 

human is the weakest link and needs to be removed then this becomes a self-fulfilling prophecy. 

Whereas if automation is used in a productive way to reduce working hours, cut fatigue and ease the 

burden of paperwork then this can only be a good thing for shipping companies and seafarers. We just 

need to make sure that all of these factors are given due consideration along the way and we don’t do it 

simply ‘because we can’.   (World Maritime News)  COMMENT:  Some interesting points raised by 

Appleton during this interview.  Some of which need to be addressed urgently before these vessels go 

live. 

 

UK Ship Register Signs Its First Unmanned Vessel 

 

On 15 Nov 17 it was reported that the UK Ship Register has signed its first ever unmanned vessel to the 

flag, showing how it is adapting to the changes of the maritime industry.  ASV’s C-WORKER 7 will be 

used for work such as subsea positioning, surveying and environmental monitoring. It can be used 

under direct control, semi-manned or completely unmanned.   Although such autonomous vessels are 

now being introduced to many fleets in both commercial and military sectors across the world, they are 

still relatively new in the maritime sector. 

Doug Barrow, Director UK Ship Register said: ‘By supporting emerging technologies such as 

autonomous systems, we are helping to keep the UK at the forefront of the global maritime industry.   

‘The UK Flag is growing, as we have invested in resources to meet the demands of that growth. We 

have the support of the UK Government, and the wider UK maritime industries to continue our 

expansion. 

‘Vince Dobbin, Sales and Marketing Director of ASV Global said, ‘We are delighted to have achieved the 

first registration of a semi-autonomous vessel for maritime operations. The MCA has been critical in 

enabling ASV to reach this pivotal milestone recognising the prominence of unmanned systems in the 

maritime environment’. 
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ASV has designed and built more than 80 vessels which are now deployed all over the world in the 

service of the oil and gas, scientific and defence sectors.  (UK Ship Register, HSNW)  COMMENT:  To 

be seen in the light of the comments made by Prof Appleton to World maritime News above. 

 

UK Launches Industry Code of Practice for Autonomous Vessels 

 

On 17 Nov 17 it was reported that Maritime UK has launched a new Industry Code of Practice for 

autonomous vessels. 

The Industry Code of Practice for the design, construction and operation of autonomous maritime 

systems was launched during the 3rd Conference held by the MAS Regulatory Working Group in 

Southampton. 

Seeking to provide practical guidance for the design, construction and safe operation of autonomous 

and semi-autonomous vessels less than 24 metres long, the Industry Code of Practice will provide 

guidelines while the more detailed regulatory framework for autonomous systems is developed. 

The Code will be updated as required when guidance from the IMO Regulatory Scoping Exercise is 

published, and as the MCA develops policies to meet the needs of forthcoming technological, 

commercial and regulatory demands. 

The new Industry Code of Practice is designed to set initial standards and best practice for all those 

involved with the development and operation of autonomous systems. The Code will help shape new 

regulation as it develops. 

Covering design, manufacturing, safety, communication and navigation through to training and skills, the 

Code makes a comprehensive contribution to the fast-moving world of maritime autonomy. 

The UK Industry Code of Practice has been prepared by the UK Maritime Autonomous Systems 

Working Group. James Fanshawe, the group’s Chairman said: “I am very grateful to both Maritime UK 

and the Society of Maritime Industries for publishing this Code which follows the publication of the 

Industry Code of Conduct last year. These two documents provide clear guidance and information for all 

those engaged with the development and operation of Maritime Autonomous Surface Ships. These are 

exciting times and it is very important that every step is taken to ensure safety for everyone at sea, 

whether in manned or unmanned vessels.” 

David Dingle CBE, Chairman of Maritime UK said: “I’m delighted that this timely and comprehensive 

Code of Practice has been developed by industry, demonstrating the UK’s pre-eminent role in leading 

regulatory developments that benefit our global sector. This, added with our cutting-edge innovation and 

thought leadership, mean that the UK really is the world’s maritime centre.” 

The Maritime Sector Deal that is being developed by industry as part of the government’s Industrial 

Strategy will include a significant focus on autonomy, in order to capitalise upon both the UK’s 

advantage within autonomy and new opportunities on the horizon.  (MaritimeUK, HSNW)  COMMENT:   

So documentation is being produced but does it take note of some of the security weaknesses that have 

been identified? 
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SUNDRY REPORTS 
 

U.S. Navy Releases Investigation Report on ‘Preventable’ USS FITZGERALD and USS JOHN S 

MCCAIN Collisions 

 

On 1 Nov 17, It was reported that the 

fatal collisions involving two U.S. Navy 

destroyers in the Seventh Fleet’s Area of 

Responsibility this year could have been 

prevented, the Navy said in a collision 

report released Wednesday. 

The Navy released today the 71-page 

report detailing the events and actions 

that led to the separate fatal collisions 

involving the Arleigh Burke-class 

destroyers USS FITZGERALD (DDG 62) 

and USS JOHN S. MCCAIN (DDG 56) 

with commercial vessels.  Three U.S. 

Navy investigations concerning each of 

these incidents are now complete, the 

Navy said. 

The USS FITZGERALD collided with the 

containership ACX CRYSTAL off the 

coast of Japan on June 17, resulting in 

the deaths of seven Navy sailors. In a 

separate collision, the USS JOHN S 

MCCAIN collided with the tanker ALNIC 

MC after entering the Singapore Strait. 

 

Traffic Separation Scheme on August 21. USS FITZGERALD (DDG 62) 

The accident resulted in the deaths of 10 

Navy sailors. 

 “Both of these accidents were 

preventable and the respective 

investigations found multiple failures by 

watch standers that contributed to the 

incidents,” said Chief of Naval 

Operations (CNO) Adm. John 

Richardson. “We must do better.” 

Already as a result of the collisions, the 

Navy has dismissed a number of high-

ranking officers, including the 

commanders of both destroyers as well 

as the commander of the Seventh Fleet.  

The incidents are among a list of four 

serious accidents involving U.S. Navy 

surface fleet ships operating in the 
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Seventh Fleet this year.  

The Navy report said a Coast Guard 

Marine Casualty Investigation into the 

FITZGERALD and McCAIN incidents is 

also being conducted independently on USS JOHN S. McCAIN (DDG 56) 

behalf of the National Transportation Safety Board (NTSB), the results of which will be released by the 

NTSB when complete.  

Below are the summaries of each incident provided by the U.S. Navy: 

USS FITZGERALD COLLISION 

“The collision between FITZGERALD and CRYSTAL was avoidable and resulted from an accumulation 

of smaller errors over time, ultimately resulting in a lack of adherence to sound navigational practices. 

Specifically, FITZGERALD’s watch teams disregarded established norms of basic contact management 

and, more importantly, leadership failed to adhere to well-established protocols put in place to prevent 

collisions. In addition, the ship’s triad was absent during an evolution where their experience, guidance 

and example would have greatly benefited the ship.” 

Summary of Findings (copied from the report) 

The Navy determined that numerous failures occurred on the part of leadership and watchstanders as 

follows: 

Failure to plan for safety. 

Failure to adhere to sound navigation practice. 

Failure to execute basic watch standing practices. 

Failure to properly use available navigation tools. 

Failure to respond deliberately and effectively when in extremis. 

USS JOHN S. McCAIN COLLISION 

“The collision between JOHN S. McCAIN and ALNIC MC was also avoidable and resulted primarily from 

complacency, over-confidence and lack of procedural compliance. A major contributing factor to the 

collision was sub-standard level of knowledge regarding the operation of the ship control console. In 

particular, McCAIN’s commanding officer disregarded recommendations from his executive officer, 

navigator and senior watch officer to set sea and anchor watch teams in a timely fashion to ensure the 

safe and effective operation of the ship. With regard to procedures, no one on the Bridge watch team, to 

include the commanding officer and executive officer, were properly trained on how to correctly operate 

the ship control console during a steering casualty.” 

Summary of Findings (copied from the report) 

The Navy determined the following causes of the collision: 

Loss of situational awareness in response to mistakes in the operation of the JOHN S MCCAIN’s 

steering and propulsion system, while in the presence of a high density of maritime traffic. 

Failure to follow the International Nautical Rules of the Road, a system of rules to govern the 

manoeuvring of vessels when risk of collision is present. 
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Watchstanders operating the JOHN S MCCAIN’s steering and propulsion systems had insufficient 

proficiency and knowledge of the systems. 

CNO Adm. John Richardson comments:  

“We are a Navy that learns from mistakes and the Navy is firmly committed to doing everything possible 

to prevent an accident like this from happening again. We must never allow an accident like this to take 

the lives of such magnificent young Sailors and inflict such painful grief on their families and the nation. 

“The vast majority of our Sailors are conducting their missions effectively and professionally – protecting 

America from attack, promoting our interests and prosperity, and advocating for the rules that govern the 

vast commons from the sea floor to space and in cyberspace. This is what America expects and 

deserves from its Navy. 

“Our culture, from the most junior sailor to the most senior Commander, must value achieving and 

maintaining high operational and warfighting standards of performance and these standards must be 

embedded in our equipment, individuals, teams and fleets. 

We will spend every effort needed to correct these problems and be stronger than before,” said 

Richardson. 

The investigation report noted that collisions at sea between U.S. registered vessels and foreign 

registered vessels are also subject to an additional investigation, a Marine Casualty Investigation, 

conducted independently on behalf of the National Transportation Safety Board (NTSB) by the United 

States Coast Guard (USCG). These investigations are ongoing and in each case the results of each will 

be published by the NTSB when complete, the Navy said.   (gCaptain)  COMMENT:  Interesting to see 

the detail of these two incidents compared to the lack of detail of investigations into the loss/damage of 

commercial vessels. 
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MV EVER SMART Arrives in Los Angeles with Toppled Containers 

 

  

 

On 910Nov 17 the UK-flagged container ship EVER SMART arrived at the port of Los Angeles showing 

clear evidence of the dozens of containers which were lost from the vessel during its voyage across the 

Pacific.   As gCaptain reported previously, the British-flagged EVER SMART lost 42 containers 

overboard approximately 700nm east of Japan on October 30, 2017. The UK MAIB has launched an 

investigation into the incident.  

The incident occurred as the ship was underway from Taipei, Taiwan to the Port of Los Angeles.  

Although the MAIB investigation will seek to determine the cause of the accident, on the day the 

containers were lost, meteorologists were tracking a powerful hurricane force low-pressure system over 

the north-western Pacific.  (gCaptain)  COMMENT: 

It will be interesting to see the MAIB report.  There are numerous reports of container vessels losing 

containers, especially in rough weather.  It is surprising so few were lost. 

 

  

http://gcaptain.com/british-containership-loses-42-containers-overboard-off-japan/
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Royal Navy Destroyer Leaves Middle East Due To Propeller Problems 

 

On 23 Nov 17 it was reported that 

a Type 45 destroyer has been 

recalled to Britain with propeller 

problems, leaving the Royal 

Navy's traditional "east of Suez" 

deployment without proper 

warship cover.  

As revealed in The Times, HMS 

DIAMOND is on her way back to 

the UK after a propeller problem 

proved too much for the ship's 

crew to repair on their own. 

The problem is not linked to the 

Type 45's notoriously unreliable 

WR-21 engines. Rumours have 

swirled that DIAMOND is a 

testbed for an interim fix before a 

proper solution is rolled out in 

2019. 

The withdrawal of Diamond from 

her planned nine-month 

deployment leaves naval 

planners in a very difficult 

situation. 

 

While the RN does have a permanent presence in the Middle East, at the moment it is down to four 

minesweepers and their lightly armed support ship. 

Nearly a year ago today the First Sea Lord, Admiral Sir Philip Jones, complained about negative media 

coverage of the RN, writing: "The Royal Navy may be smaller than in the past but has a strong future so 

this is no time to talk the Navy down." 

Without a proper destroyer (anti-air) or frigate (anti-submarine) on the scene, the five British naval 

vessels in the region are at increased risk of, if not an outright attack, something provocative and cheeky 

– such as when Iran snatched a boat containing more than a dozen British sailors. 

The withdrawal of the destroyer reveals the wider problem that lack of funding, and all the knock-on 

effects that causes, has on the Royal Navy. In yesterday's Budget, Chancellor Philip Hammond did not 

mention defence, though the Ministry of Defence's budget is set to increase by a billion pounds per year 

until 2019. This may sound like a lot until one considers that the MoD's budget is £36bn – and defence-

watchers reckon the department needs a lot more cash than that to follow through with its spending 

commitments. 

Already, Parliament has been told that flagship British defence projects such as the F-35 fighter jet may 

be cut back, in response to the value of the pound sinking against the dollar over the last year or so. 

(The Register, MSR)  

COMMENT:  It is unfortunate that this new vessel has been fitted with unreliable engines while costing 

so much. 

http://www.bbc.co.uk/news/uk-35432341
https://www.defensenews.com/naval/2017/06/29/rolls-royce-claims-progress-on-fix-for-british-destroyer-s-propulsion-system/
https://thinpinstripedline.blogspot.co.uk/2017/11/fit-to-fight-tonight.html
https://thinpinstripedline.blogspot.co.uk/2017/11/fit-to-fight-tonight.html
https://www.theregister.co.uk/2016/11/28/royal_navy_decrepit_worst_yet_to_come/
https://www.theregister.co.uk/2016/11/28/royal_navy_decrepit_worst_yet_to_come/
https://www.theguardian.com/uk/2007/jun/20/iran.military
http://www.theregister.co.uk/2017/11/22/uk_f35_order_cuts_parliament/
http://www.theregister.co.uk/2017/11/22/uk_f35_order_cuts_parliament/
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Chennai Six Released From Prison, Ask Media for Privacy  

 

On 30 Nov 17 it was reported that the 

six British nationals, former security 

guards on board the SEAMAN GUARD 

OHIO anti-piracy vessel, also known as 

the Chennai Six, have been released 

from prison after four years. 

 “After four long years, we, along with 

the 29 crew of the SEAMAN GUARD 

OHIO, have been cleared by the Appeal 

Court. We want to thank the court for 

reaching this decision. We are all in 

good health and eager to return to our 

families and friends. Whilst we wait for 

permission to leave India and come 

home, we ask the media to respect our 

privacy and that of our families during 

this process. 

On 27 Nov 17, the Madurai bench of the 

Madras high court freed the thirty-five 

crew members and guards of the 

American-owned ship SEAMAN GUARD 

OHIO, arrested in 2013, acquitting them 

of all charges. 

 

The ship’s crew including six British maritime security guards, three Ukrainians, fourteen Estonians as 

well as twelve Indians, was detained on October 12, 2013, in the Indian Port of Tuticorin. 

The coast guard accused them of straying into Indian waters without permission with “illegal weapons” 

on board. 

In January 2016, all crew members were found guilty by the court and sentenced to five years 

imprisonment. In addition, each of them was ordered to pay Rs 3,000 fine which will be refunded now.  

The ruling came following the November 2016 appeal led by the Chennai Six. (World Maritime News)   

COMMENT:  This has been a convoluted and tragic affair caught up in the Indian Legal system. 

 

All comments are those of the author and not attributed directly to ASKET Ltd  

 

https://worldmaritimenews.com/archives/236294/35-crewmen-of-seaman-guard-ohio-acquitted-in-india/

