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INTRODUCTION 

Preparing for the European Union General Data Protection Regulation (GDPR) requires action now. Waiting 

until 25 May 2018 when the regulation takes effect increases the risk of enforcement action, including maximum 
fines of €20 million or 4% of global annual turnover (whichever is higher).  

Waiting to take action is also a missed opportunity in at least two counts:  

 Getting a jump on differentiating your company in the eyes of consumers as a trusted practitioner of 

data privacy 

 Establishing new, and strengthening existing, business-to-business relationships when either or both 
parties are bound by GDPR 

GDPR should also be a catalyst to take critical and potentially overdue steps: 

 Compiling a complete inventory of personal data as defined by GDPR, as well as other types of sensitive 

data stored or processed by your company 

 Assessing the cost efficiency and protection efficacy of your company’s approach to storing and using 
personal and sensitive data 

 Improving data protection cost efficiency and efficacy 

Taking these steps will not only support GDPR compliance and reduce the risk of penalties and data breaches but 

also elevate your company’s ability to thrive in a fast-paced, highly competitive digital age, and defend against 

advanced cybersecurity threats.  

This white paper will describe how the right infrastructure foundation can assist GDPR compliance, while 

contributing to your company’s stature in the digital age, as well as offer a checklist to ensure that new IT 
infrastructure purchases effectively support GDPR compliance. 

GDPR EXECUTIVE SUMMARY 

GDPR is a seminal moment in the evolution of data privacy. With the aid of a comprehensive 88 page document, 
the following are essential aspects of this must-comply regulation. 

Why GDPR was developed 

In response to escalating volumes of personal data collected, stored, and processed by organisations, and to 

harmonize data privacy regulations among European Union (EU) member states (and the United Kingdom), the 
GDPR aims to provide individuals across the EU with stronger rights and controls over their personal data and 

bolster protections from cyber threats and malicious insiders (e.g., access, theft, and fraudulent data alterations).  

When does GDPR take effect? 

GDPR’s official enforcement date is 25 May 2018. Organisations need to move toward GDPR compliance even if 

full compliance may not occur until after this enforcement date. As GDPR’s prescriptiveness is measured, non-
compliance penalties will be circumstantially determined. Organisations with well-developed plans to become 

compliant, but who are not fully compliant on 25 May 2018, may only receive a warning versus monetary 
penalties for non-compliant organisations that have taken a “wait and see” approach.  

http://www.eugdpr.org�
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Who must comply? 

Organisations established in the EU (whether the data is processed in or outside the EU) or established outside 

the EU and offering goods or services to people in the EU are bound by this regulation. Any organisation, no 
matter how large or small, which handles personal data in terms of company or employee records, must comply.  

What constitutes personal data? 

As defined in the GDPR, “'personal data' means any information relating to an identified or identifiable natural 

person, known as a data subject. This captures a wide range of data, from something as simple as a person’s 

name, address, date of birth, and email address, to data on a person’s preferences, interests or online behavior. 
The GDPR also identifies special categories of data to which additional requirements apply. These special 

categories cover data relating to a person’s ethnic or racial origin, political opinions, religious or philosophical 
beliefs, trade union membership, genetic or biometric data and data relating to health, sex life or sexual 

orientation.  

What are the maximum penalties for non-compliance? 

There is a two tier fining system with maximum penalties that vary based on infraction. 

 Pertaining to data protection obligations: the greater of €10 million or 2% of global annual turnover of 

the preceding fiscal year 

 Pertaining to core principles on data processing, individual rights and data transfers: the greater of €20 

million or 4% of global annual turnover of the preceding fiscal year 

Is compliance certification available? 

Organisations that meet GDPR requirements can receive compliance certifications once approved bodies are 
recognized by the European regulators.  

Are there guiding principles in IT and security infrastructure? 

GDPR is built on a set of principles and guidelines, with two that have a particular direct bearing on infrastructure 

selection: 

 Privacy by Design – Organisations are expected to design data privacy and protection into their IT 

systems up-front (built-in) rather than as an afterthought (bolted-on) to ensure a resilient privacy-

supporting infrastructure. 

 Security & State of the Art Technologies – Organisations must implement security measures to 

ensure a level of security appropriate to the risk of the processing and, in doing so, must take into 
account state of the art technology. Following a data breach, organisations will be evaluated on whether 

they had incorporated appropriate state of the art technologies that could have prevented the data 

breach. Lacking in this area could have a material impact on the penalty size. 
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GDPR INCENTIVIZES ORGANIZATIONS TO STEP UP THEIR DATA 
PROTECTIONS 

The GDPR contains time-bound breach notification requirements, significant non-compliance penalties, and 

compliance review and remediation provisions. 

 Personal Data Breach Notifications to the GDPR Supervisory Authority – Controllers must 

notify the supervisory authority within 72 hours after becoming aware of a personal data breach. 

Notification is required even when the breach does not result in risk to the rights or freedoms of data 
subjects. The data controller must also describe measures taken to mitigate risk to data subjects; for 

example, personal data was encrypted or pseudonymised. For controllers that do not provide 
notification within 72 hours, they must submit reasons for the delay. Taken together, the timing and the 

demonstration requirements incent organisations to systematize data protection and monitoring for 

evidence of a data breach (i.e., privacy by design).  

 Personal Data Breach Notification to Data Subjects – If an organisation sustains a breach that 

poses a high risk to the rights and freedoms of the data subjects, the controllers must also inform the 
data subjects without undue delay. However, if the controller has implemented protection measures 

that render the affected personal data unintelligible (e.g., encrypted), the risk is unlikely to materialize. 

Organisations that have implemented state of the art technology and ‘privacy by design’ are likely to 
lessen the regulatory burden and avoid potentially brand-damaging communications to data subjects. 

 Non-compliance Penalties – The financial penalties for non-compliance are significant, up to 4% of 
global annual turnover (i.e., revenues). As with personal data breach notification, the best defense is a 

good offense. That entails identifying personal data and its use within your organisation and following the 

principles of ‘privacy by design’ and ‘state of the art technologies’ to ensure personal data is protected at 
all times and an ability to validate compliance. 

 Remediation – Non-compliance penalties are not the only costs. Remediation is also required to bring 
the organisation into compliance, which will be costly on multiple levels. First, an EU supervisory 

authority may conduct a retrospective audit to determine the contributors to non-compliance, including 
the lack of ‘state of the art technologies’. This review impacts penalty size, so the organisation has a 

vested interest to devote high-end resources, including a data protection officer (DPO) and supporting 

staff, to engage with the supervisory authority, to ensure that it has a full and accurate understanding of 
the organisation’s data protection and privacy technologies, procedures, and practices.  

Organisations that currently do not have designated DPOs could find themselves incurring the extra 
costs of recruiting and training for this new position. With the newness of GDPR, the amount of time 

and effort that will be required for remediation is unknown. Nevertheless, this is time spent looking 

backwards rather than forward for the organisation, and time that could otherwise be spent on 
productive pursuits. Second, if a technology change is warranted, the supervisory authority’s influence on 

type and timing may be disruptive to IT planning cycles and already planned technology expenditures and 
deployments. Bottom line, external interference in an organisation’s security and IT priorities is an 

undesirable outcome. Avoiding non-compliance and staying current or ahead of ‘state of the art 

technology’ is the preferable path.  
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Other cost implications associated with data breaches aside from GDPR penalties include business disruption and 

revenue loss. According to Ponemon Institute‘s 2016 Cost of Cyber Crime Study & the Risk of Business Innovation 
report, business disruption and revenue loss accounted for more than half of all external costs involving 

cyberattacks. These cost implications further justify tightening protection of personal data to reduce the potential 
and severity of data breaches. 

EVOLVING NATURE OF CYBER THREATS COMMANDS EQUAL 
ATTENTION 

Technology will continue to develop and improve to meet the needs of an ever increasing threat landscape. That 
is, ‘state of the art technologies’ is a function of changing circumstances with a primary changeable circumstance 

being cyber attackers’ exploits. In this context, we zero in on malicious attacks against firmware as an exploit 

growing in popularity among cyber attackers. 

For cyber attackers, firmware malware (i.e., injecting malicious code—malware—into firmware) is attractive as an 

effective means of avoiding detection. The infection occurs deep within a system’s BMC or BIOS, below the 
operating system. Detection of firmware malware is outside the range of malware detection technologies and 

security checks that function at the operating system and above. According to McAfee (Source: McAfee Labs 

Threats Report, June 2017), firmware malware was first discovered in 2015. 

Most malware is delivered from external sources. Here too, attackers continue to evolve their approaches to 

deliver their malware undetected. With over 50% of internet traffic being encrypted (Source: Firefox Telemetry), 
encryption provides effective cover for malware to be delivered without being detected. 

In addition to external delivery, firmware malware can also originate from within the firmware supply chain. 

Without effective integrity checks on firmware component suppliers (commercial and open source) at the point 
of assembly, system hardware can arrive for deployment already infected. The malicious code does not need to 

be extensive. A small executable to call out to an external command-and-control server may be all the attacker 
needs to expand on an already infected piece of hardware.  

As cyber attackers continue to find effective means to deliver malware into the enterprise environment 

undetected, enterprises need a reliable means to detect system compromises. Unfortunately, history does not 
paint an optimistic picture. According to FireEye (Source: M-Trends 2016) in its forensic investigations of data 

breaches, breach discovery did not occur, on average, until over five months after a system was compromised. 
Positively, the better a firm is equipped to detect breaches, the earlier they can take actions to minimize impact 

and make prompt notifications. 

With malware evasion techniques moving lower in the system stack—down to the firmware level—and post-
compromise detection measured in months, we interpret that the ‘state of the art technologies’ expected under 

GDPR will need to be able to ensure the integrity of the firmware. That is, the firmware’s integrity is validated 
when deployed and throughout the hardware’s active life. In doing so, the enterprise will be in an improved 

position to detect and assess breaches quickly, if not almost immediately. Given the GDPR’s 72-hour breach 

notification requirement, enterprises must react rapidly to understand and document the exposure, and report 
to the supervisory authority. An inability to respond comprehensively within 72 hours may expose companies to 

an enforcement risk for failure to comply with the breach notification requirements.  

https://www.ponemon.org/local/upload/file/2016%20HPE%20CCC%20GLOBAL%20REPORT%20FINAL%203.pdf�
https://www.mcafee.com/us/resources/reports/rp-quarterly-threats-jun-2017.pdf�
https://www.mcafee.com/us/resources/reports/rp-quarterly-threats-jun-2017.pdf�
https://www.mcafee.com/us/resources/reports/rp-quarterly-threats-jun-2017.pdf�
https://www.mcafee.com/us/resources/reports/rp-quarterly-threats-jun-2017.pdf�
https://letsencrypt.org/stats/�
https://www.fireeye.com/current-threats/annual-threat-report/mtrends.html�
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IT INFRASTRUCTURE PATHWAY TO GDPR COMPLIANCE 

Protection of sensitive data, whether GDPR-defined personal data or other forms of sensitive data (e.g., software 

code, product designs, business plans, other forms of intellectual property, and data entrusted to your company 
by business partners) requires the recognition that data is fluid. This is a daunting protection task, but one that is 

significantly more manageable through smart IT infrastructure and cybersecurity technology choices.  

We recommend focusing on three areas: 

 Hardware-based root-of-trust infrastructure 

 Adaptive detection and recovery 

 Built-in infrastructure security 

Hardware-based Root-of-Trust Infrastructure 

With cyberattacks moving down the stack from the application and operating system layers into firmware and 
hardware in their targeting, a hardware-based root-of-trust becomes essential. To be effective, firmware 

validation must be applied individually to as many firmware elements as possible (e.g., the BIOS and the BMC) and 
be anchored in immutable silicon. Lack of comprehensiveness leaves open attacks that exploit vulnerabilities 

between dependent firmware components. Silicon-based immutably is the essential anchor because it drives root-

of-trust to its lowest possible point in hardware. As firmware cannot check itself, the silicon becomes the anchor 
of validation. With hardware-based root-of-trust validation, the enterprise establishes a safe environment for the 

hosting of the operating system and applications, storage and use of sensitive data, and connecting systems.  

Demonstrating the versatility of hardware-based root-of-trust, this technology should do more than thwart cyber 

adversaries targeting data exfiltration (i.e., data theft). It should also guard against attacks aimed at disrupting 

business operations. For example, denial of service attacks are a popular exploit used to disrupt public-facing 
websites; an outside-in type of attack. Denial of service attacks can be inside-out as well by disrupting server 

operations though compromised firmware. Further adding to the seriousness of the attack, ransomware attacks 
happen at the data plane level in the OS or at the application level. Recovering from both could alleviate a 

ransomware attack. However, the potential exists that back-up servers are compromised too or can be 

compromised. Consequently, switching to back-up servers is an ineffective remedy to firmware compromise if 
the full inventory of servers is suspect. Deploying only servers with a hard-based root-of-trust for the firmware 

can alleviate this.  

Certainty and automation go hand-in-hand. Certainty that the infrastructure hardware is safe is valuable, but if the 

validation process is not automatic, organisations suffer operationally. Validation should occur by default at boot 

and be constantly monitored for status change during runtime, and be transparent to the IT staff unless a 
compromise is detected. In a similar fashion, hardware should be self-healing, and re-bootable to factory set 

firmware or a last known good state when a compromise has been detected. 

Adaptive Detection and Recovery 

There is no escaping the fact that malware infections happen. Even with a hardware-based root-of-trust in the 

organisation’s infrastructure, the software layers above have their own exploitable vulnerabilities. Cyber attackers 
employ several means to evade detection in the delivery of their malware. Once on an endpoint, an attacker 

intent on stealing personal data will clandestinely move within the organisation’s system to locate and exfiltrate 
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personal or other forms of sensitive data. As previously referenced in FireEye M-Trends report, the ‘eventually’ 

in data exfiltration can occur within days of initial compromise. Exfiltration can also occur significantly later at a 
time that is more beneficial for the attacker. 

Threat detection is another area where organisations need to assess their ‘state of the art technologies’ to detect 
compromises and threatening behaviors. That assessment should evaluate both the precision and speed of 

detection. The desired outcome of detection is to surgically intervene before a data breach occurs and, even 

better, before an attacker or malicious insider gains access to applications and databases that use or store 
personal data. This historically has been challenging for several reasons: (1) increasing sophistication of attackers, 

(2) the complex and dynamic data flows within an organisations’ network, and (3) organisations’ dependency on 
security analysts to comb through streams of alerts, discard the benign, and investigate the remaining alerts for 

threat severity. Furthermore, this security analyst activity transpires before countermeasures are undertaken to 

thwart the attackers’ advance. 

What is needed is technology that can detect threats at the speed these attackers operate and with pinpoint 

accuracy. This is the objective designed into User and Entity Behavior Analytics (UEBA) tools like HPE ArcSight 
Enterprise Security Manager. Big data analytics and machine learning turn this UEBA objective into reality. The 

combination of big data analytics and machine learning algorithms adds to an enterprise’s ability to detect subtle 

abnormal behaviors that other detection technologies miss and proactively prevent security breaches.  

While powerful on its own, the tangible risk reduction benefit of UEBA comes to the forefront when the 

abnormality detections are merged into the organisation’s security policy enforcement points. In this way, 
authoritative countermeasures—monitor, quarantine, and block—are automatically launched against detected 

threats. Additionally, in a learn-and-apply outcome, preventive policy changes are enacted to declaw similar 

threats in the future. In this sequence, the security resiliency of the organisation’s network improves with UEBA 
over time. Also, with the policy changes designed exclusively to stop the bad and allow the good, the 

organisation’s legitimate operations are unaffected. 

Caution, however, should be taken in the use of UEBA. For example, UEBA should be implemented with data 

pseudonymisation and strict access controls.  

Built-in Infrastructure Security 

A principal objective of GDPR is to improve the protection of personal data collected and used by organisations. 

While the technologies described above contribute to ensure a secure, high-integrity operating environment 
exists, additional security elements are still needed to further strengthen data protection.  

As previously noted, data breaches that expose unusable data (e.g., encrypted or pseudonymized) and bear no 

risk to the data subjects lessen the potential and size of GDPR penalties. However, organisations still have to 
demonstrate that data subjects’ personal data is not at risk. Demonstrating this can be quite challenging when 

placed in the context of data-dependent business operations. 

The challenge is that personal data collected may support one or more business operations that, to function 

correctly, may require the data to be in cleartext. ‘May’ is the operative word as not all parts of a data record 

may be needed for each business operation. For example, the last four digits of an individual’s identity number 
may be sufficient for a set of business operations. The remaining characters in the data record are superfluous to 

these operations. In these circumstances, format-preserving data encryption or tokenization applied to the 
original data record de-identifies sensitive data without breaking the business operations that were designed to 

http://www.hpe.com�
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use the original data record. For GDPR-bound organisations, format-preserving data encryption and tokenization 

allows them to reduce their compliance scope by replacing sensitive data records with de-identified data records 
in business operations that do not rely on the full data record in its original form.  

The original data record, however, still must be protected. The same is true for data with structures that are not 
conducive to de-identification. For those circumstances, encryption is an acceptable means for protecting data at-

rest. In going this route, organisations must pay close attention to several critical aspects of encryption 

technologies: (1) processing speed, (2) standards adherence, (3) lifecycle key management, and (4) key protection. 
Worth re-iterating, data decryption places sensitive data in cleartext within the environment it is processed. For 

this reason, the security foundation is in the servers where the data-use applications are hosted. Therefore, ‘state 
of the art technology’ servers should embody the hardware-based, high-integrity infrastructure attributes we 

espoused earlier and threat detection technologies, like UEBA, should be used to detect abnormal access into 

and out of that environment. 

HOW HPE PREPARES ENTERPRISES FOR GDPR COMPLIANCE 

GDPR’s implications can be extensive, particularly for enterprises that lack the time or expertise to adequately 
prepare. Circumstances like these, however, are solvable. Our recommendation is to engage with a strategic 

partner. In selecting a partner, we recommend choosing a partner that embodies the perspective that we 
outlined in this white paper—an inherently secure infrastructure as a foundational element in supporting GDPR 

and defending against advanced cybersecurity threats. HPE fits this role. 

HPE has proven expertise in compute, storage, and networking infrastructure and infrastructure security that 
directly assists enterprises in preparing for GDPR compliance. Its market-leading solutions have security features 

built in from the ground up, commonly referred to in the GDPR as ‘privacy by design’; as opposed to a 
“patchwork-quilt” of features bolted-on later. Furthermore, enterprises that implement HPE’s state of the art 

technologies can improve their capabilities to not only demonstrate a good-faith effort to comply with GDPR but 

also reduce their vulnerability to cybersecurity threats.  

Let our seven-point checklist guide you in evaluating modern infrastructure for GDPR compliance. 

GDPR Compliance Checklist – A guide to smartly selected IT Infrastructure 

1.  Is the server firmware anchored in a genuine silicon root-of-trust? 

This anchoring must start in the design stage. HPE’s servers have attestation of firmware’s integrity designed into 

silicon and not just the processor silicon. ProLiant Gen 10 servers are built on HPE’s own custom designed iLO5 
silicon chip. The advantage of anchoring into its own silicon is that more of the server firmware is monitored for 

compromise. Instead of limited monitoring of the BIOS, HPE’s silicon root-of-trust goes further and monitors the 
BIOS, BMC, SPLD, IE, and ME firmware. This comprehensiveness is better than a circumstantial-focused “boot 

guard” type of technology. 

2.  Does the infrastructure have detection capabilities to aid in prompt notification to compliance                           
regulators? 

Although the GDPR requires organisations to notify after a personal data breach is known, a better position is to 
know when the IT server infrastructure has been compromised as that can be a coincidental or a future indicator 

of a data breach. With HPE runtime firmware verification, during boot and also every 24 hours while in use, 
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firmware integrity is checked. If any of the firmware has been compromised, the enterprise receives an audit log 

alert and can promptly make notifications to the regulatory if necessary. Better still, with the early warning of 
firmware compromises, HPE customers can take action to potentially circumvent personal data breaches before 

they happen. 

Directly aligned with the ‘privacy by design’ principle of GDPR is Intel® Trusted Execution Technology (Intel® 

TXT) technology included in ProLiant Gen 10 servers. This technology is based on an industry initiative overseen 

by the Trusted Computing Group (TCG) to promote safer computing. Intel TXT defends against software-based 
attacks aimed at stealing sensitive information by corrupting system or BIOS code, or modifying the platform's 

configuration. 

3.  Can systems be brought back online following a data breach with minimal business impact 

and further data loss? 

The ability to restore the availability and access to personal data in a timely manner in the event of a physical or 
technical incident is a requirement of article 32 in the GDPR. HPE’s new iLO Advanced Security Edition license 

includes an automatic recovery capability. If there is a data breach or a firmware compromise, the business needs 
of the server are recoverable through HPE re-boot options of factory-set configurations or last known good 

state of the firmware. 

4.  Is the server equipped with physical security to deter insider threats that can lead to 
exposure of personal data? 

Shipping of servers from factory to customer location unfortunately represents an exploit vector in which the 
servers are subject to physical tampering. HPE has this exploit vector addressed with its server chassis intrusion 

detection latch. If there has been physical tampering of the server, this mechanism will log an audit alert in the 

iLO firmware, even if the server does not have power. Physical security further extends to the enterprise 
environment with HPE’s industrial-strength three-factor authentication into rack cabinets. 

5. Is the supply chain security robust enough to prevent infected equipment from being 
deployed? 

Servers are complex pieces of hardware that include specialty components from third parties. With the whole of 

server security only as good as its parts, HPE polices its supply chain to ensure all ProLiant Gen10 components 
are certified, have passed anti-counterfeiting checks, and arrived to the manufacturing floor through auditable 

processes.  

6.   Are file disposition and erase capabilities for personal data available? 

At the end of server life, HPE offers secure destruction and disposal services. For enterprises that need an end-to-

end, expert third-party perspective on security assessment and certification, HPE Pointnext consulting expertise 
is also available.  

7.   Is the infrastructure provider’s mission focused on data protection and privacy? 

This is true with HPE. As servers are the workhorse of today’s organisations, they are also the environment 

where sensitive data converges. As such, these critical pieces of hardware infrastructure are a logical focal point 

in organisation’s efforts to follow the ‘privacy by design’ and ‘state of the art technologies’ principles of GDPR. 
Directly contributing to that effort and evident of its mission, HPE has earned, via in-depth server testing by 
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InfusionPoints, the distinction of the World’s Most Secure Industry Standard Servers with its ProLiant 

Gen 10 servers, and for good reason. HPE has taken a cradle-to-grave built-in (not bolted-on) secure approach 
with ProLiant Gen 10. This aligns to the first requirement of the GDPR of ‘privacy by design’ and not as an 

afterthought.  

Because servers connect and communicate over networks, the Network Interface Cards (NIC) can also be an 

exploitable vector. Here too HPE is driving securing deeply within. HPE NICs utilize UEFI secure boot, capture 

forensics to support traceability of firmware updates, and have built-in firewalls to block unauthorized access. 

From a data-centric security perspective, HPE has a broad and robust product portfolio and an equally broad 

technology partner ecosystem. One partnership example is with Micro Focus.1 Micro Focus’s SecureData 
platform supports both format-preserving encryption and secure stateless tokenization. These data obfuscating 

technologies enables organisations to de-identify sensitive data, a boon to reducing the protection requirements 

around the data, and eliminating the risk impact if a data breach includes this de-identified data. Also, these data 
security technologies allow use of de-identified data without requiring a laborious rewrite of the data-using 

applications.  

Notable products in HPE’s data security product portfolio include HPE Atalla ESKM and HPE Secure Encryption. 

HPE Atalla supports highly scalable transactional encryption (i.e., encryption/decryption without performance 

degradation) and includes full lifecycle management of encryption keys. HPE Secure Encryption provides 
encryption for both bulk storage and the cache memory of the HPE Smart Array Controllers. 

Last, certification of information security best practice standards and controls is an essential consideration in 
choosing products that fall under compliance mandates, like GDPR. Fortunately, HPE recently applied the latest 

NIST 800-53 security controls to their server, networking, and storage products. Of all server manufactures, only 

HPE has gone so far as to publish the NIST 800-53 control documents for their solutions. All of these NIST 
controls map 100% to ISO27001/2 certifications and can also be used to help comply with GDPR requirements. 

 

 

 

 

 

 

 

 

 

 

 

 

1  The SecureData platform was part of HPE Software that was merged with Micro Focus on September 1, 2017. 

https://www.infusionpoints.com/insights/news/infusionpoints-prominently-featured-hpe-discover-2017�


 

          11  

Stratecast | Frost & Sullivan 

© 2017 Stratecast. All Rights Reserved.  

Michael Suby 

Stratecast VP of Research 

Stratecast | Frost & Sullivan 

msuby@stratecast.com 

LAST WORD 

HPE is equipped to assist companies, large and small, in preparing for compliance with aspects of the GDPR. To 
be clear, the final burden of complying with the GDPR lies solely with the company or firm actually storing and 

processing the data. But, there are some things HPE can do to assist. Deploying the World’s Most Secure 

Industry Standard Servers, HPE ProLiant Gen 10 servers, is our recommended approach. Surrounding HPE 
ProLiant Gen 10 servers with other HPE state of the art technologies in storage, networking, and data protection 

further strengthens your enterprise’s ability to meet GDPR obligations. In a manner, HPE helps preserve business 
processes and strengthens your ability to defend against evolving cyber adversaries.  

A server upgrade to HPE ProLiant Gen 10 and use of other HPE secure infrastructure will not completely 

insulate you from all of your GDPR obligations or guarantee that data breaches will never occur. However, HPE 
secure infrastructure does what an IT foundation should do: reduce your risk of attacks (i.e., reduce the attack 

surface) and serve as the reliable foundation for what rests on top. This is a massive reduction in your compliance 
burden. 
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