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de.

tube/Twitter




"
. Useful sources:
‘ ega (for |dent|fymg arms and ammumtlon)
ingc es on how to

. ';,

RI . :  Databas?s* 3

ases (see’ en @t sources

— UN Security Council
information


http://www.smallarmssurvey.org/fileadmin/docs/G-Issue-briefs/SAS-IB14-Documenting-Small-Arms.pdf
http://www.smallarmssurvey.org/fileadmin/docs/G-Issue-briefs/SAS-IB14-Documenting-Small-Arms.pdf
http://www.smallarmssurvey.org/fileadmin/docs/G-Issue-briefs/SAS-IB14-Documenting-Small-Arms.pdf
http://www.smallarmssurvey.org/fileadmin/docs/G-Issue-briefs/SAS-IB14-Documenting-Small-Arms.pdf
http://www.smallarmssurvey.org/fileadmin/docs/G-Issue-briefs/SAS-IB14-Documenting-Small-Arms.pdf
http://www.smallarmssurvey.org/fileadmin/docs/G-Issue-briefs/SAS-IB14-Documenting-Small-Arms.pdf
http://www.smallarmssurvey.org/fileadmin/docs/G-Issue-briefs/SAS-IB14-Documenting-Small-Arms.pdf
http://www.smallarmssurvey.org/fileadmin/docs/G-Issue-briefs/SAS-IB14-Documenting-Small-Arms.pdf
http://www.smallarmssurvey.org/fileadmin/docs/G-Issue-briefs/SAS-IB14-Documenting-Small-Arms.pdf
http://www.smallarmssurvey.org/fileadmin/docs/G-Issue-briefs/SAS-IB14-Documenting-Small-Arms.pdf
http://www.smallarmssurvey.org/fileadmin/docs/G-Issue-briefs/SAS-IB14-Documenting-Small-Arms.pdf
http://www.smallarmssurvey.org/fileadmin/docs/G-Issue-briefs/SAS-IB14-Documenting-Small-Arms.pdf
http://www.smallarmssurvey.org/fileadmin/docs/G-Issue-briefs/SAS-IB14-Documenting-Small-Arms.pdf

CORRUPTION: WHAT TO LOOK
FOR

+ Two rough areas to examine: fund flows and
formal agreements and the procurement process
itself

 Within fund flows:

— Most incidents of corruption involve consultancy,
agency or broker agreements. Agreements with
consultancies either recently established or
registered in‘tax havens are a red flag.

— OECD estimates'that % cases of corruption involve
agents or intermediaries

= Offsets are a growing areaof corruption &
iInvestigations

— Maintenance and subcontracts
— Post-Employment
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The New Threat: Offsets

Offsets: when a defence company is obliged to
provide defence or civilian investments in the
economy.of the purchaser

Major corruption threat: huge commercial
secrecy, easily escapes compliance checks as the
company has to invest anyway so funds flows are
expected

Two main avenues of corruption: hiding illicit
funds flows under-guise of false work, or cutting
inofficials into profitable offset ventures

Recent.examples: Embraer in Dominican
Republic, Finmeccanica in India, BAE Systems in
South Africa (Conlog)




DIGGING DEEPER - USING
ONLINE TOOLS

 Company searches will become
paramount in trying to establish
beneficial.ownership Resources include:

— The Investigative Dashboard

— Open Ownership Register

— Dan O’Huiguin’s Panama archive

— Open Corporates

— UK Companies’ House

— Gazettes (usually available online).®

— Online Sector-Specific Forums
(SoaringDragon)




DIGGING DEEPER - USING
ONLINE TOOLS

 Accessing COURT RECORDS is often the key to
establishing important facts. Remember to investigate
courtrecords that extend beyond corruption — often court
records will provide useful information regarding beneficial
ownership. Resources include:

— PACER (for the US): Excellent for transcripts, founding
affidavits and evidence exhibits

— Have a look at the RECAP project — free PACER database
and Justia forpublicly available dockets

— WorldLlIl - links to'courtregistries around the world
~ SAFLII (for Sub-Saharan Africa)
— Legal journals (LexisNexis)

— Most countries will provide a means of searchmg court
case, evenif full text is unavailable. Consult their version
of Department of Justice websites (through WorldLii)







sepower of Google (Google Hackers
uide and PowerSearching with Google) "
&‘ J

iletype | ﬁ

« Maximise the immen

s

back Machine (remem0(

. Ml P ———————, ———— . > i



DI

There are now a ’n\umber of different websites and
bases that allow you trao,l;_ flfght and maritime
uding, in some blllS of

- Ship to shore phone difectory:



http://www.equasis.org/
http://www.marinetraffic.com/ais/
http://www.inmarsat.com/Support/Ships_Directory
http://maritime-connector.com/
http://maritime-connector.com/
http://maritime-connector.com/
http://www.flightaware.com/
http://flightwise.com/
http://www.flightradar24.com/

Open Source Internet
Intelligence Tools mcludmg
‘Soclial Media

Search.for a huge range of data about
websites and their ownership

Detailed guides about how to conduct
deep social media searches

The Open Sourceintelligence
Framework! ‘

Echosec for.Tweet Iocatiogs
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DIGGING DEEPER - USING
TRADITIONAL TOOLS

« Additional traditional tools exist for
uncovering hidden information. However,
these tools can usually entail using legal
gvelmcjles and can thus be expensive. Routes
include:

— Creating informational networks within the media

— Parliamentary Reports and Reports of Financial
Comptrollers

— Freedom of Information Requests (try partner
with a relevant Free 'Speech NGO)

— Legalapplications (amicus curae)
— Industry specialists
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IDENTIFYING AND MANAGING

SOURCES

» Corruption tends to throw up numerous sources of
information. These sources include:

Losers and Participants: probably the most important
sources, as they can report on both formal and informal
procedures

Members of the legal fraternity, especially prosecutors
(more likely if political interference has prevented
successful legal action)

Parliamentary-figures in oversight bodies

Company employees and whistleblowers — more likely to be
within technical and financial fields

Intelligence sources — butuse with a great deal of caution

The diplomatic services, especially in large-scale
government-to-government contracts




IDENTIEYING AND MANAGING
SOURCES

« Sources who approach you with information
have taken a risk and deserve to be protected.
You will.need a rigorous source protocol,
including:

— Offering and maintaining anonymity
— Open, honest and trust-building dialogue

— Providing the right to review any published
material where'they are quoted

— Useful to be able to offer access to Iegal or other
resources if necessary

— But itwill always be necessary to verlfy their
information, either with at least one other
trustworthy source or documegtary evidence
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FINDING AND APPROACHING
ARMS DEALERS

Remember personal security protocol at all times

Finding arms dealers is usually remarkably easy,
especially if one uses LinkedIln, Facebook (!) and Google

Company registration data will often provide forwarding
addresses and telephone numbers. Certain national
company laws will require an appointed auditor who can
be contacted.

Arms dealers are usually either invested in a cloak-and-
dagger mentality or have large egos. As such, usually the
only way to get themto co-operate is through flattery and
offering them a platform

Avoid quid-pro-quo agreements X




