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Abstract 
With departure in a Design Science Research approach, this study investigates Blockchain technology 

and examines the current knowledge on managing personal identity information. The recent 

publication of the General Data Protection Regulation from the EU that goes into effect May 25th, 2018 

serves as the basis for evaluating a decentralized identity management design for a KYC process in a 

financial institution. This process introduces Blockchain technology for managing customer consents 

for the bank to obtain and process personal data in accordance with this new regulation. Designing a 

consent management system on Blockchain provides a simple accessible and immutable audit trail 

that eases the audit and compliance tasks for organizations while providing individuals with an easy 

and trusted way to get an overview of whom they have shared their personal information with. Also, 

the study presents an option for banks to verify the validity of each data attribute provided by a new 

customer and then to load this verification certificate onto the Blockchain as an immutable 

transaction. The purpose of allowing banks to do this is an attempt to show how a web of trusted 

institutions can help individuals build their digital identity over time. The findings in this study 

support a high viability for implementing Blockchain technology in a KYC process for GDPR 

compliance purposes, however, it was also found that with the current maturity level of Blockchain 

technology it is not feasible to store personal information onto Blockchain. 

 

Key words: Design Science; Blockchain; Smart Contracts; Attribute Based Credentials; GDPR; KYC; 

Privacy; Personal Data; Identity Management; Digital Identity; Security; Biometrics. 
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1. INTRODUCTION  
The number of internet users worldwide is nearly 3,5 billion (Statista, 2016). Each user can have several 

digital identities which are stored in centralized databases that are controlled by global corporations 

or governments. Examples of dominant players who control vast amount of personal information is 

currently Google and Facebook	The Washington Post mentions that Google collects data about every 

search an individual makes or YouTube video an individual watches (A. Peterson, 2016). Another major 

player is Facebook, who according to Quartz records your personal information and sells it on average 

for $12 (Frommer, 2016). Companies like these challenge the privacy of individuals as well and 

protecting these data from hackers can be even more challenging. McAfee (2014) (Intel Security) 

mentions in a global cybercrime report that Cybercrime is a growth industry, in 2013 alone more than 

800 million people had their personal information stolen (McAfee, 2014). The year after, big companies 

like Sony, Home Depot, JP Morgan and Target lost everything from employee details to emails and 

credit card information (Collins, 2015). These incidents have caused up to $375bn in losses, as McAfee 

(2014) mentions, while the European Consumer Centres Network (ECC, 2013) reports a loss of €290bn 

each year worldwide. These reports show increased concern as it shows that companies do not have 

enough focus on protecting digital private information and more specifically PII, such as social security 

numbers, credit card number or driver licenses. The incidents make third parties less trustworthy and 

give them a bad reputation in the eyes of the end-users.  

In response to the exponential growth in online activities involving disclosure of PII for private 

customers, the European Union have adopted a new legislation called General Data Protection 

Regulation (GDPR). This regulation serves to provide private individuals increased transparency and 

control of their personal data and what it is used for. At the same time, this constitutes some profound 

new challenges for organizations who now need to consider how they handle these types of data in 

their daily operations. The GDPR affects all organizations consuming personal data and operating 

within the EU as well as companies outside EU interacting with EU based citizens. The regulation goes 

into effect on the 25th of May 2018, and from this day customer data can only be obtained, stored and 

processed with an opt-in consent from the customer. A quote on the aim for GDPR from the official 

journal of the European Union says, “The personal data should be adequate, relevant and limited to 

what is necessary for the purposes for which they are processed”.  

The declining trust on third parties creates one problem for organizations while the GDPR provides 

another. Both can be addressed with the novel Blockchain technology that can act as an identity 

management system (IDMS). The idea behind the technology is not to trust one party but instead 
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trusting a decentralized network of untrusted parties who participate in validating the integrity of a 

transaction by solving a mathematical puzzle.	In short Blockchain is a decentralized distributed data-

base that stores a registry of assets and transactions across a peer-to-peer network (Antonopoulos, 

2014). Over time the transaction history is logged in blocks of data that are then cryptographically 

linked together and secured. These blocks are timestamped, validated and distributed across the 

whole network. The immutability is another benefit, as cryptographic hash algorithms are used to 

secure transactions from being updated or deleted. The Blockchain is also commonly known as the 

technology behind Bitcoin, where it serves as a trust protocol that in effect makes financial 

intermediaries in financial transaction redundant.  

With departure in this new regulatory framework from the EU, this study sets out to explore if 

Blockchain technology can facilitate the managing and auditing processes of PII in a way that will 

support companies to be compliant with this new regulatory framework. The focus of this study is the 

financial sector, as this sector revolves around knowing each party’s identity before a transaction can 

be executed. This process is Know Your Customer (KYC) and is applicable for every bank worldwide. 

It’s about identifying your customer and verifying his/her PII. The process is repetitive, which means 

mistakes can occur in the form of duplication of PII, causing overhead costs. Costs can be assumed to 

increase in the future, because of GDPR, however, as of now Reuters (2016) mentions the financial 

institutions spend up to $500 million, meaning that the process can become more efficient and 

reliable. 
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1.2 RESEARCH BACKGROUND AND MOTIVATION 

The authors undertook this study due to a shared interest in new technologies and as an effort to learn 

more about tomorrow's information systems. The Blockchain is in a very early development stage and 

is only partly matured as the underlying technology for cryptocurrency i.e. Bitcoin. The technology 

has sparked interest in many other fields, and the proposed use cases for the technology seems to have 

become somewhat inflated. As of 2016 Blockchain was at the peak of inflated expectations on the 

Gartner Hype Cycle (Gartner, 2016) and has now been named on the top 10 of Gartner’s top 10 Strategic 

Technology Trends for 2017 (Gartner, 2017b) with a high potential to make disruptive impacts across 

industries. The challenges faced by companies regarding the GDPR are also very pertinent and to focus 

our thesis project on these two topics in conjunction was assessed to procreate some relevant and new 

knowledge. Blockchain has some interesting properties that might be excellent for dealing with some 

of the challenges faced by companies because of GDPR. From the beginning, in January 2017 this 

project has been a full-time endeavour, and throughout the process, it has therefore been the 

aspiration for the authors to learn something new with relevance for future job possibilities. This is 

also the reason why it was chosen to investigate something relevant that we had only limited 

knowledge about and to choose a research approach that we had not been working with before. To 

our luck, we encountered a company called Stibo A/S who thought our approach was interesting and 

offered office space for the entire writing process. From the very beginning, they have offered their 

support which has been highly motivating. 

 

1.3 RESEARCH GOAL 

The aim of this study is to develop a conceptual design artefact that illustrates how Blockchain 

technology can support identity management (IDM) to ensure compliance with new regulation from 

the EU, known as the General Protection Regulation (GDPR). The conceptual solution shows an 

architectural design process that is described and illustrated on a high-level abstraction 

accompanied by a process description to communicate the design ideas to both a technical and non-

technical audience. The aspiration is to provide an idea as to how Blockchain technology can 

support the on-boarding process for new customers in a bank for GDPR compliance purposes. 

1.4 RESEARCH QUESTION/PROBLEM STATEMENT  

Privacy and data protection have become a critical concern in EU, which is why the GDPR has been 

introduced to provide a change in how organisations handle IDM. Based on this, one overall research 

question together with four sub-questions are put forward. 
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1.4.1 RESEARCH QUESTION 

“How can the banking industry leverage Blockchain technology for identity management in their 

GDPR compliance efforts?” 

 

With departure in the above, four sub-questions have been found relevant for providing a 

comprehensive answer to the research question. 

- What characterizes present identity management systems?  

- What characterizes the Blockchain technology?  

- What are the possible benefits of using Blockchain for managing identity information? 

- What are the possible drawback of using Blockchain for managing identity information? 

 

1.5 SCOPE OF THE RESEARCH 

The research focuses on decentralising IDM to provide individuals with transparency, control and 

overview of which personal data they have shared and with whom. The scope for this research is 

limited to focus on an on-boarding process for a new customer in a financial institution, more 

specifically a bank. The research is centred around developing a conceptual architectural design 

process. The design does not specify the execution and how it is built in technical terms, neither does 

it say anything about how employees are trained in using it. The contribution is from a high-

abstraction level and provides a bigger picture and seeks to illustrate the domain of IDM and how it 

can be decentralized by using Blockchain technology. An analogy for this could be to compare the 

approach with contributing a design of a house but not the actual construction of it.  

 

1.6 DELIMITATIONS 

It has been found relevant to state some of the defining intentional choices that the authors have made 

in the design and planning phase of this study. As graduate students in the field of business and IT, 

the authors’ intention has been to identify a new forthcoming and relevant topic of interest that has 

business relevance and would provide the authors with some degree of specialized knowledge. The 

choice was narrowed down to be either Chat-bots or Blockchain. Due to the forthcoming of GDPR, an 

investigation of using Blockchain as a remedy to supporting these regulatory requirements was 

assessed to be an interesting use case and highly relevant in a business context. However, choosing to 

investigate a novel technology for an entirely new purpose implies some challenges regarding access 

to information and knowledge. The design and evaluation phase of the study will rely heavily on expert 
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knowledge on Blockchain technology which, due to its low maturity, is not readily accessible at the 

time of writing. The authors committed to taking at least one trip to a foreign country to participate 

in specialized event debating the evolution and exploring potential use cases for the Blockchain 

technology. Early on it was decided that the study was going to evolve around GDPR which is why it 

was chosen to be carried out with a Design Science Research approach (DSR). If the aspiration instead 

had been to uncover potential use cases for Blockchain in a more general sense, then an interpretive 

approach would probably have been more fitting. With respect to the inclusion criteria for the primary 

qualitative data gathering, this has been limited to experts on Blockchain, GDPR, data management 

and financial regulation in general. The study takes a pragmatic approach to the development of 

design artefacts, and the scope is narrowed to only include a specific KYC process to help answer the 

research question. The project partner is excluded in the evaluation process of the study as the project 

partner does not poses any competencies on Blockchain technology. The project partner has therefore 

been assessed only to be relevant for problem identification and to provide insights for how current 

practice and regulation challenges the banks when carrying out the specified KYC process.  
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2. METHODOLOGY 
This research paper follows a qualitative approach that is based on a design science research approach 

(DSR). The section starts with describing the philosophical assumptions, ontology, and epistemology. 

The stances are discussed, and a summary is presented based on our research approach. Afterward, 

the DSR method is presented with a pragmatic approach, as the purpose of our research is to solve a 

problem. Next, the necessary methods for data collection and data analysis are introduced. 

 

2.1 RESEARCH PHILOSOPHICAL PARADIGMS 

 “A way of seeing is a way of not seeing”- a statement by Gareth Morgan (Morgan, 2007), who describes 

that the use of metaphors suggests a way of thinking, a way of seeing and pervades how we understand 

our world in general (p. 4).  It is abstract like paradigms, therefore, the statement can also be connected 

to paradigms, which is a world view, a general perspective, a way of breaking down the complexity of 

the world (Patton, 2015). This section of the study presents the philosophical paradigms and their 

respected assumptions used in the thesis, as these are used as guidelines to how the study has been 

approached and argued for.  

Research methodology is a philosophical stance of the worldview and concerns the way things are 

viewed (Saunders, Lewis, & Thornhill, 2015). It is considered to be the overall approach for practicing 

research with a particular set of procedures; from choosing a problem to the way of collecting data 

and analysing that data (Collis & Hussey, 2009). It establishes the stage for the underlying arguments 

and assumptions that support the study and methods chosen as part of the research paradigm followed 

by the researcher (Ihuah & Eaton, 2013). Therefore, it is important to present and discuss the different 

research philosophies firstly. However, before this can be approached, knowledge about the 

underlying assumptions behind the branches of philosophy, epistemology, and ontology is presented. 

According to Saunders et al. (2015) the two branches of philosophy provide assumptions that can have 

an impact on the way the researcher diagnoses the research process and will provide a road map to 

approach the research in the field of interest.  

 

2.1.1 ONTOLOGY 

This branch of philosophy concerns the science or study of being, or what exists and deals with the 

nature of reality (Neuman, 2014; Saunders et al., 2015). Basically, it looks at what there is in the world. 

Neuman (2014) mentions that there are two basic positions within ontology; the realist and the 

nominalist. The realist looks at the world through objective lenses and assumes that there is something 
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“out there” for us to discover. The assumption is that the “real world” exist independently of humans 

and it should be studied without the interpretation of the researcher (Neuman, 2013). A quantitative 

approach is a preferred way to do research for realists. The nominalist assumes that the social world 

is external to humans and they do not directly experience it (Neuman, 2013). The experience occurs 

through subjective lenses, and an interpretation of the real world happens through names, labels, and 

concepts to structure reality (Burrell & Morgan, 1979; Neuman, 2014). The nominalist prefers a 

qualitative approach to research. 

 

2.1.2 EPISTEMOLOGY 

This branch of philosophy is concerned with the creation of knowledge and focuses on what acceptable 

knowledge is; how do we know what we know or what is the most valid approach to the truth in a field 

of study (Neuman, 2014; Saunders et al., 2015). The realist researcher assumes that reality is 

represented by objects that are considered real (Saunders et al., 2015). The quantitative approach is 

followed to gather evidence about the “real world” and the ideas are tested to verify if they are 

consistent with the evidence or if they are false (Burrell & Morgan, 1979; Neuman, 2014). Through the 

empirical research, the reality can differentiate truth from myth or illusion and thereby objective 

knowledge can be created (Neuman, 2013).  

The nominalist researcher considers that subjective views and interpretations influence data and can 

generate biased observations, therefore, information about reality will not lead to knowledge 

(Neuman, 2013). According to Saunders et al. (2015) and Neuman (2014), to produce knowledge the 

researcher should observe, reflect on what other individuals have said and interpret while at the same 

time think about on own experiences and interpretations.  

 

2.1.3 PRAGMATISM AND INTERPRETIVISM 

Pragmatism is an approach that focuses on commitment to the outcomes of practice, rather than 

abstract first-causes. James (1995) states that pragmatism “tries to interpret each notion by tracing its 

respective practical consequences” (p. 18). It concerns knowledge that is used in practice for making a 

purposeful difference (Neuman, 2013). It is a deconstructive paradigm that does not focus on whether 

the researcher holds one philosophical position (in ontology and epistemology) or not as long as the 

researcher focuses on providing practical consequences from the research question (Saunders et al., 

2015). The pragmatist researcher understands that there are different points of views on the world and 

using any methods can be a rational approach if it provides valid and credible information to the field 

of study (Saunders et al., 2015).  
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In this information system study, the authors follow a combination of pragmatism and interpretivism. 

According to Goldkuhl (2012), pragmatism can adopt a pluralist adoption, which means that it is 

possible to combine a pragmatist study with an interpretive method of thinking. Therefore, the 

interpretive approach is applied in this research as the goal of the research question is to generate 

knowledge that is understandable (Neuman, 2013) and practical to a problem (connected to 

pragmatism, which produces constructive knowledge), namely the GDPR compliance issue. 

Interpretivism is mentioned by Saunders et al. (2015) and Neuman (2015) to be a research approach 

that views reality as something subjective since it relies on how the researcher interprets the 

information generated through the study. Furthermore, the authors do not believe that the knowledge 

produced in this study will be the final truth or permanent as Blockchain is in the early phase of its 

maturity. 

This understanding through interpretation can be explained by looking at the hermeneutical spiral 

(Klein & Myers, 1999). This spiral is continuous and a way of conceptualizing the iterative process of 

the way we interpret and understand the world. In this process, the interpreter includes a broad set of 

subjective prerequisites that impacts, modify and extend how something is understood. Other 

prerequisites extend to include the cultural, technological and general demographic context in which 

the interpreter exists. This also means that taking such a perspective on the development of 

understandings will allegedly lead to new understandings in the future, which in turn produce new 

realities and contributions to the knowledge base.  

 

Goldkuhl (2012) states that interpretivism and pragmatism share a positioning towards understanding, 

however, the difference is that in interpretivism, understanding is seen as a value of its own, while in 

pragmatism it is considered as an instrument to the change of existence. Combining the two 

paradigms is therefore appropriate in this study, as the authors try to first understand the Identity, 

Identity management, GDPR, and Blockchain technology, before developing a conceptual process 

model on how the Blockchain can fulfill the requirements. This also means that interpretivism is used 

as instrumental for this pragmatist research within the field of information system study (Goldkuhl, 

2012).  
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Summary of philosophical stance in DSR (Goldkuhl, 2012): 

Epistemology The researcher has a general aim for prospective 

and prescriptive knowledge. 

Ontology There is an empirical focus on actions and 

artefacts, thus the researcher has multiple views 

to find the most optimal solution to a problem. 

Methodology Exploration and experimentation is used in the 

world to generate change and new knowledge. 

Table 1: Philosophical stance in DSR 

 

With the above arguments in mind, this research will develop a conceptual process model, where 

pragmatism is the main structure layer as a research paradigm. 

 

2.2 RESEARCH DESIGN 

This section of the study presents the research methods and the underlying foundation to clarify the 

details behind the chosen method with respect to the problem statement.  

Goldkuhl (2012) and A. Hevner (2007) states in their article that  research methods with a pragmatic 

approach are increasingly used as the basis for Design Science Research (DSR). Based on this, a short 

introduction to DSR is presented.  

 

For the work on this study it has been chosen to take a Design Science Research (DSR) approach. The 

reason for this is that the study sets out to investigate and solve a relevant business 

challenge/opportunity and can therefore be said to have the same purpose as pragmatism. The idea of 

DSR was brought forward by Allan Hevner in 2004 (A. R. Hevner, March, Park, & Ram, 2004) and is 

based on work carried out by Herbert Simon and his book “The Science of the Artificial” (Simon, 1996).  

In this book, Herbert Simon argues that design is an experiment to bring newness to the world. I is 

further supported by a quote by Schön (1991, p. 77); ”All occupations engaged in converting actual to 

preferred situations are concerned with design“, in his book, The reflective practitioner – how 

professionals think in action.  

 

In the Design Science Paradigm, the aim is to improve the world through innovation of new products 

and processes. Additionally, DSR seeks to bring the technical side of research into a more business-
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oriented research, which used to be more in the behavioural paradigm of the natural science world. 

Since the introduction of DSR, the approach has gained wider acceptance and increased legitimacy in 

the research field of Information Systems (IS) (Gregor & Hevner, 2013). The approach qualifies for this 

study as the focus is on constructing artefacts in the form of a conceptual process model that can later 

serve as a foundation for building actual systems. The development of new processes and systems is a 

design task, and DSR seeks to make this design process become research (A. R. Hevner et al., 2004). 

The artefacts produced in this study is a conceptual process model that provides a solution for 

improved security and control of PII for compliance with the GDPR in the KYC1 processes carried out 

in regulated financial institutions. Evaluation of the findings provided in this study uses different 

evaluation methods, which are all described in section 2.3.3.  

In design theory A. R. Hevner et al. (2004) presents seven design principles for guiding the research 

process. These are soft rules that underlie the theory of how the design was brought forward in the 

design process. The seven guiding principles should not be considered as prescriptive as they do not 

all need to be followed to make good design science. However, their relevance should be seen in the 

context of what is being researched. These seven guidelines are elaborated below with a description 

of how each principle contributes to the goal of providing good Design Science Research. 

 

2.2.1 THE 7 GUIDING PRINCIPLES FOR THIS DSR PROJECT 

1. The artefact 

The artefact created should have a purpose. It must address an important organisational problem and 

be able to solve it. A. R. Hevner et al. (2004) mention that the goal of the design science approach to 

a problem is the utility. Moreover, the artefact can take the form of a construct, a model, a method, or 

an instantiation (A. R. Hevner et al., 2004).  

Hevner et al. presents three levels of artefacts: 

1. Situated implementation of artefact 

a. Instantiations – Software products or implemented methods 

2. Nascent design theory - knowledge as operational principles/architecture 

a. Constructs, methods, models, design, principles, technological rules. 

3. Well-developed design theory about embedded phenomena 

a. Design theories (midrange and grand theories) 

																																																													
1	Know	Your	Customer	–	an	authentication	process	to	ensure	a	person	is	who	he/she	claims	to	be.	
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In this study, the authors provide a conceptual process model that uses Blockchain technology and 

describes this as a “To-Be” process of Know KYC in a financial institution. A. R. Hevner would describe 

this artefact as level two knowledge, Nascent Design Theory.  

 

2. Problem relevance  

Problem relevance is defined by A. R. Hevner et al. (2004) to be the difference between a goal state 

and the current state. This can be considered as the problem investigation since information and 

understanding of the given problem is needed. Wieringa (2009) mentions four problem investigation 

approaches: 

• Problem-driven, where stakeholders experience a hurdle, which needs to be evaluated and 

then solved.  

• Goal-driven does not necessary look at a problem, but rather look at where there are 

reasons to change the world in agreement with some goals.  

• Solution driven uses technology to search for problems and then solve it 

• Impact-driven is about evaluating past actions and preparing the design for future actions.  

In this study, the authors use a problem-driven investigation, as the reason for conducting this 

research is argued to be justified in that GDPR is considered a problem that creates this gap and will 

affect almost all organizations to some extent.  Organizations will be required to invest resources in 

aligning their operations to accommodate this regulation, otherwise they will be highly exposed to 

financial sanctions. Additionally, many organization face big challenges in managing their customer 

data in an increasingly hostile cyber sphere where critical information is more often being 

compromised. Approaching these issues with departure in Blockchain Technology is an attempt to 

respond to these challenges by applying new technology to solve new challenges.  

 

3. Design Evaluation 

Design evaluation is an important aspect of the design science research process that considers the 

utility, quality, and efficacy of the artefact (Venable, Pries-heje, & Baskerville, 2016). It’s the heart of 

DSR and is also called the design cycle (A. Hevner, 2007). In this cycle, the inputs come(Cameron, 

2005) from the relevance cycle, while the design and relevant methods are drawn from the rigor cycle 

(A. Hevner, 2007). A. R. Hevner et al. (2004) mention that the evaluation can be done in terms of 

functionality, completeness, consistency, accuracy, performance, reliability, usability, fit with the 

organisation or other relevant quality attributes. This study evaluates the artefact’s technical feasibility 
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through expert interviews and the evaluation criteria efficacy based on GDPR and the seven laws of 

identity. Furthermore, the fitness-utility proposed by Gregor and Hevner (2013).  

 

4. Research contribution  

A. R. Hevner et al. (2004) mentions that clear contributions should be provided in the areas of design 

artefact, foundations also called design construction (knowledge that focuses on extending existing 

knowledge in new and innovative ways) and methodologies, which emphases on the creative 

development and use of evaluation methods. In this study, the authors will apply Blockchain 

technology in a different approach in IDM, which will help banks to comply with the GDPR. The 

research contribution is therefore categorized as foundational. The problem/opportunity together 

with the overall contribution to the knowledge base, will be assessed based on expert interviews along 

with a discussion of the process and findings. The aspiration of the authors of this study is that further 

research projects can leverage some of the discoveries made through this design process and extend 

the knowledge on the subject.  

 

5. Research Rigor 

Research rigor is about how the research is conducted. It addresses the researcher’s approach to 

rigorous methods applied in the construction and evaluation of the designed artefact (A. R. Hevner et 

al., 2004). To build an artefact that explains how Blockchain can be used for the solution, the authors 

start by investigating the subjects by conducting literature reviews, interacting with Blockchain 

experts and taking field notes as well as using two expert interviews to understand the challenges that 

GDPR possesses. Then the authors use a case study to build a process where the Blockchain technology 

is applied. The interviews are analysed with the Hermeneutic circle in mind and interpretive field 

research principles provided by Klein and Myers (1999) are considered. The research rigor is described 

in detail from section 2.3. 

 

6. Design as a search process 

Design as a search process is mentioned by A. R. Hevner et al. (2004) to have three crucial components 

in the DSR; means, ends, and laws. “Means are the set of actions and resources available to construct a 

solution. Ends represent goals and constraints on the solution. Laws are uncontrollable forces in the 

environment” (A. R. Hevner et al., 2004, p. 88). The “end” in this study, therefore, aims to provide a 

satisficing solution that provides an improved IDM process that complies with GDPR. The “means” 

can be considered as the novel technology Blockchain, while the “laws” in this context is the GDPR 
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and the KYC for Financial institutions, which is the environment that the research is operating in. As 

A. R. Hevner et al. (2004) mentions that “design is essentially a search process to discover an effective 

solution to a problem” (p.88).  The process of building this design artefact has been a search process 

(as indicated in appendix_01) where both the problem/opportunity together with the overall 

knowledge contribution has simultaneously been considered in a loop with many iterations. The goal 

was to find a satisficing solution that adheres to the regulatory framework of GDPR within IDM 

through a case study that illustrates an improvement to a known KYC/on-boarding process by 

implementing Blockchain technology. Setting out to build an optimal design is not realistic, and 

according to Herbert Simon (1996) it is not possible as you would have to be an expert on all possible 

design solutions. 

 

7. Communicating the findings 

Once the research is done, the Design science researcher must present it to both technology oriented 

as well as management oriented audience (A. R. Hevner et al., 2004). Practitioners can use the artefact 

to understand the technology better within the organisational context, while researchers can build 

more on it for further extension (A. R. Hevner et al., 2004). The presentation details, will depend on 

the audience.  

 

In this study, the authors will present the results to researchers from AU University and a management 

audience, who provides knowledge about the KYC process in their financial IT company (BankData). 

Furthermore, management audience from the company Stibo, who have provided office space and 

guidance throughout the research process will participate in a session where the thesis will be 

presented. Finally, a wide range of customers in Stibo Systems working in many different industries 

have showed interest in the Study as well as the project have gotten some media coverage 

(appendix_13) 

 

2.3 RESEARCH RIGOR 

In this section, the rigorous methods used for the Problem Relevance and Design and Evaluation 

Cycle are introduced. This was an important aspect from Hevners (2004) seven design principles.  
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2.3.1 THE PROBLEM RELEVANCE 

In this section, the authors present the methods used to lay the foundation for the problem also called 

the relevance cycle. This section is relevant as it provides the context to the research and shows the 

reader how the current situation under investigation emerged (Klein & Myers, 1999). 

 

As the problem driven-investigation approach is followed, two types of research methods are used to 

understand the problem relevance. In the first method, a literature review is conducted in the 

beginning of the study to provide an insight to the problem within IDM. Moreover, two expert 

interviews are used to understand Customer Data Management (CDM) opinion on GDPR.  

2.3.2 DESIGN AND EVALUATION CYCLE  

In the process of proposing a Blockchain technology IDMS, the Privacy by Design (PbD) principle 

has been focused on. The idea behind this principle is that privacy needs to be embedded into the 

design and code of systems as a core functionality from the very beginning (Cavoukian, Chibba, & 

Stoianov, 2012). The increased focus on privacy issues from regulators makes it necessary for 

organizations to act and the idea of PbD is that instead of privacy being an afterthought when 

designing systems, it should be a focus from the initial development stages. The principle is 

discussed further in section 4.1.  

Besides the PbD principle, the digital lifecycle proposed by (Windley, 2005) is considered to be 

appropriate, as digital identities can change over time and lose value if the changes have not been 

managed properly. Therefore, the capability to change should be a part of the IDMS.  

2.3.3 EVALUATION STRATEGY 

The design and evaluation of an artefact are the heart of DSR (A. Hevner, 2007). Hevner (2004) 

mentions validity, utility, quality and efficacy, as criteria evaluations for artefacts. However, these 

criteria are fragmented and incomplete, as Prat, Comyn-Wattiau, and Akoka (2014) mention that 

scholars often leave DSR researchers to wonder what to evaluate and how to conduct the evaluation. 

Moreover, according to their research of 26 papers, 22 uses efficacy as an evaluation criteria (Prat et 

al., 2014). The other criteria that is commonly mentioned is utility, which is one of the primary research 

goals in the DSR environment (A. R. Hevner et al., 2004). This evaluation approach has been 

challenged, and another evaluation approach has been proposed in the article “A Fitness-Utility Model 

for Design Science Research” (Gill & Hevner, 2013). In this article, it is argued that emphasis should be 

on the “goodness” of the research and focus more on the evolutionary and sustainable impacts of an 

artefact design. Underlying this idea is the Fitness-Utility Model for which a key premise is to ensure 
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that the research from an evolutionary perspective provides a more valuable contribution, besides just 

being immediately useful for the problem/opportunity. 

This idea of connecting fitness and evolution derives from the biological field. The well-known phrase 

“Survival of the fittest” from Darwinian evolutionary theory was coined by Herbert Spencer after 

reading “Origin of Species” by Charles Darwin. As with biology, the argument is that DSR in 

Information Systems can follow this path of evolution and reproduce from one generation to the next. 

In the case of this study focusing on process designs and the application of Blockchain technology, it 

is argued that this is a product of an evolutionary process where digital identity management system 

(DIMS) through Exaptation2 (Gregor & Hevner, 2013) becomes a new generation in the evolutionary 

process for DIMS. Fitness can be defined in more ways (Gill & Hevner, 2013) Definition #1. “The fitness 

of an organism describes its ability to survive at a high level of capacity over time” (p. 3). Definition 

#2. “The fitness of an organism describes its ability to reproduce complete or in part -and evolve over 

successive generations” (p. 3). Rapid and unpredictable technological development generates 

unforeseeable and radical changing inventions and innovations. These hard-to-predict black swan 

events, like the Blockchain technology, are likely to have an impact in several fields. These impacts 

cannot be measured - only estimated. 

 

In economics and customer preferences when talking about buying decisions, it is common to rely on 

a utility function that is unique for each customer. It is commonly understood that customers make 

their purchasing decisions based on this function. In regards to the utility of an artefact this comes 

down to any characteristic that improves or increases the performance as a result of the design artefact 

(Gill & Hevner, 2013). 

The evaluation of the design artefact presented in this study will be carried out in respect to different 

evaluation criteria and this Fitness-Utility Model for Design Science Research. 

Based on the above statements, the aim of this study is to evaluate the artefact based on technical 

feasibility, efficacy (the goal is to use Blockchain as IDMS to comply with GDPR) and fitness-utility, 

which is the capability to help the organisation to better manage the consumers’ identity, give them 

control over their attributes in compliance with the regulation and continued usefulness in other 

cases. Since the solution is conceptual, informed arguments are used from the knowledge based to 

build convincing arguments for the conceptual solution’s utility (A. Hevner, 2007).  

																																																													
2	Exaptation	is	a	term	from	Biology	and	describes	the	process	of	using	features	for	functions	that	
they	were	not	initially	designed	for.	E.g.	Blockchain	was	designed	to	be	the	underlying	technology	
for	transactions	of	cryptocurrency	i.e.	Bitcoin.	
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The evaluation structure is as follows:  

Evaluation criteria’s:   

Technical feasibility: Any argument for -or 

against the viability of the technical parts and 

choices made in the solution. 

• This is evaluated based on the foundational 

concepts of digital identity and the digital 

identity management lifecycle. The 

foundational concepts are data integrity, 

confidentiality and non-repudiation 

(Windley, 2005), because the intention is to 

use Blockchain as a decentralized IDMS.  

• Blockchain experts evaluate the conceptual 

solution based on the chosen technical 

characterisations of the Blockchain, whether 

the solution is valid, whether the solution is 

useful and if the experts have any comments 

on the regulative (GDPR) aspect. 

Efficacy: The extent to which the solution does 

what it is meant to do (Prat et al., 2014).  

• The extent to which the IDM Blockchain 

solution can comply to the GDPR.  

• The seven laws of identity are used, which is 

provided by Kim Cameron (2005), who 

explains the successes and failures of digital 

identity systems.  

Fitness-Utility: Any arguments for –or against 

the usefulness and that the solutions design is 

evolved.  

• Logical reasoning for usefulness of the 

conceptual solution. 
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As mentioned, the seven laws are part of the efficacy evaluation and these are specified in the following 

section (Cameron, 2005): 

 

1. User Control and Consent 

- IDMS must reveal the PII only with the user’s consent. Additionally, the system should be 

simple to use, provide protection against deception, provide transparency over data sharing 

behaviour and thereby earn the users trust.  

 

2. Minimal disclosure for a constrained use 

- The IDMS that reveals the least amount of PII and best limits its use is the most stable long 

term solution. Systems should be built on the basis that a breach is possible, therefore, showing 

minimal data limits the risk of exposing PII data.  

 

3. Justifiable Parties 

- IDMS should be designed so that its users can be aware of the party or parties with whom 

he/she interacts with when sharing information.  

 

4. Directed Identity 

- If possible, a universal IDMS must support both “omni-directional” identifiers for use by public 

entities and “unidirectional” identifiers for use by private entities. This facilitates discovery 

while preventing unnecessary release of correlation handles. E.g. Public entities can have 

identifiers that are invariant and well-known. The identifiers can be thought of as beacons 

(which are omni-directional as they reveal their existence to the set of all other identities) 

emitting “identity” to anyone who shows up.  

 

5. Pluralism of Operators and Technologies 

- A universal IDMS must be interoperable so that it can work with multiple identity providers.  

 

6. Human Integration 

- The universal IDMS must define the user to be a component of the distributed system 

integrated through unambiguous human-machine communication mechanisms contributing 

to protect against identity attacks.  
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7. Consistent Experience across contexts  

The IDMS should provide a consistent experience while enabling separation of context 

through multiple operators and technologies. E.g. provide the ability to select, delete and share 

digital identities related to different operators.  

 

2.3.4 TOOLS USED FOR CONCEPTUAL DEVELOPMENT 

In this section, a short introduction is provided for the tools used to illustrate the conceptual high-

level architectures and process design of the proposed solution.  

 

2.3.4.1 ARCHIMATE 

The ArchiMate language is used for this purpose, as it is based on the IEEE 1471 standard. The standard 

is an acclaimed practice for architectural descriptions for software-intensive systems3. Aside from this, 

ArchiMate is also considered a standard within Enterprise Architecture, because it can offer an almost 

comprehensive visual representation of enterprise architectures. It can be used to model a holistic 

view of different architectural domains, such as business process, services, information systems and 

their underlying architecture (Manzur, Ulloa, Sánchez, & Villalobos, 2015). The modelling language 

illustrates infrastructure in a green colour, the application in a blue colour and the business process 

in a yellow colour (appendix_15)4.  

 

2.3.4.2 UML SEQUENCE DIAGRAMS 

The modelling language UML stands for Unified Modelling Language and is used by developers in 

software engineering because of the visualisation capabilities. It is mainly applied in the modelling of 

information systems before the deployment. According to some studies (Tilakaratna & Rajapakse, 

2012; vom Brocke & Rosemann, 2015), UML is also applicable in conceptual modelling.  

Tilakaratna and Rajapakse (2012) mentions that it is used in two phases; when the characteristics of 

the real-world domain is modelled in order to be automated as an information system and when the 

characteristics of the information system needs to be developed (p. 747). Various diagrams are 

available under the UML, however in this study the Sequence Diagrams are used. The reason behind 

the chosen diagram is that sequence diagrams can visualise the logic behind our conceptual model 

																																																													
3	https://standards.ieee.org/findstds/standard/1471-2000.html	
4	http://pubs.opengroup.org/architecture/archimate2-doc/	
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and document it. The visualised document presents the usage scenario to experts within Blockchain, 

who can validate or reject the logic.  

 

2.3.4.3 BPMN 

The Business Process Modelling Notation (BPMN) is a standard that can be used to visually show 

processes within an organisation (vom Brocke & Rosemann, 2015). It has an expressive graphical 

approach to analysing and to design processes to simplify it for communication purposes. In this study, 

it is used to visually illustrate the current on-boarding scenario of a KYC process, the As-IS. The 

intention is to help visualize the workflow and analyse it, based on the GDPR. Furthermore, the BPMN 

is used to illustrate the utilization of a smart contract in relation to the To-Be solution. The intention 

is to illustrate the use of smart contracts in IDM.   

 

2.3.5 DATA SOURCES 

This section of the research elaborates on the methods used for data collection.  

Data can be classified into two factors, primary and secondary (Eriksson & Kovalainen, 2016). The first 

is called primary because it is gathered under the supervision and control of the researcher (Eriksson 

& Kovalainen, 2016). Secondary data can be existing academic literature, white papers, and online 

articles (Neuman, 2013). Both primary and secondary data is used in this study. However, the crucial 

source of data used in this study is secondary data that is gathered through literature review, which is 

used to build the general foundation of knowledge about privacy, identity, trust, IDM and Blockchain 

and their related concepts. This will establish a background knowledge on the factors that must be 

incorporated when developing a conceptual process model with the use of Blockchain.  

The primary data gathered under the control of the researcher is from expert interviews that are used 

to provide an understanding of where the GDPR creates problems for organisations, and it is used to 

deliver an evaluation of the proposed solution with the use of Blockchain. The authors use the available 

means to construct the desired end (A. R. Hevner et al., 2004). 

 

The above section provided a short introduction to the methods used for data collection. The following 

section provides further elaboration on how literature review and interviews were conducted. 
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2.3.6 CONDUCTING LITERATURE REVIEW 

A literature review is the process of examining and selecting published and unpublished documents 

on the topic in question. Published work is often academic documents that have been peer-reviewed, 

news articles, books and white papers, while unpublished documents can be dissertations and theses.  

Neuman (2013) mentions that a literature review builds on the idea that knowledge accumulates and 

that the researcher can learn from it and build on what other scholars have provided. It provides the 

background knowledge and the justification behind the problem relevance in this study (Bryman, 

2012). It introduces the relevant definitions and terminologies that guide the researcher to understand 

how these can be used in the context of the respected study (Neuman, 2013).  

Thus, the purpose is to explore (Neuman, 2013): 

- The familiarity with a body of knowledge. 

- The concepts and theories related to the research area.  

- The link from prior studies to current research 

- And learn from other scholars and identify new ideas.  

To provide a structured literature review the authors, start by providing the basic knowledge for the 

research. This includes a literature review of Privacy, Identity, Trust and Identification. These concepts 

are related to the problem relevance, which is linked to the research motivation behind the main 

research question. These concepts are interlinked, and will be discussed further in the section 

concerning IDM. Lastly, the authors introduce the Blockchain technology and its implication on trust 

and privacy.  

 

2.3.7 DATA COLLECTION 

There are typically three types of interview structures used to gather data in the qualitative approach, 

structured, semi-structured and in-depth interviews (Saunders et al., 2015).  

Structured interviews, also called standardised interviews entails the use of predefined questions that 

are given out to each participant and read out in exact order (Bryman, 2012). This technique is 

frequently employed in surveys where the aim is to get a high sample and to aggregate those answers 

in a reliable manner (appendix_14).   

Semi-structured interviews entail a series of questions; however, the sequence of questions can vary, 

as the questions are general and the interviewer can ask follow-up questions to the related topic 

(Bryman, 2012). Questions to each participant may also vary, as not every participant may be relevant 

to the case. This technique is often used in qualitative research, where the data can either be recorded 

or written as memos(Bryman, 2012).  
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In-depth interviews are also a part of the qualitative data collection and are also referred to as 

unstructured interviews. They can be used to collect rich data if the researcher is trying to understand 

people’s behaviour, attitude or perceptions or another form of complex process (Saunders et al., 2015).  

 

In this study eight people have been interviewed. The first two interviews are conducted with CDM 

experts to further understand the impact of GDPR. However, only one was recorded, as the second 

CDM expert did not want to be recorded, so a memo was written. These interviews have been semi-

structured as this approach gave an open structure to follow up on the questions and to review the 

important points as to where GDPR causes most problems. The two experts chosen are part of a group 

of Master Data Management (MDM) specialists, who are also experts within the sub section of MDM, 

namely Customer Data Management (CDM). The authors, chose these specific experts, as they are 

both consultants helping companies handle GDPR in the future.  

 

Furthermore, three people were interviewed in relation to the case study. This was conducted as a 

semi-structured group interview to gain insights on a KYC process. Our objective is to provide a 

conceptual process model for IDM with the use of Blockchain for the financial sector. To get a better 

understanding of this, the authors argue for using Case Study. The definition for a case study in this 

project is defined as an empirical description of a contemporary phenomenon within its real-life 

context, which is based on different data sources (Costa, Soares, & de Sousa, 2016).  

In DSR case study is usually applied in the evaluation, however Costa et al. (2016) argues that it can be 

used at an earlier stage. It will help to understand the inputs needed to construct an artefact (Costa et 

al., 2016), and since this study also follows an interpretive approach, case study helps to answer the 

problem associated with it, where one tries to seek in-depth knowledge about the organisation in focus 

(Eriksson & Kovalainen, 2016). Financial institutions must consider KYC, which is performed 

differently in each bank. Therefore, in this study, BankData is the case partner, who is owned by their 

customers consisting of 11 Danish banks. The case partner is used to understand how banks perform 

identity validity checks on new customers. The authors use one unstructured interview with two 

BankData employees and one semi structured interview, where one employee from Jyske Bank is 

present. The two BankData employees are both managers for the Service and Support systems they 

provide for the 11 banks, while the Jyske Bank employee is a senior within Product and Process 

development. The case is described in further details in the section of the case study (Section 4.3). 
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Finally, three interviews were conducted to evaluate the solution. The three interviews were semi-

structured, and the participants were all Blockchain experts. The chosen experts are all front runners 

in providing solutions in Denmark, Switzerland and France. An overview of all interviews can be found 

in appendix_02. For evaluation purposes, the experts have been provided the proposed architectural 

design artefacts along with a description of this, before they were interviewed. (appendix_14)  

 

2.3.8 DATA ANALYSIS  

As stated earlier, this research takes a qualitative interpretive approach to DSR. The researchers must 

make sense of the data, where participants expressed subjective and socially constructive answers 

(Saunders et al., 2015). Compared to a quantitative approach, there is not one approach to data analysis 

in qualitative research, as mentioned by several scholars (Bryman, 2012; Neuman, 2014; Saunders et 

al., 2015).  

However, three approaches are presented by (Saunders et al., 2015): 

- Data reduction is when data is summarized and simplified, or when only some essential part 

of the data is used.  

- Data display, is as the name suggests, data that is organised and assembled in a summary 

diagram or visual display.  

- Drawing meaning and verifying conclusions can be done after the researcher creates 

transparency around the data and can recognize patterns and gather meaning from them.  

The above cannot be done, before the qualitative data in form of semi-structured or in-depth 

interviews has been transcribed. Afterwards, a summary of key points from the data must be extracted 

from the statements provided by participants.  

 

2.3.9 CODING OF QUALITATIVE DATA 

With departure in the three approaches to data analysis, it is argued that data reduction is an 

appropriate method for this study. First of all, since the study uses qualitative data for the evaluation 

phase, conceptualization is used as a way to organize and make sense of data (Neuman, 2013). 

Therefore, as most qualitative data are from the Blockchain experts, only these interviews are relevant 

for coding purposes. Coding is about classification, and for this purpose, open coding is used, which 

is defined as “the first coding of qualitative data that examines the data to condense them into 

preliminary analytic categories of code” (Neuman, 2013, p. 481).  For evaluation purposes, the 

Blockchain expert interviews have been transcribed and the topics discussed have been classified into 

four groups that were found relevant for Design Science evaluation purposes. These four groups 
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consist of evaluation factors, technical feasibility, efficacy, utility, and regulation. The primary purpose 

of doing expert interviews was to get feedback on the technical aspects of the design as it was the 

aspiration to get some confirmation as to whether the concept can be built.  A bi-product of these 

dialogues provided insight into other aspects of the study and will serve to substantiate the points 

made regarding other evaluations criteria.  

After having established a common understanding and agreed on these four groups, the two authors 

have done these classifications individually.  The classifications have subsequently been compared to 

see if there were any deviation in the interpretation. Few variations were found which have then been 

discussed to find a mutual ground. The four classifications have been given four different colours to 

provide a better overview to make it easier to find when using these arguments in the evaluation 

process. The table below shows the four classifications and the transcribed interviews with their 

respective colour coding can be found as appendixes 04,05 and 06. 

Colour classification table: 

Technical:  

Any argument for -or against the viability of the technical 

parts and choices made in the conceptual process model. 

 

Efficacy: Any argument for –or against whether the 

conceptual process model does what it is meant to do. 

 

Utility: Any arguments for –or against the usefulness of the 

conceptual process model. 

 

Regulative: Any arguments for organizational impact and 

consideration regarding the GDPR regulatory. 

 

 

CLASSIFICATION DEFINITIONS: 

Technical: The purpose of evaluating the solution from a technical perspective is to demonstrate 

that it can be build. 

Efficacy: The extent to which the conceptual process model does what it is meant to do (Prat et al., 

2014).  

Utility: Provided the proposed conceptual process model is technically feasible as well as doing what 

it is intended to do in a reliable way, the usefulness for both customers and banks is evaluated.  

Regulative: Although addressing the challenges with GDPR is part of the goal for the study and 

therefore also part of the validity evaluation, this category serves to capture all other regulative 
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related information and to substantiate the conclusion for the overall process both regarding 

validity, utility and GDPR compliance in general. 

3. PROBLEM RELEVANCE 
This section of the study presents the problems related to current IDM practices. It will provide an 

answer to the following sub-question:  

“What characterizes present identity management systems? “ 

The intention is to introduce concepts that are related to IDM and shed light on the problems and 

opportunities that can be used as an input in the design cycle. However, before this is done, a literature 

review is conducted based on the concept of privacy, trust, and identity. The concepts are considered 

as the basic knowledge for the problem statement. Based on this the section begins with the following 

structure: 

- Firstly, a literature review is provided on the concepts; privacy, trust and identity. Afterwards 

a literature search on identity and the concept of digital identity is briefly introduced. The 

concepts are discussed to understand their causes and relation to each other and to IDM.  

- Secondly, an introduction to IDM and relevant key definitions in the topic is discussed. The 

current practices to IDM are also presented.  

- Thirdly, a section about privacy in the digitized era is introduced and the challenges 

individuals face. Furthermore, secondary data is used, in this case as report statistics and news 

articles to specify the problems with current IDM practises in organisations.  

- Fourthly, an introduction to the GDPR is provided along with CDM expert’s opinions on the 

most challenging factors for organisations regarding this regulation.    

- Finally, an introduction to Blockchain is presented as an opportunity within decentralized 

IDM.  
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3.1 PRIVACY  

Privacy is a concept that is related to a range of fields, including psychology, healthcare, physiology, 

technology and is even considered to be different in distinctive countries around the world. Thus, 

there is no uniform definition, as mentioned by several scholars (Barrows & Clayton, 1996; Westin, 

1970; Young, 1978).  

In the Oxford dictionary, privacy is defined as a state in which one is not observed or disturbed by 

other people and the state of being free from public attention (Oxford, 2012). Westin (1970) developed 

his definition of privacy, once he could see the threat of modern technology. He mentioned that 

privacy is “the claim individuals, groups, or institutions to determine for themselves, when, how, and to 

what extent information about them is communicated to others” (p.7). As the digitization threat showed 

to be real, academic researchers and government institutions now refer personal communication and 

data privacy to information privacy (Windley, 2005). Thus, information privacy can be defined as the 

link between gathering and collecting, using and distributing personal data.  

Several privacy “drivers” exists and are referred to as regulations and laws that have a direct impact on 

how organisations manage identities in their business models and use them (Windley, 2005).  

 

3.2 IDENTITY 

The concept of identity was initially used in 1570, and it has been discussed in many scholarly papers 

and fields (Ayed, 2014). It is a major topic within psychology that initiates philosophical questions such 

as ‘who am I?’ and ‘what am I?’ (Malpas & Davidson, 2012). It originates from Latin ‘identitat’ and from 

French ‘identité’ (Ayed, 2014). The Oxford dictionary defines identity as “the characteristics 

determining who or what a person or thing is” (Oxford, 2012). The mathematician Leibnitz proposed 

his own understanding; the “Identity of Indiscernibles”, which means that there cannot be separate 

objects or entities that have exactly same properties (Forrest, 2010). Thus, the attributes defining a 

person can be as simple as the colour of your skin, hair or eyes. As the years goes by several attributes 

can be gathered, which define a person’s personal identity. In its simplest form identity is the 

relationship between something and itself (Crompton, 2004). It is important, as the way a person 

behaves, their social interaction, the clothes they wear or even the style of the house they live in, reflect 

what is known about them. 

 Ayed (2014) mentions that identity and privacy are interlinked, as identity is the distinction between 

the private and the spheres of human existence. It seems to be true as the difference between the two 

concepts is increasingly vague and like in the information age, everything about oneself is known and 

used by companies, government agencies or employers, to implement personalized services (Candia, 
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2004). The connections between attributes/identifiers, identities and entities are demonstrated in 

Figure 1.  

	

Figure 1  The Correlations between entities, identities and Attributes/identifiers (Source: 
https://commons.wikimedia.org/wiki/File:Identity-concept.svg) 

 

3.3 DIGITAL IDENTITY 

The modern age can be characterized as the Information Age or Digital Age, where the nature of 

computing and the prolific usage of technology is present and digital interaction is the defining 

characteristics of human activity (Victor & Rosaria, 2016).  

Several authors define digital identity as information that is stored in a digital format and serves a 

specific purpose in general business, online shopping, emails or social websites (Bhargav-Spantzel, 

Squicciarini, & Bertino, 2006; Simmonds, 2015; Sullivan, 2011).  

Simmonds (2015) defines a set of attributes as digital personas. For every purpose, the personas are 

used for authentication to acquire access. These can be in form of using credit cards for purchasing 

goods or services, passwords for social websites or by using biometrics (i.e. fingerprints or iris 

scanning), which are common for unlocking a phone (Guel, 2002). Eventually, users end up with 

several digital personas that are fragmented and distributed over various databases and are accessible 

to pre-defined users. This is because people often use several services and their activities often leave a 

trail of information behind. E.g. every internet user nowadays has an online account on Facebook, 

LinkedIn, Instagram or Twitter, etc., the list goes on. On these platforms, sufficient digital records are 
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accumulated overtime to make up partial identities, which consist of a subset of characteristics that 

make up a person’s identity (Society, 2011).  

 

3.4 TRUST 

Like the concept of privacy and digital identity, trust is a research topic that is studied in many 

disciplines. It exists in sociology, psychology, philosophy, marketing, management, etc. The list is long, 

and the research on the topic is comprehensive.  The sociology scholars Piotr Sztompka and Anthony 

Giddens both link trust with risk. This is because public trust is needed for the society to work.  

In information systems the public does not need to know the underlying infrastructure of systems – 

they rather take a leap of faith. Giddens (1991) defines trust as “the vesting confidence in persons or 

abstract systems, made on the basis a ‘leap of faith’ which brackets ignorance or lack of information” (p. 

244). Hence it is a risky bet that we as individuals take on the future based on other parties’ action 

(Windley, 2005). 

 

Windley (2005) describes trust in his book as someone who believes in the veracity, good faith, and 

honesty of another party when performing a transaction that comes with a risk. He argues further, by 

saying that organizations need to understand the concepts of trust and privacy, before building a 

digital identity infrastructure (Windley, 2005).  

Nowadays trust is recognised between two parties when a user’s credentials for identification have 

been communicated and validated (Windley, 2005). It is a two-way process as trust depends on both 

parties. The system needs to trust that the individual gives the correct attributes, while the individual 

trusts that the system and the party behind it do not misuse the sensitive information. Thus, linking 

trust to credentials and its respected attributes is important.  

The other point of trust is that it cannot be assumed to be mutual, e.g. if Jones trusts his Facebook 

credentials with Clara but it does not mean that Clara would trust hers with Jones.  

Besides having credentials, it is likewise significant to show evidence for the claims of identity.  In IDM 

there are different models on how trust requirements and the evidence of proof are managed. Some 

of these include; silo, centralized, federated and distributed identity models. These are discussed 

further in section 3.7 on identity architecture. 
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3.5 IDENTIFICATION  

With the world becoming more connected every business and government have taken the opportunity 

to optimize their transaction processes. However, this does not mean that the complexity has reduced, 

as the problem of identifying an entity in each transaction still requires a rigorous process before 

establishing a certain degree of trust between each party. It is as described by Peter Steiner, “On the 

internet, nobody knows you’re a dog” (Steiner, 1993). The observation is also mentioned in the paper 

Laws of Identity (Cameron, 2005), by Kim Cameron, who mentions that the internet was built without 

a way to know who and what you are connecting to. It is therefore important to have an identification 

process, since data that can be associated with a particular individual. E.g. when opening an account 

the bank, a person usually goes through a process of identification where attributes such as Name, 

Date of Birth, Address and even a driving license or a passport must be shown as these are the 

credentials made by credible government institutions.  

As the Identification process is one thing, the system that handles it should follow honest and 

recognized quality standard processes (Windley, 2005). Measurement should be taken into 

consideration when dealing with duplication or changes to credentials. Moreover with increased 

government surveillance and hackers (ECC, 2013; McAfee, 2014) more private, secure and efficient 

IDMS are necessary.  

 

3.6 IDENTITY MANAGEMENT SYSTEMS 

Throughout history, IDMS has been around in some form in every country. It has been the basis for 

trade and administration (Americas, 2009). The earliest recognition of a passport was mentioned in 

the Bible, while the surviving reference to a passport was during the sovereignty of Henry V, in 1414 

(Benedictus, 2006). Other forms of identification included seals, encrypted messages, signatures, 

jewellery, etc. (Americas, 2009).  

Now, the increased global access to the internet and advanced technologies has increasingly moved 

organisations towards new strategies where the Internet is  used as a critical business platform. 

The internet as a business platform has exponentially increased the service industry, where consumers 

can interact with businesses through advanced technologies. This means organisations make use of 

open standards within IDM. Most of them rely on loosely coupled web services architecture and make 

use of XML that is a programming language that has a set of rules for encoding documents (Windley, 

2005). With this language, standards named SAML, SPML and XACML are provided, in order to have 

interoperability between systems in an organisation (Windley, 2005). 
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With different services and technologies available to consumers and employees in organisations also 

follows the responsibility to manage a variation of identities. This is partly solved with a Single Sign-

On (SSO) initiative by companies (Chong, 2004; Safavi-Naini & Seberry, 2003) while private users use 

SSO in Google Chrome or Safari web browsers which are provided by Google and Apple. A standard 

SSO information flow is shown figure 2 below. In step 1 users authenticate themselves to the 

Authentication Service Provider (ASP) that have established a link to all service providers that are 

involved in the SSO (Pashalidis & Mitchell, 2003). In step 2, when authentication is requested, the ASP 

logs the user into the service provider, and the authentication mechanisms come into effect. In step 3 

the user provides his/her identity credentials. In step 4 the service is provided, assuming that the 

process went smoothly without failures (Pashalidis & Mitchell, 2003).  

Even with an SSO, most companies do not have transparency over the data distributed across the 

organisation.  

	

Figure 2  Standard SSO information flow (Pashalidis & Mitchell, 2003) 

 

3.6.1 WHAT IS IDENTITY MANAGEMENT?  

Gartner (2017c) defines IDM as a security discipline that enables the right for individuals to access the 

right assets at the right time for the right reasons. However, in this study, the definition will be based 

on the version given by Chong (2004): 

“Identity management refers to the processes, technologies and policies for managing digital identities 

and controlling how identities can be used to access resources (p.3).” 

This means effective, efficient and secure digital management systems must be applied as the 

backbone to handle the processes of identifying customers, manage their respected sensitive attributes 

and give them access to resources, as illustrated in figure 3. Besides this, IDMS should adhere to 
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business rules, policies and regulation while improving security, automate business processes and 

reduce costs.  

	

Figure 3  Representation of Identity Management (own source) 

	

Windley (2005) mentions that before a system can be classified as an IDM it must fulfil the 

foundational capabilities; data integrity, non-repudiation, and confidentiality. The concepts are 

described in the sections below.  

 

3.6.1.1 Data integrity 

Integrity is about trusting that data has not been tampered with when credentials are exchanged 

through an identity system (Windley, 2005).  

 

3.6.1.2 Non-repudiation 

Non-repudiation is about being able to proove that a message was sent or received (Windley, 2005)  

 

3.6.1.3 Confidentiality 

Confidentiality is about being able to send messages back and forth, without a third party being able 

to read it. This is often achieved through encryption, which uses cryptography as the basic 

technology (Windley, 2005). 
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3.6.1.4 DIGITAL SIGNATURE 

In many countries, such as Denmark, Norway, Sweden, etc., governments have implemented Digital 

Signatures, in order to make sure that legal documents from citizens can be verified (integrity) and 

the validity can be demonstrated (Non-repudiation). In Denmark, NemID is used which is an 

electronic signature that provides authentication without the use of encryption. It is defined as code, 

which acts like a handwritten signature and uses cryptographic techniques to provide proof of 

authenticity (Windley, 2005). It is done through the use of Public-Key Infrastructure (PKI), which is a 

technology that is applied in constructing identity systems with data integrity, non-repudiation, and 

confidentiality (Windley, 2005).  

In Denmark, it is used to verify legal documents and sign transactions in Banks, Insurances, and even 

Healthcare. A certified authority provides citizens with an electronic document with a set of public 

keys that are linked to the users’ identity, which can be applied to sign documents and transactions.  

The figure 4 below illustrates how verifiers can check if a signature is valid.  

	

Figure 4  Digital signature (Windley, 2005; Own work) 

 

3.6.2 THE IDENTITY MANAGEMENT LIFECYCLE 

As with information or any other digital objects, digital identities can change over time and lose value 

if the changes have not been managed correctly. Windley (2005) mentions that digital identity lifecycle 

is applicable regardless of whether the problem is simple or complex. He has proposed a model that 
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will be used in this study, which mentions that every digital identity is created, propagated, used, 

maintained and eventually deprovisioned (Windley, 2005). However, in this study, the compliance 

factors have been added since these are factors that are part of the solution that this study must follow.   

	

Figure 5  Digital identity management lifecycle (Windly, 2005; Own source) 

 

1. Provisioning  

Provisioning is the process of providing the individual access to a specific IT system. This is 

where the digital identity record is created. In general, this can be considered as the enrolment 

and registration of the individual’s digital identity where the correct attributes connected is 

provided. The process can be completed by self-service or by an administrator (Windley, 2005).  

 

2. Authentication  

Authentication is the process of verifying the genuineness of the identity provided by the 

individual. The process answers the questions “Who are you?” and “are the information you 

have provided to me correct?” (Windley, 2005). It requires credentials, which can be connected 

to something you know, something you have, something you are or a combination of these 

(Windley, 2005). 

 

3. Authorization 

Authorization is the process of providing an individual with the permission to access 

something based on respected policies or regulations that a company follows.  

 

4. Self-Service 
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Traditionally organizations used a centralized group of systems to perform computer 

administrative tasks (Chong, 2004). However, because of costs and the slow processes, 

organizations have moved towards the self-service administration. Here, the individuals 

manage their own profile, change password if required and use what is needed.  

 

5. Compliance 

With the increase of identity theft, many organisations are subject to compliance regulations 

to control the identities of their customers and employees.  

Increased concern about the lack of transparency in data has led the EU to come forward with 

the GDPR (explained further in section 3.10). This regulation wants organisations to have 

better management over private sensitive data and give some control back to the consumers. 

Companies that fail to comply with the regulation risk financial sanctions. Other compliance 

regulations include PCI, HIPPA, SOX, ISO 27001, GLBA, FISMA etc., however, these are not 

considered in this study.  

 

6. Maintaining 

Individuals do not stay constant their whole lives; their attributes change from time to time. 

Consumers can change their addresses, forget passwords, change emails and the list is long, 

and usually, organisations use IT help-desks if these situations are not taken care of by self-

service initiatives (Windley, 2005). Other changes could come from internal organisational 

changes like the implementation of new systems that might lead to full or partial migrations 

from one system to another. 

 

7. Deprovisioning 

Deprovisioning is the process of removing credentials linked to an individual from the system 

once it has served its purpose. Such circumstances can be if a bank loses a customer or if an 

employee is not a part of a company anymore. Compliance regulations can also be considered 

an external trigger for this process (Windley, 2005). 

 

3.6.3 VERIFICATION 

Verification is the process of confirming that a given identity is genuine and that the private 

information is linked to a real person (Slomovic, 2014). Organisations that has a weak identity 

verification process can end up compromising an individual’s personal information if the individual 
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becomes a victim of fraud or identity theft. The risk for this to happen is quite high, and as earlier 

mentioned, 800 million people had their personal information stolen in 2013 alone(McAfee, 2014). 

A simple process is described by Slomovic (2014), who mentions that it can begin with collecting a 

variety of identifiers, such as Name, birth date, CPR (civil registration number), address, driving 

license or other form of information. This is then used to triangulate the information to an individual. 

Companies can also make use of trusted government agencies to verify the documents, however, trust 

is stronger with a face-to-face verification (Slomovic, 2014). The figure 6 below illustrates this process.   

 

	

Figure 6  Identity Verification Process (UK Government Digital Service, 2014) 

 

3.7 IDENTITY ARCHITECTURES 

In this section, the authors discuss the different IDM models/architecture that are implemented and 

applied in organisations. These include the most general models; the silo, centralized, federated and 

distributed IDM models (Jøsang, 2014).  

 

3.7.1 SILO IDENTITY ARCHITECTURE 

The Oxford Dictionary (Oxford, 2012)5, describes “silo” as a system that operates isolated from others. 

There is no formal connection to other systems; therefore the main benefit would be that corruption 

and identity theft can have a constrained reach, as user attributes cannot be linked to other identifiers 

																																																													
5	https://en.oxforddictionaries.com/definition/silo	
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(Donohue & Carblanc, 2009). It can be compared to an IT system in a business silo that only works for 

one specific process. However, if a person has several profiles in an organisation it can be complicated 

to have transparency of the attributes connected to that profile. The problem is greater outside 

organisations where individuals who use different services, have to control fragmented identities from 

each service they use (Jøsang, 2014). As mentioned before, people have a habit of being poor at 

maintaining different profiles or even remembering their access credentials, like username and 

password. The practice results in redundant processes for service providers, and increased risk of 

identity theft for users.  

 

3.7.2 CENTRALIZED IDENTITY ARCHITECTURE  

Centralization is about controlling activities under one governance. It means getting rid of silos, 

integrate the systems and standardize processes. This approach gathers credentials to a central 

repository, which is made available to the whole organisation (Donohue & Carblanc, 2009). Trust in 

control of private information is put into one directory but through this approach, credentials can be 

reused in other systems and services in an organisation. It is also one of the most popular approaches 

to IDM.  

There are some limitations to this approach. On the one hand, data is dependent on one centralized 

database which means there is a single point of failure. The failure can come from bad internet 

connectivity, high traffic or poor data management as people maintain it in one single location and 

furthermore, failure from hardware can also cause loss of data. On the other hand, external attacks 

from hackers can cause loss of PII and increase the risk of identity theft to the individuals affected. 

The impac,t will in turn, harm the reputation and the trust in the company (Windley, 2005) 

 

3.7.3 FEDERATED/DECENTRALIZED IDENTITY ARCHITECTURE  

This approach is when several companies let users subscribe to different services through the same 

credentials. Gartner (2017a) defines it as an IDM approach that enables identity information to be 

shared among several enterprises and across trust domains. E.g. when Facebook or LinkedIn 

credentials can be used to register in the Job bank AU. This approach provides SSO convenience and 

efficiencies to identified individuals, identity providers and relying parties (Gartner, 2017a). The 

positive side for the organisations, who are members of the federation, is that they do not have to 

manage or maintain the users’ accounts. The disadvantage for users would be that identity providers 

hold a power position and could impersonate users, where credentials are used in other services 

(Donohue & Carblanc, 2009).  
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3.7.4 DISTRIBUTED IDENTITY ARCHITECTURE  

Distributed identity models can be referred to as user-centric identity architecture as the individuals 

are in control of their own data and how this is distributed (Jøsang, 2014). The responsibility can 

therefore be given to the users who can be flexible and “Self-sovereign”. However third-party providers 

can still exist, but they offer systems as a service, where users can encrypt their personal data on their 

own personal computers, smartphones etc. and only reveal it when necessary. If service providers 

require information, users can reveal it for the transaction purposes only as well as having auditability.  

The distributed identity model can be compared with distributed systems, which is when a network 

of independent servers is connected through a distributed middleware, such as the internet itself. 

Another example can be the World Wide Web, that is a global collection of webpages containing 

documents that is formatted in HTML or other languages and can be accessed through Hyper Text 

Transfer Protocol (BBC, 2017). A more novel distributed system is the Blockchain which can be 

compared to the internet, as it acts like a distributed server. The middleware can be the Ethereum 

platform, where an application is built on top and can provide end-users a coherent integrated 

network. More on this in section 3.11.8.  

	

Figure 7  A simplified model of User-centric Identity Management  (Jøsang, 2014) 
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3.8 PRIVACY IN THE DIGITIZED ERA 

In the modern digital age privacy is considered dead (Moghul, 2013), as everything from businesses to 

government institutions has systems that store and use attributes or credentials linked to whole parts 

of identities in their strategies. Some attributes are considered more sensitive than others and are 

called PII. The information can be used together or separately to recognise, contact or locate a person. 

Such information can include emails, phone numbers, CPR number, biometrics etc. Large data 

brokers, such as Facebook and Google are used by companies as part of their marketing strategy to get 

in contact with their consumers. Most companies use “cookies” which is a text file containing 

information about people’s general internet behaviour to triangulate information and use direct 

marketing to persuade customers to buy their products. This less sensitive information can over time 

be used to triangulate to PII data. They accumulate identifiers from checking emails, visiting social 

media, watch videos, shopping websites or purchasing habits.  

People who have no governance over their fragmented identities end up being contacted by companies 

directly through email or phone without having provided the information to them. This practice is 

mentioned by Culnan (1993) to be as “secondary use of personal information collection (p. 341)”. 

Basically, people’s data are used for other purposes than intended. This practice often occurs, as the 

individual in the modern society have no control over who they have shared their attributes with 

(Simmonds, 2015), and therefore ends up being contacted by call centre agencies or other types of 

companies.  

The problem is growing as applications and businesses have access to increasingly more content of an 

individual’s life. This problem is to a high degree related with the increased use of the internet and the 

fact that the world is becoming increasingly digital. Information and data have become the new oil of 

the internet as well as the new currency in the digital world (Kuneva, 2009). 

Protection of PII is challenging and should be in focus for every organisation. With the exponential 

growth of the internet and its number of users and available services, it becomes critical to increase 

the focus on managing identities (Glasser & Vajihollahi, 2008). A typical internet user is estimated to 

have 25 online accounts on average (Das, Bonneau, Caesar, Borisov, & Wang, 2014). Furthermore, it is 

estimated that 43-51% reuse the same password (Das et al., 2014), according to a security company 

CSID survey 61% of people are reusing same passwords across the different accounts.  

The incentives are high for hackers, as the risk of getting caught is minimal.  McAfee (2014) (Intel 

Security) and the European Consumer Centres Network (ECC, 2013) mention in a global cybercrime 

report that cybercrime is a growth industry, and in 2013 alone, more than 800 million people had their 

PII stolen (McAfee, 2014). The year after that big companies such as Sony, Home Depot, JP Morgan 
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and Target lost everything from employee details, to emails and credit card numbers (Collins, 2015). 

These incidents have caused losses up to $375bn (McAfee, 2014), while the ECC (2013) reports a loss of 

€290bn each year worldwide. The incidents make third parties less trustworthy and give them a bad 

reputation in the eyes of end-users, as they cannot protect their customers’ data  

 

3.9 SUMMARY OF PROBLEMS WITH CURRENT IDENTITY MANAGEMENT PRACTICES 

From the introduction of the concepts, it is concluded that privacy and identity are interlinked 

concepts, where trust is the foundation for transacting your private attributes as access ‘tokens’ to 

public or private services (Windley, 2005). You, as a customer, then hope that those attributes, that 

make up some part of your identity are kept secure. This is where Ayed (2014) argues that “Digital 

related mechanisms are the core of modern systems, networks, and application security” (p. 18). With 

the point of departure on this, a summary of the current IDM practices are provided.  

- Firstly, an environment like the internet gives users the possibility to easily create various 

digital personas that represent their identities. Thus, identity is considered plural as it 

encapsulates multiple identities (Ayed, 2014) that all have a set of attributes connected to 

them. The digital personas are used as tokens for authentication to private or public services. 

Over time users lose control of who they have shared their data with, leading to a loss of 

transparency and an increased risk of identity theft.  

- Secondly, users have poor security measures for protecting their own information, when they 

reuse passwords over their average online accounts. Each online account contains partial 

digital personas that can be used by criminals.  

- Thirdly, in the current model of IDM, attributes from users are gathered in one place and sent 

to multiple directories for other uses. This was mentioned as the secondary information 

(Culnan, 1993), meaning that attributes from the respected individual are not only used for 

authentication, but also various marketing activities that eventually leads to duplication of 

data.  

- Lastly, organisations who apply centralized IDM to give access to several services across 

applications must accommodate the risks that come with it. The risk is user-based, as they 

must trust that their data is only used as intended and not duplicated across the organisation. 

Moreover, the centralized databases used for storing data can be tampered with, as there are 

no audit trails. Data from McAfee (2014) suggests that even the biggest banks cannot protect 

their consumer’s data.  
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3.10 INTRODUCTION TO GDPR 

This section serves to introduce a new regulatory from the EU, that is the GDPR. This new piece of 

law is rather extensive and will without a doubt cause significant challenges for most organizations 

(Exp#4, L:55; Exp#5, L:21). As oppose to a Directive, which is the EU laying down certain thresholds of 

a given measure where each member state decides how they want to transpose these into national 

laws, a regulation have binding legal force throughout every member state. The GDPR goes into effect 

on the 25th of May 2018 (EU, 2016) and substitutes an earlier EU Data Protection Directive from 1995.  

Apart from not just being a directive, the GDPR regulation is more strict and demands organisations 

to become way more effective when dealing with personal data (Exp#4, L:44). The existing EU directive 

from 1995 came into effect in a time where only 1% of the world population was using the Internet 

(Tankard, 2016). Since then the world has moved into a new technical era, where the use of Internet 

has become an integrated part of most people’s everyday life. This entails the use of personal devices 

such as smartphones, tablets and smart TVs as well as an extensive list of other interconnected 

autonomous smart devices that connects to the internet along with all the virtual represented objects 

known as IoT devices (Internet of Things) become a vulnerability when it comes to privacy, as personal 

data becomes more distributed and appear in many different systems (Exp#5, L:31; (Harper, 2017; Jing, 

Vasilakos, Wan, Lu, & Qiu, 2014). Consumers of these technologies are most often prompted to sign 

up with different accounts, leaving personal information in the hands of many different corporations. 

Just like when consumers sign up for loyalty memberships, bank accounts, customer incentive 

programs, etc. it entails a transaction of PII to whatever company offering the service. Through the 

publication of GDPR, EU demands organizations to provide customers with increased control of their 

personal data. This entails a list of new privileges for the customer and a lot of new compliance work 

for most organizations. The GDPR affects all organizations operating in the EU or interacting with EU 

based citizens. When taken into effect, customer data can only be obtained and processed with an 

opt-in consent from the customer which is going to be a tough challenge for most organisations 

(Exp#5, L:31; Exp#4, L:88). In addition to this, “The personal data should be adequate, relevant and 

limited to what is necessary for the purposes for which they are processed”6 (EU, 2016). Transparency 

is another key requirement when organizations handle personal identity information. The list of 

obligations under the GDPR is long but to mention a few, customers will now have a “right to access”, 

that is knowing what data is being processed and “a right to be forgotten” which includes the right to 

have all data erased on request. Furthermore, the definition of personal data will extend also to include 

																																																													
6	§39	
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genetic and biometric data as well as indirect data that can help identify a person such as IP addresses 

and cookies (EU, 2016). The GDPR, therefore, addresses concerns with any personal data that relates 

to an identified or identifiable natural person, referred to as a “data subject”. 

Some of the most prevailing points covered in the GDPR are split into procedural and system specific 

requirements and presented below.  

 

3.10.1 PROCEDURAL REQUIREMENTS FOR PII DATA MANAGEMENT 

- Breach notification: If a breach occurs where personal data is compromised, this must be 

reported to a local supervisory authority within 72 hours. Additionally, if the breach poses a 

high risk for the data subject, the controller must inform the data subject of the incident. 

- Appointment of a Data Protection Officer (DPO) if controlling or processing large scale of 

personal data. This role should be appointed based on professional qualities and knowledge of 

data protection law and practice. The DPO can be an existing member of staff or can work on 

a service contract. The supervisory authority needs to be informed about the appointment and 

details about the DPO. 

 

3.10.2 SYSTEM SPECIFIC REQUIREMENTS FOR PII DATA MANAGEMENT 

- Data subject consent: 

No silenced pre-ticked boxes will suffice as consent, since all consent from data subjects must 

be specific to distinct purposes. If an organisation needs to process data for children under the 

age of 13, consent must be given by their parents. 

- The right to be forgotten: 

Individuals can at any time request an organization to delete personal data.  

- The right for individuals: 

Users have the right to object for certain data uses i.e. for marketing or profiling purposes. 

- The right to rectification of individual’s data:  

If one wishes to rectify inaccurate information or add supplementary information concerning 

him or her. 

- Right to access: 

It entails the individuals having the right to know what is being stored, processed and how. 

This should be in line with the principle of transparency and individuals should have access to 

contact details of the data controller and the appointed DPO. 
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- Right to portability:  

The right for individuals to easily transfer their personal data from one organisation to another. 

- Purpose specification and limitation of data collection should in line with the principle of data 

minimization. 

What can be concluded from the above is that the GDPR demands organisations to consider data 

privacy in all their activities involving PII.  

This new reality certainly makes existing businesses face many challenges in relation to general privacy 

issues. Many organizations have legacy systems and established routines that do not necessarily take 

these issues into account (Exp#4, L:55; Exp#5, L33). 

 

The advent of GDPR is part of an increased regulatory focus on privacy and while taking effect on the 

25th of May 2018, a new directive, that is the PSD2 (Payment Service Directive 2), goes into effect four 

months earlier in January 2018. This directive seeks to increase openness to allow for competition and 

fuel innovation in the financial sector. Its primary focus is private banking where authorized third 

party providers (TPPs) with customer’s consent should have access to private account information 

(AISPs) as well as being able to initiate payments directly from the customer’s account via APIs 

(PISPs7) (Commission, 2015).  

 

PSD2 has relevance to GDPR because it addresses security issues as Payment Service Providers (PSP) 

will be obliged to apply Strong Customer Authentication (SCA). This authentication validates the 

customer identity to secure that the use of the payment instrument is authorized (Commission, 2015).  

This, of course, helps to reduce the risk of fraud and unauthorized disclosure of confidential and 

personal data. Both GDPR and PSD2 contribute to the efforts of EU seeking a more uniform legal 

framework in its member states (MS) as well as contributing to Single Euro Payment Area (SEPA) 

which is the EU initiative to simplify bank transfers of euros in and between MS to make cross-border 

banking as easy secure and efficient as national payments. This is especially relevant due to the growth 

in e-commerce and the overall digital economy. 

 

As this report focusses on GDPR, only this brief introduction to PSD2 was considered relevant. For a 

more thorough outline of the PSD2, it is recommended to visit the EU commission website. To sum it 

up GDPR is an attempt to improve individual’s control of their personal data and to secure a more 

																																																													
7	Payment	Initiation	Service	Provider	
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uniform legal playing field for organisations when using PII. The PSD2 seeks to open up competition 

in a somewhat monopolistic sector of trusted banks and to invite innovative new businesses to 

participate as trusted third parties in offering new products for customers.  This also means that banks 

now find themselves in a changed environment that demands new strategic considerations 

(Accenture, 2016).  

 

This study seeks to address the GDPR challenges in an on-boarding process of a new customer in a 

bank where the KYC requirements demand that the bank obtains identity information to verify the 

new customer. The focus is on the system specific data management requirements in the GDPR and 

the topics addressed in this study addresses the following requirements, also mentioned before under 

system specific requirements for PII data management. 

1. Consent 

2. Right to be forgotten 

3. Right to object for certain use of their data 

4. Right to rectify data 

5. Right to access data 

6. Right to portability 

7. Purpose specification and data minimization. 

 

These requirements will be used as reference when evaluating the proposed solution design artefact 

with respect to GDPR compliance. The other topics on GDPR mentioned earlier are just as relevant, 

however these are not directly related to what is addressed in the conceptual design process but have 

more to do with general governance, business practices and the appointment of a data protection 

officer. 
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3.11 THE OPPORTUNITY WITH BLOCKCHAIN 

In the section on problem relevance, the properties of an IDMS were mentioned. It can be concluded 

that an IDMS foremost purpose is to transact credentials between several parties and verify the validity 

of the information to establish trust between the parties. In this section, the novel Blockchain 

technology is introduced, as a possible solution for IDM. Wang, Chen, and Xu (2016) argues that 

Blockchain technology can provide a solution if it fulfills the following criteria:  

1. There must be multiple parties that share data, where a common view of information is 

needed. 

2. Both parties need updated information, which means both take actions that can be recorded 

if data has been changed.  

3. There is a requirement for verification of data, where both parties can trust the validity of 

exchanged information.  

As IDMS fulfils the above criteria, the Blockchain has the properties to provide a solution in this 

problem environment. The following section will introduce the Blockchain technology to answer the 

following question:  

“What characterizes the Blockchain technology? “ 

 

The Blockchain  

In 2008, an anonymous person with the name Satoshi Nakamoto, introduced a white paper about 

Bitcoin, a cryptographic peer-to-peer digital currency system (Nakamoto, 2008). The Bitcoin is 

successful, because it serves a trust protocol that in effect makes financial intermediaries in financial 

transaction redundant (solving the double spending problem). This is possible because of the 

underlying technology Blockchain - a decentralized transaction and data management system that 

can verify transactions without a trusted third party (Yli-Huumo, Ko, Choi, Park, & Smolander, 2016). 

Swan (2015) defines Blockchain in her book as “a decentralized transparent ledger with the transaction 

record-the database that is shared by all network nodes, updated by miners, monitored by everyone, and 

owned and controlled by no one” (p.1).  

Big companies such as IBM, Accenture, Danske Bank, Nordea etc. and the banks behind the R38 

consortium are interested in the Blockchain because of the unique benefits, which are that the 

Blockchain can improve trust in an untrusted environment, provide immutable records and 

traceability of records.  

																																																													
8Some	of	the	banks	include	Barclays,	Unicredit,	Deutsche	Bank,	J.P.	Morgan,	Goldman	Sachs	etc.	
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The immutability means that the information cannot be changed or deleted once it is added to the 

Blockchain (Peters, Panayi, & Chapelle, 2015). This is because every node on the Blockchain has a copy 

of all the historical transactions and are time stamped. The need for central databases can eventually 

be reduced, and security can be increased as there will not be a single point of failure for hackers to 

exploit.  

According to Filippi (2017), Swan (2015) the Blockchain can help the world to approach a sharing 

economy, by changing the internet to 2.0. The transactions and the value from these will not be 

aggregated and controlled by large corporations such as Google, Amazon, Facebook, Uber or Airbnb 

(Filippi, 2017). The maturity of the Blockchain right now can be compared to the early days of the 

internet, before Tim Berners-Lee created Hyper Text Transfer Protocol (HTTP) and gave web browsers 

a way to communicate with each other and where a standard was not yet developed (Bheemaiah, 2015). 

 

3.11.1 HOW IT WORKS  

Essentially, it is a shared database that continuously grows and records transaction history in so-called 

“Blocks”. With the help of miners, new blocks are added to the most recent transactions (Swan, 2015), 

and each block is time stamped and is linked through a “hash” (which is a unique digital fingerprint) 

to the previous block (Economist, 2015).  The hash functions are generated by using the SHA256 

cryptographic hash algorithm (Antonopoulos, 2014), and validated via an encryption algorithm. The 

transactions are then validated by miners. 
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Figure 8  Illustration of how a single block in the Blockchain is created and validated (Schneider, 
Blostein, & Lee, 2016) 

Miners are responsible for validating new transactions and record them on the public ledger 

(Antonopoulos, 2014; Walsh et al., 2016). The protocol is named Proof-Of-Work (PoW) in Bitcoin and 

is also named a consensus mechanism. The first miner that correctly provides a solution to the puzzle 

is rewarded with a new coin that is created with each new block (Antonopoulos, 2014). Participants in 

the Bitcoin environment can also be a part of mining, which is the process by which new bitcoin is 

added to the money supply (Antonopoulos, 2014). 

 

3.11.2 BLOCKCHAIN VS DISTRIBUTED LEDGER TECHNOLOGY 

Blockchain and the Distributed Ledger Technology (DLT) has been thought to be the very same. The 

definition of DLT is same as a Blockchain, a distributed database, where transactions can be verified 

and timestamped by nodes in the network. Participants in the DLT can view the records, and as with 

the Blockchain, there is an audit trail that provides transparency (Evans-Greenwood, Hillard, Harper, 

& Williams, 2016). The Blockchain, is therefore, a type of DLT, but the novelty around it is that it is 

more than just a database. It has a consensus mechanism (PoW) that allow updates according to the 

rules in the ledger (Buterin, 2014). The other difference is the business logic that can be embedded on 

smart contracts  (further details in section 3.11.8.1) that can automate processes (Evans-Greenwood et 

al., 2016). 
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3.11.3 CONTROL OF OWNERSHIP  

The most important aspect of the Blockchain technology is that the user can control the account and 

send transactions without involvement from a third party. E.g. in Bitcoin, ownership is established 

through digital keys, bitcoin addresses and digital signatures (Antonopoulos, 2014).  

The digital keys are generated independently of the Blockchain and can be created by the users and 

stored by the user in a wallet software. They consist of a private and a public key. The first must be 

kept secret by the user and can be thought as a PIN number or signature to a bank account, while the 

other is the account number itself (Antonopoulos, 2014). The private key is used to derive a Public key 

through a one-way cryptographic algorithm, and from the Public key, a one-way hash function is used 

to generate an address, that is visible to everyone in the network (Antonopoulos, 2014).  

	

Figure 9	Private key, Public key and Bitcoin address (Antonopoulos, 2014) 

It is essential to have control over the Private key, as without it the account is lost and the user will 

not be able to sign digital transactions or, in the bitcoins case, use the currency.  

Below an example shows how the exchange of bitcoin is conducted. The Figure 10 shows it in a 

simplified manner.  

E.g. Jones and Clara wants to exchange bitcoins. 

1. Jones creates a new bitcoin address that Clara can use to send a payment to. It is like giving out your 

account number, (1.1) but what really happens is that Jones generates a cryptographic key pair, 

consisting of a private and public key pair. If Jones digitally signs a message with his private key, it can 

be verified by anyone that the message is signed with the private key. The verification step can occur 

without knowing the private key.  

2. Clara proceeds to call out to her Bitcoin client to make a transfer to Jones address. She then uses 

her private key to sign the transaction request.  

3. Now anyone on the network (miners) can use her public key to verify that it is a valid transaction 

request coming from a genuine bitcoin account.   
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Figure 10 Summary of a transaction is validated in the Blockchain (OpenBlockchain, 2017) 

 

3.11.4 SUMMARY OF BLOCKCHAIN CAPABILITIES:   

- When transactions with data are put onto the Blockchain it becomes immutable, which means 

nothing can be changed.  

- Cryptography provides security, confidentiality and data integrity, while digital signature 

provides non-repudiation in the network. 

- Trust is decentralized between the nodes and everyone on the chain can participate to validate 

and access transactions, which provides transparency and consensus.  

 

3.11.5 SCALABILITY 

Every now and then new technologies come along, promising a lot of new possibilities. This is also the 

case with Blockchain where there are so many unknown factors. Therefore, it is as always important 

to consider the issues when implementing such radical innovations. One of the challenges Blockchain 

faces is that it has already maxed its highest transaction throughput, which is the technical term used 

to describe the speed of a database system (Croman et al., 2016). The most common used Blockchain, 

Bitcoin takes approx. 10 min to confirm transactions which is 7 transactions pr. second. The 

throughput restriction is mainly because of Bitcoins 1MB maximum block size (Croman et al., 2016). 

The other Blockchain, Ethereum currently confirms 15 transactions pr. second, which is better than 
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Bitcoin, but still a concern (Buterin, 2016). In comparison, VISA or any other major credit card 

company handles 2000 transactions pr. second on average and with a peak capacity of 56.000 

transactions pr. second (Croman et al., 2016; VISA, 2015).  

 

3.11.7 PUBLIC AND PRIVATE LEDGER 

The Blockchain can work in a public (permission-less) or a private (permissioned) ledger. The Bitcoin 

is a successful example of a public ledger where everyone can send and receive crypto coins and read 

the transactions that occur in real-time. Compared to the public ledger, the private ledger has 

predefined users, who are in control of the transaction processes and the write permissions are 

centralized to one organisation (Buterin, 2015). Between the public and the private ledger, there is a 

hybrid named “consortium” Blockchains. In this, the ledgers consensus process is controlled by a set 

of pre-selected nodes. Buterin (2015) mentions an example where 15 financial institutions operate a 

node each, and where 10 must sign a block for it to be valid. The reading rights to the Blockchain can 

be public, private or “partly decentralized”, where hashes of a block together with an API can allow 

public members to look inside the block (Buterin, 2015).  

In practice, many companies are debating the use of public and private ledgers, however because of 

financial compliance regulations, and the slow transaction process in public Blockchains (it takes on 

average 10 mins, to get a transaction validated for Bitcoins) the private Blockchain is in favour. This is 

because of the consensus mechanism, named Proof of Work (POW) that is used by cryptocurrencies, 

such as Bitcoin, Ethereum, Ripple, Steem and Litecoin (Antonopoulos, 2014; Garzik, 2015). POW is as 

mentioned slow, because every node on the Blockchain tries to solve a mathematical equation and 

provide a solution (Antonopoulos, 2014). But, another major argument is provided by O'Dwyer and 

Malone (2014), who mentions that the process leaves an energy footprint equivalent to Ireland’s 

electricity consumption. This is because energy is wasted on wrong guesses by the different miners.  

The alternative of POW is Proof of Stake (POS), an economic consensus protocol that relies not on 

rewards for security, but instead, penalties as mentioned by the creator and co-founder of Ethereum 

(Buterin, 2016). The idea is that validators in the network put money on a security deposit at stake and 

then get the right to mine. Because the security comes from putting economic value-at-loss, it is 

assumed that the validators are honest and if they choose to be dishonest, they can be punished 

through a clever protocol design (Buterin, 2016).  

The private chains can use Proof of Authority (POA), where instead of solving hard equations, a set of 

nodes have explicit authorities to create new blocks. This makes the validation process much faster 

and less costly to operate (Garzik, 2015). 
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In permissioned Blockchains, only financial institutions can verify transactions, if certain criteria are 

met. These criteria can be automated through smart contracts, which is discussed further in section 

3.11.8.1. Besides being able to verify transactions financial institutions can use permissioned 

Blockchains to avoid the mining process, the limitations on the number of transactions (scalability 

problem) while verifying transactions faster as well as having a clear structure of governance. However, 

the limitation is that a permissioned Blockchain cannot be as secure as the public Blockchain. This is 

because permissioned Blockchains are centralized rather than decentralized which means that some 

trust in a financial institution is needed. This idea counters Satoshi Nakamoto’s original intention of 

Bitcoin. However, a possible solution to this can be to connect permissioned Blockchains to public 

ones. This approach is described as a “sidechain” and is defined by the authors Back et al. (2014) as a 

“new technology…, which enables bitcoin and other ledger assets to be transferred between multiple 

Blockchains” (p.1).  

 

3.11.7.1 Summary of decentralized or centralised options: 
 Transparency/auditability: Performance/speed: Points of failure 

Centralized chains – 

Permissioned ledgers 

 Trust in one authority, 

which means less 

transparency around 

information 

Fast, POA is used, 

where no miners are 

required. 

One – as it can be 

compared to 

traditional data-

bases. 

Decentralized chains 

– Permission-less 

ledgers 

Public access and 

validation provides 

stronger information 

transparency.  

Slow, POW is used, 

where miners verify.  

Many 

 

3.11.8 ETHEREUM  

Ethereum is an open source software platform which is based on a public Blockchain and differentiates 

through the smart contract functionality. The main difference between Bitcoin and Ethereum is that 

Bitcoin provides a peer-to-peer digital cash system while the Ethereum provides a platform for 

developers to build decentralized applications (Buterin, 2014). Like bitcoin, the transactions that occur 

on the network are put into a block and linked to each other.  

The Ethereum contains a Turing-complete programming language, which can be user-friendly coding 

language such as Java and Python that allows users to construct any kind of contract. The other part 

of Ethereum is called the Ethereum Virtual Machine (EVM) and can run scripts by applying the public 
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nodes available (Buterin, 2014). The strong capability of Ethereum is that the contracts provided can 

be verified and enforced, which again gives the same sense of security as Bitcoin.  

 

3.11.8.1 Smart-contracts  

A smart contract is a piece of software that can help users exchange money, property, shares etc. 

without a third-party. As the smart contract contain pre-written rules for negotiating the terms of a 

contract, it can automatically verify and execute the agreed terms (Buterin, 2014). Furthermore, smart 

contracts can call to other contracts and trigger their events to execute. By combining Blockchain with 

smart contracts the dependency on a third party or central servers are not needed. Untrusted parties 

can interact with each other by applying the smart contract, e.g. exchange of real estate. All the smart 

contracts are stored in the Blockchain for future reference along with the audit trail of the triggered 

events (Buterin, 2014). Because of the decentralized system, any changes to a contract on the 

Blockchain can be detected by other parties and rejected. The other property that makes smart 

contracts great, is that there will be no loss of data if something fails since several copies exist.  

 

3.11.9 PRIVACY IN THE BLOCKCHAIN 

The public Blockchain, Bitcoin is known to be pseudonymous, which means that it is an anonymous 

currency. Users can send and receive Bitcoins without the need of revealing any attributes about their 

personas. However, if any transaction is linked to an actual identity, it is possible to trace it through 

network analysis and surveillance. Therefore, Bitcoin is pseudonymous because the anonymity can be 

broken once several connections are made. This is also mentioned in a Danish newspaper named 

Berlingske, “the technology behind bitcoin, called Blockchain makes it possible to follow all the 

transactions made with Bitcoin. The police can in simple terms, find the Bitcoin buyers’ information 

from Bitcoin sellers and link them to connect with the transactions” (Bjørnager & Mortensen, 2017). 

Because of this, financial organisations do not find Bitcoin desirable, as they must follow strict 

compliance regulations.  

According to Velde, Scott, Satorius, Shepherd, and Allchin (2016), privacy and anonymity is an 

important factor for many customers, and a requirement in the financial market and the cryptographic 

capability in Blockchain can go a long way in protecting anonymity. Most financial organisations 

envision using permissioned Blockchains as anonymity is possible and only pre-selected users can get 

access to real identities.  
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3.11.10 BLOCKCHAIN ARCHITECTURE  

In this section, the authors present the Blockchain architecture from a high-level point of view. The 

ArchiMate language is used for this purpose, as it is based on the IEEE 1471 standard. It can be used to 

model a holistic view of different architectural domains, such as business process, services, 

information systems and their underlying architecture (Manzur et al., 2015). In this case, ArchiMate is 

used for presenting the architectural model of Blockchain.   

	

Figure 11 Blockchain architecture (own work, inspired by Byrne (2017)) 

Foremost, to be able to connect to the Blockchain, a client is needed. This can be a wallet, which users 

use to connect to the API that links it to the Blockchain. Once the users have a wallet, it can also be 

used as a node to participate as a miner. Thus, any device that can connect to the Blockchain is 

considered a node that can participate in the validation checks.  

To use smart contracts, the EVM is used, which exists in the Ethereum Blockchain client, where the 

business logic in the form of scripts is constructed. Afterwards, the scripts and currency balance is 

uploaded on the chain. Once it is uploaded, the shared data layer helps to validate the transaction and 

put it on a Block.  



Master’s	Thesis:		 	 	 Omar	Hamidi	

MSc	Economics	and	Business	Administration	–	Information	Management.	 Jakob	Frederik	Nielsen	

Page 52 of 87	

3. 11.11 CURRENT BLOCKCHAIN-BASED IDMS 

This project proposes an IDMS with Blockchain, however, solutions that use Blockchain for data 

management purposes already exists. One of these is MedRec introduced by Azaria, Ekblaw, Viera, 

and Lippman (2016) and a Blockchain-based approach to Health information exchange by K. Peterson, 

Deeduvanu, Kanjamala, and Clini (2016). Both solutions are within Healthcare, where MedRec is about 

providing a medical log information to patients, so normal users can have their own user-centric 

control over data. The other solution is about providing an efficient way to share data between 

healthcare institutions. Both solutions make use of permissioned Blockchains, where pre-defined 

nodes are in control, rather than a whole network. The two solutions are provided, as the authors find 

it to be appropriate for comparison in the discussion section.  
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4. CONCEPTUAL ARCHITECTURAL DESIGN PROCESS 
In the problem relevance section, it was mentioned that the internet have provided people the 

opportunity to create various digital personas for every different service they use. These are 

fragmented in different databases and possibly duplicated. There is a sense of loss of control, as people 

are not aware of what happens with their credentials when these are shared with companies. 

Furthermore, over time people even forget these interactions and what they have shared. The global 

cybercrime reports (ECC, 2013; McAfee, 2014) show significant concern over the lack of security and 

data protection strategies from companies. The GDPR seeks to motivate companies to have an 

increased focus on this. The compliance factors presented in section 3.10.2 show that companies need 

to invest an extensive amount of resources in the area. This indicates that there is a literature gap 

between what this regulation demands from organizations and how many resources organizations 

allocate to deal with this somewhat new reality regarding IDM. The solution offered in this study seeks 

to propose a process that is based on Privacy by Design (PbD). The aspiration is to contribute to a 

solution that takes departure in privacy in the design, which is believed to be the new approach when 

designing future systems as oppose to being an afterthought when designing systems. Aside from the 

PbD principle, the identity management lifecycle presented in section 3.6.2 is considered in the 

proposed design artefact, since the management of change should be possible as attributes connected 

to an identity is never constant.  

 

4.1 PRIVACY BY DESIGN (PBD) 

The concept of Privacy by Design (PbD) is to design systems with a proactive approach to privacy in 

such ways that privacy is guiding the subsequent design decisions and thus are considered before the 

code is written. Ann Cavoukian, who is a former Information and Privacy Commissioner of Ontario, 

Canada, brought this idea forward and argues that privacy needs to be embedded into the design and 

code of systems as a core functionality from the very beginning (Cavoukian et al., 2012). The increased 

focus on privacy issues from regulators makes it necessary for organizations to act. The idea of PbD is 

that instead of privacy being an afterthought when designing systems, it should be in focus from the 

initial development stages. 

Ann Cavoukian further claims that the increasing surveillance of individuals will result in a common 

feeling of being watched, which in turn has a negative impact on people’s perception of freedom. She 

continues by stating that innovation is a direct product of privacy and freedom and it is therefore very 

important to ensure this freedom and privacy (Cavoukian, 2016). Several regulating authorities have 
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adopted this perspective including that of EU where these ideas are also prevailing in the GDPR. These 

principles are coined as data protection by design and include the notion of privacy by default.  

 

4.2 PRIVACY ENHANCING TECHNIQUES IN IDENTITY MANAGEMENT 

From the problem relevance section, it can be noted that an IDMS often has three different ways of 

securing authentication in systems. This can be asking something you know i.e. a password or a shared 

secret, and it can also be showing something unique you possess like a driving license, passport etc. 

and lastly it can be something you are, which builds on biometrics and include fingerprints, facial 

recognition etc. These approaches serve to confirm that you, in fact, are who you claim to be. Following 

this procedure is an authorization process that verifies the right to access, alter and append data. To 

support these processes in a secure manner, there are different technologies known as privacy 

enhancing technologies (PETs) including encryption, protocols for anonymous communication, 

attribute based credentials (ABC), etc. Although these are known technologies for enhancing privacy, 

only encryption seem to have gotten widespread adoption while many other PETs are rarely 

implemented into systems (Danezis et al., 2015). According to the European Union Agency for 

Network and Information Security (ENISA9), relying on these technologies alone will not suffice, and 

privacy and security efforts must be rooted in a data governance strategy (Danezis et al., 2015). This is 

also in line with experience from other system implementations as there is seldom a silver bullet 

solution for challenges within the domain of information management and such efforts need to 

become a recurring theme that resides and is continuously maintained in the organisation (Markus & 

Benjamin, 1997). 

 

4.2.1 ATTRIBUTE BASED CREDENTIALS 

Attribute Based Credential (ABC) is a privacy friendly authentication method that focuses on 

enhancing the user’s privacy. The emphasis is on flexibility and being able to authenticate an 

individual through a selective process of only revealing the information that is needed. E.g. when a 

person buys alcohol in Denmark, he/she must present an ID that shows too many PII, such as 

Addressee, CPR number and full name, where only the age is required. ABC can therefore be a key 

factor in protecting individuals’ privacy in the modern world where identity theft is common as 

mentioned in the report from McAfee (2014).  

																																																													
9	www.enisa.europa.eu	
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The use of anonymous credentials was first introduced by Chaum (1985), who wanted security without 

identification (unlinkability) as he was afraid of the monitoring and the control organisations could 

impose with computers. Later in the 21st century, Brand (2000) introduced the use of digital credentials 

containing multiple attributes including cryptographic protocols for them. This approach is now 

named ABC. Currently, there are several ABC projects; U-Prove from Microsoft, Identity Mixer 

(Idemix) from IBM research and ABC4Trust. Some the participating companies such as Microsoft, 

IBM, Nokia, etc. Rannenberg, Camenisch, and Sabouri (2015), who are some of the researchers from 

ABC4trust, mention that U-Prove and Idemix did not work, because it lacks compatibility. 

Interoperability and interchangeability was difficult with the two systems, which is why ABC4Trust is 

a success story compared to the other two solutions, as it is an EU funded project. 

 

4.3 CASE INTRODUCTION 

As this study focuses on a regulation that is going to affect most organisations, including the ones who 

are not used to dealing with personal data, it was decided to find a partner organisation that had 

expertise in dealing with these issues. Since financial institutions are heavily regulated, finding a 

partner in this industry was considered an obvious choice.  

BankData was established in 1966 and is owned by their customers consisting of 11 Danish banks. These 

11 banks all work closely together with BankData for planning and development and to prioritize which 

tasks BankData should focus on. For this project, partnering with BankData was very attractive as this 

collaboration allowed the authors to gain thorough information about several different banks through 

this financial oriented IT organization with extensive knowledge about the interests of these 11 banks. 

With the sole purpose of satisfying the IT related necessities requested by their owners, BankData is 

also interested in being at the forefront of new technologies and to approach the future prepared with 

knowledge about regulatory requirements and a sense for what is happening in their competitive 

landscape. Their involvement in this project is a way for the organization to nurture the organizational 

ambidexterity which is increasingly important as new regulations like the PSD2 that inevitably will 

increase competition and the GDPR that further tightens the operational requirements for managing 

PII. As the purpose of BankData is to secure the development of reliable IT systems and offer support 

for these systems and to secure their customers to stay competitive, the collaboration for this study is 

mutually beneficial which of course is very desirable. 

With departure in Design Science Research, a design artefact in the form of a conceptual model will 

be proposed for the To-Be process solution. The relevance for developing this technology-based 

solution is previously discussed and assessed to be highly relevant. The overall research contribution 
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is to be viewed as incremental innovation that through exaptation levers Blockchain technology for 

pragmatically addressing a relevant business problem. The design relies on the rigorous methods of 

understanding and investigating a new subject through the lens of the hermeneutic circle and 

knowledge have been acquired by conducting literature review, interviews and participating in events 

debating the subject. In addition, the tools used for depicting and visualizing the processes in the 

study are commonly accepted in the domain of IS research which secures a universal and easy 

interpretation, without re-inventing the wheel. The proposed solution is the result of a search process 

where many design iterations have been evaluated and altered until a satisficing solution surfaced. 

This process is highly dependent on the process of continuously improving the understanding of the 

subject by going through this hermeneutic circularity of interpretation and understanding. 

Communicating the findings of the proposed conceptual process model and a description of the 

research process to both technology-oriented and management-oriented audience has been done by 

interacting with stakeholders throughout the process as well as the contribution of a final report. 

 

4.3.1 SYSTEM ARCHITECTURE AND PROCESS IDENTIFICATION 

The approach has been to Identify a business process, analyse it and propose a new design for this 

process. This study focuses on identifying a process, analyse it and then provide a conceptual redesign 

of that process. The implementation, monitoring, and control are left out of scope and the design is 

carried out with departure in Design Science Research as introduced in a previous section. The 

identified current process (AS-IS) is specifically regarding KYC compliance in an on-boarding process 

of a new customer in the bank.  

 

KYC regulation governs the operation of identifying and verifying the identities linked to a client in a 

financial institution. However, it is not only about identifying and checking to establish an identity. It 

has other purposes like surveillance for avoiding money laundering and financing terrorism (AML) – 

which are the primary function of the KYC/AML. As a result, banks are required to check the source 

of income and monitor client transactions. 

The process is called Customer Due Diligence (CDD) and is always applicable, as it is a risk-based 

approach to performing background checks on individuals. In 1993, The KYC/AML rules was enforced 

for EU countries and was updated recently in 2015. The European Commission issued the Fourth EU 

AML Directive that required all EU countries to implement the AML laws and KYC rules. Each country 

has their government that administrates the area and in Denmark the regulatory agency is called 

Finanstilsynet or The Danish Financial Supervisory Authority (FSA) (PwC UK, 2016). The requirements 
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for customer identification includes name(s), address and social security number (CPR). The accepted 

evidence that supports these credentials is passports, driving licenses, birth certificates and tax returns 

(PwC UK, 2016).  

 

Companies that fail to comply with the regulations can end up with financial sanctions. Such incidents 

occurred in Scandinavia, where big Banks such as Nordea and Danske Bank failed to detect money 

laundering in their transaction network. Between 2013 and 2015 alone, Nordea has received penalties 

up to SEK 50 mio. (Iversen, Høberg, & Brahm, 2017). Recently, in 2017 both companies have failed to 

comply with the rules again. However, no penalties have been given yet. 

Through interviews with two employees from BankData working in different areas of the operation 

together with a representative from Jyske Bank, it has been the goal to establish a common ground for 

what can be understood as a general KYC process when on-boarding a new customer in Jyske Bank. In 

addition to the interview there have been ongoing dialogues and written correspondence between the 

parties with further descriptions and illustrations one of the emails relevant for the process for current 

KYC in Jyske Bank can be found in appendix_10. 

 

4.3.2 CURRENT PROCESSES (AS-IS) 

The scope for this process is important as there are so many different types of customer and bank 

relations that require individual subtleties and would be both cumbersome and pointless to dig into 

as it would not contribute to the overall aspiration of the study. Therefore, the process described in 

both the AS-IS and the TO-BE process is limited to only consider the process from when the new 

customer goes on to the bank’s website and signs up as a new customer with the intention to open a 

new deposit account. The customer is assumed to be a Danish resident, who pays taxes and is 

employed in Denmark. The process does not consider any credit evaluation for loans or other 

additional banking services.  

The AS-IS process is described to show the current state of the process that needs to be redesigned. In 

this study, this serves to provide an understanding of how the on-boarding process is carried out now 

and then to serve as a foundation for building the proposed TO-BE process.  
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4.3.3 DESCRIPTION AND ANALYSIS OF THE AS-IS PROCESS 

The current on-boarding process does not allow for a new customer to begin the on-boarding digitally 

on the bank’s website. When trying to sign up on the website, the new customer is asked to fill out a 

contact form with name, phone number, e-mail, address, and age. After submitting this form, the bank 

will later contact the customer to set up a meeting (Appendix_10). 

At this meeting, the new customer is required to sign a customer agreement (Partner#1, L:129). This 

agreement includes consents for the bank to be allowed to exchange data with third parties for 

validating the identities and retrieve information about credit ratings and debt.  Additionally, the new 

customer needs to bring valid legitimation documents (Partner#1, L:194). There are two types of 

documentation, and these are called type 1 and type 2. Type 1 includes passport and drivers licence as 

these types of documentation include a picture of the person. Type 2 documentation includes the 

address and social security number and can be a social security card or the latest official document 

from the taxation authorities (Partner#1, L:197). Type 2 documentation can sometimes be retrieved 

from third parties like Experian10 or the debtor registers’ office (Partner#1, L:124); however, the veracity 

needs to be confirmed. 

The employee scans these documents and loads the picture files into a data storage solution called 

“eArkiv11”. An employee portal (customer relationship management system, CRM) is used to allow 

employees to easily manage their customers’ data. In this system, the employee can access accounts 

and get a general overview of each customer relation. The legitimation documents stored in eArkiv 

can be retrieved by this CRM system and shown to the employee (appendix_10). This system is also 

used for auditing purposes when the bank needs to prove their processes for KYC compliance 

(Partner#1, L169). 

When the employee has approved the provided information, and verified that the provided ID 

documents are valid, the customer is verified and the on-boarding process is complete. As previously 

stated, the partner on this study works with several banks and the described process is generally how 

this is carried out. The process is illustrated below in Figure 12, Current As-Is KYC process. 

																																																													
10	Experian	is	a	global	supplier	of	credit	ratings	and	other	customer	specific	marketing	information.	
11	eArkiv	is	an	electronic	data	archive	system	
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Figure 12 Current As-Is KYC process 

The attitude is that currently the process is not affected before it goes into compliance in 2018 

(Partner#159, L160). The current KYC process requires the customer to sign and accept that the bank 

needs to obtain certain PII data and inform about what this data is used for in a customer agreement 

contract (Partner#1, L:162) (Partner#1, L:129). The existing contract (appendix_11) shows that new 

customers must give their consent on which data the bank can use and share with their partners, 

although it is apparent that this would not suffice for GDPR compliancy as there are multiple data 

attributes that the bank seeks to cover with one single consent. To revoke this consent or terminate 

the collaboration, the customer would need to somehow get a confirmation that the bank will no 

longer use and store his or her data. Currently, the signed document is the only way for the customer 

to know which data is shared with the bank. The information provided to the bank is not available for 

the customer later and cannot be used for other similar purposes. He or she would need to go through 

the same process again.  

 

4.4 SOLUTION DESIGN 

The TO-BE solution provided in this study is an attempt to contribute with incremental knowledge as 

to how Blockchain can support companies in their GDPR compliance efforts. The study does that by 

offering a conceptual architectural design process description of an IDMS that relies on a decentralized 

application running on the Ethereum Blockchain.  The proposed solution is the result of taking a 

design science research approach to a relevant problem in the field of IT and business and provides an 

immutable log of activities including consents and ID verification transactions in a client/bank 

relationship. 
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The solution addresses the following challenges regarding KYC processes and the GDPR. 

1. Control and overview of the user’s consents meaning that individuals easily get an overview of 

the organizations that is have consents and for which data. 

2. The right to be forgotten is the ability to revoke consents at any given time while notifying the 

affected organization for them to take the appropriate action. 

3. Positive opt-in for each specific operation regarding the use of an individual’s personal data, 

including the mentioning of possible third parties and their access and activities related to 

these personal data.  

4. Ability to control the identity information stored in the user application locally on their 

smartphone.  

5. Access to an immutable and reliable chronological log of consent activities for both the 

individual and organization on the Blockchain which provides a tamper-proof register for audit 

and compliance check. 

6. Portability of personal data records as these are locally stored off-chain on the user’s 

smartphone. 

7. Purpose specification of all data that a bank wants the user to provide consent for. 

The motivation for signing up as a new customer in a bank can arise from many reasons. The following 

on-boarding process concerns only the KYC process which is assumed to begin when a new customer 

starts the sign-up process on the bank’s website. Some banks i.e. Jyske Bank would like to have a 

dialogue with potential new customers before they do the on-boarding (Partner#1, L48). The following 

process does not consider any prior activities in the customer acquisition process but only focuses on 

the initiation of an electronic on-boarding of a customer and the legal necessities of carrying out a 

KYC procedure while ensuring compliance with GDPR. 

 

As current regulation requires banks to obtain and store PII data locally, a fully decentralized solution 

for managing PII data cannot be achieved. The next section will continue with the development of a 

conceptual process model that leverages Blockchain technology in a new design of a consent 

management process as well as a process that allows banks to validate attributes provided by 

customers, in a web of trusted institutions to enable individuals to build stronger identities overtime. 

 

4.4.2 SOLUTIONS FEATURES 

In this section, a brief introduction to the assumptions and features of the design is provided. As the 

solution regards the design of an IDMS, the IDM lifecycle by Windley (2005) is followed. He argues 
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that it is applicable regardless of whether the IDMS is simple or complex. This is the case as credentials 

gathered are linked to an identity that does not stay constant but changes over time and loses value if 

not maintained. Therefore, when providing the conceptual process model, the authors consider that 

every digital identity is created, propagated, used, maintained and eventually deprovisioned (Windley, 

2005). For adoption to be easier, the IDM should follow the open standards, SPML, SAML and XACML, 

as these are the most commonly used IDM standard languages in organisations.  

The compliance part from the digital lifecylce from the study has already been mentioned in section 

3.10 and is part of the evaluation strategy in section 2.3.  The authentication is part of the KYC case 

study itself, as this is where the bank tries to answer the question “who are we dealing with?”.  

The other major point is that the right Blockchain configuration and variations are chosen specifically 

for IDM within a financial institution. As mentioned in section 3.11.7.1, there are many variations of 

Blockchains with each own respected benefit. Therefore, a short introduction to the chosen 

Blockchain configuration is provided.  

 

4.4.3 BLOCKCHAIN IDM SOLUTION 

For the proposed process design, a public Blockchain is an optimal choice as public Blockchains offers 

increased trust as they are 100% decentralized and no one has exclusive rights to make any changes. 

In addition, as the solution relies on ABC, no sensitive information is stored onto the Blockchain. The 

ID validation process is based on a distributed trust model, and like the consent process, this process 

is only feasible in cases where no institution is in control and therefore it must also run on a public 

Blockchain. Third parties, however, can be used to provide the service of interacting with Blockchain 

more easily.  The solution design should be considered as incremental innovation as the authors argue 

for further advancements in the maturity of Blockchain. The challenges with storing PII on the public 

Blockchain is understandable, as users do not want their PII data to be seen by everyone. One of the 

solutions could be to encrypt the PII data and then put it on the Blockchain, however, a two-way 

encryption can eventually be broken by brute force attacks as well as there are some GDPR compliance 

issues e.g. the right to be forgotten. In this study, the authors use Idemix and ABC4Trust as an 

inspiration to construct a process that utilizes the Blockchains benefits and fulfils the requirements 

from the GDPR. 

By using an ABC approach for consent agreements, the information stored is non-identifying. An 

example of a partial consent agreement could be: Can the Bank obtain your First name?  Yes or No 
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The questions continue until the bank has obtained the consent for the entire credential, which in this 

matter is Name that consists of First name, Middle name and Last name. Another credential can be 

an address that consists of the street number, zip code, town and country.  

This technique follows the ABC method, where credentials are obtained through a selective process 

that only asks for consent to necessary information. It provides a better overview, compared to normal 

contracts, where everything is stated in a unified manner.  

After a defined set of credentials are provided, they are signed digitally through a one-way hash. In 

section 3.11.1, it was specified that a one-way hash creates a unique digital fingerprint, which means 

that it cannot be tampered with. The smallest change to the consent agreement would result in an 

entirely new hash.  

 

4.4.4 CONCEPTUAL MODEL OF SOLUTION 

This section provides a high-level architecture of the proposed IDMS with the use of Blockchain. The 

Archimate modelling language is used, which illustrates the infrastructure, application and business 

process layer. The infrastructure layer consists of the decentralized Ethereum Blockchain that acts as 

a distributed database, where the attribute-based contract transactions and validation certificate are 

stored. The Blockchain architecture is simplified in this solution, as it is already illustrated in detail in 

section 3.11.10.  

The application layer shows the Blockchain portal, which is a client that can interact with the 

Blockchain itself. In this solution, it is assumed that the bank creates a smart contract, thus for every 

bank there is one smart contract that can be used for authentication purposes.  

The business layer shows the attribute-based consent agreement process and the verification of the 

PII attributes.  

 

The scope for the process is from when the customer is on the bank’s website and signs up as 

a new customer.   

1st process of consents from the data subject. 

On the bank’s website, the new customer is prompted to sign in with a public accepted identifier such 

as NemID. This is the provisioning stage in the IDM lifecycle, as the user has access to the IT system 

when they are about to enrol through NemID as the first process. NemID is simply a two-factor 

authentication solution provided by the Danish government where the individual has a keycard12 

																																																													
12	See	appendix_12	
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containing 148 unique keys or an electronic dongle13 with unlimited keys. The second factor is the 

individual’s private password that combined with the correct key confirms that the holder of the 

NemID possesses the corresponding social security number. When the new customer has successfully 

confirmed this match, using NemID, he or she can now choose the desired KYC on-boarding process.  

In the figure 13 below, an Archimate model for consent management is portrayed. Here the actor is 

the customer (1) with the role of a consent provider (1) and the bank as an actor (2) with the role of 

consent collector (2).  

	

Figure 13 High level architecture of attribute-based consent retrieval 

																																																													
13	See	appendix_12	
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Figure 14 Attribute-based consent contract 

First the customer signs into the bank’s website, using NemID. 

In here, the customer has the role in providing attribute based consent information (1), while the Bank 

is the collector (2) of this information for KYC.  

After successful login with NemID, the smart contract (which is the Figure 14 above illustrates how 

smart contract works in this solution) is created, which as described in section 3.11.8.1 operates on the 

if-then premise. As such, this trigger event requests for personal data attributes consent (2.1) via a 

plugin on the bank’s website that generates a unique identifier (public key) accompanied by a QR code 

(2.1.1.1). The consent process for KYC data starts as the customer opens the Blockchain-based 

application on his or her smartphone and scans the QR code (1.1.1). On the phone, the customer is now 

prompted to provide consent for a set of pre-defined attributes that the bank needs to retrieve for KYC 

purposes (1.1.2). For GDPR compliance purposes these should be in line with the principle of data 

minimization (EU, 2016, p. 85) as well as being specific with an option to read more details about the 

purpose and use of each of the data attributes. If the customer would like to know more about each of 

these data requirements, he or she can click on these and get a thorough explanation of what the data 

is used for and why the Bank needs to acquire this information and for how long these will be stored. 

There can be no single consent (Exp#4, L99; EU, 2016 p. 37) for all this information and the customer 

will, therefore, have to tick off each data point to give his or her consent. He or she signs the contract 

with a private key that is generated by the Blockchain-based application and sends the transaction as 

a smart contract onto the Blockchain (3).  
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The smart contract executes the process and only continues to the next step if the predefined checks 

are in conform to the specifics of the consent agreement (4). If they are, then it stores the consent 

agreement onto the Blockchain (5) from where this documentation can later be accessed (read only) 

to by the bank and the customer (6). 

As the solution is based on Attributed Based Credentials, the information that is sent from the 

Blockchain-based application and on to the Blockchain at this point, does not have any personal data 

included. It is emphasized here that the data only contains consent information regarding what data 

attributes the bank can later retrieve, not the data itself. It can be understood as a non-disclosing data-

sharing contract between the two parties; bank and customer.  

In the customer’s Blockchain-based app, the customer now has a historical overview of who was given 

consent to what data and what data attributes that have been verified when and by whom. Specific 

Information related to the bank/customer relation is also accessible for the bank. This is important as 

the bank needs to showcase this information for GDPR compliance and auditing, but, it also fulfils the 

self-service factor from the IDM lifecycle. This means that the individual manages his/her own 

consents, rather than asking for it every time the user wants an overview. This concludes the first 

process of a new customer on-boarding to a bank and the transaction which is now stored onto the 

Blockchain. The sequence diagram in Figure 15 shows the interaction and logic behind the conceptual 

model.  
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Figure 15 Sequential overview of attribute-based consent retrieval 

 

4.4.5 PROCESS FOR ID VALIDATION CERTIFICATION  

In continuation of a successful consent process, the trigger for the next process is the event of the bank 

requesting the agreed ID data (2.1). As stated in section 3.11.8.1, smart contracts can trigger other 

contracts, which is illustrated in the Figure 16. The process of requesting ID data (2.1.1) starts with a 

lookup into the related consent agreement (6) and then sends a request to the customer for the actual 

data through the banks file sharing system. The customer confirms the request (1.1) and sends the 

requested data (1.1.1) as an encrypted data package to the bank through the banks file sharing system. 

Blockchain can be used for this but due to regulatory consideration at the time of writing there are 

some complications which are described later in the discussion. For this reason, Blockchain will only 

store contracts for consent agreements and validation certificates. When the bank receives the data, 

it authenticates and verifies the information (2.1.1.2), then signs the validation certificate before it is 

sent to the Blockchain (2.1.1.3). This concludes the transaction which is now stored onto the Blockchain 

as an ID validation certificate (3). 
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The following solution provides an alternative to the way trust is achieved between a bank and a 

customer. The solution uses inspiration from the concept of web of trust, proposed by (Zimmermann, 

1994). He states, “as time goes on, you will accumulate keys from other people that may want to 

designate as trust introducers”. In this solution, it is argued that a user’s ID can get stronger whenever 

KYC checks have been performed by trust institutions such as Banks, Insurances and public 

institutions. The trusted institution can then provide a certification linked to the users’ public key and 

over time the users accumulates trust certifications. These can be used to on-board to other banks or 

insurances and minimize the discloser of his/her PII data.  

	

Figure 16 High level architecture for ID validation certification 

 

The sequence diagram in Figure 17 shows the interaction and logic behind the conceptual model of 

the proposed ID validation process.  
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Figure 17 Sequential diagram for ID validation certification 
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5. DESIGN EVALUATION 
With departure in DSR, the design in this study has been a search process consisting of iterations and 

experimentation with different designs which, throughout the process have been influenced by a 

continuous access to new knowledge. All through the period of working with this project, the authors 

have been engaged with legal as well as technical experts and the rapid influx of new literature and 

knowledge on the topic underpins the fast-paced development in the field (Exp.#2_ 00:22:17). Over 

the last two years the search trend on the topic “Blockchain” has increased by 800% (appendix_09). 

This study acknowledges this development and how it affects the possibilities in the solution design. 

The implications regard technological capabilities as new possibilities are constantly emerging while 

at the same time regulators struggle with bringing forth new legal frameworks that address and 

communicate how organisations can utilize this technology in their compliance efforts. An example 

of this is the inconclusive answers obtained from experts regarding the storage of personal data and 

whether KYC documentation needs to be stored locally for each bank. According to Bankdata 

(Partner#1, L:282-289) financial institutions are required to obtain and store KYC information locally. 

Expert #3 mentions a different answer, as according to him the Financial Supervision Authorities of 

Denmark have just approved their Blockchain-based solution in which the entire KYC documentation 

is carried out on their permissioned Blockchain, which they use as a trusted third party service (Exp#3, 

L:128-153) for other Banks. When introducing new legislation, challenges with ambiguity and 

differences in interpretation are allegedly common (Exp#2, L:352-359).  

	

5.1 EVALUATION BASED ON EXPERT INTERVIEWS 

With basis on the evaluation section provided in section 2.3.3, the following section starts by 

presenting the evaluation based on the technical feasibility of the solution. The question that must be 

answered is “can the solution be built?”. For this purpose, expert interviews are the basis for answering 

the questions. The experts selected are all front runners in providing solutions in Denmark (Exp#2, 

Exp#3) as well as in Switzerland and France (Exp#1).  

The first Blockchain expert (Exp#1) is a CPO from a company called Air who is also a GDPR expert. He 

mentions that the solution will work because the architecture focuses on a decentralized architecture. 

He states “Blockchain, in essence, is decentralized” (Exp#1, L:13), while the “GDPR decentralizes user’s 

identities” (Exp#1, L:14). The statement is meant to say that Blockchain can act as an IDMS, because it 

fulfils the criteria of Identifying users, manages their respected attributes to their credentials and 

securing them through cryptography. With the Blockchain experts in mind, first foundational 
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concepts (Windley, 2005) data integrity, confidentiality, and Non-repudiation are evaluated to see if 

these are fulfilled with the Blockchain IDM solution as they are essential in an IDMS. Finally, the 

critical points from the Blockchain experts are considered, after discussing the above points and 

answering the question whether it can be built.  

 

Data integrity is trusting that data sent from one party to another is not tampered with. This is 

achieved through the public key infrastructure, as consents are validated by both parties with their 

corresponding private keys and once the validation is complete, it is replicated over the Blockchain 

network. Thus, removing single point of failure and the ability to change data (Exp#1, Exp#2, Exp#3). 

Non-repudiation is when you can prove that party A sent a message to Party B and verify it. This is 

partly achieved by Blockchain’s hashing mechanism and through the digital signature (illustrated in 

Figure 4). Consider the scenario where party A sends a transaction to party B with his/her consents on 

specific attributes that party B can use. The consent agreement is hashed and then signed with a 

private key. A public key and the signed material is sent to party B, who with the help of miners can 

check if the hash has been compromised and that it corresponds to the private key from party A.  

However, party B would not know that it is party A, who sent the transaction, as Blockchain and digital 

signature does not state “party A sent you the information”. Therefore, the non-repudiation is fulfilled 

with NemID that is used as the first step. Since it is given by a government institute that you can trust. 

Lastly, confidentiality can be achieved by using encryption, which in our case is only used when users 

encrypt their PII data on their devices. It is not sent to the public Blockchain, as once it is there, people 

have unlimited time to use brute force to decrypt the information. The same conclusion was drawn by 

Exp#1 and Exp#3. The solution is further complemented indirectly by the third Expert, who has 

founded a company called New Banking in Copenhagen. He mentions that “We are building nearly 

same concept as you have described so neatly. I was quite surprised when I read your conceptual 

solution” (Exp#3, L:10). This again illustrates that the conceptual solution can be built. However, the 

difference between New Banking’s method and this study’s is that New Banking does not fully 

decentralize their solution, but instead only provide a Blockchain as a service (BaaS) option for banks 

(Exp#3 L: 77-83). In this service, they hold encrypted customer PII data on a traditional server, where 

KYC checks and transactions are Blocked on the chain. Thus, trust in a third provider is needed in 

their solution. In this study, the solution is also partly decentralized, as banks are required to store PII 

on their database, and customers are therefore still required to trust the bank. Furthermore, trust is 

also a part of the ID validation, as it considers a third party of some sort to provide legal ID 

authentication from a trusted party, before other parties can trust that the given ID is valid.  
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The three experts all mention that the solution works because the hashing mechanism applied on the 

Attribute-based consents responds and ID Validations gives the unique capability to provide 

“fingerprints” that cannot be changed, as this would be detected. This serves as proof, which is related 

to the Non-repudiation factor from Windley (2005). Finally, the first expert mentions (Exp#1, L: 78) 

that the architecture is sound and that it makes enormous sense, because it will help the DPO in every 

company to control each consent given to every attribute. Moreover, he mentions that the 

minimalistic approach could easily be used in a horizontal solution, where insurance, hospitals, and 

other institutions are involved (Exp#1 L: 23-25), rather than just banks. This concludes the positive 

points from the solution.  

 

Next, the critical points from the solution are provided with arguments for the proposed approach. 

Firstly, Exp#2 (L: 27) asks why Blockchain was used for IDM, as she could not see, why a standard IDM 

system is not used. Both authors consider her critical point to be right. However, the inputs from the 

problem relevance (section 3.11) showed that Blockchain can act as an IDMS if it fulfils certain criteria. 

A Blockchain solution is appropriate if it works in an environment where (1) multiple parties share 

data and both parties need a common view of information. (2) Both parties need updated information 

where actions from both parties can be recorded if changes occur and (3) finally, if there is a 

requirement for verification of data (Wang et al., 2016). Furthermore, Blockchain can increase trust in 

the service that banks provide, if people get a sense of control over their data. As the problem relevance 

indicated, users have reduced trust in companies and their way of managing PII data. Traditional 

databases cannot provide data integrity and non-repudiation the same way the Blockchain technology 

can. Furthermore, centralized databases have a single point of failure, which is often a problem, as 

hackers have a higher incentive to hack a centralized server and gain access to several PII data (ECC, 

2013; McAfee, 2014).  

Secondly, both Exp#2 (L: 27) and Exp#3 (L: 217) mentioned that they could not see why smart contracts 

should be, rather than just using a normal Blockchain. According to the two experts (exp#2 and exp#3), 

smart contracts are rather complex and only execute processes when certain conditions are met. In 

this case, the feedback is true, as other types of Blockchains without the use of smart contracts can be 

used. However, if a bank chose to digitize a real contract, and use business logic to make it work, a 

smart contract can be used for this (Exp#1). According to Exp#1, a smart contract approach is 

favourable, since the bank cannot just change their consent based on their terms, as changes of a 

contract can be managed in Blockchain. Every time change occurs in the original consent contract; 

both parties must agree on the new logic in the contract, before the logic can execute. Exp#2 sees this 
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as an overhead cost, as according to her the programming code must be inserted every time new 

changes occur (L:208). Finally, Exp#1 (L:128) mentions that  he is not a firm believer of a Blockchain 

that integrates with normal systems that interact back and forth since this creates problems in terms 

of maintaining its privacy and its publicness. This would have been a challenge if PII data was put on 

the Blockchain, however as this is not considered, it is not seen as a threat.  

 

The provided solution is the result of a design process which has been all about decisions and has been 

carried out with departure in privacy throughout the process. All system related topics from GDPR as 

well as the 7 laws for privacy have served as decision support in the search process as well as the 

author’s continuous understanding of the regulative requirements and technical possibilities.  

 

5.2 EVALUATION BASED ON GDPR 

With departure in the problem statement, the following evaluation will be formed around how the 

solution addresses the 7 systems-related criteria from GDPR. 

1. Consent: The solution is designed around user consent contracts. The user (customer) can 

through his or her smartphone application control all his or her data attributes. This data is 

locally stored off-chain on the smartphone application and is the property of the user alone. 

No other party has access to anything without a valid consent contract on the Blockchain. 

Consents cannot be tampered with, as validation is required from both the customer and the 

bank.  

2. The right to be forgotten: In the smartphone application, the user can easily get an overview 

of the organizations that have consents for which data processing purposes and at any time 

terminate these contracts. Doing so will result in a new transaction in extension to the first 

consent contract, that will leave an audit trail that adds to the consent history and can be used 

for audit and compliance purposes. Revoking consents will notify the affected organization for 

them to take appropriate action. Adding to this, it should be mentioned that consent 

revocation does not automatically delete PII stored in the bank, but only provides the bank 

with a notification on which they can then take appropriate action i.e. delete the data.  

3. Positive opt-in: As the solution is based on Attribute Based Credentials, both user and bank 

can easily separate which data they request and provide consent for. The important part here 

is that the user needs to provide consent for each data attribute and these consents cannot be 

clustered. This also implies that the user decides which data he or she is willing to share. This 

becomes very visible as the banks cannot write long legal texts and then ask for one single all-
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capturing consent. It needs to be specific and the user needs a positive opt-in on each data 

attribute that they give consent to share. 

4. Ability to control the identity information: As the data is stored locally in the user’s 

application on their smartphone, they are in control of what they enter to the data attribute 

portfolio and can edit, add and remove attributes at any time. However, they do not have 

control or ability to control PII from the banks back office.  

5. Access: In the smartphone application, the users have access to an overview of all their consent 

contracts. As these are stored on the Blockchain they provide an immutable and reliable 

chronological log of consent activities for both the individual and for the organization. 

Additionally, this provides a tamper-proof registry for audit and compliance check. This is a 

way of decentralizing consent information as it is stored on the Blockchain.  

6. Portability of personal data records: As the data is locally stored off-chain on the user’s 

smartphone the user can bring it with them anytime. The consent contracts are also always 

accessible for the users.  

7. Purpose specification of all data: This is merely about communication to the users about 

what the specific data are used for. In the consent contract, when requesting user consents, it 

is the banks responsibility to add necessary information about each requested data attribute 

including information about the purpose as well as mentioning possible third parties and their 

access and activities related to these personal data.  
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5.3 EVALUATION BASED ON THE 7 LAWS 

The systems related GDPR requirements have been addressed and the solution process for the KYC 

process is found to be compliant with the GDPR.  An evaluation of the technical aspects has been 

carried out based on the properties known about Blockchain technology as well as expert feedback 

has been collected. The conclusion on this is that despite a potential degree of risk associated with 

using smart contracts, the overall solution can be built. As touched upon earlier, many of the 

assumptions in PbD underlies GDPR and are captured very well in the 7 laws of identity. The solution 

process will now be evaluated in perspective of these 7 laws for designing IDMS.  

 

1. User control and consent: This first law is addressed by providing the user with simple and 

full control of his or her personal data via an application on a smartphone.  By designing a 

consent management system that relays all successful consent contracts in a bank/customer 

relationship onto the Blockchain, this ensures an immutable record of consent agreements 

that benefits the user, as it provides an overview of all who has legal right to use their data 

while at the same time offering the bank an easy way of keeping track of all their customer 

consent relationship for audit and compliance purposes.  

2. Minimal disclosure: Building IDMS on the premise that a breach is possible seems 

unambitious, however, history shows that anticipating that it is possible to predict the 

technological development can be dangerous and the impact of technological advancements 

can only be speculated. As an example, considering the potential processing power in quantum 

computing (Bloomberg, 2016), which is now in its very early development stages might prove 

modern systems to be fragile. The capacity for this new technology might increase to levels 

beyond imagination and would allow attacks that requires only brute force. Therefore, minimal 

disclosure of PII is important and this is addressed in the solution by only loading attribute 

consent information on to the Blockchain and not the PII itself. This approach was supported 

by all the experts (Exp#1, L:146; Exp#2, L:112; Exp#3, L:179). Adding to this, the GDPR requires 

the right to be forgotten, which contradicts the nature of Blockchain as a transaction of data 

loaded onto a permission-less Blockchain is in its nature immutable and the data will be “out 

there” even if it is hashed and no one knows how to retrieve it and delete it. Due to the infancy 

of the technology, it is one of the unanswered questions in relation to GDPR, however what is 

known so far is that Japan has prohibited loading PII unto the Blockchain, even if it is hashed. 

Speculation about leaving a hash of a hash on the Blockchain has been proposed but there is 

no unambiguous answer to whether this is allowed or not (Exp#3, L:191).  
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3. Justifiable Parties: From the smartphone application, users will have access to an overview 

of all their consent contracts including what attributes they have provided consent for and to 

what organization. Additionally, as described earlier, users will be able to read about the data 

and purposes when they are being requested to provide consent. The task of providing this 

information about the data use for each attribute lies with the requesting party i.e. the bank. 

4. Directed Identity: This solution process is designed to be unidirectional as it is vertically 

designed for a specific process in a bank. It is the user (new customer) who initiates the process 

of sharing data by verifying him or herself on the bank’s website using NemID. The design 

properties, including Attribute Based Credentials in the process design is believed to allow for 

more universal use cases and could provide the basis for a more horizontal IDM solution. More 

on this in section 8, further research. 

5. Pluralism of Operators and Technologies: The extent to which this solution can be argued 

to be universal is limited to include financial institutions and particularly their KYC process. 

As the transferring of the PII data itself is carried out on a file transferring systems not further 

specified in this solution, the design solution is usable if several institutions join in a 

consortium and build the app, so it can connect with their backend. Thus, the Blockchain 

technology itself, is not limited to one system, however it requires that Blockchain 

clients/wallets are used to talk with the chain.  

6. Human Integration: Whenever users enters PII into their smartphone application and save 

these attributes, the data is encrypted and stored locally. Access to the application requires a 

password, however, to increase security additional factors such as biometrics could be applied. 

This would make it even harder to gain access to these personal data if the phone is stolen or 

otherwise compromised. 

7. Consistent Experience Across Contexts: This last law is addressed in that the solution 

builds on Attribute Based Credentials, which allows for choosing only to provide consent for 

the data attributes necessary for the requesting party (the bank) to conduct their business in 

compliance with what is demanded for KYC processes. The purpose and other relevant 

information for requesting each data attribute is specified and the user can choose to read 

more in details if desired.  

 

This concludes the evaluation based on the 7 laws of designing IDMS. As this design process addresses 

a specific process in the vertical of financial institutions and KYC processes, the potential for the 
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solution to be become basis for a more universal and horizontal IDMS (Exp#1: L: 23-25) can only be 

speculated, however, the design properties are estimated to be apparent. 

 

The technical aspect, GDPR and 7 laws for designing identity systems have now been assessed in 

relation to the solution. In perspective of the problem environment, the proposed design artefact is 

estimated to fit into the fitness landscape as the prerequisites for designing other or even general 

solutions for IDM based on the proposed design artefact are found to be apparent (Exp#1: L: 23-25). As 

stated in the 2nd definition for design fitness “the ability to reproduce completely or in part over 

successive generations” (Gill & Hevner, 2013, p. 3) captures the essence of the contribution from this 

study as the contributed knowledge and the overall focus is more on research and development. It is 

important that the design artefact can be adjusted for changes so that it will continue to fit into the 

environment in which it is applied. As stated earlier, the aspiration is to contribute a satisficing 

solution and introduce Blockchain technology to new purposes while acknowledging that a design 

cannot be optimal but instead serve as a contribution that can encourage the flow of future high fitness 

design artefacts in a continuous development cycle as is also the goal of DSR. The proposed design 

artefact in this project serves to demonstrate a minimalistic approach to IDMS with Blockchain, where 

transparency is available for both parties in who transact credentials. It empowers people, who are in 

control of their own data and who they have shared it with. The minimalistic approach, was mentioned 

to be useful by the first expert (Exp#1, L: 23), because it can work as a horizontal solution in insurance, 

medtech and other regulation tech etc. The expert (Exp#1, L:78) further argues that the solution could 

be used by DPO’s in every company, since they have overview of every attribute that a customer has 

given consent to. Based on this, the solution addresses the problem that the design-project sat out for 

and then to substantiate and communicate its value. The utility of the design artefact should be 

thought of as the usefulness of the proposed solution design and includes the capacity for the solution 

to perform the task it was designed to. Based on the previous evaluations, this has been found to be 

the case in the specific KYC process.  

The interdependency between utility and fitness of the design is a continuous feedback loop where 

usefulness influence design fitness and vice versa. Throughout the evaluation, the usefulness of the 

artefact was logically reasoned based on the challenges current IDM practices causes to people and 

the challenges it addresses in relation to GDPR as well as the extent to which it satisfies the 7 laws of 

designing IDMS. Overtime, the fitness landscape will inevitably change leading to new requirements 

of the design. At the same time, new designs introduce new ways of doing things, like in this study 

with the introduction of Blockchain techcnology which again overtime might impact the fitness 
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landscape by influencing legislators and eventually impact regulation which ultimately leads to a 

change in the fitness landscape. 

 

6. DISCUSSION 
When the use of internet accelerated, Steiner (1993) mentioned a famous quote “on the internet 

nobody knows you are a dog”. Initially, the internet was built without a way to know who and what 

you are connecting to (Cameron, 2005). This study showed that this is not the case, as in the wake of 

researching this topic it is apparent that the current IDM practices, challenge privacy for users and 

reduce trust. Overall, the common approach to IDM provides a user-based risk, since people must 

trust that their data is used as intended and not duplicated or being tampered with. Trust is found to 

be an essential factor in this matter and in any transaction where PII data is required. This is where 

the opportunity within the novel technology Blockchain was used to illustrate a conceptual solution 

that provided the basis for a partly decentralized IDM. The introduction of new technologies such as 

Blockchain, bring forward new possibilities for designing systems that can ultimately substitute tasks 

that traditionally would require trusted third parties i.e. organisations or institutions who provided 

these similar services. This only adds to the complexity of including many rather complex legal and 

technical parts into good legislation that ensures sound regulation that embraces and acknowledges 

the capabilities of these new technologies, while at the same time providing organisations with 

guidelines for best practices. This study is argued to have provided incremental knowledge of how 

Blockchain can be used within IDM and that the approach can be used horizontally in healthcare, 

insurance and public services to enhance privacy for users.  

The proposed Blockchain-based IDMS showed that the Blockchain can be used as an IDMS and 

comply with GDPR, because of the fulfilment of the foundational concepts non-repudiation, 

confidentiality and data integrity (Windley, 2005). It provides users an attribute-based audit trail of 

their consents and loads the verification certificate onto the Blockchain as an immutable transaction. 

Everything is tamperproof, which ensures non-repudiation. The user acts as his/her own data 

protection agency, where they have a sense of control of who has their information.  

Increased awareness of who knows what about “my” privacy can be achieved through the solution, as 

the literature review indicated trust and privacy are interlinked and can be considered the core of 

modern infrastructure. It can be argued that if privacy is compromised, then trust is reduced as trust 

is at the core of transacting credentials. 
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The compatibility of the system can be discussed, as for the solution to be an improvement to current 

IDMS, it needs to be able to be compatible with other systems. Therefore, it is assumed that the system 

follows an XML based open standard within IDM, such as SAML, SPML and XACML. The language is 

supported by Ethereum and therefore it should not be a problem to build the logic.  

The conceptual artefact in this study can be compared with two Healthcare Blockchain-based 

solutions (Azaria et al., 2016; K. Peterson et al., 2016). Both Healthcare solutions use permissioned 

Blockchains, where PII data are stored in the chain, which can have some implications, as the maturity 

of Blockchain is still early. Both articles argue that there is no single point of failure and it is 

tamperproof but, a permissioned Blockchain can still be tampered with as predefined nodes in the 

chain are in control, rather than a whole independent network. Trust are put in those networks to be 

in control and compliant with the transaction procedures. Aside from this, since Blockchain is 

pseudonymous, the anonymity can eventually be broken by tracing a user’s interaction on the network 

and eventually triangulate the data to PII.  

However, this study still has serious limitations in that the concept has not been built, and thus a clear 

strong evidence of proof-of-concept has not been conducted. Furthermore, a case study was used, 

where generalizability can be questioned. But since this solution mainly considers consent 

management to comply with GDPR, it can be argued that the minimalistic Blockchain-based consent 

approach to IDM is applicable in general as one of the core capabilities of Blockchain is the consensus 

mechanism. The limitation to the web of trust approach, where users ID can be accepted through 

trusted parties is also limited, as Banks consider it to be safer to store PII in their own data storages.  
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7. CONCLUSION 

The contribution of this study is an investigation of how the banking industry can leverage Blockchain 

technology for IDM in their GDPR compliance efforts. Current identity systems are to a large extend 

centralized and although security is a concern it is evident that security measures often come second 

when designing these systems. The problem with current IDMS is that privacy has not been an action 

from the start. IDMS does not provide enough information on what PII is used for, and does not inform 

users about breaches. The problem is that all information that is stored in a centralized database can 

be compromised, as reports have revealed (ECC, 2013; McAfee, 2014). With basis in Design Science 

Research, this study explores the details of identity cycles and provides a general understanding of the 

available and known techniques for secure ways of authenticating and authorizing individuals. 

Furthermore, Blockchain technology was selected as an opportunity within IDM, since the 

foundational capabilities; data integrity, non-repudiation and confidentiality through encryption are 

available in the technology.  

From talking to CDM experts with knowledge about GDPR, it became apparent that managing 

consents for obtaining and use of data was expected to become a troublesome task for many 

organizations. Therefore, the design process has focused on providing a process that leverages 

Blockchain for handling consents and allowing organizations to verify PII attributes, and storing only 

the verification certification of the attributes onto the Blockchain. It was achieved by using privacy 

enhancing techniques such as attribute-based credentials, hashing and private/public key 

infrastructure that are embedded in the technology. The study showed that the technical capabilities 

of Blockchain differentiate from current systems as it offers a distributed database that ensures a 

chronological audit trail of events that is tamperproof. The benefits lie in the immutability and trust 

that Blockchain offers in an otherwise trust-less environment.  

The technology can be used to design autonomous systems that provide an opportunity to transact in 

a trust-less environment, which traditionally only institutions like banks and governments could 

provide. The drawback of using Blockchain for IDM manifest itself is in the storing of PII data. Strong 

encryption and hash functions would at the time of writing enable storing data and then later delete 

the path to access that information. However, the data will always be on the Blockchain, and even 

though nobody will be able to find it and decrypt it, this does not align with the GDPR requirement 

and ‘the right to be forgotten’. Transactions stored onto Blockchain are immutable and will therefore 

inevitably pose some legal challenges. Adding to that, many examples of what was once commonly 

agreed to be secure ways of encrypting data have later shown to be quite unsecure.  
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Keeping this in mind, when considering the future aware of the pace of technological development 

and the increasing interest and progress in technologies like quantum computing, emphasizes the 

importance of being cautious when storing this very sensitive information. 

 

8. FURTHER RESEARCH 

Apart from plenty practical applications of the findings in this study, the process described for the 

specific KYC process is assumed to have the potential to become foundational for a more horizontal 

IDM solution, however, as argued in this study there is a gap between what current technology is 

capable of and what is in line with current regulation. There is a need to bring technology and 

regulation closer together to improve the way identities are being managed. As the regulative efforts 

seek to provide individuals with increased control of their personal information, a critical topic to 

reassess from a regulative perspective is the requirement for banks to obtain and store PII data 

locally. Imagine a digital identity solution where all PII is only stored as a single source of truth 

where individuals have full control of their attributes and easily can control who has access to which 

information. Additionally, as suggested in this study the option for trusted parties to provide their 

verification would allow individuals to continuously build the trust and validity of their digital 

identity over time, without relying only on one single organization. More technical research into the 

topic of data storage and Blockchain will be needed to answer whether the right to be forgotten can 

be satisfied in such an autonomous system.  One thing that is certain is that the use cases for such a 

solution would stretch across all industries and solve many challenges not only encountered by 

financial institutions.  
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9. LIMITATIONS 
In this section, the limitations of the study which might have had an impact on the evaluation and 

conclusion of the study are presented. Firstly, the hype around Blockchain has been increasing over 

the recent years, which means the white papers selected for this study might have been influenced in 

ways that causes their interpretation on the technology to be biased and thereby bias this study itself. 

Furthermore, as the authors are not coding experts and do not have a background in programming 

this only allows a certain abstraction level for the design provided. Furthermore, access to experts on 

the topic is limited as the technology is commonly known for cryptocurrency transactions and only 

recently these alternative use cases for Blockchain have been suggested.  

Finally, as the interpretational theory, hermeneutics, mentions that literature can be interpreted 

differently, it should be acknowledged that this project is heavily influenced by literature review and 

qualitative data from interviews. The interpretation made by the authors therefore have an influence 

on the results of the study. Some articles are from computer science journals, since the Blockchain 

technology has been researched mostly in that field and the authors may interpret these differently, 

because of the difference in educational backgrounds.  
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