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As the various internal operational risk capital 
methodologies used across insurance and investment 
management firms become embedded into the regular 
reporting cycle, I believe it is important to take a 
step back and reflect upon how the different models 
compare across the industry, so that each firm can 
identify key areas of their own processes that could be 
refined or improved.

For an individual firm focussing on developing and 
implementing its own capital model, the benchmarking 
of approaches, processes and results to those of peers 
has been a significant challenge over the last few 
years.  However, at the same time, benchmarking has 
also become an increasingly valuable tool in the model 
validation stage of the operational risk capital process.

I am proud to have been involved in the development 
of this operational risk capital benchmarking survey, 
in conjunction with ORIC International, and I am 
particularly pleased that the survey covers the end-to-
end cycle of the operational risk modelling process, 
making it one of the most comprehensive capital 
benchmarking surveys published to date.

As with any survey, the results are at their most 
valuable where the analysis is based on a large number 
of contributors across a range of firm sizes, types and 
geographical locations and I therefore would like to 
thank those ORIC members who have given their time 
to complete this survey and, ultimately, help improve 
the quality of the results set out in this report.

Finally, I would also like to thank our friends and 
colleagues at ORIC International who have worked 
tirelessly to put the survey together, encouraging firms 
to contribute to the survey, and consolidate the results 
in this paper.

I hope you will find the findings from this survey useful 
and will use the results to help improve your own 
operational risk capital processes, and I’m sure it will 
lead to some interesting and challenging discussions in 
the internal model working group throughout 2019. 

Adrian Whitaker
Chair of the ORIC Internal Model Working Group

FOREWORD
I’m pleased to introduce ORIC International’s most 
comprehensive capital benchmarking survey to 
date. The survey focusses on operational risk, which 
continues to be the most challenging and subjective 
category of risk to quantify. The aim of the survey, in 
keeping with the purpose of the consortium, is to help 
participating firms benchmark their approaches against 
other insurance and investment management firms in 
order to identify potential areas for improvement.

The survey comprises over 100 questions, and this 
has allowed ORIC to offer insight into a wide range 
of elements of operational risk capital modelling, 
including model types, approaches to correlations and 
validation, the allowance of risk mitigation techniques, 
and the use of internal and external loss data.

Given the degree of commonality of approaches in both 
insurance and investment management firms, the survey 
will be of interest to both industries. Having spoken 
to the increasing number of investment management 
firms in the consortium it is clear that operational risk 
capital modelling is a key focus for them. This survey 
has proven to be another opportunity for firms from the 
two industries to share their hard-won experiences and 
examples of best practice.

The findings of the survey will also materially inform 
the agenda of the internal model working group in 
2019, and this will help members to work together 

to tackle some of the more challenging aspects of 
calculating operational risk capital. ORIC will leverage 
their strong relationships with certain strategic 
partners to bring additional industry expertise into the 
working group, and this approach has proven to add 
particular value to the output of the various working 
groups ORIC has created.

Given the considerable interest shown by the industry, 
coupled with the changes and advances being made 
in this area, ORIC International will run this survey on 
an annual basis. This will allow us to identify and report 
trends and evolving best practice, which in turn will 
help participating firms ensure they are continuing to 
review and improve their own approaches.

The team at ORIC International and the Chairman 
of the internal model working group would like to 
thank those firms who participated in this survey, and 
for continuing to support and advance the work of 
the consortium in developing thought leadership on 
topics of paramount importance, such as operational 
risk capital modelling. We would also like to thank the 
Prudential Regulation Authority for the opportunity to 
participate in an ongoing dialogue about the state of 
operational risk capital modelling in the insurance and 
investment management industries.

Paul Dolman, ORIC International

ENDORSEMENT
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EXECUTIVE SUMMARY

Our Study
In Q4 2018 ORIC International, in conjunction with the internal model working 
group, conducted an in depth survey of the end to end capital modelling process. 
In total, 101 questions split into five major sections covering inputs, modelling, 
validation, benchmarking and outputs were put to participating ORIC International 
consortium members.

The first key objective from the survey was to compare capital requirements across 
all types of firms based on metrics that were considered either representative of 
the business profile or the operational risk profile. The second key objective of the 
survey was to compare high level modelling methodologies across the insurance 
and investment management industries for firms that have either an internal 
model, partial internal model or standard formula approach. 

This summary report details some of the key findings from the 2018 iteration 
of the survey.  The key takeaways from the survey will help to inform topics for 
discussion at future internal model working groups in 2019.
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SURVEY OVERVIEW

Overview of participants

Life Insurance General Insurance

Composite Investment Mgmt

38%

29%

24%

9%

All risk categories are quantified 
using the internal model / 
calculation kernel. 

Internal Model

One or more modules of the SCR 
(Solvency II) are calculated using 
the standard formula

Partial Internal Model

A set of calculations prescribed by 
the regulator for generating the 
SCR

Standard Formula

58%

16%

26%

Capital Framework
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Capital Framework
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The 2018 capital benchmarking survey was completed by 21 participants of 
varying sizes (by GWP and AUM), from different industries (insurance and 
investment management) and domicile locations (UK and Australia). 
 
Of these 21 participants who specified their approach to internal 
modelling, 74% used either an internal model or partial internal model with 
the remaining 26% using a standard formula approach. 
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1. TIME TAKEN TO RUN THE 
MODELLING PROCESS

Average: 7 weeks
Median: 4 weeks

Longest: 40 weeks
Shortest: 1 week 

Inputs / Data Capture

Average: 5 weeks
Median: 2.5 weeks
Longest: 16 weeks

Shortest: 0.25 weeks 

Modelling Processes

Average: 5 weeks
Median: 4 weeks
Longest: 12 weeks
Shortest: 0.5 weeks

Validation & Sensitivity 
Testing

Average: 3 weeks
Median: 2 weeks
Longest: 8 weeks
Shortest: 0.25 weeks

Outputs

TOTAL PROCESS
Average: 18 weeks

TOTAL PROCESS
Median: 13 weeks

TOTAL PROCESS
Longest: 52 weeks

TOTAL PROCESS
Shortest: 4 weeks

The time taken for firms to run the modelling process varied by each component 
of the process. The longest, on average, was inputs and data capture, which 
took seven weeks, whilst modelling processes and validation and sensitivity 
testing took five weeks each. 

For standard formula firms, the entire process took on average nine weeks 
to complete compared to 22 weeks for internal model and partial internal 
model firms.

Number of FTE’s in the modelling process

The number of FTE’s involved in the 
modelling process varied from firm to 
firm. For small firms, as defined by the 
GWP on the previous page, there was a 
median of two people, four for medium 
firms and three for large firms. There was 
also a considerable range, with some 
teams consisting of up to 17 people, 
whereas others did not have any FTE’s 
involved at all.

Post-diversification operational risk SCR % against total SCR
17%

6

What is the post-diversification operational risk 
SCR % against total SCR for firms? N=18

0-5% 5-10% 10-15% 15-20% 20-25%
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50%

28%

11% 11%

*Total percentage may exceed 100 due to rounding

Median number of FTE’s involved in 
the overall modelling process. 

(Excludes those who don’t have
an FTE assigned.

3 FTE’sFTE’s in 
overall 

modelling 
process
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2. POST-DIVERSIFICATION OPERATIONAL 
RISK SCR % AGAINST TOTAL SCR

Post-diversification operational risk SCR % against total SCR
17%

6

What is the post-diversification operational risk 
SCR % against total SCR for firms? N=18
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46%

38%

15%

40%

60%

When we split the 
same graph by (partial) 
internal model and 
standard formula firms, 
we find that 84% of 
(partial) internal model 
firms report a number 
between 1 and 10%.

In contrast, 60% of 
standard formula 
firms report a number 
between 1 and 10%, 
and the remaining 40% 
report between 20 and 
25%. This could be 
because internal model 
firms are able to more 
effectively reflect the business risk profile and also take account of management 
actions and mitigation available to them.

78% of firms who provided 
their post-diversification 
operational risk SCR % 
against total SCR reported a 
number between 1 and 10%. 
The average was 8.55% for 
the 18 firms that completed 
this question. 

Consortium members have 
a range of capital figures 
generated from differing 
capital framework approaches 
(i.e. standard formula, internal 
or partial internal models). 
ORIC findings are consistent with the IRM operational risk modelling survey in 
2015, which included many ORIC members. However, with that survey no firm 
reported a ratio above 20%.   

Post-diversification operational risk SCR % against total SCR
17%
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Over the years, firms have focused more on improving their own risk event 
capture process and as expected 86% of firms use internal risk event data.

However, there are several limitations of just using internal risk event data. 
Firstly, most firms have only been collecting operational risk data for 10 years 
or less. This data set is unlikely to be sufficient to model all operational risks 
faced by firms by operational risk category. Consider also low frequency high 
impact items missing from the data set.   

We noted that 76% of participants were using external risk event data and 
we’d like to see this number closer to 90%. We strongly believe that all 
firms will benefit from using external loss data. ORIC now provides over 
400 company years of losses to its consortium members across all main 
operational risk categories.

Internal risk event data

17%

What percentage of firms use 
internal data as part of their op 
risk model? N = 21

86%

How many years of internal risk event data 
are firms using in their model? N = 21

0-3 years 4-7 years 8-11 years 12+ years

48%

10%

43%

0%

What percentage of firms 
include internal near misses as 
an input to the modelling 
process? N = 21

48%

Other

It is not used

Part of the validation …

Drive the model

Inform expert judgement

% of respondents

How is internal risk event data used in 
the modelling process? (multiple 
options), N= 21

62%

14%

15%

14%

5%

8

External data

17%What percentage of firms use 
external data as part of their op 
risk model? N = 21

76%

How many years of external loss data are firms 
using in their operational risk model? N = 21

0-3 years 4-7 years 8-11 years 12+ years

43%

5%
14%

38%

What percentage of firms 
include external near misses as 
an input to the modelling 
process? N = 21

33%

Other

It is not used

Drive the model

Part of the validation …

Inform expert judgement

% of respondents

How is external loss data used in the 
modelling process? N = 19

53%

26%

11%

5%

5%
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3. USE OF EXTERNAL RISK EVENT DATA

Other

It is not used

Drive the model

Part of the validation process

Inform expert judgement

% of respondents

How is external loss data used in the 
modelling process? N = 19

53%

26%

11%

5%

5%

Internal risk event data

17%

What percentage of firms use 
internal data as part of their op 
risk model? N = 21

86%

How many years of internal risk event data 
are firms using in their model? N = 21

0-3 years 4-7 years 8-11 years 12+ years

48%

10%

43%

0%
What percentage of firms 
include internal near misses as 
an input to the modelling 
process? N = 21

48%

Other

It is not used

Part of the validation process

Drive the model

Inform expert judgement

% of respondents

How is internal risk event data used in 
the modelling process? (multiple 
options), N= 21

62%

14%

15%

14%

5%

8
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The data is mainly used for informing expert judgement, parameterisation in scenario workshops, 
as part of the validation process and driving the capital modelling as a major input.

Parameterisation: 

• Determining a suitable risk storyline for internal scenarios by review of historic data.  
• Quantification of severity by providing a view of the impact of historic losses.
• Quantification of frequency of scenario by review of number of risk events by risk category.
• Determining the gross and net calculation for scenarios by looking at loss recoveries 

(including insurance) and the performance of key controls. 

Validation: 

• Risk event data used to validate or to benchmark capital model outputs.
• Standard formula firms use risk event data for standard formula justification papers.

Drive the model:
 
• Risk event data used as a major input to calculating the capital number.

3. USE OF EXTERNAL RISK EVENT DATA
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4. USE OF NEAR MISSES TO
ENRICH DATA

Internal risk event data

17%

What percentage of firms use 
internal data as part of their op 
risk model? N = 21
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External data

17%What percentage of firms use 
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We noted 48% of surveyed firms currently use internal near misses and 33% of 
external near misses in the modelling process. 

Near misses are an important element of understanding the true risk profile 
and is an area where firms may wish to focus, as their risk management 
frameworks mature. 

ORIC International capture gains and near misses in its data set and this may help 
firms enrich current understanding of their process, risk, control environments and 
enhance frameworks.    

Near miss: An event that did not lead 
to a financial and/or non-financial loss 
but had the potential to do so.

Key Definition
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The survey has shown that although operational risk frameworks are now relatively 
well developed, firms, regulators and boards recognise that some areas of 
vulnerability remain, including the modelling and validation of operational risks. 
Respondents have received feedback on all aspects of the operational risk capital 
process including modelling suitability, validation cycle, diversification benefits 
and the quality of model inputs. 84% of firms review the methodology on an 
annual basis as part of country specific processes such as ORSA and ICAAP.
 
We have noted some interesting feedback around operationalising the use 
test, where regulators seem to be testing if some of the key principles have 
been embedded. This includes how the outputs of the operational risk model 
feedback into the risk management framework, how senior managers and board 
understand the expert judgement in the methodology, and what controls exist to 
demonstrate that the board risk profile is reconciled with the modelled risk profile.   
  
Over the next 12 months respondents will again focus on improving modelling 
approaches, improving the quality of inputs and the appropriateness of 
validation checks. 

Having good documentation standards will also help justify the strengths, 
weaknesses and limitations of the operational risk methodology employed and 
the expert judgements made throughout the work-flows.

5. PLANNED MODEL ENHANCEMENTS
Regulatory feedback and enhancements

31

What areas of the operational risk model have received challenge from the regulator? N = 13

Modelling 
Approaches

Model 
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Improved modelling 
approaches

Improving quality of inputs Improving validation 
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What areas of the operational risk model are firms looking to enhance over the next 12 months? N = 15
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6. KEY MODELLING APPROACHES 
AND METHODOLOGIES USED

We found that survey participants who described the methodology used to 
model operational risk fell broadly into two main categories. The majority of firms 
favoured the scenario based approach. 

The hybrid based approach models frequency of loss as a data-driven probability 
distribution function (PDF) but uses scenarios to estimate severity, usually re-
expressed in the form of a PDF. 

The scenario based approach uses analysis for both frequency and severity, 
usually re-expressed in the form of a PDF. 

Modelling approaches are more sophisticated than five years ago and the link 
between data capture in parameterisation and the data input into the model 
needs to be clearly understood, especially to satisfy use test requirements.

A total loss distribution is not popular and is only used by 17% of respondents. 
This may be due to the bias toward being backward-looking and relatively scarce 
loss event data to provide sufficient comfort in that methodology.

Modelling approaches

17%

74%
26%

Hybrid Approach

Scenario-based Approach

What modelling approach are 
firms adopting in their 

operational risk capital models? 
N = 19

What overall approach do firms 
use for their operational risk loss 

distributions? N = 18

83%
17%

Total loss distribution

Frequency/Severity
22

What percentage 
of firms perform 
an assessment of 
the suitability of 

the loss 
distributions and 
parameters used, 

on a annual 
basis? N = 18

83%

Modelling approaches

17%

74%
26%

Hybrid Approach

Scenario-based Approach

What modelling approach are 
firms adopting in their 

operational risk capital models? 
N = 19

What overall approach do firms 
use for their operational risk loss 

distributions? N = 18

83%
17%

Total loss distribution

Frequency/Severity
22

What percentage 
of firms perform 
an assessment of 
the suitability of 

the loss 
distributions and 
parameters used, 

on a annual 
basis? N = 18

83%

Modelling approaches

17%

74%
26%

Hybrid Approach

Scenario-based Approach

What modelling approach are 
firms adopting in their 

operational risk capital models? 
N = 19

What overall approach do firms 
use for their operational risk loss 

distributions? N = 18

83%
17%

Total loss distribution

Frequency/Severity
22

What percentage 
of firms perform 
an assessment of 
the suitability of 

the loss 
distributions and 
parameters used, 

on a annual 
basis? N = 18

83%
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7. GROUP ERM FRAMEWORKS

Group ERM frameworks are centralising and standardising the risk event data 
collection process and encouraging subsidiaries and/or separate legal entities 
within the group to supplement or benchmark their own data sets.

We found 68% of firms used group or divisional risk event data to supplement or 
benchmark their own internal data. Analysing internal risk events from a group 
perspective may provide additional insight into risk culture, conduct risk or 
governance failures.

Senior managers and board members may struggle to fully understand the 
Basel II categorisation. It has also been argued that after 15 years, the Basel II 
categorisation is outdated and ignores new business process and emerging risks. 
The BIS (Bank of International Settlement) is currently working on an updated risk 
categorisation model with a discussion paper planned for 2019.

Group level loss data & Taxonomy

17%

14

For members who are part of a group, is 
group level loss data considered alongside 

internal loss data? N = 19

What categorisation or taxonomy do firms use 
when modelling? N = 21

Yes

No

32%
68%

Basel II Taxonomy ORIC Taxonomy Own Taxonomy

%
 o

f r
es

po
nd

en
ts

19%

5%

76%
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8. MOST MATERIAL OPERATIONAL 
RISK SCENARIOS

Most material operational risk scenarios by capital allocation

17%

2

3

4

5
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Risk Rating

A
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D E
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H

What are the most material operational risk scenarios within firms by 
capital allocation?, N = 19

A

B

Conduct Risk, Theft of data

Product flaws, Mis-selling

C

D

Reserving Error

Information Security 
Breach

E

F

Financial mis-statement

Product pricing error, 
Outsourcing failure

H

Regulatory & Legal risk

Model risk

G

10

Participating firms were asked to provide their top five operational risk scenarios 
by capital allocation. Regulatory and legal risk and model risk appeared in nine 
(50%) and eight (42%) of firm’s top five operational risk scenarios respectively.  

The x-axis represents a risk rating, which was calculated on a ranking basis, i.e. 
5 points for a scenario ranked first by capital allocation, 4 points for a scenario 
ranked second and so on. Therefore, the top right of the graph represents 
scenarios which not only appeared frequently in firms’ top five, but were generally 
placed towards the top half of this list. 

We have seen an increase in the number of operational risk scenarios considered 
by firms post Solvency II and CRD IV implementation, with improved risk 
identification and assessment processes. It was encouraging to see the spread of 
scenarios used in modelling operational risk, with 55 scenarios on average being 
considered by firms.
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9. MODEL OUTPUTS BETWEEN FIRMSOutputs

17%

33

17%
How do firms use the outputs of the 

model? (multiple options), N = 19

To set 
operational risk 
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decision making 

(inc. pricing)
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assessments

Setting of risk 
appetite

%
 o

f r
es

po
nd

en
ts

63%

37%

47%

5%

What are the limitations to firm’s current 
approach to modelling operational risk? 

(multiple options), N = 18

Inadequate documentation 
(model and validation)

Over reliance on expert 
judgement

Lack of historical data (inc. 
consistency, quality and 

incompleteness)

% of respondents

67%

33%

11%

Other limitations examples include:

> Excel limitations when aggregating scenarios, lack of use 
of key risk indicators, lack of diversification amongst risks, 
simplistic correlation approaches, frequency not modelled

Outputs

17%
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represent? N = 17

18%

35%

29%

18%

What level of overall diversification benefit do 
firms obtain when diversifying operational risk 

with other risks? N = 17

0-25% 26-50% 51-75% 76-100%

%
 o

f r
es

po
nd

en
ts

29%
24%

47%

0%

84%

What percentage of firms 
review their operational risk 
methodology on an annual 
basis? N = 19 34

As well as setting regulatory and 
economic capital requirements (63%), 
model outputs are also being used to 
inform risk assessments (47%), justify 
business decisions (37%) and set risk 
appetite (5%). Firms cited lack of historical 
data (including consistency, quality and 
incompleteness) as the major limitation to 
their approach to modelling operational 
risk. Other examples include Excel 
limitations when aggregating scenarios, 
lack of use of key risk indicators, lack of 
diversification amongst risks and simplistic 
correlation approaches.

For many respondents, aggregate 
diversification effects will be the most 
significant determinant of required 
capital. We noted a wide range of 
diversifications were taken between 
0 and 67% with an average of 39%. 
When there is a diversification benefit, 
the board and senior management 
need to be given confidence that the 
numbers are appropriate, hence it is 
paramount that the expert judgement 
and validation (i.e. sensitivities) are 
appropriately documented.
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10. BUSINESS ENVIRONMENT AND 
INTERNAL CONTROL FACTORS (BEICF)

BEICF (Business Environment and Internal Control Factors) and 
Expected loss

17%

15

What percentage of firms directly use BEICF data 
in their operational risk capital models? N = 21

What percentage of firms indirectly use BEICF data in 
their operational risk capital models (e.g. inputs into 

scenarios?) N = 18

33%

76%

What percentage of firms take the expected 
loss into consideration when calculating your 

capital figure? 
N = 21

!"# $%

%
 o

f r
es

po
nd

en
ts 43%

57%

What percentage of firms 
deduct the expected loss 
from the capital figure? N 

= 17

10%

BEICF: A way of assessing the business operating environment and its
influence in driving operational risk exposures, e.g. size and volume of the
business, nature/complexity of products or services offered etc.

Key Definition

A forward-looking perspective of operational risks is required and should include 
changes in both the inherent (gross) exposure and the control environment. 
BEICFs can contribute to a forward perspective and were used directly by 33% 
and indirectly by 76% of firms.

BEICF (Business Environment and Internal Control Factors) and 
Expected loss

17%
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What percentage of firms directly use BEICF data 
in their operational risk capital models? N = 21

What percentage of firms indirectly use BEICF data in 
their operational risk capital models (e.g. inputs into 

scenarios?) N = 18

33%

76%

What percentage of firms take the expected 
loss into consideration when calculating your 

capital figure? 
N = 21
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What percentage of firms 
deduct the expected loss 
from the capital figure? N 

= 17

10%
What percentage of firms indirectly use BEICF data 
in their operational risk capital models(e.g. inputs 
into scenarios?) N = 18

What percentage of firms directly use BEICF data in 
their operational risk capital models? N = 21
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11. RISK MITIGATION
Correlations and risk mitigation

17%

19%
Percentage of firms using loss 

data to derive correlations 
between operational risks N = 21

What percentage of firms not using loss data, 
instead use ‘Expert Judgement’ to derive 

correlations between operational risks? N = 15

100%

Which risk mitigation factors are firms using in 
their methodology when calculating their 

residual risk? (multiple options), N = 15

Reduction for 
control 

effectiveness

Insurance 
recoveries

Contract 
indemnities 

and warranties

Letter of credit Management 
actions
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33%

19%

43%
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Mitigation Approach Matters to note for surveyed firms and working groups:

Reduction in control effectiveness
 

• 57% of respondents use control effectiveness as a mitigation 
factor, but a larger number of firms are documenting key control 
information to help in SME workshops. 

• Firms should document their operational risk control frameworks 
and how they link to the modelling process. Poor control 
environment documentation can undermine analysis and lead to 
capital add-ons.

• Good practice includes understanding the performance of key 
controls at a strategic, tactical and operational level for defined 
confidence intervals. For example, as a control how will the 
business continuity plan be effective in a 1 in 200 year event to 
mitigate this risk?

• Risk event data can be used to reflect changes in key controls. For 
example, we would expect operational controls to be strengthened 
after an event and hence the frequency and/or severity of the risk 
could be very different after the event than before. 

• We note a subset of firms are now using a control effectiveness 
distribution as well as a frequency and severity distribution.

Other mitigation • 33% of surveyed firms are using indemnities and warranties for 
contracts related to acquisitions and third-party suppliers if the cash 
flow impact is within one year.

• It is encouraging to see letters of credit being used as a method 
of risk mitigation especially for businesses that have a strategy to 
mainly outsource operations. 

Management actions • Bespoke management actions for scenarios were used by 43% of 
respondents. This is an area that is less developed for operational 
risk than other risk types. Best practice includes closely 
linking management actions to operational resilience planning 
contingency actions.  
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11. RISK MITIGATION

43% of respondents use 
insurance as a mitigation 
factor. Insurance seems to be 
underutilised and our findings 
are similar to those identified 
in the recent IRM survey. See 
Aligning operational risk and 
insurance (April 2018) IMI 
Guide

• Identifying specifications in insurance policy requirements i.e. maximum 
coverage limits

• Identifying recovery success of prior insurance claims and the hurdle of 
insurance deductibles

• Limiting the recovery time horizon (i.e. get cashflows within 1 year)
• Taking account of the credit risk of the insurance provider

The use of ORIC’s benchmark operational risk scenarios can help firms to 
understand how the use of standard insurance policies can help to mitigate the 
associated risks.

Risk mitigation – Insurance recoveries

17%

20

17%

If insurance recoveries are considered, how are 
these validated? (multiple options), N = 6

Which of the following are considered in your 
methodology for insurance recoveries (Multiple 

options), N = 5

Expert judgement

Past experience of claims

Discussions with brokers

Identify coverage and 
exclusions
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50%
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Credit rating of the 
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Timing of cash flow 
recoveries

Uncertainty in 
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mismatches in 
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The IRM survey concluded 
that to get the best synergies, 
firms need to internally 
link the insurance purchase 
decision and capital modelling 
approach. When using 
insurance recoveries best 
practice includes:
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12. EXPECTED LOSS

BEICF (Business Environment and Internal Control Factors) and 
Expected loss

17%

15

What percentage of firms directly use BEICF data 
in their operational risk capital models? N = 21

What percentage of firms indirectly use BEICF data in 
their operational risk capital models (e.g. inputs into 

scenarios?) N = 18

33%

76%

What percentage of firms take the expected 
loss into consideration when calculating your 

capital figure? 
N = 21
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What percentage of firms 
deduct the expected loss 
from the capital figure? N 

= 17

10%What percentage of firms deduct the expected 
loss from the capital figure? N = 20

57% of respondents took expected 
loss into consideration when 
calculating the capital figure, but only 
10% deduct the expected loss from 
the capital figure.

The BIS (Bank of International 
Settlement) states that 
‘conceptually a capital charge 
for operational risk should 
cover unexpected losses due to 
operational risk’. Accounting and 
actuarial provisions, if forward-
looking and focused where an 
obligation is required, should cover 
material expected losses. 

There is a strong case to remove provisions to avoid double counting. For example, 
consider recent provisions for mis-selling, data provisions and legal cases.  

Expected loss will be an area of focus for the ORIC International internal model 
working group in 2019.

BEICF (Business Environment and Internal Control Factors) and 
Expected loss

17%

15

What percentage of firms directly use BEICF data 
in their operational risk capital models? N = 21

What percentage of firms indirectly use BEICF 
data in their operational risk capital models 

(e.g. inputs into scenarios?) N = 18

33%

76%

What percentage of firms take the 
expected loss into consideration when 
calculating your capital figure? N = 21

Yes No
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What percentage of firms deduct 
the expected loss from the 

capital figure? N = 17
10%

What percentage of firms 
take the expected loss into 
consideration when calculating 
their capital figure? N = 21
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CONCLUSION

The depth of this survey provides ORIC International and its participating firms 
with fresh understanding post Solvency II and CRD IV. The focus for firms has now 
shifted and includes improvements to the quality of input data into the capital 
model and how the outputs can benefit the business.

The internal model working group has recognised areas of best practice and 
there is now better alignment between the investment management and 
insurance industries.

• We have noted that operational risk modelling is becoming increasingly 
complex and varies greatly between firms. Despite this, there is still a 
requirement for firms to satisfy the use test requirements and firms need to 
ensure that these complexities are well understood by senior management and 
the board.  

• Throughout the capital modelling process, expert judgement continues to 
dominate and there is an even greater need to benchmark. ORIC International 
will continue to support firms with this.  

• There needs to be a focus on the completeness of firms’ stress and scenario 
universes, better approaches to parameterisation, and an improvement in 
documentation standards, as well as the incorporation of forward-looking risk 
data will help. 

• Risk mitigation is currently underutilised by firms. For example, firms 
should consider linking insurance purchase decisions with their capital 
modelling approach. 
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GLOSSARY

Keyword Definition

Allocation method Operational risk stress and scenarios may be calculated at a group 
level and then allocated by a risk driver at a legal entity or a fund 
level. Examples of risk drivers include policy count, assets under 
management, number of people etc.

Assets Under Management (AUM) The total market value of assets that an investment company or financial 
institution manages on behalf of investors.

Best Estimate Liabilities The expected or mean value (probability weighted average) of the 
present value of future cash flows for current obligations, projected over 
the contract's run-off period, taking into account all up-to-date financial 
market and actuarial information

Business Environment and 
Internal Control Factors (BEICF)

A way of assessing the business operating environment and its influence 
in driving operational risk exposures, e.g. size and volume of the 
business, nature/complexity of products or services offered etc.

Copula An approach by which the marginal distributions of a set of variables are 
combined together into a single multivariate distribution

Generalised Pareto Distribution In statistics, the Generalised Pareto Distribution (GPD) is a set of 
continuous probability distributions. It is often used for modelling other 
distributions' tails.

GWP (Gross Written Premium) The sum of both direct premiums written and assumed premiums 
written before the effect of ceded reinsurance. 

Modelling  - Hybrid Approach Operational risk is quantified using a mixture of operational risk 
scenario assessments and statistical analysis of internal and/or external 
operational risk loss data

Modelling - Loss Data Approach Operational risk is quantified entirely based on a statistical analysis of 
historic internal and/or external operational risk loss data

Modelling - Scenario Approach Operational risk is quantified entirely based on operational risk scenario 
assessments

RCSA Risk and control self assessment is a technique to assess the 
effectiveness of risk management and control processes.

Non linearity Non-linearity describes the effect whereby the impact of stresses 
occurring together differs from the sum of the impacts of the individual 
stresses

Scenario Analysis In the context of operational risk, scenario analysis is the process of 
assessing tail events. A scenario is an unlikely but plausible extreme risk 
event.

SCR - Solvency Capital 
Requirement

The amount of funds that (re)insurance companies in the European 
Union are required to hold under the Solvency II directive.

Technical Provisions Solvency II requires the technical provisions to be a 'best estimate' of 
the current liabilities relating to insurance contracts plus a risk margin

Total Assets The final amount of all gross investments, cash and equivalents, 
receivables and other assets as they are prepared on the balance sheet.
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Founded in 2005, ORIC International is the leading operational risk consortium 
for the insurance and investment management sector globally. ORIC International 
in a not-for-profit organisation dedicated to helping its members enhance the 
capabilities of their operational risk functions. ORIC International facilitates the 
anonymised and confidential exchange of operational risk intelligence between 
member firms, providing a diverse, high quality pool of quantitative and qualitative 
information on relevant operational risk exposures.  

As well as providing operational risk event data, ORIC International also provides 
industry benchmarks, undertakes leading research, sets trusted standards for 
operational risk and provides a forum for members to exchange ideas and best 
practice. Our comprehensive offering is designed to empower operational risk 
professionals to help the business and their board in the identification, assessment 
management and measurement, monitoring and reporting of operational risk.

ORIC INTERNATIONAL

ORIC International shall not have liability to any third party with respect to this 
report or any actions taken or decisions made as a consequence of the results, 
advice or recommendations set forth herein.

The opinions expressed herein are valid only for the purpose stated herein and 
as of the date hereof. Information furnished by others, upon which all or portion 
of this report are based, is believed to be reliable but has not been verified. No 
warranty is given as to the accuracy of such information. Public information and 
industry and statistical data are from sources ORIC International deem to be 
reliable; however, ORIC International make no representation as to the accuracy 
or completeness of such information and has accepted the information without 
further verification. No responsibility is taken for changes in market conditions or 
laws or regulations and no obligation is assumed to revise this report to reflect 
changes, events or conditions, which occur subsequent to the date hereof. 
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