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Foreword 
by Steven Kenny, Industry Liaison, Architecture & 
Engineering at Axis Communications, ASIS UK Chapter 
- Director of Systems, Information and Cybersecurity

As the business world 
readied itself for the EU’s 
new General Data Protection 
Regulation (GDPR), the 
way it was viewed changed 
dramatically. At inception, 
there was indifference, 
then scepticism at its wide-
ranging proposals and 

finally, in the months before its activation, a 
recognition that it is a sorely needed regulatory 
change.

GDPR hasn’t changed. But as awareness of the 
scale of the cybersecurity problem the world 
faces has grown, so has the understanding that 
businesses need clear guidance about what 
constitutes good cybersecurity practice, and 
where the responsibility for a data breach lies 
within the supply chain. 

GDPR underlines the importance of personal 
data and treating it with due consideration. It 
has become a global symbol for a public tired 
of seeing their personal privacy treated as an 
afterthought. At the most basic interpretation 
then, GDPR is about imposing a regime to 
toughen up cybersecurity and reduce the 

incidence of personal data breaches: and 
there are many technical solutions to help with 
compliance that are discussed in this white 
paper. 

More importantly, GDPR has become a tool to 
change the perception of cybersecurity within 
organisations. No longer will cybersecurity be 
viewed as an add on once a product is released, 
but instead a process that provides real value 
to a business. 

GDPR compliance is the first step in winning 
back trust from a public wary of corporate 
overreach on issues of personal data; 
companies that see beyond compliance and 
embrace the underlying logic of “privacy by 
design” are the ones who will succeed in the 
long term, both in terms of defending against 
cyberattacks and maintaining their reputations. 

If the conversation has changed into something 
more positive, the challenges of GDPR 
compliance and developing a strong security 
culture remain. That is why we have been 
enthusiastic in supporting this white paper 
which we believe will help companies navigate 
the changing world of cybersecurity.
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Executive Summary
Something needs to change when devices 
ask for personal data, professing to be ‘Smart’ 
or part of a ‘Smarter System’, but are then 
easily hacked into by criminals and allow that 
personal data to be stolen. 

The European Union has updated its previous 
Directive on Data Protection with the General 
Data Protection Regulation (GDPR) in response 
to the way service providers collect, use, and 
process data. In addition, part of the response 
has been to clarify the Directive through the 
Article 29 Working Party Opinions which 
have been accepted, including one important 
Opinion relating to Internet of Things devices 
specifically.

One of the underlying goals of the EU has been 
to develop the Digital Economy, and the GDPR 
is part of this initiative. The authors of this 
paper have followed a similar view and believe 
that any business complying with the GDPR 
and assisting others to comply will be more 
competitive through the extra value added to 
any existing services.

The first half this paper introduces key points 
from the EU which brings together guidance 
about IOT technologies and data protection, 
and then several related technologies which 
have contributed to the collection and 
processing of volumes of personal data. CCTV 
systems in Smart Buildings are just one of the 
many settings where this is very apparent, with 
many more integrated settings being designed 
as technologies permit.

For owners of large IoT installations such as 
Smart Buildings or Smart Cities, processing 
data in compliance with the GDPR becomes 
complex since there is a vast number of 
suppliers who contribute to the final working 
solution and may not know what they need 
to do to assist data processors in being 
compliant.

The various groups of obligations across the 
supply chain to comply with the GDPR can be 
broken into:

• The obvious legal obligations of data 
controllers and data processors to comply with 
the GDPR;

• The less obvious obligations of 
manufacturers to a) comply with clarified 
Opinion of the Article 29 Working Party, and 
b) assist their customers to comply with their 
legal obligations more easily;

• The obligations of pre-production suppliers to 
ensure that the services they provide assist the 
manufacturer in meeting its own obligations and 
those of its customers., and

• The obligations of post-production suppliers 
to ensure that the services they provide assist 
the manufacturer in meeting its own obligations 
and those of its customers.

The major difference between the last two is 
that the third group (pre-production suppliers) 
has the ability to design data protection and 
security into the product or service at an earlier 
stage of the development, whereas the fourth 
group mainly implements the controls once they 
are built into the product or service.

This paper is targeted at the last three groups, 
on the assumption that most data controllers 
and data processors know that they need 
to comply. These groups explicitly include 
designers, integrators, installers and anyone 
working on putting the end solution together 
before its use. To achieve this, the paper 
provides collated lists of seven groups of control 
mechanisms enabling supply chain stakeholders 
to ensure they are providing added value to be 
competitive and make IoT products and services 
more secure with built-in functionality which 
puts data protection at the heart of the service. 
Anyone implementing large scale IoT projects 
must comply with the spirit of the GDPR. This 
means data protection by design and default - 
which cannot be accomplished unless it actually 
is by design and default at every stage of the 
device and system development to the point it is 
handed over to the customer.

The authors would like to acknowledge the 
support of Axis Communications as sponsors 
of this paper. We welcome their commitment 
to the GDPR and its support for privacy 
and security by design and default, and also 
recognise the work it has undertaken internally 
to achieve some of the recommendations 
proposed here.

Finally, it is recommended that all stakeholders 
collaborate and establish diverse cross-
functional teams as discussed in the white 
paper, “Supporting Enterprise Security Risk 
Management: How vendors can support 
ESRM and CSM”. The privacy and security of 
people’s data is most likely to be maintained by 
organisational functions and stakeholders across 
the supply chain working together towards a 
common goal.
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Introduction
This paper brings together three considerations: Internet of Things (IoT) devices 
such as surveillance devices, their collection of data in large systems, and their 
compliance with the European General Data Protection Regulation (GDPR) in large 
projects. First, we explore some of the relevant changes brought about by the 
GDPR. Secondly, we provide an overview of some of the technologies, products 
and service changes which are likely to impact compliance with GDPR. We then 
introduce some scenarios which demonstrate the criticality of high volumes of data 
in a SMART world.  Following this, we provide a list of control mechanisms and, in 
the final chapter, look at the roles of the many stakeholders in GDPR compliance 
who are neither data controllers nor data processors.

Background
Many governments around the world have 
stated their objective to create trust in the 
digital economy by protecting their citizens 
from cyber-attacks and securing their privacy. 
The European Commission has focused on a 
Digital Single Market and funded Horizon 2020 
projects to achieve its goal of a secure society 
for its citizens. Making digital business a new 
norm which initiates new economic growth 
is seen as a priority not just in the top twenty 
world economies, but in all economies.

A key aspect of any digital business is trust, 
and fundamental to trust in the digital business 
are both privacy and security. Data protection 
and cyber security are considered as the 
lynchpins to digital transformation in business. 
Indeed, the EU has emphasised the importance 
of privacy and cyber security for all its citizens 
and it is in this context and with a clear desire 
to ensure their rights that the GDPR has come 
into being.
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Data protection has also found significant 
support in the business community and notably 
through Professor Klaus Schwab, the CEO 
of the World Economic Forum, who states, 
“The digital transformations of industry mean 
that businesses will need to invest heavily 
in cyber and data security systems to avoid 
direct disruption by criminals, activists or 
unintentional failures in digital infrastructure” 
(The 4th Industrial Revolution, p 591).

It is evident from the online attention given to 
the GDPR in its original conception, drafting, 
and passing by the European Parliament in 
2016 that there are strong views: on the one 
hand from businesses which will need to 
comply and on the other hand privacy groups 
who object to the personal data collection 
practices of many businesses.

The EU GDPR came into effect in May 2016, 
giving data controllers and processors two 
years before it is enforced on the 25th May 
2018 by the supervisory authorities. Many 
surveys in the run-up to the enforcement 
deadline have found time and time again that 
most organisations are not fully prepared. 
The most obvious observation for many 
Data Protection practitioners is that if an 
organisation was compliant with the previous 
regime, there is not much to do to comply 
with the new one. So, the evident problem has 
been that many businesses were not compliant 
with the previous regime. Please note that 
at the time of writing although there has 
been a consultation on Codes of conduct on 
Certification, there is very limited information 
on the impact to designers, integrators and 
installers of systems. For this reason discussion 
on this topic has only been included in the 
GDPR Primer.

1 Schwab, K (2016) The Fourth Industrial Revolution, Portfolio Penguin, UK.

Why the GDPR?
Many organisations have asked why, with the 
old regime of the Data Protection Directive, was 
there a need for the GDPR? Although there are 
lots of reasons for this, for the audience of this 
paper we will only highlight the following:

• When the previous data protection regime 
was formulated, the internet didn’t exist in 
the same way that it does today and was 
only becoming used outside of academia and 
government as the directive came into effect. 
The internet has been a great game changer as 
the point where personal data is collected from 
end users. The new regime takes the internet 
and other changes into consideration.

• The use of sensors and surveillance devices 
was very limited in the early 1990s but, due 
to the low cost of sensors and their size and 
quality getting more economically viable, use 
of surveillance technologies has generally 
increased. This has also impacted the growth 
and use of biometric devices. 

• The use of communication technologies 
for the masses and their incorporation into 
consumer devices are both areas that have 
grown dramatically. Mobile phones used today 
are more powerful than the computer systems 
that many world leaders had access to when 
the Data Protection Directive came into force.

• The increase of volumes of databases 
of personal information collected attracts 
criminals looking to get access to the data and 
leads to the creation of new criminal business 
models. The lack of security to protect the 
data by data controllers has been frustrating 
for users, and despite the number of cases 
each month exampling how not to secure 
data, organisations still seem not to take data 
protection seriously enough.

• Many data controllers have amassed large 
volumes of data in the belief that it is “the new 
oil” without complying to local data protection 
legislation, which has frustrated regulators and 
citizens.

• The impact of the growth of social media and 
ecommerce websites collecting personal user 
data without correctly following the privacy 
legislations made it obvious that big business 
had more money to fight their case in court 
than the supervisory bodies would receive in 
penalties and fees.

“The digital transformations 
of industry mean that 
businesses will need to 
invest heavily in cyber and 
data security systems to 
avoid direct disruption 
by criminals, activists or 
unintentional failures in 
digital infrastructure”
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• The culmination of several of the above 
points, together with IoT devices collecting 
surveillance data connecting with other 
systems, increased the likelihood of data 
collection getting to a “point of no return” for 
citizen privacy.

• As a directive, the enactment and its 
interpretation is down to each EU member 
state. With some countries interpreting it 
more strictly than others, this has led to 
international businesses choosing their 
European headquarters on the basis of where 
data protection interpretation is considered 
to be the weakest. This is leaving citizens and 
supervisory authorities frustrated.

Interesting times, interesting changes
There are many tweaks in the new regime; 
amongst those is the sanctions it has provided 
the regulators for non-compliance, which 
were previously considered inadequate. Here 
we highlight the changes which specificially 
impact large scale IoT project scenarios and 
bring the GDPR into a must comply for product 
designers, system designers, integrators, 
installers, etc. For a quick primer on the GDPR 
please see the chapter on GDPR Primer. 
Further clarification has come from the Article 
29 Working Party (of the original Directive in 
1994) which has produced several advisory 
“Opinions” that have been accepted by the EU.

The first of these worth noting is the guidance 
on the principles of processing personal 

data, as set out in Article 5 of the GDPR. 
The additional guidance provided by the 
Regulation, its Recitals, and by the Article 
29 Working Party have clarified many key 
concepts including Lawfulness, Consent, 
Transparency, and Data Protection Impact 
Assessments.

Second is the guidance provided on data 
protection by design and default as set out in 
Article 25, Recital 78, and its implementation in 
several Article 29 Working Party Opinions. The 
most obvious points include:

• The data controller and processor  
shall “ … at the time of the determination of 
the means for processing and at the time of 
the processing itself, implement appropriate 
technical and organisational measures”.

• “[T]he controller should adopt internal 
policies and implement measures which meet 
in particular the principles of data protection 
by design and data protection by default … 
enabling the controller to create and improve 
security features”.

• “[P]roducers of the products, services and 
applications … to take into account the right 
to data protection … developing and designing 
such products, services and applications … with 
due regard to the state of the art, to make sure 
that controllers and processors are able to fulfil 
their data protection obligations. The principles 
of data protection by design and by default 
should also be taken into consideration in the 
context of public tenders”.

Figure 1: Article 5 of the GDPR outlines key principles for the processing of personal data
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Simply put, any organisation processing data 
will have to implement appropriate controls as 
they become available to protect subject data. 
Additionally, producers of products should 
design privacy controls into their products 
to enable controllers and processors to fulfil 
their obligations. Furthermore, if that was 
not enough, these principles should be used 
appropriately in public tenders to encourage 
developers to design privacy into products and 
services.

Thirdly, the clarification offered by the Article 
29 Working Party Opinion WP223 “Recent 
developments on the Internet of Things” makes 
it easy to understand how to deal with IoT data 
collection. In paragraph two on scope of the 
Opinion it states the following:

“This Opinion thus does not deal 
specifically with B2B applications and more 
global issues like “smart cities”, “smart 
transportations”, as well as M2M (“machine 
to machine”) developments. Yet, the 

2 EU Article 29 Data Protection Working Party WP223 Opinion 8/2014 on the Recent developments on the Internet 

of Things.http://ec.europa.eu/justice/article-29/documentation/opinion-recommendation/files/2014/wp223_en.pdf 

accessed 24/04/18.

principles and recommendations in this 
Opinion may apply outside its strict scope 
and cover these other developments in the 
IoT.” (WP 223, 52).

The reason it doesn’t deal with global issues like 
“smart cities” is partly because the question of 
how to transform the data possibly collected 
in the IoT into something useful, and hence 
commercially viable, remains largely open. We 
totally agree with this stance and although we 
have used smart cities as one of our scenarios, 
we have tried to do so focusing mainly on 
the interconnectedness of the many systems. 
Throughout this paper we attempt to highlight 
relevant principles from the Opinion which we 
believe apply to all developments in IoT.

Together these three clarifications have 
implications for IoT projects, and in particular 
the supply-chain stakeholders. It is these 
stakeholders and their roles that are addressed 
in this paper.

Figure 2: GDPR’s Article 25 sets out the responsibilities of data controllers with regards to data protection by 
design and default

Things.http://ec.europa.eu/justice/article-29/documentation/opinion-recommendation/files/2014/wp223_en.pdf
http://ec.europa.eu/justice/article-29/documentation/opinion-recommendation/files/2014/wp223_en.pdf
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Why focus on IoT Systems’ 
stakeholders?
The reasons for this focus are many and varied, 
including the following:

• Under the old regime, there was often a 
misunderstanding that there could only be 
one data controller in a project. Now it is well 
understood that there can be multiple data 
controllers as well as joint data controllers.

• Suppliers of products and services have 
often thought of themselves as excluded from 
the obligation to provide their customers 
with functionality which improves their ability 
as data controllers and data processors to 
manage their responsibilities better.

• The principles of “privacy by design and 
default” and “secure by design and default” 
make it clear that although the impetus must 
come from, and be followed through by, 
anyone processing data, many of the desired 
changes can only happen as a result of being 
built in throughout the supply chain.

In reading online discussions, it 
becomes apparent that there are many 
misunderstandings around privacy and security, 
and the concepts of privacy by design. One 
interesting misunderstanding in an online 
discussion was that anyone processing data 
should focus on security first and by doing 
so will offer privacy protection. This view 
misses the fact that security is only one of the 
requirements of the GDPR.

There are many guidance notes and documents 
available on these topics produced by 
standards bodies and goverments around the 
world. For example, in the UK the National 
Cyber Security Centre (NCSC) has produced a 
‘Security by Design Review’.

It is useful to explore these areas further.

• “Privacy is the right to be let alone, or 
freedom from interference or intrusion. 
Information privacy is the right to have some 

3 IAPP (2018) What does privacy mean? https://iapp.org/about/what-is-privacy/ accessed 24/04/18.

4 ASIS International (2012) ANSI/ASIS PAP.1 -2012.Security Management Standard: Physical Asset Protection.

5 Information and Privacy Commissioner, Ontario (2018) Privacy by Design. https://www.ipc.on.ca/wp-content/

uploads/2018/01/pbd.pdf accessed 24/04/18.

control over how your personal information is 
collected and used3” (IAPP). In the context of 
the GDPR, we believe privacy is an outcome 
that can be expected by data subjects where 
anyone processing their data has complied 
with the GDPR in respecting their rights before, 
during, and after processing their data.

• “Security is the condition of being protected 
against risks, hazards, threats, or loss” (ASIS 
International p 594). In relation to information 
security, it involves preserving confidentiality, 
integrity and availability of information. Article 
5, paragraph 1 states: 

“(f) processed in a manner that ensures 
appropriate security of the personal 
data, including protection against 
unauthorised or unlawful processing and 
against accidental loss, destruction or 
damage, using appropriate technical or 
organisational measures (‘integrity and 
confidentiality’)”.

• “Privacy by Design is a methodology for 
proactively embedding privacy into information 
technology, business practices, and networked 
infrastructures. The Privacy by Design measures 
are designed to anticipate and prevent privacy 
invasive events before they occur” (IPC, 
Ontario). The GDPR Article 255 provides for 
“Data protection by design and by default”, 
however guidance offered in Opinion WP223 
and by supervisory authorities refer to privacy 
by design.

One interesting 
misunderstanding in an online 
discussion was that anyone 
processing data should 
focus on security first and 
by doing so will offer privacy 
protection

https://iapp.org/about/what-is-privacy/
https://www.ipc.on.ca/wp-content/uploads/2018/01/pbd.pdf
https://www.ipc.on.ca/wp-content/uploads/2018/01/pbd.pdf
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• “Privacy6 by default is the principle according 
to which an organisation (the data controller) 
ensures that only data strictly necessary for 
each specific purpose of the processing are 
processed by default (without the intervention 
of the user)” (European Data Protection 
Supervisor).

• “Secure by design7: A design-stage focus 
on ensuring that security is in-built within 
IoT products and connected services” (UK 
Government). 

Scope
As we are bringing together IoT, GDPR, privacy 
by design and default, and security by design 
and default for stakeholders in the supply chain 
of large projects, it is important to clarify who 
the intended audiences are and what we aim 
to provide them with. In doing so it is useful to 
state what we are not doing first.

The following lie outside the scope of this 
paper:

• Implementation of the GDPR. This is not an 
implementation guide or an introductory guide 
although we have provided a GDPR Primer in a 
later chapter. We have assumed that the reader 

6 . European Data Protection Supervisor (2018) Privacy by Default https://edps.europa.eu/data-protection/our-

work/subjects/privacy-default_en accessed 24/04/18.

7 GOV.UK (2018) Secure by Design report https://www.gov.uk/government/publications/secure-by-design 

accessed 24/04/18.

will already have consulted or will be willing 
to consult other resources to understand their 
overall responsibilities in GDPR.

• There are several guidance documents 
produced by supervisory authorities which 
cover information on undertaking a Data 
Protection Impact Assessment, therefore we 
are not covering this topic in detail.

• Any special provisions which may be specific 
to each country, such as those related to law 
enforcement are not considered in this paper.

• Although we hope this paper is read by 
data controllers and data processors, it is not 
actually aimed at providing them with control 
mechanisms, as we believe if they follow 
available guidance they will already be able to 
do that without this paper. It is stakeholders 
who are not data controllers or data processors 
we want to reach.

• In providing some examples of control 
mechanisms which stakeholders may use, 
we are not intending the various lists to be 
complete and definitive, but merely a starting 
point for their journey.

The scope of this paper is to provide a set of 
control mechanisms which may be relevant for 
(non-processor) stakeholders of large scale 
IoT projects, to help those processing data. 
Furthermore, the control mechanisms are seen 
to be a major factor in creating competition 
in the industries—in that those product and 
service providers which enable their customers 
(data controllers/processors) to comply more 
efficiently with GDPR will win more business 
than those who don’t.

Our sincerest hope is that this paper will 
provide stakeholders who take on privacy-
enhancing practices with a competitive edge in 
the marketplace.

It is important to clarify who 
the intended audiences are 
and what we aim to provide 
them with. In doing so it is 
useful to state what we are 
not doing first

https://edps.europa.eu/data-protection/our-work/subjects/privacy-default_en
https://edps.europa.eu/data-protection/our-work/subjects/privacy-default_en
http://GOV.UK
https://www.gov.uk/government/publications/secure-by-design


11

Smart GDPR assurance for a smarter world

Technologies, Products & 
Services
This chapter provides a brief outline of some of the key technologies, products, and 
services related to large scale IoT smart environments.

8 IBM (2018) Big Data Analytics https://www.ibm.com/analytics/hadoop/big-data-analytics accessed 24/04/18

9 EU Article 29 Data Protection Working Party, Guidelines on Automated individual decision-making and Profiling 

for the purposes of Regulation 2016/679 wp251rev.01 http://ec.europa.eu/newsroom/article29/item-detail.

cfm?item_id=612053 accessed 24/04/18

Technologies
Here we have listed some of the technologies 
that have made IoT devices not only more 
functional for many users but also created 
greater concerns for them, in terms of either 
data collected or what the data is used for.

Big Data Analytics (BDA)
“Big data analytics is the use of advanced 
analytic techniques against very large, 
diverse data sets that include structured, 
semi-structured and unstructured data, from 
different sources, and in different sizes from 
terabytes to zettabytes” (IBM 20188). Often 
this tool or set of tools is used for profiling 
or automatic profiling; examples of projects 
related to this paper would include:

• using CCTV systems, data, or both to identify 
criminal behaviour (i.e. profiling), or to find 
images of an individual in crowds of people;

• using biometric data to identify matches 
across several systems to an individual who 
entered or left a building;

• using BDA tools to profile particular types of 
users in an area to send them SMS messages 
warning them of some danger, or to send them 
special offers of a nearby shop.

Such tools are often used for profiling and 
automated decision making for marketing or 
surveillance purposes, all of which come under 
GDPR, and the Article 29 Working Party has 
provided Opinions on “Automated individual 
decision-making and Profiling” in WP2519. 

https://www.ibm.com/analytics/hadoop/big-data-analytics
http://ec.europa.eu/newsroom/article29/item-detail.cfm?item_id=612053
http://ec.europa.eu/newsroom/article29/item-detail.cfm?item_id=612053
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Cloud computing
ISACA International defines cloud computing 
as “Convenient, on demand network access 
to a shared pool of resources that can be 
rapidly provisioned and released with minimal 
management effort or service provider 
interaction10” (ISACA p 162). Cloud storage 
services are often imposed by IoT technology 
vendors as a value add, but often are seen as 
locking-in of the user and the user’s data. For 
example, many domestic CCTV camera systems 
do not provide functionality to save recording 
images anywhere other than their own cloud 
service. In such cases, there is no guarantee 
that their data is not further processed without 
the knowledge of the data subject. Many of the 
cloud computing services enable users to save 
data on the systems with no associated costs, 
and where this is available the concern often is 
that the consumer becomes the product.

Artificial Intelligence (AI)
Artificial intelligence “is a type of computer 
technology which is concerned with making 
machines work in an intelligent way, similar to 
the way that the human mind works” (Collins)11. 
AI often works on the basis of a set of rules 
in which to take certain actions or to not act. 
This means that AI can be integrated into IoT 
products and environments to improve privacy 
and security related decision-making. Using any 
type of automated decision-making does offer 
data processors the opportunity to be more 
transparent in their processing and the choices 
they offer data subjects for their consent to 
certain types of processing.

Machine learning
“Machine learning is a branch of artificial 
intelligence in which a computer generates 
rules underlying or based on raw data that has 
been fed into it” (Collins)12. Machine learning 
enables systems to collect, analyse, and make 
predictions about people they are monitoring. 

10 ISACA, Cybersecurity Fundamentals Study Guide, USA, 2015

11 Collins (2018) Artificial intelligence https://www.collinsdictionary.com/dictionary/english/artificial-intelligence 

accessed 24/04/18.

12 Collins (2018) Machine learning https://www.collinsdictionary.com/dictionary/english/artificial-intelligence 

accessed 24/04/18.

13 NIST (2018) CSRC Glossary – Sensor https://csrc.nist.gov/Glossary/?term=1338 accessed 24/04/18.

14 NIST (2018) CSRC Glossary – Biometrics  https://csrc.nist.gov/Glossary/?term=3171#AlphaIndexDiv accessed 

24/04/18.

We are a long way away from the true potential 
of this technology in IoT, and it will play a big 
part in the coming years.

Sensors
A sensor is “an electronic utility that measures 
physical properties such as temperature, 
acceleration, weight, sound, location, presence, 
identity, etc. All sensors employ mechanical, 
electrical, chemical, optical, or other effects at 
an interface to a controlled process or open 
environment” (NIST)13. The ever-decreasing 
costs of sensors has enabled many devices to 
increase the sensors used in that device. For 
example, mobile phones often have several 
cameras with a range of sensors to improve the 
image quality. The range and volume of sensors 
in devices have enabled greater opportunities 
for wide ranging personal and sensitive data 
collection than ever before. In some cases it is 
data about an individual, (e.g. a smart watch 
recording heart-rate), while in other cases it 
is information relating to the individual (e.g. 
a smart meter in a home, recording when a 
user is home or not). The potential of sensors 
in collecting data as IoT devices has yet to 
be fully realised, and when it is, it may require 
further data processing guidance.

Biometric devices
“Biometrics technology is used to identify 
and authenticate an individual based on 
personal characteristics. Examples of personal 
characteristics include fingerprints, face, retina, 
iris, speech, handwriting, hand geometry, 
and wrist veins” (NIST)14. Although biometric 
sensors are beginning to be widespread in 
mobile devices, it is those which are used in 
buildings and to make purchases that are of 
concern in relation to GDPR. In some buildings 
there may be use of several biometric factors 
and where the user may be asked to present 
any one at random there is both confidence 
and concern. Concerns arise that these 
environments and the data they have access 

https://www.collinsdictionary.com/dictionary/english/artificial-intelligence
https://www.collinsdictionary.com/dictionary/english/artificial-intelligence
https://csrc.nist.gov/Glossary/?term=1338
https://csrc.nist.gov/Glossary/?term=3171#AlphaIndexDiv
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to may become targets for criminals, but the 
practice of access based on just one factor is 
thought be weaker than one factor of several 
chosen at random.

Communication technologies
Communication technologies including 4G, 
5G, wireless, NFC, Bluetooth, and infra-red 
are improving both the quality and speed of 
communication. The decreasing price and 
increasing range of these technologies means 
that manufacturers often include more than 
one means of communication by default. This 
also means that there are several ways that the 
device, the means of communication, or the 
data itself can be attacked. Since IoT devices 
often do not store data locally the means 
of communication is important for any data 
picked up or generated through the sensors.

Recognition technologies (Image, 
voice, etc.)
Recognition technologies were once mainly 
utilised outside of devices, now they are likely 
to be built into a device, so that the processing 
takes place on the device. This means that 
the result of the processing can be sent to the 
wider system rather than sending the raw data.

Products
There are many product groups available today 
which are growing tremendously quickly due 
to one or more of the technologies mentioned 
above. Each of these product groups is capable 
of collecting vast volumes of data if used as the 
manufacturer would like users to. The product 
ranges are growing daily, and we have only 
focused on a select few in this whitepaper.

Payment devices
The types and ranges of payment devices is 
growing including the ability to pay for items 
using different devices, through to devices 
which can receive payments. An example of the 
latter is the ticket readers used in the London 
Underground by TFL, which can allow access 
to the tube network either via a pre-paid ticket, 
an Oyster card, a mobile phone, or any type of 
contactless debit/credit card. A large volume of 
data is created each day tracking users across 
the Underground network by their chosen 
payment method. Employee access cards can 
be used in a similar way and will track users all 
over the corporate building from entering the 

building in the morning, to purchasing a tea, to 
using a vending machine. All this data can track 
users as they move around the building.

Medical devices
There have been great advancements in 
IoT medical devices not only capable of 
monitoring patients, but also being able to 
deliver medication. These may be used in the 
community or in a healthcare setting such as 
an Intensive Care Unit (ICU). In an ICU, a single 
patient may have ten or more devices attached 
to them, with each one collecting data and 
sending it to a monitoring station, all of which 
will be on a network with many other patients’ 
data being communicated.

Physical security systems
Networked physical security systems in the 
form of CCTV, burglar alarms, fire alarms, and 
door/gate control systems have been growing 
considerably in use. CCTV and access control 
systems collect volumes of data for security 
teams on a daily basis. Depending on the 
purpose of the operation, the data may never 
be recorded, but if it is recorded the operation 
will need to comply.

Home/SME/connected devices
There has been a lot of talk regarding the 
connected home for a long time and now it is 
beginning to look more like a reality. Firstly, 
we have seen, smart consumer devices such 
as smart TVs, fridges and washing machines, 
which do not only collect usage information but 
also initiate actions such as ordering shopping 
automatically. Secondly, there has been a 
growth in home/SME physical security devices 
mentioned above. Thirdly, the range of device 
management tools such as the Amazon Echo, 
which can be used to both order shopping as 
well as check who is at the front door and let 
them in. All these interactions create data which 
needs to be managed.

Autonomous vehicles and transport
This group of services include: autonomous 
cars, trucks, trains and planes; in fact, there are 
soon to be personalised autonomous vehicles 
too. Each device collects data about the users 
and/or passengers including their location and 
the time they used the service. All this data is 
personal data and may be transferred to other 
systems. 
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Services
Many of the above technologies and devices 
enable a range of services to users of IoT 
products and systems. The range of services 
is by no means fully developed yet and is set 
to grow as more devices enter our businesses 
and homes each year. These services are often 
provided by third party suppliers who will have 
access either to subject data or to system 
configuration data, both of which must be 
protected.

Installation services
These are the most basic and simplest to 
understand, involving the least time. These 
services may just be to configure and 
connect devices to a system, or to go further 
in connecting one system that has been 
configured and connected to further systems. 
Alternatively, an installation may involve the 
configuration and utilisation of different storage 
solutions such as cloud services, analytics, or 
other technologies.

Storage services
We have already identified that IoT devices can 
often utilise any storage options the customer 
requires, whether it is an on-site data centre, 
off-site data centre, personal cloud service, 
a vendor-provided storage solution, an MS 
or AWS cloud storage, or one of the many 

providers which use AWS with value-added 
services. There are more options available now 
which may make things more complex than 
before because many of these services are US 
based and may not meet EU requirements.

Surveillance monitoring services
Ever since large scale CCTV systems have 
existed, so too have physical security 
companies providing services to monitor 
cameras and other related services. There 
are many value-added services that may also 
be offered including automated behaviour 
recognition and facial recognition. 

Security Information and Event 
Management (SIEM) monitoring 
services
Like surveillance monitoring, SIEM services 
focus on monitoring data from log files across 
multiple systems. There are many providers 
of such services with different value-added 
services attached. 

Data analytic services
Among the many add-on services for CCTV 
systems are those which offer analytic 
functions, such as recognition of number plates, 
faces, behaviour and more. These may also 
include analysis, which automates decision-
making, or the flagging of anomalous data or a 
person of interest.

Most organisations have a mixture of 
technologies, products, and services, some 
of which may be legacy while others are 
more state of the art. These will collectively 
be utilised in single or related projects and 
environments.

In the next chapter we look at the 
implementation of these in some specific 
scenarios.

Most organisations have 
a mixture of technologies, 
products, and services, 
some of which may be 
legacy while others are 
more state of the art
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Scenarios
IoT devices have been used in projects and organisations around the world for 
many years with little or no consideration of the privacy or security of the devices 
or the systems on which they sit. However, as these devices and systems have 
become more sophisticated, and the volume of personal data they hold grows, 
neither device nor system can be excluded from GDPR consideration any longer. 
It is the interplay of large volumes of data about a large number of data subjects 
which may undermine the privacy and security of a person’s information even if 
that only initially resides on a localised system.

In this chapter, we provide examples of smart 
project scenarios and the data that may be 
generated and shared between them which 
must be considered by stakeholders. The 
example scenarios involve large numbers of IoT 
devices that are connected to several related 
systems collecting vast volumes of data. 

Each of the scenarios is set within a 
fast moving, innovative field where new 
functionality and use cases are being extended 
regularly, for example what constituted a 
smart building project last year may require 

more connectivitiy to other systems in a smart 
building project next year. This is partly due 
to the investment in such products due to 
integration opportunities presented by the 
convergence of technology.

We believe these types of scenarios will have 
at least many tens, and possibly hundreds, 
of stakeholders in the supply chain that 
would benefit most from applying the control 
mechanisms compiled in this paper.
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Smart/autonomous cars
The world of smart/autonomous connected 
vehicles has attracted attention from cyber 
security experts for several years, as hackers 
have successfully exploited entertainment 
systems and other CAN bus systems, which 
facilitate device-to-device communication 
without a host computer, in a variety of ways. 
Whilst these systems run at the core of the 
vehicle, the sensors which connect them to 
other vehicles and transport systems are 
communicating personal data at high speed 
and in high volumes. As Glancy has indicated, 
“Autonomous vehicles are also likely to raise 
concerns about personal information privacy 
when autonomous vehicles generate personal 
information about the people who use them ” 
(Privacy in Autonomous vehicles 2012, 1172).15

The vehicle communicates data about the 
driver including their location, where they are 
going, and their behaviour. As the systems 
and manufacturers develop their capabilities, 
data profiling is increasingly being used, often 
for insurance purposes and at other times to 
recommend personalised places to visit.

There are many separate systems in the 
vehicle collating data which may be saved on 
the vehicle before it is transmitted elsewhere. 
New devices in the car industry supply chain 
are being built to provide even more data 
collection capabilities, many of which will no 
doubt give greater visibility on how the device 
is performing and being used over its life, while 
others may just be about driver behaviour.

15 Glancy D. J, (2012) Privacy in Autonomous vehicles in Santa Clara Law Review Vol 52, 4, article 3.  

https://digitalcommons.law.scu.edu/lawreview/vol52/iss4/3/

Healthcare
Healthcare is an industry benefiting from both 
official healthcare monitoring and medication 
dispensing devices as well as many consumer 
monitoring devices, be they for non-specific 
use (built into watches) or for amateur athletes. 
Like other industries, healthcare is seen as one 
which may produce many savings through 
the use of IoT devices beyond the current 
portfolio that exists. The industry has attracted 
manufacturers new to healthcare to provide 
not just the devices, but also the applications 
to deal with the data collection and analysis of 
the subjects’ data, as well as the capabilities to 
handle the vast volumes of data from all the 
devices used.

These health service devices will connect and 
save data to servers managed directly by 
primary care, secondary care, a pharmaceutical, 
a healthcare supplier, a technology company, or 
any combination of these suppliers, regardless 
of whether the patient is in hospital or 
elsewhere, to enable the range of technologies 
which can be utilised for patient care.

Smart shopping
Smart shopping projects may involve 
the shopper being encouraged to accept 
communication between a shopping mall and 
a mobile device to receive special offers, to 
register a payment card and take products to 
be automatically paid for, or any combination 
of these and other devices and systems. 

Such projects will connect devices, marketing 
systems, loyalty systems, past purchases, wish 
lists etc and all this plus other data will come 
from multiple systems owned by different 
vendors.

Smart shopping projects will have to agree the 
protocols for sharing data ensuring the best 
interests of shoppers.

Smart Buildings
As cities expand and modernise, the rapid 
advances in technology and in particular 
largescale buildings such as hospitals, shopping 
malls, global headquarters, factories, critical 
national infrastructure, and government offices 
will become smarter and more connected.

Smart shopping projects 
will have to agree the 
protocols for sharing data 
ensuring the best interests 
of shoppers

https://digitalcommons.law.scu.edu/cgi/viewcontent.cgi?referer=http://r.duckduckgo.com/&httpsredir=1&article=2728&context=lawreview
https://digitalcommons.law.scu.edu/lawreview/vol52/iss4/3/
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Smart buildings will bring together surveillance, 
HVAC, access control, biometric, safety, 
resilience, SIEM, manufacturing, and internal 
facing systems. In many cases, each of these 
may be managed separately, yet in others 
jointly as a single system. The smart building 
sensors and their devices transmit data, some 
of which may be retained for the future and 
some which may be ignored instantly. The data 
may be filtered through big data, analytic, AI, or 
other systems for decision-making.

Smart Cities
Smart cities are highly complex environments 
consisting of a large number of systems 
which support buildings, energy, transport, 
water, and other parts of the critical national 
infrastructure. The European Union writes, 
“The concept of “Smart Cities” interconnects 
different operators and services to improve 
functionalities and the quality of life of citizens. 
Solutions are to be developed in compliance 
with fundamental rights, privacy and data 
protection, especially as the development 
of big data creates specific challenges. Full 
compliance with data protection legislation 
must be ensured in exploiting big data. Societal 
aspects (e.g.  perception of security, possible 
effects of technological solutions on societal 
resilience) have to be taken into account 
in a comprehensive and thorough manner” 
(European Commission, p14)16.

Smart Cities projects bring together all the 
technologies, products, and services discussed 
previously as multiples of groups of systems. 
For example, they don’t just include a CCTV 

16 European Commission Horizon 2020 Work Programme 2018-20 Secure Societies Protecting freedom and 

security of Europe and its citizens. http://ec.europa.eu/research/participants/data/ref/h2020/wp/2018-2020/

main/h2020-wp1820-security_en.pdf accessed 24/04/18.

surveillance system or HVAC system of 
a single building, but surveillance, HVAC, 
access, burglar alarms, fire alarms, power, 
and transport systems of several buildings, 
environments, and owners connected together 
sharing vast amounts of data and control 
of systems. This connectedness allows, for 
example, the CCTV of a shopping centre to 
be viewed in conjunction with other cameras 
in the street outside the building and the 
surrounding buildings to monitor public safety. 
The connectedness of these systems is a 
characteristic of Smart Cities.

The data generated from a single project is 
an attractive target for criminals, but projects 
where so much data is collected will inevitably 
attract the attention of many more criminals, as 
the opportunity for them to not only control so 
many devices and systems but to use the data 
as well makes Smart Cities a high risk target in 
terms of both privacy and security.

Smart Cities projects bring 
together all the technologies, 
products, and services 
discussed previously as 
multiples of groups of 
systems

http://ec.europa.eu/research/participants/data/ref/h2020/wp/2018-2020/main/h2020-wp1820-security_en.pdf
http://ec.europa.eu/research/participants/data/ref/h2020/wp/2018-2020/main/h2020-wp1820-security_en.pdf
http://ec.europa.eu/research/participants/data/ref/h2020/wp/2018-2020/main/h2020-wp1820-security_en.pdf
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Control Mechanisms
The forward and backward IOT supply chain for an IoT product consists of a range of 
suppliers: some of whom may be part-time (e.g. bug bounty hunters), some small and 
fulltime (e.g. installers or integrators), and others very large international businesses. 
The capabilities each one has in understanding their role and responsibility in 
GDPR compliance will be just as varied, from non-existent to very mature. It is 
not just understanding their own role, but the roles and responsibility of the other 
stakeholders who may impact their role, that makes this a complex issue to grasp.

One thing that is certain is that the majority 
of stakeholders in the complete list of the 
forward and backward supply chain will 
be SMEs with limited resources for either 
GDPR compliance or security controls. In the 
example scenarios outlined in the previous 
chapter, the data controllers are most likely 
large businesses working with smaller data 
processors, both of whom will have had to 
clarify their own position and compliance with 
regards to data protection. Although this is 
important and will help both data controllers 
and data processors, it will still leave a vacuum 
in various places of the supply chain since a 
large majority of it does not have any clearly 
defined responsibilities for GDPR, let alone any 
incentive to play any role in it.

In responding to this, one obvious approach 
considered was to compile a list of documents 

which each stakeholder could refer to that 
would help them work towards being GDPR 
compliant. Unfortunately, this approach hasn’t 
worked with the previous legislation nor has 
this worked with existing security standards, so 
there is a need for a better alternative.

The authors believe that what is required is an 
approach where all stakeholders are included 
and have a better understanding of their 
contribution (role) in the end compliance of 
the data controller(s) and data processor(s), 
and where they add value very specifically in 
improving data protection and security. Thus, 
they will differentiate themselves by providing 
better data protection and security than other 
suppliers are able to.

In this chapter we provide a control mechanism 
list which can be used as a starting point for 



19

Smart GDPR assurance for a smarter world

suppliers in the supply chain, and in the next 
chapter we look at the different stakeholder 
roles in more detail.

Introduction to the control  
mechanism list
There are many dangers in providing standards 
with lists of controls, or even just a list of 
controls which isn’t a standard. For example 
the UK government has endorsed the Cyber 
Essentials standard and made it mandatory 
for all procurement. Some professionals have 
criticised it as being low level even though the 
controls focus on reducing 70% of the vectors 
used in attacks. We believe there is great value 
in achieving Cyber Essentials, as it is the only 
standard of its kind for SME’s in the world and 
would encourage its adoption.

While not wanting to re-invent the wheel, there 
isn’t yet a single approach to dealing with the 
whole of the supply chain covering hardware, 
software, and the complete system from design 
to finished project specific to GDPR compliance. 
The result of this work has been to produce 
a list of control mechanisms picked out from 
several EU documents on GDPR and existing 
security control lists, broken down into various 
categories. In keeping with not reinventing the 
wheel, production of guides on “how to do a 
data protection impact assessment”, “how to 
write a privacy statement”, or any other type of 
“how to” guide has been avoided, as there are 
plenty of excellent useful resources currently 
available on these topics.

This chapter provides groups of control 
mechanisms by way of example controls which 
may be used by many, if not most, stakeholders 
in the supply chain. These are intended to 
either assist them to better meet their own 
compliance and/or play a role in assisting data 
controller(s) and/or data processor(s) achieve 
GDPR compliance. As generic example controls, 
they are not to be considered as the only, the 
most relevant, or the best controls to manage 
risks. Additionally, as individual items in a control 
list, they are not intended to be viewed as being 
listed in any order of importance.

It is important to remember that there are 
several organisational security standards 
available, and that this work is not meant 
to replace them in any way. Instead it is our 
sincerest hope that the use of these controls 
leads organisations to move up the ladder of 
compliance maturity.

There were several controls which were thought 
to be too obvious to include, while other basic 
controls have been included so as to ensure they 
are not ignored. The selection was based on the 
controls’ “usefulness” in either directly impacting 
data protection or indirectly through securing 
the device, system, or organisation. It should 
also be remembered that these controls do 
not provide any indication of maturity in GDPR 
compliance. Data controllers, data processors, 
and manufacturers of IoT products or systems 
should be looking to ensure that, over time, 
their suppliers are more mature in their use of 
controls to achieve GDPR compliance.

How to use the control  
mechanisms list
As this is a list of control mechanisms, it can only 
really be used to guide possible actions within an 
IoT project where a project manager is attempting 
to implement data protection by design and 
default as well as meeting corresponding 
principles of secure by design and default. As 
mentioned above, this resource is not intended to 
be a how to guide on IoT GDPR controls, because 
such a resource would be outside of the remit 
of a whitepaper and would be a very lengthy 
document. The control mechanisms are broken 
down into seven categories further grouped 
into the following types:

• Organisational controls, which includes the 
following four lists: Policy, Awareness, Data 
Protection, and Incident Response;

• System controls, which includes only System 
controls

• Device level controls, which includes only IoT 
device controls

• Industry controls, which includes only 
Standards bodies controls.

The organisational control list may apply to all 
stakeholders which are businesses, whereas 
the other three controls will be mostly useful to 
the relevant stakeholders in those roles in the 
forward and backward supply chain.

Each table displays an item (control mechanism 
item), stakeholder list (this shows whether it is 
relevant for all stakeholders or any which have 
an input or may impact the control), and target 
(who is the control attempting to target).

Apart from the fourth category of controls, all 
other controls may be applicable right across 
the supply chain, from sourcing components 
through to maintenance and decommissioning. 
Roles used in the controls are a guide only and 
are based on the assumption that, regardless 
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Table 1: Policies/procedures/guidelines/agreement control mechanisms
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of which stakeholder is using the control, they 
will likely be doing so in a defined role. For 
example, where a project manager is used, there 
is an assumption that no matter how small an 
organisation is and what service is provided, it 
will have to utilise the role of a project manager 
to provide the service. The generic use of 
the term project manager  explicitly includes 
designers, integrators and installers of systems. 
Further, it is assumed that there are some 
controls that every project manager in the 
supply chain may implement.

Although the controls can be used by any IoT 
project, new complex multi-system projects 
are likely to benefit most, and although many 
controls may be relevant for data controllers 
and data processors, those supply chain 
stakeholders which are not either of these are 
more likely to understand their role in GDPR 
if every stakeholder is starting from the same 
basic set of controls. Sharing these controls and 
what is expected is vital to successful GDPR 
compliance in the long run.

The control mechanisms lists
The control mechanisms lists consist of the 
following:

• Policy/procedure/guideline/agreement 
control mechanisms;

• Awareness, training, and education control 
mechanisms;

• Data protection related control mechanisms;

• IoT product/system control mechanisms;

• System level control mechanisms;

• Incident response control mechanisms; and

• Standards bodies control mechanisms.

Policy/Procedure/Guideline/
Agreement control mechanisms
Policies and related documentation play a very 
important part in clarifying for all stakeholders 
the organisation’s view on key topics, and 
how it expects staff to respond. Agreements, 
information, and other communication by 
manufacturers will help the whole supply chain 
in getting things right (now, or at some point in 
the future).

Awareness, training, and education 
control mechanisms
These controls spread the message inside and 
outside of an organisation and inform what 
goes into product development. Consequently, 
it is vital for data controllers and processors to 
get these controls right. Before that point in 
time, however, the manufacturer is to ensure 
that their supply chain has understood what is 
expected. This will allow the manufacturer to put 
GDPR compliance at the heart of its service for 
the data controller.

Table 2: Awareness, training, and education control mechanisms
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Table 3: Data protection related control mechanisms 1 of 2
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Data protection related control 
mechanisms
Since all stakeholders (even one-man suppliers) 
utilise the role of a project manager for 
providing their service, the role of project 
manager should be taken to mean “any 
individual responsible within their organisation 
for managing the input into the supply chain”. 
Not all controls are relevant for all stakeholders 
and, as such, only those that are relevant need 
to be applied. Additional controls specific for 
data controllers and data processors have been 
omitted where they were not relevant to IoT 
projects.

IoT product/system related control 
mechanisms
This set of controls is intended for any supplier 
providing an input into what makes up an 
IoT device or may deal with the device in its 
operating environment. The generic term 
“design team” has been used, to emphasise that 
the control should be considered as early in 
the design phase as possible, although some of 
these controls are relevant for many suppliers 
at different stages in the development or 
implementation of a system.

Some controls may be applied differently 
depending on whether they are being applied to 
a software library, hardware, an application, or 
a system, etc. As customers, the system owners 
will have to ensure that they have specified their 
requirements to manufacturers. Equally the 
manufacturers will have to ensure that they not 
only have their requirements met for device/
system components, but also that once the 
device or system is installed in a project, it is 
done so as per GDPR requirements.

System level control mechanisms
Here, “system” refers to a single solution (from a 
manufacturer) which may utilise other solutions 
and later be referred to as a single system, even 
though it consists of several solutions brought 
together. For example, a CCTV system may be 
installed with several other products and services 
(cloud storage, image analytics, automated 
decision-making etc.) and taken to be a single 
system, even though in reality it is not. One 
system may connect with several other systems 
of the same type (e.g. where two different CCTV 
systems from different buildings connect), or 
several systems of different types (e.g. a CCTV 
system connecting with an access control 
system).

Table 4: Data protection related control mechanisms 2 of 2
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Table 5: IoT product/system related control mechanisms
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These system controls determine how hard 
or easy it is for criminals to bring the system 
down, or to affect its security. There are many 
more system level controls available in existing 
security standards than have been included here, 
which should be consulted at some time.

Incident response control mechanisms
The GDPR requires notifications in certain 
breach conditions, and although incident 
response is a complex topic, a bare minimum 
set of controls has been included to ensure 
that this topic is not ignored or forgotten by 
any stakeholder. It is this set of controls which 
may determine how large any sanctions from 
supervisory authorities may be.

Table 6: System level control mechanisms
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A supervisory authority may accept that at 
some point all organisations may get breached, 
but how it is dealt with for the data subjects is 
critical to avoiding fines or receiving a relatively 
lenient fine.

Standards bodies control mechanisms
Standards bodies have a major role to play in 
IoT and GDPR, and this has been recognised 
already in the acceptance of several Article 29 
Working Party Opinions. It is not good enough 

for these bodies just to create standards and 
expect businesses to buy them; what is vital for 
the secure and privacy future of IoT devices and 
systems is that there is more education than has 
been provided in the past.

It may be necessary for new standards to be 
created outside of the traditional standards 
bodies if access and use is to be widespread 
and not just for the large businesses. If this is 
the case, it is then necessary for these to be 
promoted through professional rather than 
standards networks.

Table 7: Incident response control mechanisms

Table 8: Standards bodies control mechanisms
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Stakeholder – Chicken or egg?
There are many products and services on the market which utilise the benefits 
of IoT, yet a great majority of them were not developed using the principles of 
privacy by design and default or secure by design. To change this reality there 
will have to be shifts in the market, the first of which has already happened with 
the GDPR. The next will be when manufacturers start producing products which 
comply with the prevailing legislation or when customers start to specify privacy 
compliant and secure products. Here we have the chicken or egg problem: who 
will be instrumental in bringing about the change required, the manufacturers or 
the customers? The correct answer is not just both, but that there is also a need to 
involve the biggest group of stakeholders, which is the rest of the supply chain. It is 
true that on the surface it seems that not only data controllers and data processors 
may get fined, but also manufacturers. However, if one broadens the concept of “a 
manufacturer”, it may include many others in the supply chain.

In practice, for example, this means when 
considering software, it may be relevant to look 
into the suppliers of all the libraries used to 
create that software, not just new code which 
brings all the libraries and APIs together, as 
well as the development tools, to ensure that 
there are no known unintended consequences 
to implementing the well intentioned privacy 
controls. In short, if the tools and pre-built 
libraries used to create the privacy controls 
allow circumventing those controls through 
existing vulnerabilities, the purpose of the 

design has been defeated before any code 
has actually been written. To give a medical 
analogy, there is little point in doctors washing 
their hands before an operation if the operating 
room has not been cleaned after previous 
operations.

Stakeholder obligations can be broken into the 
following: 

• The obvious legal obligations of data 
controllers and data processors to comply with 
the GDPR;
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• The less obvious obligations of manufacturers 
to a) comply with the clarified Opinion of 
the Article 29 Working Party, and b) assist 
its customers to comply with their legal 
obligations more easily;

• The obligations of the pre-production 
suppliers to ensure that the service they 
provide assists the manufacturer in meeting 
its own obligations and those of its customers, 
and;

• The obligations of the post-production 
suppliers are to ensure that the service they 
provide assists the manufacturer in meeting its 
own obligations and those of its customers.

There is little value in discussing the first of 
these in detail, as this group has long known 
of its necessity to comply with the GDPR 
when processing data. Although all groups will 
have to comply when it comes to processing 
personal data for their employees and 
customers, the organisational obligations for 
this group are outside the scope of this paper.

This chapter focuses on all stakeholders’ 
obligations for IoT device/system development 
and implementation through a pre-production, 
and post-production view, as it is one which 
has not been considered as worthy of note in 
the past – as the priorities and obligations for 
the first two groups are different when dealing 
with pre-production and post-production 
stakeholders.

It must be remembered that where guidance 
has been provided by a manufacturer and the 
guidance is not followed by a system designer, 
integrator on installer, that company / project 
manager may be considered as a controller or a 
processor up until the point of hand over of the 
project. This is because the project or system 
is in the sole control of the system designer, 
integrator or installer at separate  times

Pre-production stakeholders
The pre-production suppliers are most suited 
to designing controls into the components they 
supply to the manufacturer. However, while 
that is true, it is also true that any code they 
provide will have been in existence the longest, 
even before the product is available on the 
market, which puts a greater responsibility on 
them to not only verify vulnerabilities before 
selling their product, but also to make it easy to 
update any vulnerabilities found in the future.

Stakeholders in this group will have to be 
the most innovative in implementing data 
protection by design and default. In some 
respects, whatever this group of stakeholders 
leave out by way of controls may have to 
be retrofitted at another level by a post-
production supplier.

All pre-production suppliers as stakeholders 
are in an ideal position to take advantage 
of any opportunities in innovating data 
protection and security controls pre-
production. These controls utilised by the 
post-production suppliers to verify that 
controls were in the state they should be 
in and data was not accessed, changed, 
transmitted, or where required, deleted 
inappropriately. The opportunity to lead 
and innovate cannot be over-emphasised or 
under-estimated considering the maturity of 
the overall IoT device market.

Owners/System managers
In most of our example scenarios, the system 
owner may not necessarily be the owner 
or landlord (of the installation) or indeed 
even the system manager. Where these are 
different, each may produce their own Data 
Protection Impact Assessment (DPIA). The 
DPIA may be produced only once, for the 
whole of the lifecycle of the project, or several 
times as the operating environment changes. 
There may also be several systems owners 
and/or managers in some cases, all working 
towards achieving the same end result in 
what the whole is being used for. Data from 
many of the suppliers may be used to input 
into the DPIA, as well as data from the core 
manufacturers.

Regardless of who the system owner may 
be, a project manager somewhere will have 
to specify the requirements for the devices/
systems going out to tender. This stage is 
vital to get right over time, as it is unlikely 
that project managers will be able to make 
certain requirements mandatory, as the 
market availability of skills in secure coding 
or developing privacy controls may not 
exist. However, were several large customers 
around the world to get together to state 
that after a set date they would no longer 
purchase any products which did not meet 
the requirements, that may be a way forward. 
During the intervening period, vendors must 
be working towards making the changes to 
up-skill the supply chain.
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The bottom line will be that the better 
this group is at translating how their legal 
obligations can be assisted by technology to 
achieve the purposes of processing data, the 
easier it will be to deal with those obligations 
which cannot be assisted by the use of 
technology. Gaining proficiency in translating 
these obligations does mean that, as a data 
controller, an organisation will be able to 
demonstrate compliance more effectively to 
auditors and supervisory authorities.

Communication with the manufucturers to 
collate accurate and verified information for a 
DPIA is essential, as will it assist in determining 
any missing controls which may need to be 
considered for post-production suppliers.

Manufacturers
For the purposes of this paper, this 
stakeholder is a main supplier to a project, 
and any supplier supplying components going 
to the products produced by this supplier 
is considered as “other manufucturers” (as 
defined in the next section). The manufucturer 
has the greatest responsibility of all 
stakeholders in that they have to meet their 
end users’ requirements and also translate 
those into their own requirements of their 
component suppliers. Manufucturers have to 
understand not just their suppliers but also 
the second, third, and fourth level suppliers 
where code libraries are used, so that they can 
influence those supply chains positively.

Getting requirements right makes it possible 
for manufucturers to offer certain warranties 
on their products, whether it is about how 
long they will take to make patches available 
for critical vulnerabilities, which protocols are 
supported, or the workings of data protection 
controls.

Apart from setting the requirements for 
their suppliers, manufucturers design data 
protection and security into the product, so 
an understanding not just of the operating 
environments, but also of the technologies, 
products, and services which may be utilised 
with the product must be considered in the 
design. Companies that manufacture and 
control all the components that go into the 
equipment they produce are in a better 
position to be able to address issues around 
vulnerabilities. Companies that are not able to 
manufacture and control each component are 
not able to share the same level of control and 
may lack transparency.

Other manufacturers
This group of stakeholders has similar 
responsibilities for their products as the main 
manufucturer above, and consists of those 
who produce main components in the end 
product used, for example, embedded chip 
suppliers, encryption chip suppliers, or SIM 
suppliers. The more forward thinking this group 
is in understanding both data protection and 
security to implement relevant controls, the 
more competitive the supplier will be in serving 
customers all over the world.

Designers, Specifiers and 
Consultants:
This key group of stakeholders will be involved 
in directly or indirectly advising on designing 
some of the controls as required for their 
part of the project or the overall project. It is 
vital that they understand which controls are 
provided and how and where they are to be 
used for both GDPR and security compliance.”

Software suppliers
This may include any packaged products with 
no hardware, for example, operating systems, 
Application Programming Interfaces (APIs), 
coding libraries, etc. Regardless of whether 
the product is commercial or open source, it 
should be regularly tested not just for known 
vulnerabilities, but also for vulnerabilities which 
may be specific to the product because of the 
programming language used, or the tools to 
develop it, or external changes affecting it (e.g. 
some things become easier to break as time 
goes on than they were previously).

These stakeholders are in an ideal position to 
provide standardised data protection utilities 
which can be included in any number of IoT 
devices and, since their market can be so vast, 
they need to step up to the mark and introduce 
software extensions, plugins, and components 
which offer greater levels of granular control 
than has previously been available.

The attitude or assumption that “nobody’s 
that interested in breaking into the code, so 
it will be OK” does not wash any more, as 
automated tools which can break millions of 
lines of code in seconds are a reality and should 
be considered when permitting any bugs into 
a product. The working assumption should be 
“anyone who wants to will be able to access 
the code, and that any identified bugs should 
be put on the risk register once evaluated”
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Hardware suppliers
Pure hardware suppliers of products with no 
code have an important role to play, as they 
can produce tamper-proof techniques for 
protecting the end product or components. As 
the adoption of IoT increases, the requirements 
for tamper-proofing will continue to grow to 
restrict criminals from making changes without 
detection.

Post-production stakeholders
As this group of stakeholders provide the add-
ons, many of which were covered in chapter 2, 
they provide much of the integration between 
one device and another, a device to a system, 
one device to many systems, or one system 
to another. Consequently, post-production 
stakeholders provide many and varied services 
contributing to the overall end solutions.

It is in post-production where one of these 
stakeholders may be able to ‘add-on’ the 
controls missing from the manufucturer’s 
offering, or indeed provide a solution created 
by connecting devices or systems.

Owners/ System managers
As the main data controllers, owners and 
managers must undertake a DPIA and possible 
missing controls must be explored with 
other suppliers. Like in pre-production, clear 
requirements are essential, as is understanding 
and verifying that the controls do what they are 
supposed to do.

As it is the production systems which actually 
process any data, be it personal data or system 
configuration data, the project manager will 
have to verify that each processing operation 
performed is in line with the stated purpose of 
the relevant suppliers. When systems connect 
to each other, they may be connecting with 
systems owned by other parties who will have 
similar responsibilities to comply appropriately.

Whether the controller utilises any additional 
technology (automated decision-making 
or profiling, or big data analysis), products 
(payment devices, physical security systems), 
or services (installation, storage, monitoring) it 
will have to comply across all services based on 
information from all suppliers. This aggregation 
of compliance information for large IoT projects 
is perhaps one of the biggest challenges facing 
the market.

Regardless of how compliance information is 
collected and collated, verifying data access 

and flows will help confirm those aspects of 
compliance.

Other Data Controllers
In our example scenarios there are often several 
other data controllers who may not be system 
owners, and whether through public/private 
partnerships or just private partnerships, 
specialisations in services do mean that having 
several data controllers will be the norm rather 
than the exception, as will be having some joint 
controller relationships. 

There may be several data controllers feeding 
data to the project owners’ systems which may 
be raw data or aggregated data depending 
on the service they are responsible for. The 
other data controllers’ obligations are no less 
important in compliance both for their own 
organisation and the overall project customer.

Data Processors
Just as there may be many data controllers, 
there will also be many third party data 
processors providing their expertise to make 
sense of some of the data collected. Each 
processor should be in an ideal position to 
be able to provide feedback on compliance 
based on their processing, and what they can 
do to make it easier for the controller to meet 
its obligations to observe the rights of data 
subjects.

Some data processors may need to provide 
additional information relating to any special 
processing they undertake on behalf of a 
controller, such as automated decision-making 
or profiling.

Manufacturer(s)
The key manufucturer would still be the 
dominant provider to the project that all 
others add value to. Post-production, the 
manufucturer must set the requirements 
for all other stakeholders wanting to benefit 
from the use of the system, including the 
usual distributors, integrators, installers, 
cloud services, analytics etc. Some of 
these requirements are related to a general 
understanding of the product/system, while 
others are more technical in terms of training 
and experience of engineers, or certifications 
held by the supplier.

The dependency relationship of the 
manufucturer and its supply chain does mean 
that the manufacturer should be in an ideal 
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position to dictate good practices required by 
the end customer. Equally, innovations arising 
anywhere in the supply chain may often mean 
that they benefit all as they filter down to the 
customer, creating greater adoption of the 
manufucturer’s products.

Any responses to controls must be fed back 
to the pre-production suppliers so that 
appropriate action can be taken, and the 
resulting changes can filter back down through 
the supply chain. Feedback from any supplier 
on controls must be logged and responded 
to by the appropriate stakeholders even if it 
doesn’t involve the system/project owner.

Other manufacturers
No system is an island, and systems often 
utilise many more technologies than those that 
they connect to. For example, to be useful, 
all IoT devices and systems must be able to 
communicate over a network with networking 
devices, storage devices etc.

Some of these other manufucturers may 
be part of the overall single solution for the 
project, others may be independent, but they 
will still need to be configured correctly so that 
the project is compliant.

Designers, Specifiers and 
Consultants:
As with pre-production this group of key 
stakeholders will be involved in directly or 
indirectly advising on designing some of 
the controls as required for their part of the 
project or the overall project. It is vital that 
they understand which controls are provided 
and how and where they are to be used for 
both GDPR and security compliance. The main 
difference with the post-production designers, 
specifiers and consultants will likely be that 
they are working either on a much wider sytem, 
or on combined systems. This alone makes their 
role in GDPR compliance vital.

Distributors
Product/system distributors often play a vital 
part in educating their networks of installers 
and integrators and providing feedback to the 
manufucturer.

Integrators/installers
As the coal-face service for manufucturers, 
integrators and installers configure the controls 
for the devices/systems to connect with and 

use other services. This stakeholder group 
must be provided with the correct technical 
information to ensure data protection and 
security of the devices/systems.

Often this group will pick up what is not 
right or not working quicker than almost 
any other stakeholder. Their feedback to the 
manufucturer on the controls that don’t work 
as expected is invaluable.

Project managers, either integrators or installers 
will be responsible for applying updates and 
patches as they become available from the 
manufacturer, depending on who has agreed 
to the maintance contract. The maintenance 
contract would include maintaining the detailed 
list of applied updates and patches.

Decommissioning services
As the name suggests this service would be 
utilised at the end of the life of the device/
system, and any process would have to 
be in accordance with the manufucturer’s 
instructions and guidance.

Other stakeholders

Data subject representative
For some projects it may be feasible to consult 
the advice of a data subject representative, 
for example on healthcare related projects. 
This is not always relevant nor feasible for all 
projects. Where it is possible, advice should be 
sought and the subsequent recommendations 
considered. The involvement of such 
representatives would vary according to the 
type of project and ability of the representative 
to provide an input.

Standards bodies
Standards bodies are key players in the good 
practices followed by professionals,  and they 
must identify some campaigns which don’t 
involve revenue generation but are important 
for the greater good. One of these has to be 
secure coding practices.

Any stakeholder benefiting from their current 
supply chain will benefit more by providing 
services which assist the end customer to 
comply with the GDPR. Not only will they 
benefit through continued business, but they 
will be less likely to come under the scrutiny of 
a supervisory authority which may end up with 
fines and sanctions.
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Pre-production data / device components / system GDPR 
stakeholders’ notes

Points to note:
• Specifiers must be able to interpret data protection requirements of all proposed connected 
systems effectively for all manufacturers to be in compliance when the system is in use.

• Manufacturers controlling all components have a greater opportunity to control the data 
protection and security of every component by design and default, unlike manufacturers 
which use components produced by others. This is because each of the stakeholders in the 
manufacturers with multiple component suppliers would each have a completely different 
understanding and appreciation of data protection and security by design and default and 
implement principles differently.

• Devices often have multiple coded components, each of which are capable of containing at 
least one or more vulnerabilities. Each integrator / installer / consultant or project manager may 
misconfigure one or more component settings, thus accidently circumventing the default and 
designed control mechanisms.

• If any integrator / installer / consultant or project manager working on any system doesn’t 
understand the data protection or security implications of the system, they are likely to introduce 
vulnerabilities into one or more systems which may not have previously existed.

Post-production data / device components / system GDPR 
stakeholders’ notes

Points to note:
• Even manufacturers which develop all components in-house have to rely on standardized 
communications (and other) protocols. It is an accepted fact as internet and communication 
protocols do not change regularly, and that there are implementations for each platform. So, if a 
vulnerability is discovered any device which is not updateable will forever be vulnerable.

• The use of most devices is often longer than manufacturer’s recommended lifespan, however 
the code that goes into many devices is usually even longer than any device. This is because the 
code will mostly have existed before the device came into being and that despite the fact that the 
device has been decommissioned, the code will still be available for use in other devices – in many 
cases. The lifecycle of data however, may often be longer than the lifespan or lifecycle of a device 
or system, especially if that data has been aggregated, analysed or profiled.

• The use of the term project managers is due to the fact that there are likely to be many 
stakeholders providing services to process data, and their job title can be varied, but in each case 
they will definitely be acting as the project manager on behalf of their organisation.

• The types of data processing will be determined by the each of the various systems and the 
connections between them, as well as the intended data collection purpose. So, the percentages 
between that basic data storage, profiling and add-on services utilised will depend on the 
intended purpose. Regardless of the type and volume of processing, there will be multiple project 
managers involved representing the data protection interests of their organisations.
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GDPR – an overview
Introduction
The European Data Protection Directive 
(Directive 95/46/EC) on the protection of 
individuals regarding the processing of personal 
data and on the free movement of such data 
was adopted in 1995. Each member state was 
required to implement legislation in their own 
country, in the UK the Data Protection Act was 
passed in 1998.

After several years of case law in each member 
state it became obvious that the 1995 Directive 
which was originally drafted several years 
earlier had become inadequate to deal with 
technological changes in the processing of 
personal data. Further, it had become apparent 
that what was needed was a Regulation (which 
does not have to be enacted separately in each 
member state) rather than a Directive which is 
harder to enact consistently across all member 
states.

The work on the draft Data Protection 
Regulation took several years before a public 
version was available in February 2012. Then 
after four years of further negotiations the 

Regulation came into force in May 2016 which 
allowed stakeholders two years before being 
enforced by the supervisory authorities (in the 
UK, it is the ICO).

The Regulation should be viewed as one which 
adds to and clarifies the previous Directive, 
rather than one which completely scraps the 
Directive. This is good for stakeholders, as 
it means that if they complied to the Data 
Protection Act 1998 (in the UK), then they 
should be able to comply with the Regulation 
with some changes which extend the scope of 
the previous regime. Furthermore, it also means 
that stakeholders are familiar with the basics, 
they just need to understand how they can 
assist in compliance.

The Regulation lays down rules relating to the 
protection of natural persons (someone who 
is alive) regarding the processing of personal 
data and rules relating to the free movement of 
personal data. The free movement of personal 
data within the Union is neither restricted nor 
prohibited for reasons connected with the 
protection of natural persons regarding the 
processing of personal data. However, it is 
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restricted to places which are not able to meet 
the requirements laid down in the Regulation, 
in which case personal data may not be 
transferred to those places.

Scope of the GDPR
Regulation applies to the processing of 
personal data wholly or partly by automated 
means and to the processing other than by 
automated means of personal data which 
form part of a filing system or are intended 
to form part of a filing system. In addition, 
the Regulation applies to the processing of 
personal data in the context of the activities 
of an establishment of a controller or a 
processor in the Union, regardless of whether 
the processing takes place in the Union or not. 
This means that it applies to any processing 
of personal data of EU citizens regardless of 
where in the world the processing takes place.

The introduction chapter briefly covered the 
guidance provided in the GDPR on IoT devices 
and the fact that although the GDPR refers 
mainly to data controllers and processors, the 
scope does extend to manufacturers of IoT 
devices, and it stipulates some very specific 
guidance on security and data protection 
by design and default – something that can 
only be dealt with properly by manufacturers 
and developers in the first instance and then 
implemented by integrators, and maintenance 
services.

The reality is that, when it comes down to the 
scope of the GDPR, although data controllers 
and processors may specify the controls 
required for data protection by design and 
default and that these are likely to be passed 
on up the supply chain, all controls could end 
up being ineffective, if further down the supply 
chain (for example, with integrators of systems, 
installers, equipment maintainers, etc.) service 
suppliers do not play their role in ensuring 
that the controls have been implemented as 
required by the manufacturer.

So, in the IoT scenarios this paper aims to 
address, it is assumed that every supplier has a 
role to play in GDPR compliance.

Principles
Article 5 of the Regulation states the principles 
relating to the processing of personal data as:

a.  processed lawfully, fairly and in a 
transparent manner in relation to the 
data subject (‘lawfulness, fairness and 
transparency’);

b.  collected for specified, explicit 
and legitimate purposes and not 
further processed in a manner that is 
incompatible with those purposes; further 
processing for archiving purposes in the 
public interest, scientific or historical 
research purposes or statistical purposes 
shall, in accordance with Article 89(1), not 
be considered to be incompatible with 
the initial purposes (‘purpose limitation’); 

c.  adequate, relevant and limited to what 
is necessary in relation to the purposes 
for which they are processed (‘data 
minimisation’);

d.  accurate and, where necessary, kept up 
to date; every reasonable step must be 
taken to ensure that personal data that 
are inaccurate, having regard to the 
purposes for which they are processed, 
are erased or rectified without delay 
(‘accuracy’); 

e.  kept in a form which permits identification 
of data subjects for no longer than is 
necessary for the purposes for which the 
personal data are processed; personal 
data may be stored for longer periods 
insofar as the personal data will be 
processed solely for archiving purposes in 
the public interest, scientific or historical 
research purposes or statistical purposes 
in accordance with Article 89(1) subject 
to implementation of the appropriate 
technical and organisational measures 
required by this Regulation in order to 
safeguard the rights and freedoms of the 
data subject (‘storage limitation’); 

f.  processed in a manner that ensures 
appropriate security of the personal 
data, including protection against 
unauthorised or unlawful processing and 
against accidental loss, destruction or 
damage, using appropriate technical or 
organisational measures (‘integrity and 
confidentiality’).

There are many controls required to meet each 
of the above principles and these will vary from 
project to project, however the controls have 
to be built in by developers somewhere along 
the supply chain either into a single product or 
as part of bringing several products or services 
together. In some cases, the controls may have 
to be retrospectively added as a temporary 
measure until the appropriate control has been 
developed by design and default. 
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The different suppliers in the supply chain will 
need to ensure that they are either building 
controls in by design and default (or adding 
them in retrospectively), or to be providing 
assurance that the controls have been 
implemented as required for customers’ data 
protection compliance.

Lawfulness of processing

Article 6 of the Regulation states that 
processing shall be lawful only if and to the 
extent that at least one of the following apply:

a.  the data subject has given consent to the 
processing of his or her personal data for 
one or more specific purposes; 

b.  processing is necessary for the 
performance of a contract to which the 
data subject is party or in order to take 
steps at the request of the data subject 
prior to entering into a contract;

c.  processing is necessary for compliance 
with a legal obligation to which the 
controller is subject;

d.  processing is necessary in order to 
protect the vital interests of the data 
subject or of another natural person;

e.  processing is necessary for the 
performance of a task carried out in the 
public interest or in the exercise of official 
authority vested in the controller; 

f.  processing is necessary for the purposes 
of the legitimate interests pursued by 
the controller or by a third party, except 
where such interests are overridden 
by the interests or fundamental rights 
and freedoms of the data subject which 
require protection of personal data, in 
particular where the data subject is a child.

Each type of lawful processing requires a 
different set of controls to ensure compliance 
and these need to be considered by each 
supplier to ensure that the relevant controller 
and processor can utilise the appropriate 
set of controls built in by manufacturers and 
service providers. The utilisation of controls 
may not necessarily be directly by a controller 
or processor, it may be through other service 
providers tasked with configuration, extraction, 
maintenance, development, destruction, etc.

Rights of individuals
The GDPR provides the following rights for 
individuals:

a.  The right to be informed

b.  The right of access

c.  The right to rectification

d.  The right to erasure

e.  The right to restrict processing

f.  The right to data portability

g.  The right to object

h.  Rights in relation to automated decision 
making and profiling.

The rights of individuals in the 1995 Directive 
were not necessarily stated so clearly. The 
Regulation has made them explicit and 
provided some guidance on them.

From a compliance perspective those data 
controllers, data processors and manufacturers 
which have utilised knowledgeable suppliers 
will benefit the most, as the required controls 
don’t just have to be designed in, they also 
must be configured to be used in line with 
appropriate lawful processing. For example, the 
right to access by data subjects may not apply 
for certain data collected by law enforcement 
for law enforcement purposes but will apply 
in most other types of processing. A CCTV 
system may have to be configured to not 
record or to save data in most cases, but where 
it has been saved, the system will need to 
have been configured to make Subject Access 
Requests straightforward for the team which 
deals with them, when they occur.

Fines
Under the previous regime the maximum fine 
that could be imposed in the UK was £500K, 
under the new regime this has been increased 
considerably to ensure that organisations take 
their responsibilities seriously. This change has 
hit the headlines regularly when organisations 
have announced data breaches, with a 
comparison on what the organisation may have 
to pay under each regime.

The details of the changes are beyond what 
needs to be covered in this white paper, but 
it is worth pointing out that depending on 
the details of the infringement, the fine could 
be either 2% of world-wide turnover (or 10m 
Euros, whichever is the higher), or 4% of world-
wide turnover (or 20m Euros, whichever is the 
higher). The only other point to note is that 
the above figures are for the parent or group 
of companies as opposed to a small company 
owned by a much larger company.



38

Smart GDPR assurance for a smarter world

Obviously, the supervisory authorities will 
determine the fines for SME’s proportionately, 
but these are fairly big figures and should 
encourage most suppliers in the IoT supply 
chain to take notice.

Notification of a breach
The Regulation has provided explicit guidance 
on notification of a personal data breach to the 
supervisory authority as well as communication 
of a personal data breach to the data subject. 
Although, suppliers of services should ensure 
they play their role in making it easy for the 
relevant data controller / processor to respond 
appropriately, the first of the two notifications 
is critical, in that it requires notification to be 
no later than 72 hours after having become 
aware of it. All suppliers of services especially, 
system designers, integrators / installers and 
consultants will have to ensure that not only 
have they enabled controls for this to be 
facilitated, but that they have not inadvertently 
made adjustments which slow down the 
process of the data controller / processor 
being able to comply with this.

Codes of conduct and certification

Articles 40 to 42 cover codes of conduct and 
certifications, and the Article 29 Working Party 
held a consultation which ended in March 2018 
and further information will be forthcoming in 
the future on these, however in the meantime 
here is information from the ICO:

• The GDPR endorses the use of approved 
codes of conduct and certification mechanisms 
to demonstrate that you comply.

• Signing up to a code of conduct or 
certification scheme is not obligatory.

• Adhering to codes of conduct and 
certification schemes brings a number of 
benefits over and above demonstrating that 
you comply. It can:

• improve transparency and 
accountability - enabling individuals to 
distinguish the organisations that meet 
the requirements of the law and they can 
trust with their personal data.

• provide mitigation against enforcement 
action; and

• improve standards by establishing best 
practice.

• When contracting work to third parties, 
including processors, a controller may consider 
whether they have signed up to codes of 
conduct or certification mechanisms.

It is very likely due to the nature of the 
processing and importance of IoT projects that 
there may be specific schemes related to smart 
buildings, smart healthcare, etc. The codes of 
conduct may be able to address this aspect of 
processing to comply with the GDPR.

In all cases every supply chain stakeholder has 
to play their role in either building in controls, 
providing guidance on their use, configuring 
them, implementing them or promoting 
them, etc. Suppliers are no longer able to 
avoid responsibility simply by not being a 
data controller or processor, the Regulation 
creates an ideal opportunity for suppliers to 
demonstrate responsible services in a similar 
way that when health and safety rules changed 
in the building industry every supplier played 
their role in improving health and safety.
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