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Actually, Facebook does sell your personal information1   

 
I’d like you to meet a friend of mine 
 
You own a retail store that is located in a building with two entrances:  

a first that admits “regular” walk-in customers, and a second that only 
allows pre-selected, “VIP” customers.2 While they are in your store, 
you’re able to track and distinguish the regular customers from the VIPs. 

 
Besides their outward appearance, you know nothing about the 

regular customers. But you know quite a bit about the VIPs; well, you 
don’t know their names—at least not yet—but you know they have a lot 
in common with your highest-value customers. Because of this, you will 
give them offers or deals that you would not give to people who just 
walked in off the street; and if that VIP makes a purchase, you will be 
able to add that person to a database of your best customers. 

 1 As that term is defined in 
1798.140(o) of the California 
Consumer Privacy Act (CCPA). 
 
2 At least some of the VIP customers 
are California residents. 
 

 
How did you get this stream of VIPs, and how do you know they 
share characteristics—such as income level, product preferences, 
and browsing history—with your highest-value customers? 

  

 
You paid Facebook to find them; the social media giant then showed 

those people ads that gave them access to your store’s VIP entrance—
which is actually a URL indicating that a VIP clicked on a specific 
Facebook ad.  

  

 
If Facebook was able to curate a group of VIPs, why didn’t it 
give you their names? 

  

 
Facebook didn’t supply you with the VIPs’ names because it:  
 

(a) pledged that it would “not sell people’s data;” and  
 
(b) seems to believe that by not supplying names, it won’t have to 
comply with the California Consumer Privacy Act, which imposes 
burdens on all “businesses” that collect and sell consumers’ personal 
information. 

  

 
Is Facebook a “business” under the CCPA?  
 
Yes, Facebook qualifies as a “business” because it collects personal 

information, does business in California, and has annual gross revenues in 
excess of $25 million.3   

  
 
 
 
3 1798.140(c). 
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How does the CCPA define “personal information”? 
 
“Personal information” is not just a person’s name, address or phone 

number; it also includes information that:  
 

identifies, relates to, describes, is reasonably capable of being 
associated with, or could be reasonably linked, directly or indirectly, 
with a particular consumer or household4 
 

Examples of this type of personal information include data that identify 
“purchasing or consuming histories or tendencies” and “browsing history, 
search history, and information regarding a consumer’s interaction with 
an internet website, application, or advertisement.”5  

 
There’s more: “inferences drawn”6 from personal information to 

“create a profile about a consumer reflecting the consumer’s preferences, 
characteristics … predispositions, behavior [and] attitudes” also constitutes 
personal information. In other words, if any category of personal 
information is used to create a profile of a consumer reflecting their 
preferences, that profile is itself “personal information” under the CCPA.  

 
Why wouldn’t Facebook want to be subject to the CCPA? 
 
Because it’s expensive—and a drag. If a business (like Facebook) 

collects or sells personal information, the CCPA gives California 
consumers several rights, including: 

 
(a) the right to ask the business to disclose the categories and specific 
pieces of information that business has collected;7 and  
 
(b) the right to ask the business not to sell their personal information; 
this is also called the “right to opt out.”8  

 
It is this opt-out right that is potentially so burdensome; if a business 

makes money by selling personal information, it will—obviously—make 
less money if consumers opt out of those sales.   

  
 
 
 
 
 
 
4 1798.140(o)(1). 
 
 
 
 
5 See 1798.140(o)(1)(D) and (F). 
 
6 1798.140(o)(1) 
Personal information includes, but is 
not limited to … : 

*** 
(K) Inferences drawn from any of 
the information identified in this 
subdivision to create a profi le 
about a consumer ref lecting 
the consumer’s preferences, 
characteristics, psychological trends, 
predispositions, behavior, attitudes, 
intelligence, abilities, and aptitudes. 
 
 

 
7 1798.100. 
 
 
8 1798.120. 

 

What constitutes a “sale” of “personal information”?    
 

Under the Act’s broad definition of the term, if a business gives or 
transmits personal information to another entity—and that entity 
somehow pays for it—that’s a sale: 

  

 

 “Sell,” “selling,” “sale,” or “sold,” means selling, renting, releasing, 
disclosing, disseminating, making available, transferring, or otherwise 
communicating orally, in writing, or by electronic or other means, a 
consumer’s personal information by the business to another business 
or a third party for monetary or other valuable consideration.9  

  
 
 
 
9 1798.140(t)(1). 
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Aren’t there certain types of personal information transfers that 
don’t qualify as “sales” under the CCPA?  

  

 
Yes. California’s new privacy law includes several exceptions under 

which a transfer of personal information does not constitute a “sale,” 
including when a business shares a consumer’s personal information with 
a “service provider,” and that sharing is necessary to perform a “business 
purpose” (such as providing advertising services).10  

 
Have you ever seen an ad on Facebook for a product that you had 

looked at earlier online but didn’t buy? That’s called “retargeting;” it’s 
possible that Facebook’s retargeting ads do not involve the sale of personal 
information because: (a) its advertisers provide Facebook with that 
information; and (b) the social media company is merely acting as a 
“service provider” that provides advertising services.11 But there are other 
scenarios where personal information seems to flow from Facebook to its 
advertisers; we will focus on those. 

  
Facebook says that it will not “sell people’s data.” 
Isn’t that the end of the analysis? 

  
 
 
 
10 See 1798.140(t)(2)(c); 
1798.140(v); 1798.140(d)(4). 
 
 
 

 
11 Some have suggested that use of 
Facebook’s “Pixel” website tracking 
software may involve the sale of 
personal information; see, for 
example, https://www.vox.com/ 
recode/2019/12/17/21024366/ 
facebook-ccpa-pixel-web-tracker.  

 

Facebook has certainly said that. But note that it has never said that it 
won’t sell “personal information” as that term is defined in the CCPA; 
instead, the company uses the phrases “your information” or “people’s 
data.” About 18 months before the Act went into effect, Facebook put it 
this way: 

 

So our promise is this: we do not tell advertisers who you are or sell 
your information to anyone.  

*** 
If a bike shop comes to Facebook wanting to reach female cyclists in 
Atlanta, we can show their ad to women in Atlanta who l iked 
a Page about bikes.  But here’s what’s key: these businesses don’t 
know who you are. [https://about.fb.com/news/2018/04/data-and-
advertising/] 

 

And in a December 2019 blog post explaining how its advertisers—but 
not Facebook—may need to comply with the CCPA, the company said: 

 

The CCPA also requires companies to provide people with 
thorough descriptions of their privacy practices, including whether 
they sell people’s data. We’re committed to clearly explaining how 
our products work, including the fact that we do not se l l  
people’s  data. [https://about.fb.com/news/2019/12/californias-
new-privacy-law/amp/] 
 

The emphasis here seems to be on names (“we don’t tell advertisers 
who you are”), not on interaction with websites, consumer preferences, 
and other classes of personal information covered by the CCPA.  

  
 
 

1798.140(o)(1) 
Personal information includes, but is 
not limited to … : 

*** 
(F) Internet or other electronic 
network activity information, 
including, but not limited to, 
browsing history, search history, and 
information regarding a 
consumer’s interaction with 
an internet website, application, 
or advertisement. 
 

 
 
 
 
 
 
Really? 
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Facebook’s “Lookalike Audiences” look a lot like the sale of personal information   
 

Again, there may be Facebook advertising schemes in which 
advertisers (that pay Facebook) may not gain any personal information 
when a Facebook user clicks on an ad. But consider the “Lookalike 
Audience” service, which Facebook describes this way: 

 

A Lookalike Audience is a way to reach new people who are likely 
to be interested in your business because they’re s imilar to your 
best exist ing customers. 

*** 
When you create a Lookalike Audience, you choose a source 
audience (a Custom Audience created with information pulled from 
your pixel, mobile app, or fans of your Page). We identi fy the 
common quali t ies of the people in i t  ( for example, 
demographic information or interests) . Then, we deliver 
your ad to an audience of people who are similar to (or “look like”) 
them.12 

*** 
Let’s take look at how you can create a Lookalike Audience. 

*** 
Consider using a group of 1,000 to 50,000 of your best 
customers based on l i fet ime value, transaction value, 
total  order s ize or engagement.13 
 

When a Facebook user—including a member of a “Lookalike 
Audience”—clicks on an ad, a URL that takes the user to the advertiser’s 
web site specifically identifies the ad as coming from Facebook. For 
instance, here is a URL that was generated when a Facebook user clicked 
on an ad for The Economist magazine:14 

 

https://subscription.economist.com/DA/PaidSocialCore/blacknote 
booknewyear/FY1920-FB-IG-LA?utm_medium=social- 
paid&utm_source=facebook-instagram&utm_campaign=newyear 
FY1920&utm_content=la&fbclid=IwAR1XOfAkI8zT7T1DP7afeE 
C6CnQ5ria9729lkcDGcLhmx9qJDO0-E0m1vNI 

 1798.140(o)(1) 
Personal information includes, but is 
not limited to… : 

*** 

(D) Commercial information, 
including records of … products or 
services purchased, obtained, or 
considered, or other 
purchasing or consuming 
histories or tendencies. 

*** 

(K) Inferences drawn from any of 
the information identified in this 
subdivision to create a profi le 
about a consumer ref lecting 
the consumer’s preferences, 
characteristics, … predispositions, 
behavior, [and] attitudes…. 
 
12 https://www.facebook.com/ 
business/help/164749007013531 
?id=401668390442328 
 
13 https://www.facebook.com/ 
business/learn/lessons/using-ads- 
manager-to-create-custom- 
lookalike-audiences?course_id= 
1314326385375386&curriculum_id 
=2247487895512581 
 
14 At the time of publication, typing 
https://subscription.economist.com 
(just the first part of the URL at left) 
results in a similar page to the full 
URL, but one that displays a 
different set of subscription options. 

 

The URL in this example literally says “paid” and “source=facebook” 
in it; but even if it didn’t, “click through” URLs almost always have data 
identifying the website on which the ad was clicked. The larger point is 
that when a Facebook user clicks on a “Lookalike Audience” ad, the 
advertiser instantly knows that the user:  

 

(a) clicked (interacted with) that Facebook ad; and  
 

(b) is a “Lookalike audience” member that shares purchasing or 
consuming histories or tendencies with its best customers.  

 

Both are personal information under the CCPA; and Facebook’s 
advertisers pay to get it.  

  
 
 
 
1798.140(o)(1)  
Personal information includes … : 

*** 
(F) … information regarding a 
consumer’s interaction with 
an internet website, 
application, or advertisement. 
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Doesn’t the CCPA say that personal information that has been 
“deidentified” is no longer considered to be “personal information”? 

  

 
It does say that, but look at how the term “deidentified” is defined in 

the act: 
 

“Deidentified” means information that cannot reasonably identify, 
relate to, describe, be capable of being associated with, or be linked, 
directly or indirectly, to a particular consumer, provided that a 
business that uses deidentified information: 

 
(1) Has implemented technical safeguards that prohibit  
reidenti f icat ion of the consumer to whom the 
information may pertain. 
 
(2) Has implemented business processes that specif ical ly 
prohibit  reidentif icat ion of the information. ***15 

  
 
 
 
 
 
 
 
 
 
 
 
 

 
15 1798.140 (h). 

 
There are no “technical safeguards” here; as soon as a “Lookalike 

Audience” Facebook user clicks on an ad, the advertiser knows the user 
to be a member of the Lookalike Audience16 that Facebook was paid to 
create; and if that user makes a purchase, the advertiser is able to link the 
personal information they have received (including purchasing or 
consuming histories or tendencies) to that particular consumer. 

 
But what if Facebook is right, and it does—at least some of the 
time—act as a “service provider”? 
 
Facebook may indeed act as a “servicer provider” for its advertisers in 

some (or even most) instances. But the CCPA’s regulations state that if a 
service provider that is also a “business” (which Facebook is) sells personal 
information outside of its role as a service provider, then that business 
“shall comply” with the CCPA: 

 
§ 999.314. Service Providers  

*** 
(e) A service provider that is a business shall comply with the CCPA 
and these regulations with regard to any personal 
information that i t  col lects ,  maintains,  or sel l s  outs ide of 
i t s  role as a service provider. 

  
 
16 Facebook also allows its 
advertisers to target its ads to 
Facebook users that have whatever 
characteristics or profile the 
advertiser wants: 
 

Interests  
Add interests and hobbies of the 
people you want your ad to 
reach—from organic food to 
action movies—and make your 
targeted ads more relevant. 
 

Behavior 
Target your ads based on 
consumer behaviors such as prior 
purchases and device usage. 
[https://www.facebook.com/ 
business/ads/ad-targeting] 

 

Note that Facebook says that it “will 
never share personally-identifiable 
information about [the Facebook 
users that click on an ad];” but 
again, the CCPA defines data about 
consumer behavior (such as prior 
purchases) to be personal 
information. And if a user clicks on 
an ad and makes a purchase (or signs 
up for a newsletter), the advertiser 
will be able to link that personal 
information to a specific individual.  
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I mean, it’s sort of exciting, isn’t it, breaking the rules?  
17  17 Apologies to J.K. Rowling. 

 
During prohibition, a San Francisco company called Vino Sano sold 

thousands of “bricks” of grape concentrate to a newly (and involuntarily) 
dry country. The packaging describes how to use its contents to make 
“one gallon of unfermented, nonalcoholic punch juice;” it also provides 
this “warning”: 

 
After dissolving the brick in a gallon of water, do not place the 
liquid in a jug away in the cupboard for twenty days, because then it 
would turn into wine.18 

 
Facebook is similarly coy when it says “we do not sell people’s data,” 

and advertisers “don’t know who you are.” But like drinkers of the 
1920s, advertisers of the 2020s aren’t dumb. True, Facebook doesn’t 
provide the names of Lookalike Audience members (or other custom 
audience members) who are redirected to an advertiser’s website after 
clicking on an ad. But when one of those Facebook users makes a 
purchase, the advertiser is able to link that individual to a specific 
consumption, purchasing, and website interaction profile.19 Why would 
anyone throw that valuable information away?  

  
 
 
 
 
 
 
 
18 https://grapecollective.com/ 
articles/prohibitions-grape-bricks-
how-to-not-make-wine 
 
 
 
 
 
 
 
19 All of which are “personal 
information” under the Act. See 
1798.140(o)(1)(D), (F), and (K). 

 
Frederick Hadidi is an attorney who practices in Menlo Park, California 
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