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1.0 Executive Summary
Locks, a form of access control, have not changed much in the last 2000 years since
they were invented by the Ancient Romans. Most people continue to use good oldfashioned locks and metal keys to access their houses. In the last 40 years, lock
technology has evolved from the humble lock and metal key to networked locks with
keycards, commonly found in hotels and offices. More recently 3G/4G and Wi-Fi
technologies, designed for humans to connect to the internet, are being used in locks.
The arrival of the Internet of Things (IoT), however, is changing locks in new profound
ways
In the last few years, IoT has moved from fiction to reality. By 2020, there will be over
14 billion network-enabled devices, according to the International Energy Agency. This
compares to approximately 3.2 billion people using the internet today. IoT dramatically
widens the internet’s scope from people-operated computers towards autonomous
smart devices. Often, these devices are connected to the internet for remote diagnostics
& control, leading to cost savings. In many cases, business users & private users can
control their IoT application through existing smartphones and tablets, through mobile
applications that interact with web servers which the connected devices connect to.
A new IoT technology, called NarrowBand IoT (NB IoT), built specifically for machine to
machine connections, has been developed by telecommunication companies, utilizing
their mobile networks. For the first time, devices have their own network operating on a
licensed NarrowBand frequency, which is more secure and reliable than its broadband
counterpart designed for humans. A UK/Australian company LEAPIN Digital Keys Ltd,
has developed the world’s first complete end-to-end smart access control system on the
NB IoT network. The system comprises of a Digital Keys Management Platform, API’s
and SDK’s, Digital Keys apps, and NB IoT smart locks.
This whitepaper examines LEAPIN Digital Keys NB IoT smart access control system,
and the trends in the lock market which has led to a new age of internet connected
locks.
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1.0 Connected Smart Locks and the Internet of Things
Connected locks otherwise known as ‘smart locks’ are still an early-stage market. Metal
keys still remain the most predominant lock technology, albeit not a very secure one these days anyone can watch a 2 minute YouTube video and buy devices online such
as a bump key for $10, and learn how easy it is to bump, crack, snap or jemmy open a
metal key lock.
Estimates for the future growth of smart locks vary wildly, but a recent MarketsandMarkets
report indicates that the space will grow from around $1.28 billion today to $2.67 billion
by 2023. A report by Research and Markets from last year pegged the 2024 figure at a
whopping $24 billion.
The smart lock market which is part of the global Internet of Things market has been
predicted to grow to €12.6T in 20221, as more devices come online and a bevy of
platforms and services grow up around them.
The Internet of Things is expected to be the largest device market in the world, estimating
that by 2020 it will be more than double the size of the smartphone, PC, tablet, connected
car, and the wearable market combined with over 20 billion devices to be connected 2.
Connected locks commonly sit at the top of ‘IoT Explosion of connected possibility
graphs’, showing the projected number of connected locks to be 50 billion in the upcoming
years.

Figure 1 – The Internet of Things – An Explosion of Connected Possibility

1
2

https://www.cisco.com/web/about/ac79/docs/innov/IoE_Economy.pdf
https://intelligence.businessinsider.com/?utm_expid=.qqoR8PdiQDSyYFyhjT7hAw.0&utm_referrer=
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1.1 Connected Smart Lock Market Recent Happenings
According to Market Analysts, one of the product categories that will no doubt be
reinvented over the coming decade is security, smart locks and access control. The smart
lock market is expected to see explosive growth in the coming decade with a predicted
CAGR of more than 75% by 20203. Established security and home hardware companies
increasingly face competition from upstarts introducing a new breed of smart and
connected locks into the market4. The lock market will be significantly disrupted in the
coming decade, as a new league of connected locks and access control systems grow in
popularity worldwide.
The market for smart locks is evidently very large and with a wide application, including
households, offices, hotels, schools, universities, community facilities and so on - locks
are ubiquitous. There are a approximately 1.5 billion homes on the planet, but only an
estimated 0.1% have adopted smart locks. NextMarket Insights predicts the ability for
smart lock owners to create digital keys for guests, track activity and also revoke keys
using apps and secure cloud management tools will prove extremely popular selling
points for smart locks in coming years.

Figure 2 – Smart locks applications and predicted growth

3
4

http://nextmarket.co/blogs/news-1/12524557-smart-lock-market-set-to-see-explosive-growth-in-coming-decade
Michael Wolf, Chief Analyst with NextMarket Insights
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1.2 Smart lock acquisitions
The most recent smart lock acquisition was the world’s number one lock manufacturer
Assa Abloy buying San Francisco-based smart lock company August Home in November
2017 for an undisclosed sum. August, for its part, was founded in 2013 and is known for
its video doorbells and smart locks that can be retro-fitted to existing locks and controlled
via a smartphone. It also offers the August Access program to enable delivery companies
to drop goods off inside your home while you’re out. The startup had raised around $75
million in funding, including a $25 million round just a few months before its
acquisition and claims around 90 employees. Stockholm-based Assa Abloy was founded
in 1994 and is the world’s biggest lock manufacturers by revenue, with around $8 billion
in sales last year and 47,000 employees. It’s also home to a bunch of other brands you’ll
no doubt have heard of, such as Yale Intruder Security.

Figure 3 – Late 2017 Assa Abloy acquired August Smart locks

1.3 Commercial Sales of Smart locks
Tourism is one of the industries expected to be significantly disrupted by smart locks,
attributed to the increased reliance on smart phones. Hilton Hotels Digital Keys rollout in
over 100,000 rooms in the last two years across the globe is one such example. Users
now have electronic tickets and boarding passes delivered directly to their phones there
is an increased demand for this service. 73% of travellers would be likely to use their
smartphone to check-in and bypass the reception and 67% would choose a smartphoneenabled hotel vs. a non-enabled hotel5. The seamless use of smartphone enabled access
to the hotel industry is impeded by the requirement of a physical or magnetic key and thus
5

http://www.vingcardelsafe.com/en/vce/VingCardElsafe/Press-Room/News/2015/News/ASSA-ABLOYHospitality-Revolutionizes-Hotel-Security-and-Convenience-with-Industrys-Premier-Mobile-Access-Solution/
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there is a trend to keep up with industry standards and consumer preferences. An
additional trend in the industry is for technology focused hotels, such as Bloc Hotels,
delivering “smart rooms” for guests by simplifying the design of the rooms and assessing
what end users really want from their stay.

Figure 4 – Hilton’s Digital Key

1.3 Smart locks in smart homes
In the last few years the connected smart home has also become a reality for smart locks.
The smart home has become a huge growing market due to the development of internet
technologies, and the increased use of smartphones to control devices remotely, Artificial
Intelligence offering new services and a better user experience, and greater
interoperability that make devices interact and create a more personalized service.
In late 2017, Amazon stepped into the smart lock market by introducing its Amazon Key.
By partnering with existing lock companies, including Assa Abloy, Amazon Key is
designed for Amazon couriers to open your front door with their smart phones, and put
your package safely inside your home
A new report from Juniper Research predicts that global revenues for smart home
hardware and services are set to grow from $83 billion this year to $195 billion by 2021.
Smart home revenues across entertainment, automation, connected devices and
healthcare are expected to experience rapid growth as public skepticism diminishes and
IoT products become smarter and more affordable.

Page 7 of 23

Digital Keys White Paper

At the start of 2016, there was only an estimated 1 million smartlocks installed in people’s
house in the world6 however none are offering a secure solution with many smart locks
in the marketplace recently been shown to be hackable. Many in the construction and
building industry are expecting the smart lock trend to continue to grow – e.g see figure
5 below.

Figure 5 – Connected locks in the smart home are growing in popularity

6

http://nextmarket.co/products/smartlock
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2.0 What happens when you connect locks to the internet
Connecting locks to the internet, like connecting many household devices to the
internet, is a relatively new phenomenon. Connected locks bring new opportunities and
allows locks to reach their full potential. Up until the internet came along, a traditional
lock, typically had only one feature;
Securing a property or space with a metal key.
In simple terms, a lock owner could use a metal key to let themselves into their space
(that is to access a space), whilst at the same time, keeping all those that didn’t have
the key to that lock, out of that space.
If the owner of the lock, wanted to give someone else access to their space, such as
their family, they would have to;
1. visit a tradesperson, commonly called a ‘locksmith’, who had the right tools to
copy their metal key, and then;
2. they had to physically meet the person they created the metal key for, to hand
over that metal key, or physically post the metal key and/or make arrangements
to give the key to someone else to deliver it to the person the key was created for.

Figure 6 – Ancient Roman Locks – locks have not changed much in over 2000 years
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When a lock becomes connected to the internet, lots of awesome features can be
added such as outlined in the table below.
Feature
#

Feature

Remarks

1

Create an unlimited
number of keys
instantly online
without having to visit
a locksmith

An unlimited number of individual users can be granted access
to a space online without having to physically make a copy of
that metal key. A lock connected to the internet enables keys to
become digital, and so a digital key can be created for as many
users as possible in an instant online.

2

Hand over the key to
someone without
having to physically
meet that person
Make the key only
work for a specific
time or for a one-off
use

With new digital keys created, they can be easily
emailed/messaged in apps, to anyone in an instant, anywhere,
without having to physically meet the person who the new
digital key was created for
Using an online calendar interface, otherwise known as an
online booking engine, connected lock owners can make their
keys work for any selected time and date range, from 10
minutes, to 10 hours, to weeks or months at a time, to only on
Fridays between 10am-2pm. With metal keys, they simply
worked permanently, not for specified time periods
The digital keys you make can have the name of the person
you make it for assigned to it (or any name you want). When
that person uses their digital key to unlock the door, as owner
of the space secured behind the door, you can receive an email
or app/text notification telling you who opened your door and at
what time (lock connects to local time via internet). This feature
is commonly called a live audit.

3

4

Make the key you
create for someone
else have its own
unique ID, so you
know who is using it
and when

5

Unlock your door from
anywhere in the world,
by simply hitting one
button in an app
and/or in software.
Cancel the key at
anytime by simply
hitting one button in
software or in an app

You don’t have to be physically present at the door to let
someone into the space.

7

Make the key work for
specific locks, and not
others

if you have many locks scattered around anywhere, or in the
same building, you can make the digital key work for whatever
lock you want it to work on, keeping people out of specific
spaces.

8

Make the key whatever
you want it to be

A metal key is traditionally a small piece of metal between 5-10
centimetres, which you had to physically carry around with
everywhere you went. If you lost the metal key you would have
to somehow find a way to force entry into your space. With
Digital Keys, you key can be anything such as a wearable
device such as a ring, or a bracelet. It can be a card, or a
sticker. It can be a number (for locks with numberpads), and it

6

In the past if you wanted the person you gave the metal key to,
too no longer have that metal key, so you could stop them from
unlocking your lock, you had to either physically take the key
back from the person (and hope they didn’t make a copy), or
you had to change the locks, and get completely new keys that
are associated with those new locks.
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Make the key whatever
you want it to be
(cont…)

9

Make the generation
and distribution of the
key for someone else
controlled by someone
else.

can be your mobile phone, or even your own voice or
fingerprint. If you lose a digital key, you never need to force
entry to your space – you just need to get online and make a
new one – the digital key is the form of a code, which can be
transferred to tokens such as rings, cards, stickers etc with a
smartphone app and NFC.
As the owner of the space, you don’t have to be the person
responsible for making the digital keys online. You can let
anyone else make the keys online, by giving them some form
of authorisation. This can be a link in an email, or some preapproval in the software, or tying the authorisation to a
payment in the booking process (such as you typically perform
for an online hotel booking)

In addition to the 9 new features that a connected lock brings, it can also be further
enhanced with more sensors such as;
A connected gyro-sensor can be added to notify you of attempted
intrusions/break-ins – If anyone attempts to break the lock and force entry, by pulling
it off the door, or forcing it inwards, when its usual movement is outwards (or vice-versa)
the lock owner can be notified with an email/app notification/test message.
A connected camera can be added so you can see who is at your lock at anytime
– when someone arrives at your lock you can get a notification/email and open your
camera to see who is at your door.
A connected hall effect sensor can be added so that you know when someone is
occupying a room - although locks can be placed on the outside of the door, and you
can be notified when someone unlocks it, most locks don’t require using a key to unlock
the door from the inside – instead the lock can be activated/re-activated/re-enforced by
simply flicking a bolt(often referred to as a deadbolt) into a separate hole/recess (this is
mostly due to emergency situations, so that you can easily flee the space such as in a
fire without having to use a metal key). A hall effect sensor can be placed on the bolt/in
the hole/recess where the lock goes, to detect when the bolt has been flicked into the
hole/recess, and notify the lock owner if necessary. By adding this sensor, the lock
owner can also know if their door is closed/locked – with a notification message to the
owners phone.
A connected motion detector can be added to a lock, so you know if someone is
inside your space protected by the lock without deadbolts – many locks
automatically lock when you close them, and don’t require a key to unlock from the
inside, whilst at the same time, they may not have the deadbolt (as described above). In
this instance the only way to know if someone is occupying the space behind your lock,
is to add a connected motion detector with email and/or app/text notifications.
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2.1 The Technologies used to connect locks to the internet
The current technologies supporting the connection of locks to the internet include Wi-Fi
and 3G/4G. These technologies, however, are designed for human connections and not
machine connections, so they are antiquated, fragmented and non-standardized.
Shortcomings include;
•
•
•
•
•

poor reliability
poor security
high operational and maintenance costs
high set-up and infrastructure costs.
Low battery life

In October 2017, a massive security vulnerability called KRACK, effected Wi-Fi devices
and smart locks. The KRACK hack allowed hackers to hijack your W-Fi connection,
inject content, steal passwords, and monitor your traffic. Smart lock adoption has not
taken off like many other smart devices such as smart meters mostly due to insecurities
associated with connecting to the Internet. But also smart lock adoption has not taken
off due to expensive costs, unreliability and the need for onsite infrastructure. This smart
lock resistance can be evidenced when you compare the number of smart electricity
meters already installed around the world, with over 64 million installed in 2015 alone in
the US7 compared to only around 1 million smart locks globally in the last 5 years.

2.2 Introducing NarrowBand Iot – a new secure technology for
connecting devices.
A new technology called NarrowBand-Internet of Things(NB IoT), designed specifically
for machines to connect to the internet, has been developed by telecommunication
companies, and the regulated organisations that manage the mobile networks called
3GPP and GSMA. See some of the NB IoT features in figure 7 below.

Figure 7 – Typical Features of NB IoT
7

(https://www.eia.gov/tools/faqs/faq.php?id=108&t=3)
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NB IoT is the only licenced and most secure network built specifically for smart devices
to communicate with each other, and the cloud. NB IoT is a software upgrade on
telecommunication companies existing mobile network towers.
NarrowBand-Internet of Things(NB IoT)) technology overcomes the aforementioned
defects for connecting locks to the internet, with all the advantages like improved
security/encryption by taking advantage of carrier class network security, wide area
ubiquitous coverage, fast upgrade of existing network, low-power consumption with
enhanced battery life, high coupling, low cost terminal, plug and play interfaces, high
reliability, and unified business platform management. See tech overview in Figure 8
below.

Figure 8 – System Overview of NB IoT

NB IoT is optimized for devices and applications sending and receiving very small
quantities of data over the internet. Smart locks typically only need to send small
parcels of data for programming in advance, such as telling a lock to only work for a
specified date and time, and to accept a specific user’s credentials and sending unlock
commands.
The NB-IoT is currently supported by over twenty of the world’s largest mobile
operators, cumulatively worth over $578 billion, who provide communications to over
2.9 billion customers and geographically serve over 90% of the IoT markets in 79
countries. See figure 9 below for more information.
Ericsson predicts there will be around 28 billion connected devices by 2021, of which
more than 15 billion will be connected M2M and consumer-electronics devices.
NB IoT has the most tier-one MNO partners – these types of partners have time and
time again demonstrated the ability to deploy broad, reliable networks.
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Figure 9 – Market Overview of NB IoT
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3.0 Other existing lock technologies
Although Wi-Fi is currently used to connect locks to the internet, many locks also use
other short-range technologies to support their operation. Recently these technologies
have been proven to be insecure and hackable, like Wi-fi. The most common lock
technologies and their hacking/insecurity issues are outined in the table below;

Technology

Hacking/Insecurity
In mid 2016, over 75% of Bluetooth smart locks on the market were
shown to be open to hacks. Many research papers were published
online, showing vulnerabilities in Bluetooth locks, and how a device
costing around $100 can unlock any Bluetooth lock. Besides being
insecure, Bluetooth smart locks are also difficult to pair and are
unreliable.
https://www.cnet.com/news/have-a-smart-lock-yeah-it-can-probably-behacked/
In June 2017, RFID keycard locks, commonly used in offices and
hotels, were shown to be easily copied at a DEFCON conference using
a cheap device costing $10-$20. With this device and some code
available online, hackers can easily remotely copy your keycard
credentials, and let themselves into your office/hotel room in under 30
seconds. Also the same technology is used in car key fobs, and in mid
2017, a spate of car break-ins using the RFID hack have been
happening all over USA and Europe.
https://www.redteamsecure.com/tech-insider-how-to-covertly-steal-andclone-rfid-badges/

Magnetic Stripes

Back in 2012, over 4 million magnetic stripe locks in hotel rooms were
shown to be hackable and easily opened with a device that cost less
than $20. More recently, more and more hacks exposing magnetic
stripe technology, also commonly found in credit cards as well as hotel
rooms, became evident including the Target credit card hack which
exposed 40 million people’s credit card numbers in the US in 2014.
https://null-byte.wonderhowto.com/how-to/turn-innocent-dry-erasemarker-into-hotel-hacking-machine-0139534/
In 2015 Researchers at Black Hat and Def Con warned about security
flaws in Internet of Things devices using the ZigBee protocol, leaving
Philips Hue light bulbs, zigbee smart locks, motion sensors, switches,
HVAC systems and other smart home devices vulnerable to
compromise.
https://www.csoonline.com/article/2969402/microsoftsubnet/researchers-exploit-zigbee-security-flaws-that-compromisesecurity-of-smart-homes.html
In 2016, a Z-Wave hacking tool was demonstrated at a hacker
conference and was shown to be physically capable of destroying ZWave devices.
https://suretydiy.com/can-hackers-unlock-my-z-wave-door-lock/
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4.0 NB IoT Smart Access Control by LEAPIN Digital Keys Ltd
LEAPIN Digital Keys Ltd, a UK/Australian company, has worked with Huawei and
Vodafone since late 2016 in their joint NB IoT lab in Newbury UK, to develop a complete
end-to-end Smart Access Control solution with NB IoT. The product is made up of 5 parts
namely;
1. A Digital Keys Data Management Platform - for generating time sensitive digital
keys; for cancelling digital keys at anytime; for live audits and for remote unlocking
2. A Smart Access SDK – for integrating into any existing electronic lock
3. NB IoT Smart locks
4. Digital Keys Apps – for remote unlocking over the NB IoT network
5. API’s for connecting the solution to third party software and hardware, such as
Smart home platforms, Property Management Software and booking engines.

4.1 How it Works
Referring to the figure 10 below, Administrators/Authorised Users use the Digital Keys
Management Software Platform and Smartphone Apps to generate a digital key for a
specific time period and send it to a user’s phone. The Digital Keys software is also
used to cancel digital keys at any time.

Figure 10 – System Overview of LEAPIN Digital Keys NB IoT Smart Access Control System
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The NB IoT smart lock can send battery notifications, intrusion alerts, and a live audit to
the Digital Keys Software which the Administrator can check at any time and receive
notifications. The Administrator can also easily remotely unlock any door at any time
from the Digital Keys Software/apps.
Our solution can also be interfaced to a third party Booking Engine/website/software
(optional) with the Digital Keys API such as a smart home kit platform, hotel website, or
Online Travel Agencies such as booking.com (via Property Management Systems
(PMS) and Channel Managers).
The Telco NB IoT Platform is used to encrypt and convert data to NB IoT format. This
complies with the licenced 3GPP standards (organisation responsible for managing
mobile phone network).
Finally to unlock doors with our NB IoT smart locks installed, the user simply needs to
hit the unlock button on the Digital Keys App (after receiving notification that their digital
key is ready), and an unlock command is sent from the users phone up into the mobile
phone network (via the normal way you send data into the mobile phone network, i.e
encrypted with 3G, 4G or Wi-Fi) though the platforms and NB IoT radio on the
mobile towers, and the command unlocks the NB IoT smart lock.
The NB IoT smart lock can also be programmed in advance (and it contains a real-time
clock) with a unique ID code, and that code can then be copied to NFC tokens (e.g NFC
keycards, NFC fobs, NFC rings etc) and also NFC phones, to unlock the door for
specific time periods (no need to go through mobile phone network with NFC for
unlocking).

Figure 11 – How a user can use Digital Key System
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Figure 11 above shows how easy it is to use Digital Keys for automated self-access. Once
you receive your digital key, all you have to do is either hit the unlock button in the app,
or to get your digital key from a third party booking, all you have to do is copy and paste
your check-in reference number from your booking confirmation email into the digital keys
app once, and then the unlock button will appear so you can unlock your door. At the time
of the end of the booking (also known as check-out) the digital key will no longer work.

4.1 Technical Overview
LEAPIN Digital Keys NB IoT Smart Access control system has been fully NB IoT
certified in the Huawei Shenzen NB IoT lab in April 2018. The NB IoT Smart locks have
been tested with different battery types and in different NB IoT signal ranges. Battery life
is around 2.5 years with 4 AA thionyl chloride batteries, and around 1-11/2 years with
standard AA batteries(5 unlocks per day). Unlock commands are issued over the NB
IoT network 99% of the time in under 3 seconds. The smart locks are fitted with Quectel
Modules, and SIM cards from a local telco operator with NB IoT on the mobile network.
Please see figure’s 12 and 13 below for more information.

Figure 12 – Overview of LEAPIN Digital Keys System certification results
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Figure 13 – Technical Architecture of NB IoT Smart Access Control System

4.2 Security
Access to the services and data provided by LEAPIN Digital Keys is controlled by a
number of layers of security implemented throughout the system.
The mobile network itself, of which NB-IoT is a part, is a fully managed network with
mature and standardized security to guarantee the credential and integrity of all data
running in it, comparing with unlicensed solutions.
NB-IoT as a mobile technology is applying 3GPP standardized security protocols at
chipset level (3GPP is the organisation responsible for managing the mobile phone
network). The NB-IoT chipset included in our NB Smart Locks also applies 2048 Bit
RSA encryption.
Between the vertical applications, LEAPIN’s Digital Keys Management Platform, and
Huawei’s IoT platform, all communications are running on HTTPs military grade
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encryption to provide application layer securities. The levels of security in the network
are shown in figure 14 below.

Figure 14 – Securities used in NB IoT Smart Access System

In addition, referring to figure 15 below titled ‘Security Layer Technologies’, the smart
lock device has 2048 bit RSA in built security into the module chipsets. Distribution
Ledger technologies (DLTS) is provided from the smart lock device through the
Vodafone Network in addition to a dedicated APN.
Between the Vodafone network and the Device Management(DM IoT platform, a layer
of Internet Protocol security (IPSEC) and a Virtual Private Network is provided. Between
the DM platform and the Digital Keys Management Platform, two way https
authentication is provided.
Smartlock
Device
2048
RSA
Chipset

DM IoT
Platform

NB IoT
Network
DTLS+
Dedicated
APN

IPSEC
VPN
DTLS+

Digital Keys
Platform

https
two-way
authentication

Figure 15 – Security Layer Technologies
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5.0 Smart Lock Competitor Analysis
The most commonly found electronic lock systems are keycard systems found in hotels
and offices and use magnetic stripe card or Radio Frequency Identification (RFID)
technologies. Smartlocks thus far have primarily targeted consumer households mostly
in the USA, but as discussed in section 1.0, they have not yet experienced rapid market
uptake due to lack of trust in the insecure systems and technologies. The current price
range for smart locks is from €150 to €350, which can be considered a significant price
premium considering some versions like those from Lockitron and August are not
actually smartlocks but devices that fit over deadbolts. None of these smartlocks are
suitable for commercial adoption. The most commonly found smart locks in the
marketplace are included in figure 16 and 17 below.

August Smart
Lock HomeKit
Enabled

August Smart
Lock Pro +
Connect

6 months
http://support.augu
st.com/customer/e
n/portal/articles/21
68231-batterylife?b_id=10917&

3 months
http://support.augu
st.com/customer/e
n/portal/articles/21
68231-batterylife?b_id=10917&

Connectivity

Bluetooth, Wi-Fi

Bluetooth, Wi-Fi, ZWave

Bluetooth

Bluetooth, Wi-Fi, ZWave, ZigBee

Bluetooth

Integration

Amazon Alexa,
Apple HomeKit,
IFTTT, Nest

Amazon Alexa,
Apple HomeKit,
IFTTT

Apple HomeKit

Nest

Nest

Interior Escutcheon

Exterior Escutcheon,
Interior Escutcheon

Schlage Sense

Poly-Control
Danalock V2 BT

Kwikset Kevo Touchto-Open Smart Lock
(2nd Ge...

Product

Battery Life

Installation

Estimated of 12
months, although
many online
forums have
people reporting
much less
http://www.toptenre
views.com/home/s
mart-home/bestsmartlocks/schlagesense-review/

Interior Escutcheon
Exterior
(housing mount on Interior Escutcheon
Escutcheon,
inside of door
Interior Escutcheon

Estimated 12 months
with 4AA special
lithium batteries
http://www.toptenrevi
ews.com/home/smart
-home/best-smartlocks/danalockreview/

Estimated 12 months
https://kevo.zendesk.c
om/hc/enus/articles/200693903Why-didn-t-mybatteries-last-as-longas-they-should-have-

App

Mobile, Web

Mobile

Mobile

Mobile

Mobile

Notifications

Email, Push

Email, Push

N/A

Push

Push

August Smart Lock
HomeKit Enabled
Review

August Smart Lock
Pro + Connect
Review

Schlage Sense
Review

Poly-Control
Danalock V2 BT
Review

Kwikset Kevo Touchto-Open Smart Lock
(2nd Gen)
Review

Read
Review

Figure 16 – Competing Smart locks
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Schlage Century Touchscreen
Deadbolt Lock (BE...

Yale Assure Lock SL
(YRD 256)

Estimated 12 months
https://www.gokeyless.com/prod
uct/schlage-connect-be468century-touchscreen-deadbolt/
Z-Wave

Friday Lock

Lockitron Bolt

Estimated 12 months
https://www.yalehome.co
m/en/yale/yalehome/supp
ort/yale-assure-lockbluetooth-faqs/

3-9 months
https://www.cnet.com/pr
oducts/friday-smartlock/review/2/

Estimated 6-12 months

Z-Wave

Bluetooth, Wi-Fi

Bluetooth, Wi-Fi

Product

Battery Life

Connectivity
Integration

N/A

N/A

Apple HomeKit

IFTTT

Installation

Exterior Escutcheon, Interior
Escutcheon

Exterior Escutcheon,
Interior Escutcheon

Interior Escutcheon

Interior Escutcheon

App

N/A

Mobile

Mobile

Mobile

Notifications

N/A

N/A

Push

Push

Read Review

Schlage Century Touchscreen
Deadbolt Lock (BE469NX
CEN619)
Review

Yale Assure Lock SL
(YRD 256)
Review

Friday Lock
Review

Lockitron Bolt
Review

Figure 17 – Competing Smart locks – part b
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6.0 Conclusion
Uptake of NB IoT smart access control is set to take off. Telecommunication Operators
around the globe are rolling out NB IoT networks in new cities and countries on a
weekly basis to enable the expansion of NB IoT smart locks. Compared to its
Broadband counterpart, Narrowband IoT makes smart locks more secure, more reliable,
more affordable, and provides better battery life, whilst at the same time playing better
with other connected devices.
Visit our website for more information https://www.digitalkeys.io/
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