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One of the most widespread military clichés is that amateurs 
talk strategy while professionals talk logistics. In an information 
age war against elusive, rapidly evolving adversaries, strategic 
advantage hinges on a military’s ability to quickly adapt, 
innovate, and leverage both data and expertise. 

Amateurs talk technology. Professionals talk acquisitions.  
While the essays in this issue of the DACS STN explore 

aspects of open technology development and open source 
software from technological, business, and policy perspectives, 
it is important to understand the strategic context for the 
military’s shift to open technologies. 

Without a sense of the strategic context, discussions about 
technology development tend to devolve, either into religious 
wars between rival schools of engineering methodology or turf 
battles about whose all-singing, all-dancing, “network-centric” 
ox is being gored. Most of these conflicts about how and what 
to build are enmeshed in an industrial age acquisition system 
well suited to the Cold War. This system is set up to build tanks, 
aircraft carriers and missiles – massive amounts of hardware 
that take a long time to develop and manufacture – to counter 
a slow, bureaucratically hidebound adversary that’s trying to 
do the same thing in the same way. In this strategic context, 
agility is not that important. What’s important is scale and 
the threat of overwhelming force, and the current acquisition 
system delivers in that context. 

The context has changed, radically. Not only have the 
nature and tactics of our adversaries changed (suicide attacks, 
Improvised Explosive Devices (IEDs), loosely coupled non-
state actors, etc.), but the technological state of play in the 
private sector (where our adversaries source their technologies) 
has completely transformed in ways that leave military program 
managers at a loss. The global technology bazaar is driven by 
highly competitive, accelerated innovation, cheap off-the-
shelf hardware and instantaneous communication. While the 
U.S. government wades through protracted acquisition cycles 
with large defense contractors, our enemies are shoplifting at 
Radio Shack. 

In this context, where missions depend on perishable 
tactical intelligence and the disruption of networks (human 
and technological), adaptability becomes far more important 

than in the past, not as a good in and of itself, but as a necessary 
condition for on-the-ground success. Access to real-time 
data, regardless of the application or device used to generate 
that data, becomes a requirement. Information flow across 
services and agencies (for instance, between the National 
Security Agency (NSA ), a Navy Unmanned Air Vehicle (UAV) 
operator, and an Army unit), makes non-interoperable systems 
and proprietary formats a show-stopper. “If only that remote, 
under-resourced unit had a copy of our company’s software, 
they’d be able to display the location of the target” is not an 
acceptable concept of operations. 

The rapid adaptation and evolution of enemy tactics 
means that when a new capability becomes available to 
the military, it should be possible to plug in that capability 
without a massive integration effort. Being able to shrink and 
accelerate innovation cycles and leverage technical expertise 
across the enterprise becomes a strategic advantage on this 
kind of battlefield. These big contextual shifts, rather than 
philosophical leanings or new technologies per se, tilt the game 
in favor of open systems. 

Because terms are malleable, it is important to define “open 
technology,” in a strategic context, as a set of business processes 
that drive the development of capabilities. While engineering 
principles are important, ultimately it is business process that 
determines deliverables. What we get is a result of how we buy 
things, whether it’s collectibles on eBay or fighter planes. 

In the software domain, the ability to rapidly modify existing 
systems in response to unanticipated threats and opportunities 
depends on how those systems are acquired, and how (and by 
whom) their development is managed. Do developers of new 
capabilities have to use non-proprietary standards, formats 
and interfaces so that data can be exported and used by 
other applications? Are technical architectures required to be 
modular enough to improve or replace components without 
the exit costs of vendor lock-in? Can code developed on the 
government dime be leveraged across programs? These are not 
technology issues, per se. These are business issues, and they 
drive competitive advantage. 

In the defense sphere, this competitive advantage plays 
out on the battlefield. In the private sector, it plays out in the 
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marketplace, where open source technologies are increasingly 
seen as a competitive edge. Corporations running on open 
source infrastructure range from technology giants like Google, 
Amazon and IBM to financial services firms like Merrill Lynch 
and Credit Suisse,1 the Chicago Mercantile Exchange,2 and 
the ultimate brick-and-mortar behemoth, Wal-Mart.3  

These are not undercapitalized start-ups with little to lose 
– they are global businesses with billions of dollars at stake. 
Competitively, it makes sense for them to adopt open source 
infrastructure and to leverage internally developed software 
across the enterprise. It costs money to reinvent the wheel. 
More importantly, it costs time, and that’s time a competitor 
might use to outpace you in the marketplace. 

The private sector gravitation to open technologies, and 
open source software in particular, is a market response to 
the increased agility these solutions enable, as well as cost 
savings. Being able to treat open source and proprietary code 
as modular components that can be improved or replaced 
within an open architecture mitigates the risk of having to 
junk an entire system, at exorbitant cost, when next-generation 
capabilities come along. These same business processes mitigate 
the risk of “predicting wrong” in the course of a long-term 
strategic cycle. 

Mitigating these kinds of risks is equally (if not more) 
important in the national security sphere, where long-term 
acquisition cycles only increase the costs of obsolescence and 
lock-in. So it’s not surprising to see program managers and 
acquisition executives gravitating towards open technologies 
for the same reasons as their private sector counterparts. 

For instance, Naval Air System Command uses open 
source server software to publish Web sites for the Aviation 
Data Management and Control System (ADMACS) program 
for aircraft carriers. “We are planning our applications for 
the next generation of aircraft carriers, which won’t come 
out until 2015,” explained Tim Woolverton, an ADMACS 
program manager, “Suppose a commercial vendor goes out of 
business. We would have to redesign our software to go with 

some other application. By going with an open-source product, 
we believed it would be less expensive to make adjustments 
in the future.”

Significantly, this migration is happening in every aspect 
of the “ABC” acronym coined by DISA’s General Croom 
to describe the priority list for how that agency will acquire 
technologies and capabilities in the future. As summarized by 
retired Vice Adm. Herbert A. Browne:

The “A” on that list stands for adopt. The general 
maintains that his agency will do what it can to take 
advantage of past investments by adopting both what 
is in the marketplace and what is in the U.S. Defense 
Department inventory. This approach is at the heart of 
providing network connectivity to the warfighter.

The “B” is for buy. If the agency cannot adopt something 
already on the shelf, then it will go to the marketplace 
and buy what is needed. While this lacks the economic 
savings of using what is at hand, it nonetheless 
takes advantage of the efficiency in commercial 
developments.

If neither A nor B can help DISA carry out its mission, 
then the agency will employ its “C”—create. Only if 
all other avenues fail to produce the needed goods or 
services will the agency generate its own customized 
solution.4

In terms of the “A,” DOD is a large-scale adopter of 
mature open source technologies (e.g. Linux, Apache, 
Open SSL (Secure Socket Layer)), which have run the NSA  
security gauntlet for use on military networks. As Brigadier 
General Nick Justice, the Deputy Program Officer for the 
Army’s Program Executive Office, Command, Control and 
Communications Tactical (PEO C3T) observed at a recent 
conference, “Open source software is part of the integrated 
network fabric which connects and enables our command and 
control system to work effectively, as people’s lives depend on 
it. When we rolled into Baghdad, we did it using open source. 
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It may come as a surprise to many of you, but the U.S. Army 
is the single largest install base for Red Hat Linux. I’m their 
largest customer.”5  

With respect to the “buy,” open technologies, including 
open source COTS, are increasingly evaluated on the same 
footing as conventional proprietary products. “We are not 
mandating that it’s either ‘open’ or ‘“proprietary’ solutions,” 
says Chuck Reichers, the Principal Deputy Assistant Secretary 
of the Air Force for Acquisition and Management. 

“We want to pay for unique intellectual property when it’s 
best of breed, but not succumb to code and vendor-specific 
lock-in situations. Acquisition of proprietary solutions needs 
to be a conscience choice, not an assumption. The default 
should be ‘open technology development,’ where standards and 
interfaces are open and accessible and best of breed software is 
utilized, all coupled with the Air Force exercising data rights. 
Further, we need to move toward an increased competitive, 
collaborative and interoperable environment across the Services 
and industry for technology development. This strategy will 
help to minimize redundant development efforts and enable 
more agile development and deployment of systems.”6 

Lastly, when it comes to the “C” of technology development, 
the Services are running an increasing number of software 
repositories where government-procured code is accessible 
to multiple programs, multiple vendors, and end-user 
communities of interest. The most systematic implementation 
of this development model is the Navy’s SHARE (Software, 
Hardware Asset Reuse Enterprise) repository, established in 
2006. 

Notably, SHARE software assets include code developed by 
large defense contractors like General Dynamics and Raytheon, 
which has delivered a complete set of specifications, design 
documents, source code and user guides for the DDG-1000 
Total Ship Computing Environment Infrastructure (TSCEI) 
with unlimited data rights.7 SHARE’s licensing agreement, 
whereby companies gain access to the repository, ensures that 
any improvements created on top of SHARE intellectual 
property flow back to the Navy with government purpose 
rights. 

“The big open architecture policy and the movement the 
Navy has been [doing]...at first, a couple of years ago, people 
were skeptical about it,” said James Shannon, program manager 

for future combat systems open architecture, in a Defense Daily 
interview.8  “But the fact that today we are putting systems 
that were solely owned or thought to be solely owned by 
other companies and the fact we have shared them with other 
companies, I will tell you OA (open architecture) has arrived. 
We are definitely working to change our Navy business model 
and we are seeing industry change their business models as a 
result. They are supporting us in the direction we are going. 
We take that as a positive sign, and the scope of it is going to 
get larger. But we think the plans we have in place should be 
able to handle that larger scope.”

These shifts, born of necessity, are driven by market 
forces and the relentlessness of a competitive private sector 
marketplace for technologies that originated in the military but 
have long since evolved beyond the military’s ability to control. 
Decades ago, the Defense Department exerted enormous 
leverage as the primary customer for strategic capabilities 
(e.g. networking, computing, distributed software systems, 
wireless and satellite communications), and drove innovation 
in those domains by virtue of its market power. Today, market 
power belongs to a global customer base. Networks of software 
developers programming for open platforms, using open 
standards, are driving innovation. 

Regaining a strategic advantage in this context cannot be 
accomplished by using the same programmatic mechanisms 
to buy new and shinier technology, because today’s gee-whiz 
technology will be a legacy system tomorrow. If the business 
process doesn’t allow systems to evolve, without lock-in or 
legal friction, we’re back to pushing a now-obsolete rock up 
the hill. Meanwhile, our adversaries are tinkering with the next 
generation of off-the-shelf capabilities. 

On a policy level, there is an acknowledgement of this 
dynamic. Hence the many pronouncements about service 
oriented architectures and systems of systems, and the vogue 
for web 2.0 buzzwords in vendor proposals. But the challenge 
is not to shift the vocabulary – if it were, then widespread 
use of the words “network centric” and “transformation” and 
“disruptive” in the acquisition process would have already 
solved the underlying problems, instead of replicating 
the status quo with new lingo. Rather, the challenge is to 
change the way business is done in the trenches of program 
management and contracting, so that the defaults are open 
standards, open interfaces, and open data formats. 

continues on page 6

6 Ibid
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8 Ibid
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This is not sexy stuff – it doesn’t make for swooping 
computer-animated videos filled with sci-fi armaments and 
booming test explosions. Nor does it lie in the heroic realm of 
special forces operators and mad scientists. On the contrary, 
these are shifts in the fine print, lodged in paperwork of eye-
glazing length and complexity, shuttled between administrative 
boiler rooms and corporate cubicle farms. But these changes 
will make a decisive difference in the technologies we take 
to war, and the ways we can turn new capabilities to our 
advantage.  
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Open source software (OSS) is one of the most important 
trends in commercial information technology (IT), yet it’s still 
widely misunderstood.  This article explains what OSS is, why 
essentially all extant OSS is commercial off-the-shelf (COTS) 
software, how it’s developed, and how it can be applied to U.S. 
government acquisitions.

What is OSS?
OSS is simply software that is licensed to users with the 

following freedoms:
• To run the software for any purpose;
• To study and modify the software; and
• To freely redistribute copies of either the original or 

modified software without royalty payments or other 
restrictions.

Common synonyms include “libre software”, “Free software” 
(sic), and “Free-libre / open source software” (FLOSS).  Many 
use the older term “Free software” to emphasize user freedom, 
but many avoid that term because it’s often misunderstood as 
meaning “no cost” (which is not the intended meaning).  OSS 
is not free of cost when considering the total cost of ownership 
(TCO), but an OSS approach may have the lowest TCO for 
a particular situation.  Common antonyms of OSS include 
“proprietary software” and “closed software”.

OSS is widely used.  OSS programs lead or have significant 
market share in many markets, such as web servers (Apache), 
web browsers (Mozilla Firefox), email servers (Sendmail), DNS 
servers (bind), server operating systems (GNU/Linux), C/C++ 
compilers (gcc), Ada compilers (GNAT), and so on.  A 2003 
MITRE report noted that OSS “plays a more critical role in the 
DoD than has generally been recognized.”[MITRE2003]  Many 
quantitative studies have found that some OSS programs do 
as well or better than their proprietary competitors by various 
measures. [Wheeler2007]

Pre-existing OSS is Commercial Off-the-Shelf 
(COTS)

With almost no exceptions, extant OSS is commercial 
off-the-shelf (COTS) software.  The fact that nearly all extant 
OSS is commercial, or COTS, can be proven from a variety 
of viewpoints.

For example, most extant OSS is COTS because the Federal 
Acquisition Regulation (FAR) says so.  The FAR defines a 

Open Source Software (OSS) in  
U.S. Government Acquisitions

By David A. Wheeler, Institute for Defense Analyses (IDA)

“commercial item” as an item “customarily used by the general 
public or by non-governmental entities” (i.e., they have uses 
not unique to a government) and have been “sold, leased, or 
licensed to the general public”, or at least “offered for sale, 
lease, or license to the general public”.

The FAR defines most OSS as COTS because nearly all 
extant OSS is licensed to the general public, have uses not 
unique to a government, and are off-the-shelf (OTS).  OSS 
can even have modifications of a type customarily available 
in the commercial marketplace, or have minor modifications 
made to meet federal government requirements, and still be 
considered a commercial item.

This is important because the FAR (including the DoD 
implementation, the DFARS) has far-reaching requirements 
about commercial items.  The FAR requires government 
agencies to “(a) Conduct market research to determine [if ] 
commercial items or non-developmental items are available 
… (b) Acquire [them] when… available … [and] (c) Require 
prime contractors and subcontractors at all tiers to incorporate, 
to the maximum extent practicable, [them] as components...”.  
An agency that fails to consider OSS options is in direct 
violation of the FAR, because it would be failing to consider 
commercial items.

Another reason that most extant OSS is commercial is 
because U.S. law says so.  U.S. Code Title 17, section 101 
defines “financial gain” as including “receipt, or expectation 
of receipt, of anything of value, including the receipt of 
other copyrighted works.”  Most OSS projects are specifically 
established to encourage others to contribute improvements 
(which are copyrighted works), a form of financial gain and 
thus commercial.

Today it is even more obvious that OSS is increasingly 
commercial.  Commercial companies that directly support 
OSS projects include IBM, Sun, Red Hat, Novell, and 
Microsoft – in all cases to improve their profits.  Microsoft is 
a particularly interesting case in point; it fights against OSS 
projects that compete with its own products (e.g., GNU/
Linux), of course, but Microsoft also directly sponsors OSS 
projects (such as WiX and IronPython) and even its own OSS 
website (Codeplex) when the OSS projects aid their bottom 
line.  In 2004, Andrew Morton noted that 37,000 of the last 
38,000 changes to the Linux kernel were made by developers 
paid to do so.
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Figure 1: OSS Development Model
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Many OSS projects specifically welcome commercial 
sponsorship.  Indeed, the two most popular “formal” definitions 
of OSS – the “Open Source Definition” and the “Free Software 
Definition” – both specifically note that commercial use and 
development of OSS is welcome and encouraged.

OSS approaches work because they enable a large number 
of users to pool their resources, lowering the development 
and maintenance costs for end-users.  This is also true for 
proprietary software approaches, but OSS projects typically 
spread these costs in a very different manner.  To understand 
this, we need to examine how OSS is typically developed.

How is OSS Developed?
Figure 1 shows a development model for a typical OSS 

project, which may help dispel misunderstandings.  Key to 
understanding OSS development is that most OSS projects 
have a “trusted repository”, that is, some (web) location where 
people can get the “official” version of the program, as well 
as related information (documentation, bug report system, 
mailing lists, etc.).  Users can get their software directly from 
the trusted repository, or get it through distributors who 
acquire it (and provide additional value such as integration 
with other components, testing, special configuration, support, 
and so on).

Only some developers are allowed to modify the trusted 
repository directly: the trusted developers.  At project start, 
the project creators (who create the initial trusted repository) 
are the trusted developers, and they determine who else may 
become a trusted developer of this initial trusted repository.  

All other developers can make changes to their local copies, 
and even post their versions to the web, but they must submit 
their changes to a trusted developer to get their change into 
the trusted repository.

Users can send bug reports to the distributor or trusted 
repository, just as they could for a proprietary program.  
But what is radically different is that a user can actually 
make a change to the program itself (either directly, or by 
hiring someone to do it).  Since users will want to use the 
improvements made by others, they have a strong financial 
incentive to submit their improvements to the trusted 
repository.  That way, their improvements will be merged 
with the improvements of others, enabling them to use all 
improvements instead of only their own.

This can create an avalanche-like “virtuous cycle”.  As the 
program becomes more capable, more users are attracted to 
using it.  A very small percentage of such users determine that 
they can make a change valuable to them, and contribute it 
back (to avoid maintenance costs).  As more improvements 
are made, more people can use the product, creating more 
potential users as developers.

This cost-sharing is rather different than proprietary 
development, because the costs born by a particular organization 
are typically only those for whatever improvements or services 
are used. In contrast, typical proprietary software costs are per-
seat, not per-improvement or service.  To many, the proprietary 
software business model is more comfortable, because it is 
more familiar, but it must be noted that the OSS model is 
much more reflective of actual costs borne by development 
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organizations.  It costs essentially nothing to send a file or 
burn a CD-ROM of software; all software costs are due to 
maintenance and support of software.  In short, OSS more 
accurately reflects the economics of software development, 
which may be one reason why OSS has become so common 
so quickly.

Why Would Governments Use or Create OSS 
in their Acquisitions?

Why would governments be interested in using or creating 
OSS in government acquisitions?  Most reasons simply flow 
from the definition of OSS:

1. Use: Governments can use OSS for any purpose they 
see fit.

2. Study: Governments can evaluate a program in detail, 
which lowers their risk.  They can see if it meets their 
security needs, look for spyware or trapdoors, and so on.  
Where mass peer review occurs, quality and security of 
the result greatly increases.  This also aids government 
record longevity and government transparency because 
the data formats are not secret.

3. Modify: Can modify the program for special needs 
(increasing government flexibility) and to counter 
attack.

4. Redistribute:  Can copy repeatedly, lowering TCO.  
Support may have per-use costs, but support can be 
competed.

OSS development processes are all about cost-sharing.  
While the details are different than in proprietary development, 
both OSS and proprietary models provide a way for 
organizations to pool their resources so that each receives a 
product for far less cost than if they had developed it on their 
own for their sole use.  OSS projects are essentially consortia, 
and the reasons one might start or join a consortia also apply 
to starting or joining an OSS project. 

In a broader sense, OSS presents governments with the 
promise of controlling their own destiny: freedom from 
vendor lock-in, vendor abandonment, and conflicting vendor 
goals.  In short, OSS approaches have the potential in many 
cases to increase functionality, quality, and flexibility, while 
lowering cost and development time.  Some governments are 
even applying OSS more widely, as a way for their countries 
to gain independence from foreign suppliers, but I will not 
address that further in this article.  But the potential of OSS, 
even when more narrowly considered, can sometimes be 
difficult to realize.

OSS Challenges
Applying OSS can sometimes be a challenge in U.S. 

government acquisitions.
One of the biggest problems today is simply ensuring that 

OSS is fairly considered in government acquisitions at all.  
Some acquisition processes or policies have not been updated 
for OSS; many processes implicitly presume that all COTS 
software is proprietary software.  Alternatively, many U.S. 
government organizations fail to follow appropriate policies.  
For example, the FAR is very clear that market research of 
commercial items is required, and both the U.S. and DoD 
have issued policy memos stating that they are “OSS neutral”, 
yet many U.S. government organizations still fail to even 
consider OSS solutions.  In part, this is because many program 
managers (PMs) are unfamiliar with OSS, and so are unable 
to ask the right questions.  Many COTS OSS projects ignore 
solicitations & RFPs, so a program cannot simply issue an RFP 
and expect that all reasonable options will participate (which 
is why failure to follow the FAR policy for market research is 
such a serious problem).

Another yet related challenge is that OSS has a fundamentally 
different economic model. In OSS, users primarily pay-
up-front for improvements, as well as paying for whatever 
services they wish.  This is fundamentally different than most 
proprietary COTS’ pay-per-use models. There is flexibility: 
for OSS projects, payment can be in money or time, it can 
be competed, and costs can be shared with others. But it is 
still a different cost model, one that requires rethinking old 
assumptions and searching for opportunities, not fleeing from 
change.

Another difficult challenge is transition costs if there is a 
pre-existing system, especially if that system is dependent on 
proprietary formats, protocols, or application programmer 
interfaces (APIs).  All too often an alternative system (OSS 
or not) will have a radically smaller TCO, yet will not be 
used because of significant transition costs.  The solution 
is to transition to open architectures based on fully open 
standards. Such standards are truly supported by multiple 
vendors and do not include legal traps that inhibit full and 
open competition, such as misleadingly named “reasonable and 
non-discriminatory (“RAND”) patents that actually prohibit 
most OSS implementation.  Using web-based applications, 
including service-oriented architectures (SOAs), can help 
as long as they are based on open standards so that they are 
neutral to the web browsers, servers, and underlying platforms 
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used.  Note, however, that vendor lock-in often increases 
TCO over time so much that even high transition costs may 
be worthwhile.

Other claimed “challenges” usually turn out to be non-
problems:

• What about support if there’s no traditional vendor?  
Increasingly traditional support vendors have become 
available for important OSS projects.  Regardless of their 
presence, this need can be competed traditionally, so it’s 
not a real problem—just a perceived one.

• What about license compliance?  Complying with OSS 
licenses is often easier, because OSS licenses specifically 
permit activities that proprietary licenses usually forbid.  
In particular, you can make as many copies of OSS 
software as you like, study it, and modify it, all activities 
typically forbidden by proprietary licenses.  However, if 
you do choose to incorporate OSS software into a larger 
system, there may be additional requirements depending 
on the license.  These would only apply in cases where 
you would have to receive permission from a proprietary 
vendor anyway.  The primary problem appears to be 
a lack of education; PMs and developers must learn 
about OSS licenses so they can apply them. About 5 
OSS licenses account for nearly all OSS software, so 
concentrating on them would be sufficient for many 
purposes.

• What about using OSS in classified code?  Obviously, 
you cannot release classified software to the general 
public!  You can certainly build classified systems 
with or including OSS; many classified systems today 
include or are developed using OSS programs such as 
the Linux kernel, GNAT, gcc, and so on.  Some widely-
used licenses, such as the GNU General Public License 
(GPL), impose limitations that must be respected, 
but it turns out that classified systems can often be 
developed using them while still obeying these licenses.  
In particular, systems can often be designed using layers 
or data tables so that the classified components/data are 
cleanly and completely separated from the unclassified 
components/data.  This is wise to do anyway, because 
such separation greatly decreases development and 
testing costs even when not required by a license.  Of 
course, not all OSS programs use the GPL, and/or some 
developers are willing to grant exceptions, so even when 
separation cannot occur, it may still be possible to use 
OSS.

OSS Use in the U.S. Government
OSS use in U.S. government is pervasive.  MITRE noted 

the DoD’s widespread use of OSS, including the Linux kernel, 
Samba, Apache, Perl, GCC, GNAT, XFree86, OpenSSH, bind, 
and sendmail.  Reasons aren’t difficult to find; for example, 
government contractor devIS reports that it “saves its clients a 
minimum of $100,000 per contract by using OSS.” [Miller2003a]  
Indeed, government users are often unaware when a program 
they are using is OSS.

The U.S. federal government has also paid for improvements 
to OSS when it’s in its interests to do so (demonstrating the 
transition from user to co-developer).  These include Bind (to 
add DNSSEC support), OpenSSL (for a FIPS cryptographic 
evaluation), GNAT (to implement Ada support in gcc), 
BSD TCP/IP suite implementation, and Linux (via Security-
Enhanced Linux, aka SELinux).

In some cases U.S. governments have even started whole 
OSS projects when it was in their interest to do so; examples 
include OpenVista, Expect, and EZRO.  The U.S. state of 
Georgia started the OSS “Evergreen” project after determining 
that existing commercial products were grossly inadequate; its 
OSS approach has been very successful. [Stutz2006]

U.S. federal policies are explicitly neutral about using OSS 
or proprietary software: Both OMB memo M-04-16 and the 
DoD memo “OSS in DoD” make it quite clear that OSS 
and non-OSS software are acceptable, and do not impose any 
specific license requirements (e.g., they do not forbid or inhibit 
use of the GPL, the most popular OSS license).

Selecting COTS OSS
There are two kinds of COTS software: Proprietary COTS 

software and OSS COTS software.  In many ways you evaluate 
software the same way.  Negotiate your best options with all 
parties, then select the best one.  Evaluate them by winnowing 
out top candidates for your needs, through the typical 
process of identifying candidates, reading reviews, comparing 
(briefly) to needs through criteria, and then analyzing top 
candidates.  Your evaluation criteria will generally be the 
same: Functionality, total cost of ownership (TCO), support, 
maintenance/ longevity, reliability, performance, scalability, 
flexibility, legal/license (including rights and responsibilities), 
market share, and so on (see http://www.dwheeler.com/
oss_fs_eval.html).
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They have many of the same issues:
• Be sure your TCO calculations include all costs over the 

entire usage period.  Nothing is truly free of cost; there 
is always a cost for installation, training, support, and 
so on.  Proprietary vendors correctly note that initial 
acquisition costs are only part of TCO (understandably, 
since OSS typically has lower initial acquisition costs), 
but often conveniently omit mentioning that proprietary 
programs usually impose upgrade costs every few years.  
Also consider possible options if more units are acquired 
later (if you later decide to use twice as many OSS 
installations, vs. proprietary installations, what is the 
difference?).  Using OSS, you can often pay in time 
instead of money, and the OSS may be a bargain, but 
there are still costs.  To decide between different OSS 
support options, it’s often helpful to treat the options 
as if they were different products.

• Both proprietary and OSS COTS normally disclaim 
warranty and indemnification; the answer to the 
question “who do you sue when things go wrong?” is 
“nobody” in both cases.  Those who think that they 
can easily succeed in suing a proprietary vendor for a 
software bug are in for a rude awakening.

• The trustworthiness of the developers is often unknown, 
and this is true for both proprietary and OSS.  Do 
not believe that proprietary software is always more 
trustworthy; a “good American company” can easily 
sell proprietary software littered with malicious code, 
whether it was developed in the U.S. or overseas (indeed, 
the seller is often not the software developer).  In all 
cases, you should do due diligence, and where it is 
critical, you should determine who the main suppliers 
of your actual software are, as well as examining their 
development process and the resulting software itself.  
OSS makes some mitigation techniques easier, e.g., often 
you can review the OSS source code, process, and/or 
determine who the real developers are.

There are certainly differences in COTS OSS, however.  
Because COTS OSS is normally developed with greater 
process and code openness, there are more and different 
sources of information for evaluation (bug databases, mailing 
list discussions, and so on).  As noted earlier, OSS generally 
involves pay-per-improvement, while proprietary involves 
pay-per-use, and in OSS, pay can be time or money.  Support 
can be competed and changed.  Since OSS can be modified 
and redistributed, there is a new decision: When should those 
options be employed?

One option should normally not be used: Creating a “fork”.  
A “fork” is a competing OSS project, based on a copy of the 
original project’s code, that is established with the intent to 
compete with or replace the original project.  Creating a fork 
is often an emotional event, because it is similar to a call for 
a “vote of no confidence” in a parliament or a call for a labor 
strike in a labor dispute.  Those creating the fork are essentially 
stating that they believe the project’s current leadership is 
ineffective, and are asking developers and users to vote against 
the existing project leadership by agreeing to switch to the fork 
instead.  If the developers and users switch to the fork, the fork 
becomes the host of the trusted repository.

Most attempts to create forks fail, for there must be a very 
strong reason for developers and users to switch to a competing 
project.  Serious attempts to create a fork take a great deal 
of campaign effort (to convince people to switch), and can 
create ill will in developers whose support will be needed later 
(because their valuable time can be consumed in discussing 
governance issues instead of improving the product).  In nearly 
all cases either the original project or the fork collapses, because 
neither developers nor users want the confusion and division 
of effort that stem from having competing repositories.

A rare successful fork happened to the XFree86 project. 
The XFree86 project leader decided to change the project’s 
license in 2004 to one that would have made XFree86 illegal 
to use by many of its users.  The XFree86 leadership ignored 
many attempts to resolve this issue, so a fork was established 
at X.org.  The XFree86 project was then quickly abandoned 
by essentially all users and developers.

Forks are rarely necessary.  The fact that OSS projects 
can be forked tends to force OSS project leaders to listen to 
the needs of their customers, just as free elections encourage 
political leaders to listen to their constituents.  The knowledge 
that a fork can be created encourages leaders to be interested 
in contributions from others.

Starting an OSS Project
Starting an OSS project requires that you check the usual 

project-start requirements: Is there a need, is the proposal 
significantly better than alternatives, what is the expected 
TCO, and so on.  In many ways, the OSS approach is like 
a government off-the-shelf (GOTS) solution, in that the 
government can directly control the result by investing its own 
efforts.  Unlike a GOTS effort, there is greater opportunity for 
cost-sharing, with the trade that there is greater openness.

continues on page 12
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Fundamentally, OSS development processes are about 
cost-sharing with other interested users.  This means that there 
needs to be at least the possibility of other users, and that any 
such project must work hard to remove barriers to entry.  Such 
an OSS project should:

• Use a common, well-known OSS license (e.g., GPL, 
LGPL, MIT/X, BSD-new) – don’t write your own 
license

• Establish a project website (with mailing list, tracker, 
source, etc.)

• Document the scope and major decisions of the 
project

• Use typical infrastructure/tools (e.g., a common OSS 
Software Configuration Management system, widely-
supported languages, and so on)

• Maximize portability and avoid proprietary languages/
libraries

• Must run; a small-but-running program is much better 
than mounds of code that does not run

• Establish the vetting process(es) that will occur before 
a version is used by the government.  E.G., there may 
be a government-paid lead, or a testing process.

   These are fundamentally the same issues as for proprietary 
software. There are many articles and books on how to run an 
OSS project; consult them.

Security
Neither OSS nor proprietary software is always more 

secure.  Yet OSS does have a potential advantage: OSS better 
meets the “open design principle”, a fundamental principle in 
developing secure software that any “protection mechanism 
must not depend on attacker ignorance.”

It’s critical to understand that hiding source code, as 
proprietary software vendors typically do, does not really 
impede attacks.  “Security by obscurity” approaches rarely 
work, and to work at all everything must be kept secret: source 
code, binaries, and network traffic in and out of the software 
must be kept inaccessible to attackers.

It’s true that attackers can modify OSS, but they can also 
modify proprietary software – a hex editor is all you need.  The 
trick is for an attacker to get that modified version into the 
supply chain. For OSS, this requires subverting, misleading, 
or becoming the trusted developers or trusted repository/
distribution, and for no one to notice the attack later.  An 
attack on the Linux kernel source code demonstrated that this 
is not necessarily easy, and that widely-reviewed OSS projects 
can resist such attacks. [Miller2003b]

For OSS to be secure from unintentional vulnerabilities, 
its developers/reviewers must have security knowledge, there 
must be people who review the code (yes, it does happen), 
and problems must be fixed and deployed.  When examining 
an OSS option, examine public information (such as websites 
and mailing lists) to see if these conditions are met.

Sensible Policies
A foolish policy would say “no OSS” or “no GPL”.  

This would create a tremendous competitive and strategic 
disadvantage, and is essentially the same as the foolish “no 
COTS” policies of some organizations decades ago.  Note that 
U.S. government policy specifically forbids a “no OSS” policy, 
and intentionally does not forbid GPL use.

Often foolish policies focus on forbidding the GPL, an OSS 
license that in essence forbids direct linking with proprietary 
software and requires that someone given a binary must be able 
to get the source code.  The GPL is by far the most popular 
OSS license; anywhere from 52%-88% of all programs use this 
license (the next most popular are around 10%).  The MITRE 
study found that, because of the widespread use of the GPL, 
forbidding GPL use was essentially the same as forbidding 
use of OSS.  Some proprietary companies advocate “no 
GPL” as a veiled anti-OSS campaign, to inhibit competition.  
Certainly there will be cases where a GPL’ed program will be 
inappropriate, but those decisions need to be made on a case-
by-case basis, not on emotionalism.

A far more sensible policy requires that all commercial 
options be considered, both OSS and proprietary, including 
a review of the licensing requirements.  As clearly required 
by U.S. policy, acquirers need to ensure that all licenses 
(proprietary and OSS) are compatible with their intended use.  
It’s fair to note that proprietary end-user license agreements 
(EULAs) are often more restrictive than OSS licenses in areas 
that matter to actual use, and that the GPL is often fine for 
the intended use.

Conclusions
There are two kinds of COTS products: Proprietary and 

OSS.  Do not make the mistake of thinking that “commercial” 
is the opposite of OSS—instead, OSS is a different kind of 
commercial approach.  Those who use the term “commercial” 
as an antonym for OSS often find it difficult to understand 
OSS, since commercial companies are now investing billions of 
dollars to develop OSS—and you do not want decision-makers 
or advisors with a poor understanding of this fundamental 
shift in commercial IT.

Open Source Software (OSS) in U.S. Government

Continued from page 11.
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OSS options should always be considered during 
acquisitions.  In fact, U.S. government policies mandate that 
government acquisitions consider OSS approaches, through 
the FAR and OSS policies.  OSS approaches can be applied by 
selecting a COTS OSS program, modifying an OSS program, 
or even starting a whole new OSS project.  OSS may be 
components or even the entire solution.  OSS approaches are 
not always the best choice, but it is foolish to ignore them.  
After all, OSS is very flexible, and it often lowers costs (not 
only directly, but as competition to other alternatives).

OSS does raise some strategic questions for governments: 
How can acquirers be pooled so they can start OSS projects 
when appropriate?  How can PMs be educated about OSS, 
open architectures, and open standards?  Should software 
produced by government research default to OSS, so that all 
who pay for research can receive the benefit?  Should software 
patents be eliminated (they threaten some OSS projects, have 
little evidence of benefit, have great evidence of harm, and most 
software developers consider them inappropriate)?

Certainly projects should change to consider OSS 
approaches.  This will involve educating PMs about the 
differences in OSS and addressing their fears, emphasizing that 
OSS options must always be considered (as already required by 
U.S. policy).  Classified systems should work to separate data 
and program, and layer their programs, to separate classified 
from unclassified components.  Open architectures based on 
fully open standards should be deployed to enable later change, 
including moving to web- browser-neutral systems.  A part of 
this will be including requirements that suppliers operationally 
demonstrate that they can swap components because they use 
open standards.

OSS approaches present an opportunity, as well as a 
challenge, for those who can best determine how to apply 
them.
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Abstract: It is not easy to keep software secure in a world that 
is globally networked. This article provides eight suggestions, 
some quite heretical, on how we can do better.

The Need for New Approaches to Software 
Security 

Global networking necessarily changes how software 
acquisition, development, and support should be done. Old 
habits die hard, however, and it is my belief that some of our 
most widely held beliefs about how to create secure, high-
quality software are badly out of date or just plain wrong. In 
this article I propose eight principles, some new and some old, 
for how to acquire, develop, and secure high-quality software 
for mission critical systems, and how to support that software 
at a sustainable cost rate. Since my goal is to encourage re-
examination of traditional stances, I must emphasize that 
this list is my own, and does not represent the views of my 
company or its customers.

1.  When protecting mission-critical systems 
and data, do not assume that “certified” 
software is safer or more secure than uncertified 
software.

I believe an excellent case can be made that current software 
certification methods [1] [2]  are ineffective at dealing with what 
I call chaotic risk. A system with chaotic risk is one in which 
a tiny change can cause massive damage to critical properties 
such as safety, reliability, or security. Software is the poster child 
for chaotic risk, since an error as trivial as misplacement of one 
punctuation character can have an impact as large as shutting 
down most of California’s telephone network. [3]

Chaotic risk is the main reason why the software industry 
cannot provide the kind of solid, scientifically based 
certifications given to physical components. For example, a 
physical component certified to be free of mercury remains so 
despite any minor changes to its packaging, while in software a 
change as small as one character of code can easily invalidate a 
security certification that took hundreds of hours to create.

In the smaller and less networked systems of the previous 
century, chaotic risk was handled by locking down both software 
and the hardware on which it ran. In the modern networked 
world, this approach is no longer feasible for three reasons. The 
first is that when software is extensively networked, it becomes 

flatly impossible to lock down the hardware configuration on 
which it executes. Even a very conservative network has daily 
component failures and dynamic additions, and the software 
responses needed to handle such changes introduce a small 
but unavoidable minimum level of chaotic risk. The second 
problem is that software has become too complex. Even for an 
embedded software component with few connections to the 
outside world, the likelihood that it will be so free of errors that 
it never requires updates is very close to zero. Finally, there is 
the competitive issue. If the rest of the world is racing ahead 
with new commercially available hardware and software that 
makes your locked-down systems look primitive, can you really 
afford not to make updates to your own capabilities?

The good news is that examples do exist of certification-
like processes that reduce chaotic risk nearly to zero. The bad 
news is that the examples do not scale in any obvious way to 
large-scale certification of other products.

The best example of a process that minimizes chaotic risk 
is the one created by Theo de Raadt to support OpenBSD. [4] 
OpenBSD is a Unix-like Free or Open Source Software (FOSS) 
[5] operating system that is popular with systems administrators 
who have stringent security or stability needs. The OpenBSD 
approach relies on what I refer to as continuous certification, 
as opposed to the once-only “snapshot” approach used in most 
software certification methods.

The OpenBSD process minimizes chaotic risk in two ways. 
The high quality of the code contributes by providing a clean 
floor on which negative change impacts show up quickly 
against a background of error-free code, in much the same way 
that a clump of dirt is easier to spot on a clean floor than on a 
dirty one. This is in contrast to dirty floor software, in which 
the number of undetected errors and poorly analyzed sections 
of code (the “dirty floor”) are too high for the negative impacts 
of a change to be understood easily or quickly. The second 
feature of the OpenBSD process that helps reduce chaotic risk 
is its reliance on a dedicated, long-term team of code experts 
who become familiar with every line of code in the software. 
This high level of familiarity lets them make rapid, precise 
assessments of the implications of any code change.

The code quality required for a clean floor process does 
not come cheaply, since it requires years of effort by a support 
team that is explicitly dedicated to performing a full cleanup 
of the code base. For that reason, very few large code bases 
of any type, whether proprietary, FOSS, or government, are 
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sufficiently high in quality to qualify as clean floor software. In 
fact, I am not aware of any large code base that fully qualifies 
as clean floor software except OpenBSD.

If chaotic risk invalidates traditional certification processes, 
and if the only methods that are effective for removing chaotic 
risk require years of dedicated effort to accomplish, what is a 
project manager to do? This leads to my second principle.

2. Seasoned programmers are your best 
protection against security intrusions.

While very few projects can plausibly aspire to the levels of 
continuous code certification seen in the OpenBSD project, 
what they can do is make the best possible use of the seasoned 
programmers they have on hand.

I should emphasize that when I say “seasoned programmers,” 
I mean people with significant hands-on experience at reading, 
writing, and understanding executable code, and who have a 
wealth of knowledge about the tools and resources that make 
their jobs easier. I do not mean software architects, software 
modelers, Universal Modeling Language (UML) designers, 
or any other discipline that works a level or two away from 
code-level programming. Only programmers who work with 
and deeply understand programming at the code level have a 
plausible chance of identifying the kinds of factors that lead 
to chaotic risk, since these factors typically originate in the 
code itself, not in the higher level abstractions that tend to 
gloss over such issues.

I realize that such advice sounds heretical, since for decades 
software engineering has pushed the concept that higher levels 
of abstraction are always better. I happen to agree with that, but 
only if those higher levels of abstraction are highly automated. 
Thus in my book, icon-based programming, that results in 
fully executable applications, is a useful and powerful form of 
abstraction, whereas getting into the regular habit of drawing 
lots of boxes that lack formally defined meanings and then 
calling the result a “software design” is mostly a great way to 
turn your brain into mush.

In the networked world, it is the hands-on programmers 
with access to an Internet full of powerful executable 
abstractions who are the true power users of abstraction. 
Unlike boxes on paper, abstractions expressed as executable 
components “talk back” to their designers, refusing to let 
them get away with sloppy generalizations or incomplete 
specifications of what happens next. The proliferation of agile 
methods [6] is a reflection of this need for more precision in 
the use of abstractions, since such methods force their users 

to convert each new set of ideas into immediately executable 
models that always push the understanding of the problem 
forward.

Due to their ability to find and deal meaningfully with 
risk factors not readily visible to certification processes, it is 
seasoned programmers, not certifications, who are your first 
line of defense against security intrusions. When certifications 
are required by policy, one strategy for ensuring both code-
level security and policy-level certification is to have your 
most seasoned power programmers help figure out an overall 
configuration of existing components and custom code that 
is secure and addresses your most pressing needs. Next, begin 
a search to see which of those components have already been 
certified. For components that lack certifications, consider 
helping the product get certified, possibly in cooperation 
with other groups that are also using them. The focus in all 
cases should be to ensure meaningful component and code-
level security first, so that the subsequent meeting of policy 
requirements for component certifications can proceed without 
inadvertently endangering critical resources.

3.  If what you need has been done before, don’t 
build it again.

If you are encountering skyrocketing software costs, it is 
hard to beat this simple rule: First search the private sector 
to see if anything there could meet your needs. This is old 
advice and hardly surprising. What is different is what you 
should search for, and why. Searches for existing private sector 
solutions break down into two main categories:

• Category 1 – Emerging Proprietary Products: These 
are innovative products that could short-circuit your 
need to develop a new capability or dramatically alter 
the approach to achieving it. Innovation in information 
technology is fast-paced in these days of global networks, 
so it is a good idea to initiate a new search every time 
you are confronted with a new need, instead of relying 
on searches done even just a few months earlier.

• Category 2 – FOSS and FOSS Combinations: Free 
and Open Source Software (FOSS) is a good source 
for infrastructure solutions, and especially for shared or 
networked infrastructure solutions. FOSS also tends to 
be easier to compose than proprietary software, since in 
the sharing-first FOSS model there is no profit advantage 
to locking users into an application. Thus your goal 
when searching for available FOSS components should 
not just be to find suitable individual applications, but 

continues on page 16
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to determine whether your needs might be met by 
doing nothing more than composing existing FOSS 
components in novel ways.

FOSS components are more likely to be composable and 
interoperable because the communities that support them 
operate under consortium-like rules in which all participants 
share equally from the benefits of the software created. This 
in turn creates a powerful incentive for members to support 
composability and interoperability. In contrast, proprietary 
companies often hesitate at opening up interfaces out of a fear 
(not always valid) that it might reduce market uniqueness and 
thus profitability.

When evaluating the many possible combinations of FOSS 
components, it is important to get the assistance of an expert in 
relevant FOSS technologies, such as a power programmer who 
is familiar with the FOSS world. Such an expert can help you 
assess quickly how much of your needs might be met through 
selection, composition, and configuration of available FOSS 
parts. The results of such searches can be surprising. New 
generations of enterprise-oriented FOSS (e.g., the customer 
management system SugarCRM [7]) have the potential to 
replace within weeks development efforts that in the past would 
have required years of development.

4. Dark alleys are your biggest security 
threat.

Obviously, I am not talking the kind of dark alleys between 
buildings, although I am talking about places where you could 
get mugged. A dark alley is any part of a software creation, 
deployment, or support process where the total number of 
people who control the code drops to a very low number. An 
example would be a distribution process that at some point 
gives one unsupervised person authority to package and 
distribute an entire software release. Dark alleys do not just 
present opportunities to get mugged. They actively attract 
muggers by presenting tempting targets where they could 
deceive, bribe, or coerce their way into an otherwise sound 
process.

Using a different terminology, a dark alley is a single point of 
security failure — that is, a location in the software process at 
which the actions by a single person could seriously undermine 
overall security.

The largest single source of dark alleys in military software, 
networks, and facilities is the use of proprietary software 
products developed by international firms. The difficulty in 
such cases is not the use of international development per se, 

but the fact that for-profit software companies often create and 
use dark alleys intentionally as a way to keep their software 
secret and reduce the risk of piracy. It is the combination of 
global development and excessive use of dark alleys to reduce 
piracy that can lead to serious security issues. The threat could 
in principle be minimized by introducing U.S-oriented security 
procedures into the offshore facilities of the software vendors, 
but this would almost never be acceptable to vendors whose 
international buyers would object strongly to such U.S.-centric 
oversight.

5.  Use bright alleys (wikis) to increase security 
when you partner with others.

As its name indicates, a bright alley is the opposite of a 
dark alley. That is, it is a process path that has been set up 
with incentives to encourage active participation by as many 
interested and knowledgeable people as possible. The free 
on-line Wikipedia encyclopedia is an example of a global 
project that makes unrelentingly use of bright alleys, since in 
the Wikipedia process every article is subject not just to the 
scrutiny of a global readership, but to direct editing by every 
member of that community. Wiki is the generic term for a 
collaborative process that actively encourages scrutiny and 
review of the products it develops. When a wiki-like process is 
applied to the creation of software, the result is FOSS software 
(e.g., Linux). FOSS preceded wikis, however, so FOSS projects 
tend to use a slightly different terminology and approach.

The critical factor that keeps the wikis from turning into 
random noise generators is their high-visibility approach 
to configuration management. Wikis provide permanent, 
fully visible tracking of all changes made to them, and make 
it very easy to undo a change that any other participant 
judges to be vandalism. Thus while it is true that anyone can 
change the contents of a wiki, the quality of the change and 
the way it was done immediately becomes part of a highly 
visible and permanent public record. This visibility strongly 
discourages most users from making casual or poorly thought 
out changes.

Even more important is the way wikis encourage 
participation by subject matter experts. Most such experts are 
first attracted to wikis because they can quickly and easily repair 
bad or incomplete entries related to their areas of expertise. 
Once they have made such changes, there is a strong tendency 
for them to join with other similar participants in monitoring 
that part of the wiki to make sure their contributions are not 
lost or damaged.

Keeping Software Secure in a Networked World
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It is this tendency of wikis to encourage active monitoring 
by subject matter experts that makes them “bright” as opposed 
to simply “clear.” That is, wikis do not simply make the process 
visible. By providing an incentive for subject matter experts 
to continue monitoring a site once they have made a change, 
wikis actively attract the attention and participation of the 
people best qualified to make accurate and timely corrections. 
It is this ability that helps explain how the wiki-like processes 
used to create FOSS can be so unexpectedly effective at finding 
and correcting programming errors.

The question, however, is how any of this applies to mission-
critical military systems.

After all, perimeter security and hierarchical control 
are both fundamental concepts for ensuring the safety and 
responsiveness of any military force, and the concept of using 
bright alleys seems to fly in the face of both of these. How can 
software be secure if anyone can see and change it, and how 
can a software development goal be met in a timely fashion if 
no one person is responsible for overall development?

The answer, surprisingly, is that the military perspective 
is exactly correct: Those things which truly need to be kept 
secret should remain secret, and the processes that oversee them 
should remain tightly managed and goal oriented.

The catch is that the vast majority of operational military 
software should not be in this category. More specifically, 
software that requires extensive sharing across multiple groups 
(often called a federated software) is a poor candidate for 
tight control, since no one group will ever be fully in charge 
of it. A bright alley model is a natural fit for adding a higher 
level of security to such software, since it encourages mutual 
examination and prevents any one group from trying to take 
it over.
All of this translates into the following simple corollary:

Keep secret software truly secret, and make the rest as 
open as you possibly can.
Cryptologists may recognize this as the same advice they 

learned decades ago: Trying to keep too many things secret at 
once just increases the odds of you losing your hold on what 
is really important. The lesson for software is fundamentally 
the same.

Pragmatically, this means that the safest default choice for 
shared, federated, or global military software is not proprietary 
or government software, but FOSS. A wiki-like FOSS model 
encourages the development of bright alleys, and thus actively 
discourages partners from trying to gain an advantage through 
use of dark alleys. The FOSS model thus amounts to a “trust 

but verify” approach that encourages constructive sharing 
without requiring full trust. The security and fit of FOSS 
products to your specific needs can be enhanced further by 
actively sponsoring members of your team to contribute to 
and actively participate in relevant FOSS efforts.

6.  Hide your data, not your code.
One of the oldest — and unfortunately, most forgotten 

— software design principles of the U.S. Department of 
Defense is that it is the data, not the software, that should 
contain most if not all of the truly sensitive information in 
a classified system or network. This principle amounts to the 
end result of the minimizing the amount of code that needs 
to be classified.

Hiding data instead of code remains a very good design 
principle for building resilient, tamper-resistant systems. 
For example, it forces designers to recognize the absurdity 
of trying to hide secrets in the form of clever code, obscure 
code, or through compilation. Compilation in particular is 
one of the weakest forms of data encryption imaginable, since 
it translates the meaning of the code into an executable form 
that can be more amenable to automated analysis than the 
original source code!

7.  Reward brevity.
Don’t reward code bloat. Every line of code written is 

another opportunity for someone to make an error, and errors 
are far more likely to occur in new code than in old, proven 
code. If, for example, a design team comes up with a way to 
create a new system by adding a few short scripts to configure 
and combine existing FOSS or proprietary components, 
you should always explore that option first. If it meets your 
needs, you will have saved a huge amount of risk by avoiding 
the development of thousands of lines of new, riskier code. 
Instead, you can focus your quality assurance efforts on the 
much smaller set of scripting code.

There is a distressing common belief that good code should 
be readable by anyone. Don’t believe this nonsense for a minute. 
If an integrated circuit designer came to you and claimed he 
could create an integrated circuit that was so well documented 
internally and so simple that anyone could figure out how it 
works by looking at the circuit through a microscope, you 
would throw him out of the room. Even if the designer was 
telling the truth, the resulting silicon monstrosity would be 
so bloated and ineffective than no one in their right mind 
would actually use it. Since a typical large software application 
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is more complex than a typical integrated circuit, why would 
you expect—or want—every line of code in it to be so bloated 
and dumbed down that “anyone” could read it?

What you really want is code that is well designed and fully 
understandable to other experts who share the same expertise 
as the person who wrote the code. Just as the only people who 
can truly tell whether an integrated circuit design is complete, 
effective, and secure is someone who has a deep understanding 
of such circuits, the only people who can effectively evaluate 
whether a complex new software design is complete, effective, 
and secure are other experts in creating such software. 
Furthermore, trying to make such code “readable” to anyone 
who happens to drop in is almost always an illusion, since 
such casual viewers will almost never try to read the entire 
code set.

Ironically, the main effect of bloating code to make it more 
understandable on a per-line basis is to spreading the real 
design out so thinly that even the experts will have trouble 
understanding what the code is doing. Such bloat is one of 
the main reasons why an expert coder will often throw up her 
hands at such code and say, correctly, that it would be cheaper 
and easier to recode the entire application from scratch than 
to try to fix it.

For a program manager, the solution to all of this is the 
same one mentioned earlier: get experts who understand the 
domain to evaluate the work. As with integrated circuits, only 
the people who understand the code and application domain 
will be able to judge accurately which features are on target 
and which are just noise.

8.  Reduce long-term support costs by joining 
FOSS communities.

The main economic driver behind both wikis and FOSS is 
cost sharing, usually in the context of people who want to create 
and maintain a product that no one participant can afford to 
create by themselves. Thus Linux was created by a large group 
of people who wanted to have Unix-like capabilities on their 
home computers, Apache was created by people who wanted 
to create and host web sites, and Wikipedia was created by 
people who wanted a high-quality online encyclopedia. The 
incentives behind such efforts thus are very similar to those 
behind consortia, which are similarly based on the principle 
that if every member contributes, the entire group will be able 
to create and share the result.

Government groups can also benefit from the consortium-
style costs savings of FOSS communities, but only if they resist 
the initial temptation to take over source code and maintain it 
internally. Such a decision inevitably leads to rapidly escalating 
support costs as the code base loses synchronization with the 
community that created it.

To see real cost savings, program managers must learn to 
think in terms of how best to represent their needs in FOSS 
communities, while at the same time striving to keep the 
amount of unique code that they must create and maintain 
internally to an absolute minimum. Supporting team member 
participation in FOSS communities not only helps ensure 
that the FOSS effort will address your project’s needs, but 
also helps your participants understand exactly what options 
are available for rapid composition when a new set of needs 
presents itself.

In summary
The networked world presents tremendous opportunities 

for faster and more effective development of mission critical 
software, but it also presents equally tremendous risks. Falling 
back on old habits and assumptions can lead over time to falling 
behind badly in how well we use and exploit new technologies, 
and this is something we cannot afford to do. Even if you do 
not agree with all (or any!) of the recommendations I have 
made, I hope that some of them may cause you to look at old 
problems in a different light. The problems faced in creating 
secure software are hard, but they are not insurmountable. 
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Open Source Software and the Long Road to 
Sustainability within U.S. DoD IT System

By John M. Weathersby, Executive Director 
Open Source Software Institute

DoD Information Technology: The Dilemma 
of Success

The United States military is the most technically advanced 
fighting force the world has ever known. The key to success is 
our ability to continually develop and support an amazing array 
of computer-based information technology (IT) systems. 

From the warfighter in a dusty Humvee, to the quartermaster 
managing distribution of essential supplies, to strategic 
command coordinating troop movement and intelligence 
gathering: all rely on countless software applications and vast, 
complex networks of IT systems.

But by its very nature, IT is vulnerable.  IT is vulnerable 
to external adversarial attack.  And it is vulnerable to internal 
threats, such as faulty design, incompatibility and exhaustive 
expense.  

In order to realize the benefits of technological superiority 
we must balance the inherent risk of complexity with the 
pragmatism of system sustainability.  In short, people’s lives 
depend on IT systems that work.  And we must be able to 
not only afford the initial development costs, but also the 
support and maintenance expense to keep these systems up 
and running.

From Challenge to Opportunity
In 2006, the Office of the Secretary of Defense for 

Advanced Systems and Concepts (AS&C) published a 
strategic initiative called the Open Technology Development 
(OTD) roadmap. The document provides an initial overview 
of potential technical and economic opportunities available 
to DoD through the adoption of more open and transparent 
software development and acquisition practices.

The report states that AS&C is tasked “with evaluating 
new trends, capabilities, and practices for maintaining DoD 
superiority while responding to new challenges.”   However, the 
document continues by saying, “DoD’s design and acquisition 
methods are ill-suited to keep pace with accelerating shifts 
in technology, particularly software and information 
technology.”  

In essence, existing development and support methods will 
soon outstrip the government’s ability to fund and staff the 
myriad of proprietary and non-interoperable programs which 
constitute the majority of DoD IT systems.

The overwhelming challenge of feeding DoD’s insatiable 
appetite for IT requires a change in the way DoD and its 
suppliers are building and supporting IT systems.  A paradigm 
shift is at hand for both the technical and business aspects of 
IT development within DoD.

An Idea Whose Time Has Come
“There is one thing stronger than all the armies in the world, 

and that is an idea whose time has come.” -- Victor Hugo (Open 
Technology Development roadmap: page 7)

The opportunity presented within the OTD report relies on 
the acceptance and adoption of more openness, transparency 
and interoperability within DoD IT systems, acquisition 
policies and business practices. The report defines “Open 
Technology” in broad and inclusive terms that include open 
standards, open interfaces, open source software, service 
oriented architectures and other collaborative and interoperable 
development and production methods.  

The report also addresses economic and business model 
issues which ultimately drive all development and support 
activities.   

The concept described as Open Technology Development 
within government systems is not a new phenomenon.   
Numerous studies and policy statements have highlighted 
and verified the use of open technologies within government 
systems for years.

Noted examples of early open systems adoption within 
DoD include: the 2003 Mitre Corporation study: Use of 
Free and Open Source Software within the U.S. Department of 
Defense, which identified more than 100 different open source 
programs and more than 250 instances of their usage within 
DoD systems.

The importance of this early survey was that it demonstrated 
that a wide variety of open source programs were being 
used within DoD systems without the formal structure or 
recognition usually undertaken in DoD IT acquisition and 
deployment practices.  

Another example of early open source adoption within 
DoD systems was documented through a series of Cooperative 
Research and Development Agreements (CRADA) between 
the Naval Meteorology and Oceanography Command and the 
Open Source Software Institute. (Navy CRADA-08-001 and 
Navy CRADA-05-11).

continues on page 21
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The goal of the initial joint study (NCRADA-08-001) was 
to assess the current (2001 - 2003) use of open source software 
at the Naval Oceanographic Office (NAVOCEANO) and to 
identify additional opportunities for further implementation 
of open source software within NAVOCEANO’s computing 
environment.  

The CRADA’s findings reported extensive use of open source 
within NAVOCEANO’s existing infrastructure, particularly 
as mission critical applications within the ISS60, UNISIPS, 
Network Attached Storage Servers and QA/Monitoring 
workstations.

Findings also reported that as legacy systems reached 
end-of-life, they were increasingly being replaced with open 
source solutions. “This trend,” the report stated, “coupled 
with growing interest and enthusiasm for open source in most 
departments, along with open source’s increasing maturity 
and suitability in enterprise environments, indicate it is likely 
that substantial portions of NAVOCEANO’s computing 
infrastructure will use open source operating systems and 
applications in the future.”

In addition to the technical system audit, the report 
evaluated the costs, financial metrics and net savings projected 
to two of the most critical deployed systems which had adopted 
open source solutions, the ISS60 and UNISIPS systems.  
Return on investment (ROI) for these programs to switch from 
proprietary systems to open source solutions were  833% for 
the ISS60 system and  721% for the UNISIPS system.

For the study, net savings were defined in hard (USD) 
dollars and financial returns (Internal Rate of Return (IRR) and 
ROI) were calculated on an immediate (2002) one-year basis 
using the U.S. Treasury 5-year real discount rate of 1.9%.

Presentation of these findings at the Southeast Region Naval 
CIO Conference in August 2003 led the then Department 
of the Navy Chief Information Officer (DONCIO) David 
Wennergren to initiate an effort to draft a formal policy for 
the adoption and usage of open source for the Department 
of the Navy.  Final version of the Navy’s Open Source User 
Policy is currently under review and is set for signature by the 
acting DONCIO by Summer 2007.

Rapid Growth in Fertile Ground
At the time these initial studies were being conducted, 

open source and other open technology solutions were quietly 
proliferating throughout DoD IT systems. The adoption 
scenarios were generally accredited to situations where technical 
solutions were in critical need and project funding was limited 

or non-existent.   In many cases, system administrators would 
pull an open source variant of the IT application required, 
configure and implement it into the IT system and move on 
to the next problem.

Since most open source software solutions are licensed 
under non-restrictive licensing terms, which grant the user the 
right to adopt and/or change the code at will, and no royalty 
fees are required, many open source solutions ran quietly under 
the radar.  As more systems adopted open source components, 
the comfort level for system administrators and program 
managers to adopt open source solutions began to grow.

As more open source systems were being acknowledged, 
certain proprietary vendors started applying pressure to policy 
makers for open source to be rejected as a legitimate option 
within DoD environments.  The issue was not the technical 
proficiency of the solution, but a threat to the existing 
economic model which relied all but exclusively on proprietary 
software development and vendor-specific service and support 
agreements.   

A core tenet of the argument against the continued 
adoption of open source within DoD revolved around the issue 
of whether or not open source software could be considered 
“secure” by DoD standards.  Certain proprietary vendors 
argued that since an open source program’s code could be 
changed by a developer, then in general the software’s integrity 
could not be ensured.   This flawed argument assumed that 
while anyone is granted access to the software’s code through 
the open source license associated with the software, that a 
malicious coder could easily insert a virus or “back-door” into 
the code and pass it on into a DoD system.

This alarmist argument also assumed that any open source 
program in question would have no formal governance 
structure to manage committal rights or be subject to review 
or quality control by either the rest of the development 
community or the implementing client.  These types of 
inflammatory statements became known as “FUD” as they 
were designed to spread and instill “Fear, Uncertainty and 
Doubt” about open source in general.

The converse of this argument is that open source code is 
viewable by all so the likelihood that someone could insert 
malicious code into a program, and that malicious code would 
go unnoticed or unchallenged by anyone is highly improbable. 
As with a “bug” or coding flaw, the open source adage is, “many 
eyes make all bugs shallow.”   Therefore a malicious coder would 
have to be smarter than everyone.

Open Source Software and the Long Road 
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information.  But even these very specialized areas are finding 
that open source can meet their most stringent technical 
requirements as well as provide the extra levels of security and 
reliability essential to such a system.

From the business perspective, the wholesale incorporation 
of open source as part of the mainstream product, service 
and support offerings by the major IT vendors such as IBM, 
Hewlett-Packard, Intel, Oracle Red Hat and Novell clearly 
demonstrates that open source is now thoroughly considered 
a mature, mainstream component in the IT marketplace.

While traditional commercial vendors have now committed 
to the open source bandwagon, the system integrator 
community is just now trying to figure out what role open 
source will play as part of their offering to their DoD 
clientele.

During a recent conference hosted in Washington by the 
Association for Enterprise Integration (AFEI),** Ted Davies 
of Unisys’ Federal Division stated that open source was now 
a core element in Unisys’ strategic business platform and they 
were going to aggressively promote it to their government 
clients.  As he put it, “open source has changed the rules of 
the game just as the three-point shot changed forever the way 
basketball was played.  Teams could only ignore it for a while, 
but as soon as someone started capitalizing on the new strategy, 
then everyone else had no choice but to join in.”

I believe this is a poignant and appropriate analogy for 
where open source and open technologies are in the adoption 
curve within DoD IT environments.  And this is also what shall 
secure the sustainability of open source within government and 
particularly DoD systems for the long-run.

Open source has proven itself as a viable technical solution 
even under the most rigorous and demanding conditions.  And 
it has secured the financial backing and strategic confidence 
of the industry IT juggernauts --- a feat which does not 
come lightly.  This momentum ensures a continual supply of 
resources and functional development talent as well as product 
and service support for open source.

In addition, a major DoD system integrator has publicly 
cast down the open source chalice and stated that they are 
going to take full advantage of “the new three-point shot.”  
Therefore, I think it’s safe to say the game is on.

Open source is here to stay.

Open Source Software and the Long Road 
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As these types of protests were being issued by vendors who 

did not wish to see open source become a viable competitive 
option within DoD systems, the DoD itself stepped in and 
issued a mandate that open source solutions would simply 
have to be judged on the same level playing field as any other 
software program considered for acquisition or use within 
DoD systems.  

In a May 2003 memo* titled “Open Source Software 
(OSS) in the Department of Defense (DoD),” then DoD CIO 
John P. Stenbit stated, “DoD Components acquiring, using 
or developing OSS must ensure that the OSS complies with 
the same DoD policies that govern Commercial off the Shelf 
(COTS) and Government off the Shelf (GOTS) software.  
This includes, but is not limited to, the requirements that 
all information assurance (IA) or IA-enabled IT hardware, 
firmware and software components or products incorporated 
into DoD information systems, whether acquired or originated 
within DoD: 1) ” Comply with the evaluation and validation 
requirements of National Security Telecommunications and 
Information Systems Security Policy Number 11 (NSTISSP 
No. 11) and; 2) be configured in accordance with the DoD-
approved security configuration guidelines available at http://
iase.disa.mil/ and http://www.nsa.gov/.”

The memo also stated that any DoD entity employing an 
open source solutions must comply with all lawful licensing 
requirements.  It encouraged anyone using or considering the 
adoption of an open source program to consult their legal 
counsel in order to understand any new or different obligations 
assumed through an open source license.

This Train Has Left the Station
In the short time since DoD began seriously wrestling with 

the concept of open source adoption, commercial open source 
market interests have flourished.  

From a technical perspective, practically every IT application 
niche now has multiple open source offerings readily available.  
From operating systems, web services, middleware, databases, 
security, office suites and business applications, it is now 
difficult to think of a general IT category which does not 
have a viable open source alternative to existing proprietary 
offering.

Of course within DoD settings, there is always specialty 
development needs when dealing with weapon systems 
or programs which manage different levels of classified 
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Evaluating Open Source Products:   
The Open Source Maturity Model™* 

By Bernard Golden, Navica

Extracted from Succeeding with Open Source (Bernard Golden, 
Addison-Wesley, 2005)

An Overview of the Open Source Maturity 
Model

Although the vast majority of the 140,000+ open source 
products available on SourceForge are probably not useful for 
an individual IT organization (or perhaps any IT organization), 
if even 1/10 of 1 percent of them are potential candidates for 
use, that represents a pool of nearly 150 products that must be 
assessed for their maturity for a particular organization.

Without a formal methodology that implements a 
standardized analytical framework, organizations are limited in 
their ability to assess the maturity of a product; furthermore, 
without such a framework, there is no way to identify the 
elements of a product that require improvement. Of course, 
lacking a way to formally assess products, organizations cannot 

compare open source products to determine which it should 
use. It is to address this challenge that Navica developed the 
Open Source Maturity Model (OSMM). The Open Source 
Maturity Model is an open source product, available for use 
by any individual or organization; more information on the 
OSMM is available at http://www.navicasoft.com/pages/
osmm.htm.

The OSMM assesses a product’s maturity in three phases: 
1. Assess vital product elements (software, support, 

documentation, training, integration, and services) for 
maturity and assign a maturity score.

2. Define a weighting for each element based on the 
organization’s requirements.

3. Calculate the product’s overall maturity score.

A graphical representation of the OSMM is presented in 
Figure 1. It illustrates the OSMM process and gives a good 
understanding of the relationships between the three phases.

continues on page 25
* Open Source Maturity Model is a trademark of Navica.

Figure 1:  The Open Source Maturity Model
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Once an open source product’s maturity score is established 
via the OSMM, it is then compared to minimum maturity 
scores recommended for different implementation scenarios: 
experimentation, pilot/departmental, and production. In the 
section of this article discussing minimum recommended 
scores, a mapping of the OSMM recommended minimum 
maturity scores to the U.S. Government’s Technology 
Readiness Levels evaluation criteria is provided to enable easy 
use of the OSMM in governmental open source assessment 
projects.

Phase 1: Assess Element Maturity
The first phase identifies key product elements and assesses 

the maturity level of each element. Key elements are those that 
are critical to implementing a product successfully:

• Product software
• Support
• Documentation
• Training
• Product integrations
• Professional services

Each element is assessed and assigned a score via a four-
step process: 

Step One: Define Requirements. The purpose of 
this step is to define the organization’s requirements for a 
particular element. For example, if an organization wants 
to implement an open source Web content cache, it must 
determine what functionality it requires in the software 
based on the organization’s purpose—if it is attempting to 
reduce bandwidth load, reduce response time, or the like. As 
another example, if an organization is implementing an open 
source J2EE application server, its training requirements will 
be vastly different if it already has significant experience with 
a commercial application server than if it is beginning to 
use one for the first time. Defining the requirements for an 
element is a key step in assessing the usefulness of a product 
for a particular organization.

Step Two: Locate Resources. Due to the loose coupling 
of product resources, locating resources for open source 
products is more complex than it is for comparable commercial 
products. There probably won’t be an “approved partner” list 
for most products; indeed, there might not be any kind of list. 
Locating the resources for an element is more challenging, but 
there are a number of methods to identify resources that can 
assist an organization in implementing open source software. 
As an example, product forums can be searched to locate a 
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service provider that can supplement an organization’s own 
personnel resources.

Step Three: Assess Maturity. This is the key activity in 
determining how useful a product element will be to the 
organization. Determining where the element lies on the 
maturity continuum—from nonexistent to production-
ready—lets an organization determine how likely the product 
will be to satisfy its requirements. 

Step Four: Assign Maturity Score. After the maturity 
assessment is complete, an initial maturity score between 0 
and 10 is assigned to each element to document how well the 
product element meets the organization’s requirements. 

The score serves as a concrete output of Step Three: It 
documents the consensus of the organization. Assigning a score 
also compels the organization to crystallize its judgment.

Element scores are also helpful when comparing different 
products—it is easy to compare, say, the training maturity for 
two different open source content management systems in light 
of the organization’s needs. This can help the organization as 
a decision tool, enabling it to select one product or another 
based on the specific requirements of the organization.

Finally, the maturity score serves as an input into improving 
the element’s maturity. If a product’s overall maturity score 
is satisfactory, but one element’s maturity score is low, 
the organization can take steps to improve that element’s 
maturity. 

Phase 2: Assign Weighting Factors
The OSMM assigns a weighting factor to be applied to 

each element’s initial maturity score. Weighting allows the 
organization to reflect the importance of each element to the 
overall maturity of the product. For example, the heaviest 
weighting is typically assigned to the product software, whereas 
other elements have lower weighting factors to reflect the fact 
that they are less critical than the software itself in determining 
overall product maturity.

The default weighting factors for the elements are shown 
in Table 1.

Organizations might choose to adjust the default weighting 
factors based on their specific needs. For example, if an IT 
organization is stretched very thin in terms of personnel, it 
might plan to have an open source product implemented by 
a professional services firm. In that case, it might increase 
the weighting factor for professional services to 2 or even 
3 to reflect the relative importance of professional services. 
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This allows the OSMM the flexibility to apply to every 
organization’s situation: A product’s maturity score will reflect 
the organization’s specific needs and resources. 

The only requirement for adjusting the maturity weighting 
factors is that they must sum to 10, in order to create an overall 
maturity score that is normalized to a 100 point scale as the 
final step of the OSMM process.

Phase 3: Calculate the Product’s Overall 
Maturity Score

After each element has been assessed (initially scored) and 
assigned a weighting factor, the overall product maturity score 
is calculated.   The weighting factor is multiplied by the initial 
maturity score to calculate the weighted score for each element 
and the weighted maturity scores are then summed to provide 
an overall maturity score for the product on a scale of 1 to 100. 
Table 2 illustrates how one would apply the OSMM. 

As illustrated in Table 2, if each element received the 
maximum score of 10 then the resulting (normalized) overall 
maturity score (sum of weighted scores) would be 100.  When 
actual (initial) scores range from 0 to 10 and weighting 
factors, which have been adjusted to reflect the priorities of 
the organization, are applied, the resulting overall weighted 
maturity score is 52.  Note that even though the initial maturity 
score for the Professional Services element was high (8), it 
did not influence the overall score because of the adjusted 
weighting factor (0).  However, although Training was the 
2nd highest priority of the organization, as evidenced by 
assigning a weighting factor of 3, it did not contribute much 
to the overall score because the initial maturity score for the 
element was low (2).

The OSMM Template
A blank template is downloadable at www.navicasoft.com/

OSMM. This site also provides blank worksheet templates that 
organizations can use as they work through assessing product 
elements.

Recommended OSMM Scores
Calculating a score and using it for a decision leaves out 

one of the most important factors in any decision: its purpose. 
A maturity score in an abstract consideration is meaningless; 
what is critical is the maturity score a product needs for a 
particular use. 

Table 3 outlines minimum recommended OSMM scores 
for use in experimentation, pilot/departmental, and production 
environments. The recommended minimum scores vary 

Software 4
Support 2
Documentation 1
Training 1
Integration 1
Professional Services 1
Total 10

Table 1:  Default OSMM Element Weighting Factors

Table 2:  A Sample Implementation of the Open Source Maturity Model  

Element Potential  
(Max) Score

Actual 
(Initial) Score

Weighting 
Factor

Element  
Weighted Score

Software 10 8 4    4 40     32
Technical support 10 5 2    2 20      10

Documentation 10 5 1    0 10       0

Training 10 2 1    3 10       6
Integration 10 4 1    1 10       4
Professional services 10 8 1    1 10       0
Total product maturity score 100    52

continues on page 27
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according to whether an organization considers itself an early 
adopter or a pragmatist. Pragmatic organizations are less willing 
to take risks with software products and therefore require 
higher maturity scores. In other words, there is an inverse 
relationship between risk tolerance and required maturity 
score. Depending on whether your organization is an early 
adopter or a pragmatist, you should adjust your minimum 
maturity scores to reflect your risk tolerance, as has been done 
in the table.

It must be emphasized, of course, that the recommended 
minimum scores are just that: recommendations. You might 
choose to use a product even though it fails to achieve the 
recommended minimum score for your purpose. In fact, 
you might decide that your organization would like to use 
different values for the minimum scores. The purpose of 
the recommendations is to provide a good starting point for 
determining how mature a product needs to be for a given 
purpose. If you feel a different value makes more sense for you, 
that’s perfectly fine. It is more important that you perform 
a maturity assessment and determine what your minimum 
acceptable score is than to rigidly adhere to recommendations 
that might not reflect your needs.

Table 3:  Recommended Minimum OSMM Scores

Type of User
Purpose of Use Early Adopter Pragmatist

Experimentation 25 40
Pilot/Departmental 40 60
Production 60 70

These recommended minimum OSMM scores can be 
mapped to U.S. Government Technology Readiness Levels in 
this fashion (see Table 4):

Table 4: Recommended Minimum OSMM Scores and U.S. 
Government Technology Readiness Levels Mapping

Recommended Minimum 
OSMM Maturity Score

Technology Readiness 
Level

Experimentation 3 - 5
Pilot/Departmental 6 - 7
Production 8 - 9

Note: Technology Readiness Levels 1 and 2 reflect basic 
research activities and are not directly applicable to assessing 
the maturity level of an open source project.
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Conclusion
Many people have observed that open source software is a 

disruptive technology. Its radically different modes of software 
creation and distribution promise to shake up the Information 
Technology industry and cause a massive shift of power from 
vendors to users.

Less often observed is the fact that disruptive technologies 
also shake up assumptions and working practices entirely 
appropriate to the previous environment but unworkable in 
the new one.

The comfortable assumptions about the roles of vendor 
and user that underpinned the commercial software world 
must be superseded by a recognition that, in the open source 
world, the shift of power to users is accompanied by a shift 
of responsibility. In the future, users will be responsible for 
creating the mature product bundle required for pragmatic 
organizations to use a technology.

The OSMM was developed to assist in that bundle creation 
effort, offering organizations the ability to assess the maturity 
level of open source products. 

The Open Source Maturity Model can be a powerful part 
of your open source toolkit. The next time someone in your 
organization questions whether a particular open source 
product is “production-ready,” consider using the OSMM to 
definitively answer the question.
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Case Study 1: Geospatial Open Source Software

  By Mark Lucas, RadiantBlue Technologies, Inc.*

The geospatial tools domain is especially rich with open 
source projects and recently established a group to coordinate 
software efforts. The Open Source Geospatial Foundation 
(www.osgeo.org) was created to support and develop open 
source geospatial software. One example of a geospatial project 
that has been successfully supported and deployed by US 
government intelligence and defense agencies, since 1996, 
is the Open Source Software Image Map (OSSIM) project.1 

OSSIM is a high performance software gesospatial system for 
remote sensing, image processing, geographical information 
manipulation and photogrammetry.

OSSIM History
The core OSSIM team comes from a US military 

background of rigorous remote sensing and photogrammetry. 
In the mid-1990’s the developers were frustrated with the cost 
and technical limitations of at the time current commercial 

solutions. As a result, the developers decided to build their own 
photogrammic software. Starting with an open source software 
approach, coupled with design criteria to address shortcomings 
of current solutions, the team designed a cross-platform 
series of software libraries employing the latest techniques in 
object oriented software design. What is unique about the 
OSSIM toolset is that since it is possible to download and 
see source code, changes can be made very rapidly for unique 
situations.

The OSSIM project provides an interesting example of 
how an open source software project is influenced by US 
Government funding. Current developers are funded in part by 
the Government to develop needed capabilities, which in turn 
influences the direction of the software baseline. The project 
has a very tightly controlled software baseline with three people 
governing what code is included in each new release. 

Figure 1: OSSIM Viewer

* Supported by the Office Secretary of Defense, Advanced Systems & Concepts.
1 OSSIM can be found here: www.ossim.org continues on page 30
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Recently only experts, cartographers or analysts had the 
money to access advanced photgrammetric tools such as 
OSSIM, now anyone who has a desktop computer can freely 
download the tools and create their own maps. Imagery and 
data can now be ‘geotagged’ with geospatial information 
and fused together giving a user much deeper appreciation 
of the geospatial context of information. Anyone who has 
used Google Earth or many of the online maps can attest to 
how rapidly these capabilities have migrated from specialized 
solutions to the public at large. The OSSIM project also has 
an earth viewer as well with one difference from Google Earth 
– accuracy.  As a government official is fond of saying, “Google 
Earth can find a corner coffee shop, but you couldn’t target it”. 
OSSIMplanet is a fully geodetically correct model of Earth.

OSSIM contains software solutions that enable these 
capabilities and manages all of the technical complexity of 
map projections, sensor models, and coordinate transforms 
to enable geospatial solutions. OSSIM has a very active 
community of developers and users that are constantly making 
improvements and applying the capabilities to new areas. 

Humanitarian Relief / Disaster Response & 
Military Uses

The strength of a software package is in the development 
and support community. This was clearly evident in the 
aftermath of Hurricane Katrina when the OSSIM community 
quickly came together to process post-hurricane aerial imagery. 
Since OSSIM is open, new ideas or needs are more quickly 
integrated into the software. As a result new imagery models 
were rapidly incorporated so that within 48 hours of imagery 
being received the OSSIM team was able to send the processed 
imagery to NASA and then onto Google Maps.  Later, several 
government agencies subsequently used the data to support 
their missions and locating their employees.3

More recently, OSSIM has been used to rapidly process and 
distribute commercial satellite data of Afghanistan to support 
humanitarian assistance and disaster relief efforts. OSSIM 
is used to identify forest fires in South Africa, to support 
value added processing at the European Space Agency, and 
is embedded in a number of classified and sensitive solutions 
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Figure 2: OSSIM History2 

2 National Reconaissance Office (NRO), National Imagery and Mapping Agency (NIMA), National Technical Alliance (NTA)
3 Complete story and archives here: http://katrina.telascience.org/inthenews
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within the US Intelligence community.  OSSIMPlanet 
is currently being used on the OSD/AS&C Large Data 
Joint Capabilities and Technology Development (JCTD) 
activities.  Since the software is open source, multiple agencies, 
contractors and contributors can freely collaborate and evolve 
the technical capabilities.  These improvements then benefit 
everyone involved in the process.

The Large Data JCTD is particularly significant in that 
it addresses the need for global geospatial collaboration.  
OSSIMPlanet provides an open geospatial visualization 
framework that other applications and systems can interface 
with.  The scientific accuracy of the system enables newly 
collected data from military and commercial sensors to be 
rapidly placed in three dimensions on the virtual globe.  Live 
interfaces alert decision makers to new developments and the 
status of global or regional events.  Ongoing development will 
continue to focus on collaboration mechanisms and interfaces 
to live data - allowing decision makers to intuitively understand 
the latest information in a distributed virtual environment.

OSSIM Features
OSSIM is built on a foundation of open community driven 

standards with well-defined and accessible interfaces. 
• Orthorectification and precision terrain correction
• Rigorous sensor modeling
• Universal sensor models
• Wide range of map projections and datum 

transformations

Figure 3: Katrina Imagery in OSSIMPlanet
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• Non-destructive, parameter based image chains
• Native file access
• Advanced mosaicking, compositing, and fusions
• Elevation support
• Vector and shapelib support
• Projection and resolution independent
• Equation editors
• Support for urban models
• Direct access to WorldWind and OGC WMS servers
• KML and KMZ support (Google Earth)
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Case Study 2: Federally Funded Software Reuse 
Optimized Via Open Source Licensing

  By Peter Gallagher, Development InfoStructure Inc. (Devis)

Synopsis
The investments of multiple Federal agencies and private 

sector contributions created an open source Web content 
management system in 2003 that is still being re-used today. 
Multiple DoT-GOV sites have benefited from the technology 
that evolved in bits and pieces over several years beginning in 
2001. The case study is not about the software itself but rather 
the process by which it evolved into multiple open source 
licensed products. If software reuse and access to code for 
increased agility is advantageous to the government then this 
case study provides real-world lessons. The results demonstrate 
as well how open source can be leveraged by small business in 
a hyper-competitive Federal IT marketplace.

Introduction
In 2000 the Department of Labor’s (DoL) Office of the 

Assistant Secretary for Policy initiated what would become a 
deep involvement with emerging standards for creating and 
managing elearning content. The DoL is one of the largest 
acquirers, often through grants, of elearning materials. The 
potential savings from a standard format for re-using and 
re-purposing content was massive. The SCORM (Shareable 
Content Object Reference Model) effort was then in it’s 
infancy, led by the DoD OUSD/P&R’s Advanced Distributed 
Learning Initiative (http://www.adlnet.gov/). SCORM is 
a collection of XML standards and interface specifications 
designed to enable content re-use. The DoL wanted to 
encourage the development of SCORM compliant content 
but most of the emerging tools were wrapped into expensive, 
proprietary, LMSs (Learning Management Systems). In fact, it 
was increasingly clear that support for SCORM, that allowed 
content to easily migrate from one LMS to another, was not 
the highest priority for vendors that benefited the most from 
product ‘lock-in.” DoL needed a tool to at least enable basic 
authoring and presentation of SCORM content as the Web 
standard evolved.

Thus was born a project that led to what has been 
reported as one of the first releases of an open source software 
application1 directly by a cabinet level agency. “Workforce 

Connections” was coined as one facet of the DoL challenge to 
ensure that worker training needs can be met by the multitudes 
of primarily state, local and non-governmental organizations. 
This case study examines how technology developed under 
one project can be re-used and ultimately turned into a 
commercial product using open source licensing as a lever. 
The effort has led to significant software reuse and savings for 
the government and serves as an example of how open source 
software approaches can encourage informal public/private 
partnerships under existing Federal procurement rules.

Incremental Change
A small business contractor2 was selected to support the 

DoL participation in SCORM and to come up with some cost 
effective tools to at least begin testing SCORM authoring. 
The contractor had been implementing a simple content 
management approach for a Presidential initiative now known 
as www.DisabilityInfo.gov. They had demonstrated success 
running this website with several open source products 
including 

• Zope application server (www.zope.org),
• Debian Linux operating system (www.debian.org),
• Apache Web Server (www.apache.org), 
• PostgreSQL database (www.postgresql.org), and the 
• Python programming language (www.python.org). 

These products formed the foundation for the development 
of what would become a feature rich Web content management 
system written entirely in Python.

The WorkforceConnections™ software---the term was 
trademarked by DoL---was developing incrementally in direct 
response to the needs of DoL to test the SCORM environment 
in the real world by publishing eLearning materials. All work 
for DoL was accomplished by the contractor on a Time & 
Materials basis. The tool was intended to be simple enough 
for anyone to use for both authoring and publishing content. 
No HTML coding could be required and the content would 
be stored as a simple object, completely independent of the 
presentation layer. This is a feature of the Zope environment 

1 Federal agencies, including DoD, have been responsible for the release of open source products prior to this project. However, in this case a full application 
environment was released directly by the DoL and under DoL copyright.
2 Development InfoStructure Inc. (Devis), a small business, was engaged on several small IT tasks with multiple DoL Agencies. Devis developed the 
WorkforceConnections™ and EZRO software that serves as the basis for the case study. Devis will be referred to generically as the “contractor.”

continues on page 33
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that is specially adapted to managing content via the built in 
object database. This DoL effort preceded many of the now 
popular open source Web Content Management System (CMS) 
tools and again, the SCORM requirement was a key driver. 
At the same time the contractor had other customers, some 
of them Federal, who also had requirements for a simple Web 
management tool and who also contributed improvements. 
There was no monolithic design document for the features. 
The functionality was allowed to evolve as needs arose.

Customer requirements led to the tool having 3 distinct 
presentation patterns: information portal, structured elearning, 
and On-line Coach. Early uses included:

• Provided computer security awareness training to all 
DoL staff/contractors on an emergency basis. Some 
300 PowerPoint slides were converted into SCORM 
compliant format via WorkforceConnections™ and a 
simple log-in was added to complete the application 
for almost 18,000 users.

• OSHA Training Institute moved to this format from a 
static web page model and have successfully maintained 
and delivered elearning as part of a blended course 
approach for many years. InfoWorld documented 
savings of $25,000 per hour of instructional content 
creation versus the prior ‘stick built’ methods. 

• Numerous informational web sites were created and 
managed in addition to the traditional structured 
elearning applications.

Decision to go Open Source License
What, in effect, had started as a research project had now 

turned out to be a production level tool. A key objective of the 
project was to ensure that the WorkforceConnections™ could 
be used by the widest possible audience. Typically, though 
developed under default Federal Acquisition Regulation 
(FAR) Rights in Data clause (Subpart 27.4) that provides the 
Government “unlimited rights,” the output of federally funded 
work is often not commercially available for re-use by other 
than the author. This area of the FAR and Intellectual  Property 
(IP)  rights from a general legal perspective are obviously quite 
involved and subject to interpretation but the government has 
decades of precedent protecting its assets. 

The goal was to expand the re-use opportunities beyond 
the already guaranteed FAR unlimited use rights.  To eliminate 
any reuse issues and provide clear commercial, in addition to 
government-wide access, the contractor suggested releasing 
the product as open source, a new concept to the DoL in 
early 2003. The DoL after researching the issues showed great 

foresight and embraced the idea realizing that once released 
under an approved open source license (see http://opensource.
org/) the product could be re-used by any party inside or 
outside the Federal government, state or local government, 
non-profits, and importantly the vendors that support the 
government. The open source license would create clear 
commercial access to the software for reuse.

The contractor suggested using the Apache license, often 
seen as one of the least restrictive in terms of reuse. This 
license, actually recommended to the contractor by an Apache 
founder, aims to maximize commercial participation since the 
resulting code can be used without encumbering other related 
work that might be of a proprietary nature. The other major 
license to be considered was the GNU General Public License 
or GPL. The GPL, used for all flavors of Linux, is probably 
the most widely used of open source licenses. The GPL is 
considered more “restrictive” than Apache since it requires 
that any code modifications be published if the software is to 
be distributed.

The choice of license became an important point of 
discussion between contractor and the DoL. Both licenses meet 
the open source definition and both are obviously successful 
given the huge market share for both Apache and Linux (i.e. 
GNU/Linux). But the implications of these licenses can have 
important effects on participation. 

• Apache, in effect, encourages commercial participation 
by removing the risk that related code or projects can 
become “infected” by the open source license. Under 
the Apache license someone modifying the code has no 
requirements to share his work, although encouraged to 
do so. Critics of these licenses might say that Apache is 
weak in that it allows for “free riders” or someone who 
will not share code. 

• GPL, on the other hand, is sometimes seen as being 
too restrictive in that it forces the sharing of IP and 
because of that limits the ability to directly integrate 
with proprietary code. Critics would say that this forced 
sharing discourages participation.

In the end the DoL’s motivation to guarantee that any 
subsequent work was shared, trumped the goal of maximizing 
commercial participation. Choosing the optimal license when 
initiating a project is not simple. Some Federal agencies 
have created licenses (see NASA’s t http://opensource.org/
licenses/nasa1.3.php), but, in the final analysis, this conflict 
between control and flexibility will impact participation and 
longevity.
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Intellectual Property and Copyright Transfer 
x 2

The contractor decided to forgo releasing the product 
independently in order to establish a clear, joint-effort model 
for this type of project. The contractor then agreed to release the 
product directly under the GPL license preferred by the DoL. 
However, the DoL became concerned about ownership and 
intellectual property rights given the government involvement. 
The contractor had clearly authored 100% of the work and 
could thus request copyright but DoL felt more comfortable 
exerting greater ownership over the project. DoL requested 
the contractor claim the copyright and then transfer it to the 
DoL. The contractor supported the transfer with an agreement 
that stipulated the copyright would return to the contractor 
at such time as the DoL was finished with improvements and 
support. The WorkforceConnections™ was released under GPL 
license in late 2003 under DoL copyright.

In the summer of 2006, and as foreseen in the transfer 
agreement, the DoL returned the copyright to the contractor. 
The project had served its purpose for the DoL and, as a 
demonstration, completed its objective. The DoL had nothing 
to be gained by retaining the copyright. The return of the 
copyright alleviated any implied support by the DoL going 
forward. While open source licenses generally eliminate any 
notion of implied warranty, the copyright ownership does have 
obvious responsibilities, primarily that the holder does in fact 
have legal standing to have asserted the copyright. However 
by this time the copyright issue had little impact or value since 
the contractor had long since “forked” the code base to create 
a derivative product.

Forking
This term is used to describe what happens when open 

source software is changed in such a way that it deviates 
from the managed baseline. Forking is usually considered to 
be unhealthy since it diverts support groups into multiple 
directions. In this case, from the contractors perspective, the 
WorkforceConnections™ was not being updated rapidly or was 
changing in a way that the original developers, the contractor, 
felt was problematic. The contractor/developer, if unable to 
effect changes, for whatever reason, thus had no choice but to 
evolve a “fork” that met their customer’s needs. 

Any license defines terminology and limits use of the 
product name. For instance, if you were to modify the Apache 
Web Server for distribution, you cannot then release it as 
“Apache.” This is common sense and is fundamentally no 
different than with proprietary software whereby IP rights, 

trademark usage, etc. must be enforceable. Thus the contractor 
called the revised product EZRO for EZ Reusable Objects. 
Soon contractor and customer funded changes resulted 
in a much advanced product, as compared to the original 
WorkforceConnections™, that remained essentially static from 
a release standpoint.

It is important to note that a derived or forked GPL 
product must retain the GPL license of the original product. 
That is since WorkforceConnections™ was released under 
GPL, the derived EZRO product must also be released under 
GPL. This license inheritance is not a requirement of many 
other less restrictive open source licenses. EZRO has since 
gone on to serve many customers including federally funded 
sites like www.DNA.gov, www.MilSpouse.org, and www.
onestopcoach.org as well as non-governmental sites such as 
www.NortelLearnIT.org. EZRO continues to be updated and 
modified to meet new customer requirements. 

Lessons Learned
• Incremental Change for Shared Services: The 

maintenance and gradual improvement of an open 
source product is well suited to government funding 
cycles, changing priorities, and shared services. In this 
case many Federal agencies contributed small amounts 
as needed to get the results they needed, without having 
to deal with complex intra-agency funds transfer or even 
formal collaboration. Organizations can contribute at 
their own speed and pace with a focus on their particular 
concerns. As well, non-governmental funds can also 
result in changes that benefit all users, including the 
Government. 

• Copyright: This issue has needlessly, in the author’s 
opinion, been one of the primary impediments to the 
growth of open source in government. The Federal 
government has a clear and substantial basis for 
identifying and controlling ownership rights. And 
allowing authors to copyright their work is a tenant of 
our capitalistic system. What has not been healthy for 
software reuse, necessarily, is the use of copyright to 
limit the reuse for products for which the government 
has paid, either in part or in whole. Encouraging the 
copyrighting of software by the author for the purpose 
of providing a clear lineage and to enable release under 
open source license is in the Government’s interest. In 
general, the author, the contractor in the case study, is 
in the best position to release software that they wrote 
as compared to Government ownership.

continues on page 35
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• Regulations: Current regulations allowed the case 
study events to take place without impediment many 
years ago. No new rules are needed today. Education 
and the sharing of best practices so that open source 
development is better understood, particularly in 
acquisitions, would be useful.

• “Large” vs. Focused Community: A large community 
is the ideal of open source and the most striking 
examples are for broadly used infrastructure like 
Linux, databases, web/application servers, etc.  But 
many issues affect community – government specific 
functions may not have a massive cross-organization 
audience. It is not always realistic to assume a “large” 
community particularly for any new initiative. What is 
vital, however, is that a focused community is retained. 
This case shows that a small yet focused community of 
those with the most to gain from success can achieve 
dramatic results.

• Forking: The creation of a “fork” is not necessarily bad. 
In fact, this is exactly what open source was intended 
to enable – so no one has to ‘start from scratch.’ In this 
case it allowed what may have become a dead product 
to continue to thrive based on the initial code base. 
In other cases it can allow for a variety of specialized 
solutions. It is important to recognize that interests may 
diverge and forking may be a reasonable alternative that 
also takes advantage of reuse.

• Flexibility/Agility: This case study demonstrated, 
although space did not allow a full discussion, how it 
was possible to quickly add a basic registration function, 
add RSS distribution capability, optimize for usable 
accessibility (i.e. Section 508), and integrate with other 
Web services, etc. This quick reaction to customer 
requirements would not have been possible with most 
proprietary products.

• Small Business/Risk Reduction: Because the open 
source license eliminated much of the ‘vendor lock in’ 
risk, large customers like the DoL are more comfortable 
allowing a small business to lead an activity than they 
would if they were they buying into a proprietary tool 
owned by the same small business. The risk inherent 
in any small company disappearing with source code 
is eliminated and contracting flexibility is improved 
when OSS licensing is used. The case shows how the 
open source approach is supportive of small business 
participation.

• Standards: It is well known that open source products 
cannot create market share via proprietary interfaces as 
their utility is based on supporting standards. As the 
government wishes to support standards, a reference 
implementation, created under open source license, can 
go a long way towards advancing the utility of a particular 
standard. This case study came to fruition because of the 
SCORM standard; other open source products could 
similarly evolve from other requirements. 

• License Choice: This case study demonstrates that 
the decision process for license choice was conflicted 
by the competing desires to control code sharing yet 
maximize commercial participation by limiting code 
use restrictions. A ‘public infostructure’ license is needed 
to balance these competing needs and ensure that the 
government cannot be charged more than once for the 
same work.

Conclusion
It is in fact difficult to say with certainty exactly how 

many people are currently using WorkforceConnections™ and 
EZRO.  Similarly, no estimates exist for how much money 
has been saved collectively by all customers once development 
costs are calculated. But some customers feel the products 
provide a significant improvement in efficiency. These Web 
CMS tools have been successful at meeting a specific need 
for many customers. The market choices were enriched and 
government funded work has resulted in reuse and commercial 
availability of software. 

All of this was made possible by the licensing via an 
approved open source software license thus creating a clear 
commercial lineage for reuse. It created, in effect, more COTS 
software but without the proprietary restrictions or the IP haze 
often engendered in Federal GOTS solutions. Paradoxically, by 
exerting less control, the government is more likely to reach its 
goal of software reuse. By allowing and encouraging contractors 
to claim their copyright if they release products under open 
source license, the government will be promoting a bigger and 
healthier ecosystem for open source COTS. And if the goal 
is software reuse government-wide, or reuse in a gated secure 
community for DoD, then commercial open source has an 
answer - today.
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Case 3: Open Source Enterprise Content 
Management (ECM) for Governments

By Matt Asay, Alfresco

Alfresco offers a 100% open source alternative for Enterprise 
Content Management (ECM) to ensure government data 
remains secure yet easily accessible.  It couples the innovation 
of open source with the stability of a true enterprise-class 
platform. On average, Alfresco delivers 10x the performance 
of proprietary ECM at 1/10th the price.  Alfresco enables 
governments to better manage their budgets, getting more 
value for less investment.

This white paper summarizes the application of open source 
ECM in two government scenarios that are distinct from 
both a global and a functional perspective: the US Federal 
Aviation Administration and the United Kingdom Ministry 
of Defense.

 US Federal Aviation Administration
The United States Federal Aviation Administration 

(FAA) is tasked with ensuring the safety of US civil aviation.  
With a budget of $14.2 billion in fiscal year 2007, the FAA 
oversees roughly 50,000 flights per day, with over 800 million 
passengers flown each day. 

The Office of Aviation Safety (AVS) within the FAA is 
an organization responsible for the certification, production 
approval, and continued airworthiness of aircraft; and 
certification of pilots, mechanics, and others in safety-related 
positions.  When the AVS conducted an in-depth survey of 
nine enterprise content management systems in 2007, Alfresco 
distinguished itself as the product that could make enterprise 
content management a reality within AVS.  

The FAA chose Alfresco to manage the Electronic File 
Service (EFS) component of its Aviation Safety Knowledge 
Management Environment (ASKME).  EFS includes an 
interface specification to logically categorize, store, and retrieve 
documents to and from identified sources.  EFS provides the 
following services:

• Input document:  Allow for the input of electronic 
information. 

• Process document:  Upon electronic information 
upload, enable the following to be performed:  

 Catalog - Enter attribute information about the 
document such as title, subject, document type, etc., 
while other information such as author, date created, 
version number, and physical location, is automatically 
indexed by EFS.

 Index - Text documents are submitted to a full-text 
indexing engine, with the resulting file sent to a full-text 
database.  

 Search - Support for Boolean operators and full text 
search methods.  Also support for enterprise-wide 
multi-server searching and retrieval and presentation 
determination with relevancy ranking of files.

 Security - Support designation/categorization for secure 
access/ release/ disposition.

The FAA decided to change from its current system to 
Alfresco because it wanted to counter the loss of information 
due to employee attrition (e.g., retirement) by ensuring that 
documents could safely and easily be stored, indexed, and 
retrieved.  This is helping to improve customer service and 
increase awareness of information across offices that, in turn, 
has boosted efficiency within the FAA and is also helping 
to increase the consistency of decisions based on shared 
information. 

 “Alfresco saved AVS millions and provided a flexible 
licensing model while meeting and exceeding our technical, 
functional, ease-of-use, and support requirements.  We are 
excited to be a part of open source ECM and confident in 
Alfresco’s commitment to customer satisfaction and ECM 
innovation.”  Jennifer Frye, AVS Technical Project Manager, 
FAA

United Kingdom Ministry of Defense
The Defense Academy within the UK’s Ministry of 

Defense was formed in April 2002 as a result of the 2001 
Defense Training Review.  The Academy is a military and 
academic community that provides professional and personal 
development to some 11,600 students per year.  It has an annual 
operating budget of £110 Million and manages contracts 
worth £1.2 Billion.  It has some 750 military, academic and 
support staff.  The Academy is a British institution playing an 
international role.

The mission of the Defense Academy is to deliver high 
quality education and training, research and advice in order 
to sustain and enhance operational capability and advance the 
Defense and security interests of the United Kingdom. The 
Academy provides education in the management of Defense 
at government level; leadership at the corporate and strategic 
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level across Defense; command and staff training; and the 
management and exploitation of military technology.

Due to the constant high rate of military staff and student 
turnover, the Defense Academy required a system that needed 
minimal user training. Hence, the system needed to appear 
as a shared drive that could be simply accessed via Windows 
Explorer and Microsoft Office through “drag-and-drop” and 
“Save-As”.   

This environment was required to be delivered without 
vendor lock-in and to avoid what the Academy refers to as 
a “monogamy vortex”. Due to the size of the rollout, cost 
effective scalability and scale-out was required without the need 
for a step change in hardware and licensing costs.  

The Defense Academy therefore has an open source strategy 
where practicable and cost effective.

The Defense Academy needed to be able to offer document 
management and control for all file types through a simple 
Windows Explorer or Microsoft Office interface that was also 
web enabled. Automatic version control, auditing and lifecycle 
management needed to be transparently applied to all content.  
This included basic records management where inadvertent 
deletion is difficult and reversible.

The content also needed to be easy to search and retrieve, 
using a combination of meta-data and full text indexing 
accessed through a Google-like interface. Content also had 
to be securely stored with permissions integrated to Active 
Directory with Windows group permission support. Web 
access, through a browser or portal, was also required and it 
needed to also support URL driven access to enable document 
management from email via a URL.  The Academy required 
these technical requirements to be based on a set of open 
standards.

The Defense Academy was an existing Microsoft SharePoint 
user. There were issues with increasingly large data volumes, 
and a lack of intuitiveness for contributors. WebDAV also 
proved to be unreliable when mapped as a shared drive where 
it also had less functionality than Windows Explorer, which 
was what users traditionally used. The Defense Academy also 
plans to use Alfresco as a learning repository with a Moodle 
front-end.

“The Defense Academy investigated: SharePoint 2004 
with Meridio, Trove, Hummingbird, Vignette, Harvest 
Road HIVE, IBM CMS and Documentum. Microsoft and 
Meridio failed on the minimal-training requirement and 
security model. All except Documentum failed on one or 
more essential criteria.  Documentum was too costly and 
complex.”  Peter Edwards, CIO, Defense Academy.
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Case 4: Low Barrier To Entry, No Upfront License 
Costs, High Reliability 

By Andrew Gordon, Unisys Federal Systems

Open-source software (OSS) is maturing throughout 
the entire software stack and increasingly being used by our 
Federal government. Several powerful drivers are contributing 
to OSS growth in the Federal sector. Easiest of these drivers 
to embrace is the lower up front cost when justifying open 
source over proprietary products. But very quickly control 
over your investment, low barrier to entry, and high quality 
and reliability become highly valued when OSS is used for 
implementing and deploying e-Government solutions. 

Unlike proprietary products, agencies can do a lot with 
OSS before money is spent. “Developers can test it, run pilots 
on it and configure it before anyone pays anything. That kind 
of software development flexibility, and no cost, is one of the 
primary reasons for the government’s interest in open source.” 
said Charles Riechers, principal deputy assistant secretary for 
acquisition at the Office of the Assistant Secretary of the Air 
Force. in a Federal Computer Week article published March 
19, 2007  titled  “Big Vendors Give Open Source Added 
Clout.”

One such success occurred where lower up front costs, 
low barrier to entry, and higher quality and reliability drove 
a decision to use OSS is the US Army’s Military Surface 
Deployment and Distribution Command’s (SDDC) Global 
Freight Management system (GFM) migration to JBoss, an 
open source application server. 

With a mission to provide global surface deployment 
command & control and distribution operations to meet 
National Security objectives in peace and war, the SDDC 
serves as the single manager of DoD surface freight 
movements, responsible for accepting and approving tenders 
of service from the U.S. carrier industry. It supports the 
procurement of commercial freight transportation services for 
the DoD— serving the Army, Navy, Air Force, Marine Corps, 
the Defense Logistics Agency as well as the Coast Guard and 
FEMA among others. These transportation services provide 
a key capability within the logistical operations of the armed 
forces.

Critical to the SDDC’s ability to meet its mission and 
responsibilities is the Global Freight Management (GFM) 
system – an information management system that automates 
carrier selection, costing, shipment documentation and 
management of DoD freight movements. The system supports 
prepayment audits of carrier freight bills submitted to the 
Defense Finance and Accounting System (DFAS) and the 

DoD electronic payment system for prompt payments of 
bills of lading. 

The GFM system also supports readiness by providing 
shipment information of DoD assets that includes in-transit 
visibility between origin and destination.  Developed and 
maintained by Unisys, GFM supports more than 6,800 users, 
approximately 1,000 sites across nearly all of DoD. Over 1 
million shipments are processed  by the system each year. GFM 
is a web application that peaks at over 400K HTTP requests 
per day, averaging over 300K HTTP requests per day.

The 10 subsystems that make up GFM originally were 
hosted on proprietary application servers, an environment 
that was becoming increasingly cumbersome for GFM’s 
purposes. The combination of costly license renewals each 
year and the fact that GFM would have to make significant 
code changes to upgrade to the next release of the proprietary 
application servers caused the organization to consider open 
source alternatives.  

Based on Unisys recommendations, SDDC’s GFM team 
decided to migrate from the proprietary application servers to 
JBoss, a leading open source application server platform. The 
migration went so smoothly and so quickly, remarks Dianne 
Constable, GFM Program Manager and Chief, Surface Cargo 
Systems Branch, “Users didn’t even know we’ve made the 
change.”

The GFM Project Management Office relied on Unisys to 
manage the effort, which involved  migrating seven application 
servers hosting 10 applications to the JBoss application  server 
platform. Because of the long history between GFM and 
Unisys, Constable says she was fully confident that the project 
would be successful.

Hal Mann, Government Technical Team Lead, also remarks 
on “the close team environment, not just between Unisys 
and GFM staff, but all the other contractors working on the 
project as well. We all function as a team, and we worked 
together to make sure this project went smoothly.” In addition 
to teamwork, one of the keys to the successful transition was 
the decision to take an incremental approach.

The low barrier to entry for JBoss and other OSS used 
as part of the transition provided the flexibility to use an 
incremental approach to migrating to JBoss.  Once the decision 
was made to switch to JBoss, the GFM team immediately 
downloaded JBoss on their workstations and work began on 
the first server migration. 

continues on page 40
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“We’re big on uptime,” says Mann, “so we migrated one 
server at a time. That allowed us to have both environments 
running simultaneously so we could roll back if JBoss 
didn’t work – but that didn’t happen. We would convert an 
application over and let it run without making any other 
changes for two weeks so we could monitor stability and get 
performance metrics.”

The phased conversion proved to be effective, with no 
disruption to daily operations.  As Mann quips, “The system 
users were blissfully ignorant.”

With the migration to JBoss, Mann says GFM has seen 
“significant improvements due to performance tuning. We use 
a lot less memory than we used to; the applications are growing, 
but memory is no longer a constraining factor.” 

Because JBoss is an open source platform, it provides the 
information needed to monitor GFM and continually improve 
service to end users. Additionally, load balancing is much easier 
than before, offering the opportunity to improve performance 
and reliability. The lack of licensing fees makes JBoss much 
less costly than the previous environment. “We now have the 
flexibility to do things more quickly,” adds Constable. “We 
put out a software release every other week

And, with JBoss, it’s much easier to add that new 
functionality and make business process changes.”

The GFM team is also benefiting from the flexibility of 
the open source JBoss application platform, with the team’s 
software developers finding it much easier to use than the 
proprietary server -- particularly when it comes to integration 
with third-party tools, scalability and the ability to perform 
“hot deployments.”
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The fi rst 50 people to send in a completed 
survey will receive a FREE DoD/IT Acronym CD 
from the DACS.  

This valuable CD-ROM contains over 9,000 Department of 
Defense and Information Technology acronyms. There are hun-
dreds of acronym lists available but none are as well done as this 
CD AND specifi cally targeted towards DoD and Information Tech-
nology. This unique-shaped CD-ROM plays in your computer’s 
regular, hub-mounted, CD drive.  You’ll use this great resource 
over and over again.  It’s FREE, just for fi lling out our brief survey 
on the next page!

▼   Fold Here  ▼

▼   Fold Here  ▼

http://iac.dtic.mil/dacs/
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1. Which volume of the Software Tech News did you receive? ________________________________

2. When did you receive the newsletter? (month/year)  __________________________

3. How satisfied were you with the CONTENT of the newsletter? (Article Quality) 
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❏ Very Satisfied ❏ Satisfied ❏ Neither Satisfied nor Dissatisfied ❏ Dissatisfied ❏ Very Dissatisfied
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❏ Very Satisfied ❏ Satisfied ❏ Neither Satisfied nor Dissatisfied ❏ Dissatisfied ❏ Very Dissatisfied

6. How satisfied were you with the ACCURACY of the address on the newsletter?
❏ Very Satisfied ❏ Satisfied ❏ Neither Satisfied nor Dissatisfied ❏ Dissatisfied ❏ Very Dissatisfied

7. Approximately how much of the newsletter do you read?
❏ The entire issue ❏ Most of the content ❏ About half the content ❏ Briefly Skimmed ❏ Didn’t Read

8. Would you read this newsletter in an E-mail newsletter format? 
❏ Definitely ❏ Probably ❏ Not Sure ❏ Probably Not ❏ Definitely Not

9. How did you request the product or service?
❏ Phone Call ❏ E-mail ❏ DACS Website ❏ Subscription Form Other ____________________________

10. Would you recommend the Software Tech News to a colleague? 
❏ Definitely ❏ Probably ❏ Not Sure ❏ Probably Not ❏ Definitely Not

11. What topics would you like to see this newsletter devoted to? 

Comments (Optional)

Register for the first time              Update current subscription
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City: State: Zip Code:

Country: E-mail:

Telephone: Fax:

Functional Role:

Organization Type: ❏ Air Force ❏ Army  ❏ Navy ❏ Other DoD ____________________________
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*Note: You must give us your address to receive the CD.
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STN Spotlight
The DACS has reserved this space to highlight those who are making or have made 
a significant contribution to the software domain.

SPOTLIGHT - Mr. Frederick Schulz
Mr. Frederick Schulz is currently Chief, DISA Technology Reconnaissance and Strategy 

(TO2) in the DISA Office of the CTO, with responsibility for institutionalizing early 
identification and rapid insertion of new technologies into fielded systems. He joined 
DISA in 1996, rising through a series of Branch and Division level assignments. 

His 30 years of experience building cross-organizational distributed systems for 
manufacturing, military, medical, space, and government organizations includes such 
responsibilities as Manager of IT Architecture & Requirements for Space Station Freedom, 
Manager of Standards for the Open Software Foundation, and Chief, Distributed Systems 
Engineering Branch, Department of Commerce-NIST. He began his career at the General 
Electric Co., working on Trident missile program. 

He holds BS degrees in Biology and Electrical Engineering and MS degrees in Electrical 
Engineering and in National Resource Strategy. His management focus is large-scale 
distributed system governance, and his technical area is networked application systems 
and shared infrastructure.

Mr. Schulz has these thoughts to share with us:
Open Source software is a vital resource for our economy.  The internet protocols, 

the UNIX operating system, key programming languages and tools, and the World Wide 
Web itself were all shaped using shared source methods. 

As is now well understood, “free” Open Source software is not without cost.  But 
it takes time for organizations to understand exactly what changes are required and to 
put practical nuts-and-bolts measures in place.  Two changes are key for government 
consumers to understand.

First, the product you purchase when acquiring open source is fundamentally different.  
The vendor value-add is not intellectual property, but trust.  A vendor of open source sells 
confidence in the software via inspection of open source software for quality, security and 
functional integrity.  The support contract deliverable is a software package of known 
provenance, but also includes an inspection report that gives the software a clean bill of 
health.  This report should provide assurance at least equivalent to the warranty provided 
by proprietary software vendors.

Second, the classic procurement process should be modified to allow for proper 
consideration of open source software.  At the earliest stage of software procurement, an 
analysis of alternatives should consider both proprietary and open source software.  The 
procurement strategy will be very different depending on the choice made at this point: 
A service contract strategy for an open source solution, or a license purchase strategy for 
a proprietary solution.

On a final note, I don’t expect either open source or proprietary source will eventually 
“win”.  Most organizations will need to incorporate both to bring the best value solutions to 
bear on their needs.  An open mind is essential to making best use of open technology.

The DoD study “Open Technology Development” (April 2006) provides many useful 
insights into how open systems approach can be applied to real world programs. The study 
is available online at…http://www.acq.osd.mil/jctd/articles/OTDRoadmapFinal.pdf
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