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Enterprise Mobility has the potential to transform many business processes in Pharmaceutical
organizations, and enhance operational efficiency, profitability and customer experience.
A 2016 survey by Red Hat, conducted in 4 countries, found that pharma and healthcare companies are ahead of the
curve when it comes to mobile business strategies. 82% of healthcare and pharma companies said they have a fully
implemented mobile strategy, compared with just 52% of all commercial enterprises surveyed. Of these 82% with a
full mobile strategy, 78% said they are seeing a positive return on their investments.

Pharma companies are mobilizing workflows in various departments and lifecycle processes

While mobility delivers game changing benefits to pharma companies, it also exposes them to risks
Data leakage due to loss or theft
Unintentional disclosure of data
Network spoofing
Unproductive use of devices
Data breaches from insecure employee owned devices (BYOD)
Incompatibility of Apps with heterogeneous devices
Unencrypted backups
In order to protect the organization from these risks, and maximize the benefits of mobility, enterprises need to adopt
best practices and tools that can help them to be in control. 1Mobility has analyzed and developed comprehensive
solutions.
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Mobile Governance
Corporate Policy
Mobile devices are an integral part of corporate infrastructure
and carry sensitive data. Corporate policy needs to be clearly
defined, communicated and enforced for the permitted devices
and apps, to ensure threat protection and authentication of
users.
Device Configuration
End users of devices are often not equipped with the
knowledge to configure them right. For the IT department to
manage the mobile end points effectively, a consistent
configuration is of utmost importance, and can reduce
helpdesk calls and the associated cost of support.
Whether it is a passcode policy, encryption or threat
management against malware or virus, the IT department
should be able to define best practices and enforce those.
Enterprise Apps are private apps and not distributed through
public app stores. Apps are made available to individuals
based on their roles and access levels.
Remote configuration and management of devices: In order to provide access to enterprise apps and resources,
while ensuring compliance to defined policies and data loss prevention, administrators need to configure the
devices. A number of decisions are taken, such as, what are the features that should be available and should the
user be able to copy data to or from the mobile device to other devices or computers.
Enterprise apps are made available on the mobile devices based on roles. This configuration can be done
remotely, which makes it ideal for a distributed workforce.
Defining BYOD policies: Bring Your Own Device is the biggest trend in mobility, but can lead to data breaches.
There are two important aspects to managing BYOD. The first is to ensure that corporate data is secure, the
second is to take care of the privacy of the end user.
The company needs to define the end user license agreement, and declare the nature of access that it will have
to employees’ devices.
Compliance and regulatory requirementsGlobally, Pharmaceutical companies have regulatory compliances that
they need to follow and there may be legal requirements governing data on mobile devices. In any case, for all
businesses, prevention of data loss is paramount. A number of safeguards can be implemented, such as
restricting emails being sent out of the company domain if they contain sensitive data.
Corporate apps can be restricted from sharing data with other apps. It is also possible to ensure that the device
is protected from virus attacks, and that, if a threat is detected, it should not communicate back to the corporate
network. All of these rules can be defined.
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1Mobility provides a central console to remotely configure, manage and secure devices and
keep the productivity apps up to date.
Once the rules are defined, our system monitors them and administrators are alerted if an incident occurs. Also, the
system can automatically take defined actions based on certain occurrences. End user or Administrators may be alerted
to fix the non-compliance or corporate data can be locked or deleted on the compromised devices.
In order to ensure both, corporate data security and privacy of personal data, 1Mobility provides various BYOD
management solutions. Administrators can’t view or manage personal Apps and related data; also factory resetting BYOD
device remotely is restricted. To find the best balance between the security and privacy, the organization can restrict
certain apps and enforce policies conditionally, for example, when connected company Wi-Fi, or during the
work hours only.

Mobile Security

Remote configuration of apps: Misconfigurations of apps is a
major reason for security breaches, with a potential to cause huge
damage to the organization.
What makes devices productive are the apps and they need to be
correctly configured. You can ensure that authorized users have access
to the apps they need, and also the most updated versions.
Security of corporate and customer data: It is important to
mitigate intentional or unintentional data loss. Globally, about 70
million devices are lost every year, so this is a widespread issue and
needs risk mitigation.
Security can be implemented at multiple levels, starting with passcode
on the devices to keeping the corporate data encrypted on the
devices.

Email management: Users have access to corporate email on their mobile devices, and there is a need to protect
data and prevent fraud.

A research report shows that companies have ended up losing anywhere between USD 20k to 100 million, due to email
fraud! So while email on mobile devices helps to work while on the go, it can also be a threat and requires to define who
can access emails on the mobile devices, download attachments, backup email data or send emails to personal email Ids.
With 1Mobility, Data Security is ensured through containerization, i.e. keeping corporate and personal data separate,
email security, remote wipe, encryption and password policy.
Compromised devices can be detected and automated actions activated. The enterprise can define compliance rules
around SIM cards, network, USB ports, removable media, online status, geo-fencing, app blacklisting etc. The system can
monitor and take actions if case of violation.
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Productivity through Mobility
Productivity and visibility into devices: Companies
would like to ensure that devices are used for intended
applications and are not causing distraction
Optimizing resources: To optimize resources such as
device battery, data connectivity, memory and resources
available on the device, it may be necessary to restrict apps
and prevent downloads.

Integrating mobility with existing enterprise systems:
Users may access enterprise systems and Line of Business
applications such as email, CRM, ERP, AD and workflows, so
there needs to be a secure way to open them on mobile
devices. 1Mobility provides various solutions to maximize
productivity through mobility. It is possible to ‘lock down’ a
device so that users have access only to official apps and the
usage of the device and resources is ensured for intended purpose only.
1Mobility enables integration with enterprise systems without requiring changes to existing infrastructure.
Seamless and secure connectivity is achieved through solutions like Mobile Access Gateway and secure browser.

With the right system in place to manage governance, security and productivity,
pharmaceutical companies can leverage the power of mobility to transform business processes.
The right policies need to be defined, based on the business needs, and then a system must be
implemented that can enforce the policies in a convenient and seamless manner.
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