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Cybersecurity in Society 4.0

 Computer Security isn’t a challenge, isn’t the XX| Century challenge for sure;
* Computer Security is a journey;

* The Society 4.0 has a real big problematic threat: Cyber Attacks.

The need to create new business models for increasing the industries productivity has led
to a general trend towards automation, computerization, virtualization, the cloud and
towards the explosion of the mobile features. The set of these characteristics defines
industry 4.0 to which the various social components are called to have a relation, and on
which the risk of cyber-attacks acts.



The Cyber Risk is a System risk
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Cyber risk is a particular risk, endowed with characteristics
capable of amplifying its negative potential;

The functioning of critical infrastructures is increasingly
based on digital technologies;

The interdependence of the "Critical Information
Infrastructure” is constantly increasing;

Increasing the risk that the damages produced in one node
of the system affects the surrounding nodes with potentially
catastrophic chain effects.

The only way to understand contemporary geopolitical changes is to put together what is happening in the
world of information technology and what is happening in the world of telecommunications, with what is
happening in the ecological field and what is happening in globalization or in demographic areas. There is no
other way today to offer an overall picture of the situation.




Cyber — Impact factors

* Human Factor

* Supply Chain

 Unmanaged utilization of Open Source software
 Complexity, Obsolescence, Patching

* Unmanaged transition to Public Cloud




The Human Factor

-

The digital revolution has strengthened our capabilities - through social
networks it has offered us the opportunity to have many relationships at the
same time. in many ways

The polarization of opinions, haters, trolls, fake news, create an excellent
context for "destroying" consensus but not able to "build" it at all.

All  of them find themselves extremely vulnerable to social
engineering/phishing which is confirmed to be the most frequently used
channel when triggering even complex attacks.




Cloud Security is a Partnership

Sharing security, privacy, and compliance responsibility with cloud provider(s)

Usage _
Always C: Device and Browser Security
your responsibility . Information and Document Security
User and Account Securtty @
Service Policy and Compliance Accountability . Software (SaaS)

Responsibility varies
by service type Platform (PaaS)

. SEC)
Compliant Platform Office 365 coe

and Controls

Infrastructure (1aaS)
Fabric
Your or your cloud

, e Ca Cloud Provider Secures the Fabric
provider’s responsibility

Physical, Network, and Software Security
On Premises @




Security Journey Example (High-level Track View)
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* Self-service
* Zero-touch
* As A Service

Active Directory Secure Local Administrator Azure AD Active Directory
Hardening Identity Bridge Password Solution Security Governance Consolidation

Secure Privileged Azure AD ldentity Password Less Azure Device Identity-as-a-Service

Identity & Access
Management

SECURE BY DESIGN

Access V2 Management & Protection Authentication Registration
Support Automated Information  Information Compliance

S ¢ Governance Secure E-mail Data Protection Protection Enforcement (GDPR Focused)
= 9
e . . |
= Data Classification Data Loss Prevention Office 365 Encryption Office 365 Classification Labelling Of

Campaign Retention & Deletion Structured Data

Endpoint Protection Secure Endpoint Protection Advanced Application

Optimization (Clients) Modern Workplace Optimization (Servers) Security

Threat
Management

Advanced Secure Administrative Endpoint Detection and Endpoint Detection and @
Threat Protection Workstations Response (Clients) Response (Servers)
TOTAL QUALITY

* Integrated Platform
* Reliable Operations
* Servicing Channels

5 Azure Security Center Microsoft Defender Azure AD

£ = Optimization Security Center Connect Health Azure Monitor

oY e

é% ‘;" DATA DRIVEN
2 § Microsoft 365 Security ACLxRay & VAST Compliance Manager Azure Sentinel

§ - Center Reporting & Advanced Reporting Support & Integration
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Conclusions

« The «total security» is a condition not achievable

e The context is complex

« A part of Cyber Risk isnt mitigable

« To define a new strategy: accept, eliminate, transfer
» Risk tolerance and coexistence

We need a solid political roadmap that is part of a global "call to action" addressed to
institutions, businesses and specialized industry for a commitment to accept the challenge
of cyber risk (and overcome it).

A community accepts the challenges it faces precisely because they are not simple, because
they give us the opportunity to capitalize on the best of our abilities and our commitment.

[JFK]
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