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Welcome to CryptoPACS! CryptoPACS offers enhanced security with a unique, two-part security 
system consisting of a routing appliance and secure cloud server. This two-part system proactively 
defends data from both malicious attacks as well as innocent mistakes.  
 
CryptoPACS’ two-part security system utilizes a routing appliance that has certificates deployed 
through Novarad’s Command Console. It also includes a cloud server that authenticates, gives a 
limited-use access token that uses a string of 120+ random characters to protect against brute 
attacks. The hosted Image Share communicates back with the routing appliance to print out the 
limited-use access token in the form of a QR code. When that QR code is scanned, the access token 
will authenticate, and then give the user access to the study.  
 
Security features that CryptoPACS solution:  

 
1. CryptoPACS server has a very limited surface area of access to protect against malicious 

attacks. 
 

2. 3072-bit RSA equivalent raw encryption strength. 
 

3. All communication with the server is done utilizing the encrypted “https”. 
 

4. The router that sends images to the server authenticates to that server with a cryptographic 
certificate. 
 

5. All images are encrypted with 256-bit encryption at rest and in-transit. Uses Tls 1.2 protocol. 
 

6. The web interface that the patient uses to access the images/study leaves no Protected 
Health Information (PHI) behind on a public computer. 

 

7. Access to data is limited to a single-patient level. The encrypted key is coded in a dense QR 
Code printed on paper, so it cannot be remembered or written down. 

 

8. No customers have a username/password authentication to the server.  
 

9. The patient has complete control of access to studies through the control of the QR Code. 
 

10. The QR Code can be easily destroyed by the patient eliminating future access to the records. 
 

11. The patient has options to share the records with another individual by generating another 
unique QR code. 
 

12. The hosted server resides in a state-of-the art data center, with redundant cooling, 
controlled access, and Tier 3 design. 


