ICT ACCEPTABLE USE POLICY

ST MICHAEL’S COLLEGE
Internet

The Internet represents a powerful educational resource that allows teachers and students to find information in the world-wide electronic network.  The goal of St Michael’s College in providing access to the Internet for students and staff is to promote educational excellence by facilitating resource access.  Computers are used to support learning and enhance instruction.  It is general policy that all computers used at St Michael’s College are to be used in a responsible, efficient, ethical and legal manner.

School Conduct Codes

St Michael’s College has a behaviour code for all students that details appropriate school behaviour, and sets expectations for all students.  Because the Internet is used as part of school activity, the school’s code of conduct also applies to network activities.  Therefore, this Acceptable Use Policy is an extension of the school’s behaviour code.  These rules apply to vandalism of computer equipment, unauthorised access to information, computer piracy, hacking and any tampering with hardware and software.

Moral and Ethical Issues

The Internet does include material that is not suited to students.  The intent of St Michael’s College is to use Internet connections only for purposes consistent with the approved curriculum and any information that does not support classroom learning is to be avoided.  The College does not condone the use of inappropriate information on the Internet.  The College cannot weed out all unacceptable materials, but it should be clearly understood by all students that access to such material in any form is strictly forbidden.

Although the actual percentage of unacceptable materials is small, it can cause concern for students and parents if a student stumbles onto the information while doing legitimate research.  If students or parents have a question or concern regarding any information found the appropriate staff member should be contacted as soon as possible.

St Michael’s College declares unethical and unacceptable behaviour just cause for taking disciplinary action, revoking network privileges, and/or initiating legal action for any activity through which an individual:

· uses the network for illegal, inappropriate, or obscene purposes, or in support of such activities 

· uses the network for violation of copyrights

· intentionally disrupts network traffic or crashes the network and connected systems

· degrades or disrupts equipment or system performance

· uses the school’s computing resources for commercial or financial gain or fraud

· steals data, equipment or intellectual property

· gains unauthorised access of others’ files or vandalises the data of another user

· gains or seeks to gain unauthorised access to resources or entities

· forges electronic mail messages, or uses an account owned by another user

· wastefully uses finite resources e.g. printing resources

· invades the privacy of individuals

· Possesses any data which might be considered a violation of these rules in paper, magnetic disk, optical disk or any other form (including usb storage devices).

· Uses the internet to cause distress, harass or bully others or to incite others to do these things (this could include posting photographs of fellow pupils and staff).

· Uses the internet to bring fellow pupils, staff or the school into disrepute, or to incite others to do any of these things (this could include posting photographs of fellow pupils and staff).

· Posts information about the school, fellow pupils or staff on Internet sites including personal websites/weblogs without the consent of the school, fellow pupil, or staff member.

· Does not respect copyright and understand that, particularly in respect to coursework, submitting work downloaded directly from the Internet may invalidate their marks.

· Maliciously attempt to harm or destroy data of another user on the Internet, including the uploading, intentional downloading and creation of computer viruses.

IMPORTANT REMINDERS TO STUDENTS

Plagiarism

The dictionary defines plagiarism as “taking ideas or writings from another person and offering them as your own.”  The student who leads readers to believe that what they are reading is the student’s original work when it is not, is guilty of plagiarism.  Credit should always be given to the person who created the article or the idea.  Be careful when you are using the Internet.  Cutting and pasting ideas into your own document is very easy to do.  Be sure that you give credit to the author.

Copyright

According to the Copyright Act of 1988, “fair use” means that you may freely use any information that you legally find on the information networks as long as you do so for scholarly purposes.  You may not plagiarise or sell what you find e.g. if you find a copy of Microsoft Works or any other commercially copyrighted or licensed software on the Internet, you cannot legally copy it.  These software packages must be purchased or licensed before you can legally use them.  If, however, you find an article about the use of Microsoft Works on the Internet, you can copy it as long as you give credit to the author and do not sell the article for profit.

Using Resources

Information networks have limited capacities.  The more users there are on the network, the more congested it becomes and access to information will take longer.  Students may not:

· tie up the network with idle activity 
· play games with others on the network or on the Internet
· Download huge files unless directed to do so by the teacher.
Students must use access time efficiently.  Remember, there are many students who need to use the network.

THE USE OF COMPUTERS, THE INTERNET AND ELECTRONIC MAIL

St Michael’s College is pleased to offer students access to a computer network for electronic mail and the Internet.  To gain access to e-mail and the Internet, all students must obtain parental permission as verified by the signatures on the form below.  Should a parent prefer that a student not have e-mail and Internet access, use of the computers is still possible for more traditional purposes such as word processing.

What is possible?

Access to e-mail and the Internet will enable students to explore thousands of libraries, databases, museums and other repositories of information and to exchange personal communication with other Internet users around the world.  Families should be aware that some material accessible via the Internet may contain items that are illegal, defamatory, inaccurate or potentially offensive.  While the purposes of the school are to use Internet resources for constructive educational goals, students may find ways to access other materials.  We believe that the benefits to students from access to the Internet in the form of information resources and opportunities for collaboration exceed the disadvantages.  But ultimately, parents and guardians of minors are responsible for setting and conveying the standards that their children should follow when using media and information sources.  Therefore, we support and respect each family’s right to decide whether or not to apply for access.

What is expected?

Students are responsible for appropriate behaviour on the school’s computer network just as they are in a classroom or on a school playground.  Communications on the network are often public in nature.  General school rules for behaviour and communications apply.  It is expected that users will comply with district standards and the specific rules set forth below.  The use of the network is a privilege, not a right, and may be revoked if abused.  The user is personally responsible for his/her actions in accessing and utilising the school’s computer resources.  The students are advised never to access, keep, or send anything that they would not want their parents or teachers to see.

What are the rules?

Privacy - Network storage areas may be treated like school lockers.  Network administrators may review communications to maintain system integrity will insure that students are using the system responsibly.

Storage capacity - Users are expected to remain within allocated disk space and delete e-mail or other material which take up excessive space.

Illegal copying - Students should never download or install any commercial software, shareware, or freeware onto network drives or disks, unless they have written permission from the Network Administrator.  Nor should students copy other people’s work or intrude into other people’s files.
Inappropriate materials or language - No profane, abusive or impolite language should be used to communicate nor should materials be accessed which are not in line with the rules of school behaviour.  A good rule to follow is never view, send, or access materials which you would not want your teachers and parents to see.  Should students encounter such material by accident, they should report it to their teacher immediately.

Succinct Advice

These are guidelines to follow to prevent the loss of network privileges at school.

1.
Do not use a computer to harm other people or their work.

2.
Do not damage the computer or the network in any way.

3.
Do not interfere with the operation of the network by installing illegal software, shareware, or freeware.
4.
Games may not be played on any of the school workstations - this includes games on a web page. Many of these sites are prone to pop-ups and advertising programs which will slow the school network down. 

5.
Do not violate copyright laws.

6.
Do not view, send, or display offensive messages or pictures.

7.
Do not share your password with another person.

8.
Do not waste limited resources such as disk space or printing capacity.

9.
Do not trespass in another’s folders, work or files.

10.
Do notify an adult immediately, if by accident, you encounter materials which violate the rules of appropriate use.
11.
USB storage devices may only be connected to the school's network if they contain solely work related documents and are virus free. 

12.  
BE PREPARED to be held accountable for your actions and for the loss of privileges if the Rules of Appropriate Use are violated.
Sanctions 
Misuse of the Internet or information and communication technologies (ICT)  may result in disciplinary action, including written warnings, withdrawal of access privileges and, in extreme cases, suspension or expulsion. The school also reserves the right to report any illegal activities to the appropriate authorities
Advice for Parents 

1. 
While in school, teachers will guide students towards appropriate materials on 
the Internet. Outside school, parents or guardians bear the same responsibility 
for such guidance as they would normally exercise with information sources 
such as television, telephones, movies, radio and other media. 

2. 
Appropriate home use of the Internet by children can be educationally beneficial, and can make a useful contribution to home and school work. It should, however, be supervised, and parents should be aware that they are responsible for their children's use of Internet resources at home. 

3. Parents should discuss with their children the rules for using the Internet and decide together what comprises appropriate use; 

4. Parents should get to know the sites their children visit, and talk to them about what they are learning; 

5. Parents should ensure that they give their agreement before their children give out personal identifying information in any electronic communication on the Internet, such as a picture, an address, a phone number, the school name, or financial information such as credit card or bank details. In this way they can protect their children (and themselves) from unwanted or unacceptable overtures from strangers, from unplanned expenditure and from fraud; 

6. Parents should encourage their children not to respond to any unwelcome, unpleasant or abusive messages, and to tell them if they receive any such messages or images. If the message comes from an Internet service connection provided by the school they should immediately inform the school. 

Useful websites for Parents

Think U Know?

www.thinkuknow.co.uk/
Home Office site for students and parents explaining Internet dangers and how to stay in control.

Bullying Online 

www.bullying.co.uk
Advice for children, parents and schools
Kidsmart 
www.kidsmart.org.uk
An Internet safety site from Childnet, with low-cost leaflets for parents.

Safekids
www.safekids.com
Family guide to making Internet safe, fun and productive
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PARENT/GUARDIAN PERMISSION FORM and USER AGREEMENT – 200-

As a parent or guardian of a student at school, I have read the above information about the appropriate use of computers at the school and I understand this agreement will be kept on file at the school.  (Questions should be directed to the Principal for clarification).  Please tick as appropriate 

EITHER 

My child may use e-mail and the Internet while at school according to the rules outlined.
_______

OR
I would prefer that my child not use e-mail and the Internet while at school.  _______
Parent’s Name (Print)  


Signature of Parent/Guardian  


Date:  


PARENTS’/GUARDIANS’  PERMISSION FOR THE PUBLICATION OF STUDENT WORK/PICTURES

I understand that from time-to-time the school may wish to publish examples of student projects, photographs of students, and other work on an Internet accessible world wide web server.  Please tick as appropriate 

EITHER
My child’s work can be published on the Internet and photographs of my child can be published.  ______
OR
I would prefer that my child’s work and picture not be published on the Internet _____
Parent’s Name  


Parent’s Signature  


Date:  


As a user of the school computer network, I agree to comply with the above stated rules and to use the network in a constructive manner.

Student’s Name (print)  


Student’s Signature  


Date:  
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