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Background

The Department of Transportation is composed of a number of different agencies, including the
Office of the Secretary of Transportation (OST) and the National Highway Traffic and Safety
Administration (NHTSA), but also encompasses aviation, rail, maritime and even pipeline
administrations. On June 24, 2009, President Obama signed the Consumer Assistance to Recycle and
Save (CARS) Act, which directed the Secretary of Transportation (acting through NHTSA) to establish
and administer what would come to be popularly known as the "cash for clunkers" program. The Car
Allowance Rebate System, was a $3 billion U.S. federal scrappage program intended to provide
economic incentives to U.S. residents to purchase a new, more fuel-efficient vehicle when trading in
a less fuel-efficient vehicle. The program was promoted as providing stimulus to the economy by
boosting auto sales, while putting safer, cleaner and more fuel-efficient vehicles on the roadways.
NHTSA was called on to lead the CARS program at the implementation level. Given the sheer size and
scope — and just a 30 day timeline — everyone who could be spared within the DOT was pulled onto
the project. That meant leveraging as many existing resources and services as possible, as well as
working closely with DOT partners, systems and networks to make this mandate happen. Cloud
computing was one obvious way to realize the kind of scale and speed that was required. However,
at the time, cloud computing seemed to offer more problems than solutions, presenting security
challenges that appeared to be incompatible with the government’s certification and accreditation
process. There was also the issue of the extensive eligibility requirements for consumers to trade in
their cars.

They were the following: = Vehicle must be less than 25 years old on the trade-in date. = Only the
purchase or 5-year minimum lease of new vehicles qualify. * Generally, trade-in vehicles must get a
weighted combined average rating of 18 or fewer miles per gallon (some very large pickup trucks and
cargo vans have different requirements). = Trade-in vehicles must be registered and insured
continuously for the full year preceding the trade-in. » Trade-in vehicles must be in drivable
condition. = The program ran from July 1, 2009 until August 24, 2009. » The program requires the
scrapping of the eligible trade-in vehicle and that the dealer disclose to the customer an estimate of
the scrap value of the trade-in. The scrap value, however minimal, will be in addition to the rebate,
and not in place of the rebate. » The new car bought under the plan must have a suggested retail
price of no more than $45,000, and for passenger automobiles, the new vehicle must have a
combined fuel economy value of at least 22 mpg. The CARS program will be administrated through a
central system that will be accessible by car dealers involved in the program and centrally managed
by the NHTSA. The system will track the incoming and outgoing vehicles, as well as consumer
information and eligibility requirements. The program will need to be central so as to track vehicles
and consumers. The ‘clunkers’, that the car dealer received were not allowed be resold. To ensure
that vehicles traded-in under were not resold by dealers, the program outlines a procedure for
destructively disabling the engine. You have been contracted by the company as IT security manager
to assess the security concerns surrounding the CARS program being hosted in the cloud. Your
findings will form a security report.

You will also be required to test current cloud solutions offered by Google and Microsoft.



Introduction to Google Cloud:

Google Cloud Platform, offered by Google, is a suite of cloud computing services that runs on
the same infrastructure that Google uses internally for its end-user products, such as Google
Search and YouTube. Alongside a set of management tools, it provides a series of modular cloud
services including computing, data storage, data analytics and machine learning. Registration
requires a credit card or bank account details.

Google Cloud Platform provides Infrastructure as a service, Platform as a service, and Serverless
computing environments.

https://en.wikipedia.org/wiki/Google Cloud Platform

In our case, CARS program is a project which use Platform as a Service (PaaS).

We are going to create an instance or VM and use it as a web server where CARS program is
going to be hosted.

1- Setting up a cloud environment in Google Cloud

Updates to Terms of Service

We have updated some of our Terms of Service. To continue, accept all the updated
Terms of Service below.

Terms of service

| agree to the Google Cloud Platform Terms of Service, and the terms of
service of any applicable services and APls.

Country of residence

Ireland

Email updates

| would like to receive periodic emails on news, product updates and special
offers from Google Cloud and Google Cloud Partners.

ACCEPT

Google Cloud Platform  Select a project v

«(@- App Engine Dashboard

>

Ii!  Dashboard

.& Services

@ Versions sop Engine

B  Instances Dashboard

= VAT To view this page, select a project
(0} Cron jobs

Q  Security scans

£ Firewall rules

l=] Quotas

B Blobstore o


https://en.wikipedia.org/wiki/Google_Cloud_Platform

= Google Cloud Platform Q

New Project

You have 12 projects remaining in your quota. Request an increase or
delete projects.
Learn more

MANAGE QUOTAS

Project Name *
CARS (7]

Project ID: cars-222401. It cannot be changed later. EDIT

Location *
B No organization BROWSE

Parent organization or folder

CREATE CANCEL

Google Cloud Platform 8¢ CARS Q

<@+ App Engine Create app

Region

Region is permanent.

europe-west2 -

Map data ©2018
Create app [ReEL[]

In the screenshots above we can see the process of creating an account. First we login with our
own google account, then we access cloud.google.com and create a project, we select the area
where we are.

We can see below our Dashboard, with our project which at the moment does not contains
anything.




2- Creating a VM Instance

Google Cloud Platform 3 CARS
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AToRAnE . > Resd sllnews
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To create a VM instance, we go the left panel and select Compute Engine, then we select VM
instances, and it gives us the option to Create, Import or Take a quickstart. Here we Create.

= Google Cloud Platform 3 CARS ~ Q
{e} Compute Engine VM instances

B VMinstances
B Instance groups

Instance templates Compute Engine

&
B  soletenant nodes VM instances
a

Disks

Compute Engine
Geogle's infrastrus

ger
Snapshots running Debian, Windows, ard images. Create your
first VM instance, import it using a migration service, or try the

E]l images quickstart to build a sample app.

| TPUs or | Import| or | Take the quickstart
BB Committed use discounts

S Metadata

Health checks

Zones

& Network endpoint groups

®  Operations

=] Quotas

@  Security scans

£ Settings

Below we can see the process to configurate our VM, we gave it a name, we selected the region
to take the resources from. First | selected Europe-west2(London), however that location did not
have the resources available at the time | created my VM, so | ended up selecting us-east1-b.
We had to select the machine type, | selected a Debian Linux machine with 0.6 GB memory,
because for this example is enough and as bigger the memory, storage and CPUs Google will
charge more.

Identity and Access mode we leave them as default, however very important to select in the
Firewall “Allow HTTP and HTTPS traffic” to be able to connect via web browser.

Management, security, disks, networking, sole tenancy we left the default as well.

Then we Create and give us an Internal and External IP which we will use to browse and connect
to our new VM via SSH.



= Google Cloud Platform 2= CARS

< Create an instance

To create a VM instance, select one of the options: Name
instance-cars
[ NewVMinstance Region Zone

Create a single VM instance from scratch europe-westz (London) T Suope westE g

Machine type
Customize to select cores, memory and GPUs.

New VM instance from template

Create a single VM instance from

micro (1 shared.. =
an existing template

0.6 GB memory Customize

Upgrade your account to create instances with up to 96 cores

13

Marketplace

Deploy a ready-to-go solution onto = Container _ _
a VM instance Deploy a container image to this VM instance. Learn more

Boot disk
il New 10 GB standard persistent disk
@ Image
Debian GNU/Linux 9 (stretch)

Identity and APl access

Service account

Compute Engine default service account ~

Access scopes

@ Allow default access
Allow full access to all Cloud APls
Setaccess for each API

Firewall

‘Add 1ags and firewall rules to allew specific network traffic from the Internet
~ Allow HTTP traffic

~ Allow HTTPS traffic

¥ Management, security, disks, networking, sole tenancy

Cancel

VM instances [} CREATE INSTANCE & IMPORT VM (* REFRESH

= Filter VM instances

Name ~ Zone Recommendation Internal IP External IP

@ instancecars  useastlb

Change

P START

Connect

10.142.0.2 (nic0) 35.237.187.225 [ 88H -

You have €266.75 free trial credits remaining

$5.39 monthly estimate

That's about $0.007 hourly

Pay for what you use: No upfront costs and per second billing

¥ Details

W sTOP ) RESET 1 DELETE

Columns -

& https://ssh.cloud.google.com/projects/cars-222401 /zones/us-east1-bfinstances/instance-cars?authuser=0&hl=en_US&projectNumber

e Connecting..
Transferring SSH keys to the VM




3- Setting up our VM Instance as a Web-Server

Now that we have our VM, we are going to use it as a web server, so we will start updating the
resources and packages, and then we will install apache?2.

@ https://ssh.cloud.google.com/

[Linux instance-cars 4.9.0-8-amd64 #1 SMP Debian 4.9.110-34deb%9ué (2018-10-08) x8

[The programs included with the Debian GNU/Linux system are free software;
he exact distribution terms for each program are described in the
lindividual files in /fusr/share/doc/*/copyright.

Debian GNU/Linux comes with ABSOLUTELY NO WARRANTY, to the extent
rmitted by applicable law.
SN |

We can see below the use of “sudo su” to become root.
& https:/

/ssh.cloud.google.com,

[Linux instance-cars 4.9.0-8-amd64 #1 SMP Debian 4.9.110-3+deb%ué (2018-10-08) x8

[The programs included with the Debian GNU/Linux system are free software;
he exact distribution terms for each program are described in the
lindividual files in /usr/share/doc/*/copyright.

Debian GNU/Linux comes with ABSOLUTELY NO WARRANTY, to the extent
rmitted by applicable law.
~$ sudo su

sbin
sSrv

initrd.img.old 1lib&4 media
initrd.img 1lib lost+found mnt
root@instance-cars: /# apt—get upclatel]

opt root
proc run

sys usr
tmp wvar

=08&hl=en_US&projectNumbel

instan

http://packages.cloud.google.com/apt google—compute—engine—stretch-stable InRelease [3,843 B]
http://packages.cloud.google.com/apt google—cloud-packages—archive-keyring—stretch InRelease
http://deb.debian.org/debian stretch-backports InRelease [91.8 kB]
http://deb.debian.org/debian stretch Release [118 kB]
http://packages.cloud.google.com/apt cloud-sdk-stretch/main amd64 Packages [54.1 kB]
http://deb.debian.org/debian stretch Release.gpg [2,434 B]
http://packages.cloud.google.comfapt google—compute—engine—stretch—stable/main amd&4 Packages [1,113 B]
htrp://security.debian.org strecch/updates/main Sources [184 kB]
http://security.debian.org stretch/updates/main amd64 Packages [454 kB]
http://security.debian.org stretch/updates/main Translation-en [198 kB]

http://deb.debian.org/debian
http://deb.debian.org/debian
http://deb.debian.org/debian
http://deb.debian.org/debian
http://deb.debian.org/debian
nttp://deb.debian.org/debian
http://deb_debian._org/debian
http://deb.debian.org/debian
http://deb.debian.org/debian
http://deb.debian.org/debian
http://deb.debian.org/debian
http://deb.debian.org/debian
http://deb.debian.org/debian
http://deb.debian.org/debian
http://deb.debian.org/debian
http://deb.debian.org/debian
nttp://deb.debian.org/debian
http://deb_debian._org/debian
http://deb.debian.org/debian
http://deb.debian.org/debian
nrrp://deb.debian.org/debian
nrrp://deb.debian.org/debian
nrrp://deb.debian.org/debian
http://deb.debian.org/debian
http://deb.debian.org/debian
http://deb.debian.org/debian
http://deb.debian.org/debian
http://deb.debian.org/debian
nttp://deb.debian.org/debian
http://deb_debian.org/debian
i (4,291 kB/s)

root@instance—cars:

strecch-updates/main
stretch-updates/main
stretch-updates/main
stretch-updates/main
stretch—updates/main
stretch—updates/main
stretch—updates/main
stretch—updates/main
stretch-backports/main
sctrecch-backports/main
sctrecch-backports/main
sctrectch-backports/main
stretch-backports/main
stretch-backports/main
stretch-backports/main
stretch-backports/main
stretch-backports/main
stretch-backports/main
stretch-backports/main
stretch-backports/main
sctrecch-backports/main
sctrecch-backports/main
sctrecch-backports/main
stretch-backports/main
stretch-backports/main
stretch-backports/main

Sources.diff/Index [6,148 B]

Sources.diff/Index [27.8B kB]
amd64 Packages.diff/Index

amd64 Packages.diff/Index [6,148 B]

Sources 2018-10-20-2016.48.pdiff [792 B]

Sources 2018-10-28-1408.37.pdiff [554 B]

Sources 2018-10-28-1408.37.pdiff [554 B]

amd64 Packages 2018-10-20-2016.48.pdiff [1,577 Bl
amdé4 Packages 2018-10-28-1408_.37.pdiff [335 B]
amd64 Packages 2018-10-28-1408.37.pdiff [335 B]

[27.8 kB]

Translation—en.diff/Index [27.8 kB]

Sources.diff/Index

amd64 Packages.diff/Index
Translation—en
Translation—en
Translation—en
Translation—en
Translation—en
Translation—en
Translation—en
Translation—en
Translation—en
Translation—en
Translation—en
Translation—en
Sources [510 kB]

stretch/main Sources [6,751 kB]

stretch/main amdé4 Packages
stretch/main Translation—en

stretch-backports/main

[7,089 kB]
[5.,388 kBI

amdé64 Packages [511 kB]

2018-10-16-1408.05.pdiff
2018-10-20-2016.48.pdiff
2018-10-23-1412.59.pdiff
2018-10-29-1415.54.pdiff
2018-10-29-2016.24_pdiff
2018-10-31-0212.46.pdiff
2018-10-31-1408.09.pdiff
2018-11-D02-2014.21.pdiff
2018-11-03-0215.23.pdiff
2018-11-06-1428_50.pdiff
2018-11-07-0213.42 . pdiff
2018-11-07-0213.42.pdiff

[6,536 B]
[140 B]
[10.3 kB]
[19.3 kBl
[483 B]
[5,216 B]
[1,587 B]
[177 B]
[1,394 B]
[5.533 B]
[262 B]
[262 B]



Get:5
Hit:&
Get:7
Get:8
Get:9
Get:10
Get 11
Get:12
Get:13
Get =14
Get:15

http://packages.cloud.google.com/apt google—compute—engine—stretch-stable InRelease [3,843 BE]
http://packages.clow joogle.comfapt google—cloud-packages—-archive-keyring-stretch InRelease
http://deb.debian.org/debian stretch-backports InRelease [91.8 kB]
http://deb.debian.org/debian stretch Release [118 kE]

http://packages.cloud.google.com/apt cloud-sdk-stretch/main amd64 Packages [54.1 kB]
http://deb.debian.org/debian stretch Release.gpg [2,434 B]
http://packages.cloud.google.com/apt google—compute—engine-stretch-stable/ma
http://security.debian.org stretch/updates/main Sources [184 kB]
http://security.debian.org stretch/updates/main amdé4 Packages [454 kB]
http://security.debian.org stretch/updates/main Translation-en [198 kB]
http://deb.debian.org/debian stretch-updates/main Sources.diff/Index [6,148 B]

amdé64 Packages [1,113 B]

Get:16
Get:17
Get - 18
Get:18
Get:19%
Get =20
Get =20
Get =21
Get:22
Get:23
Ign:21
Ign:22
Get:24
Get =25
Get:26
Get =27
Get: 28
Get:29
Get - 30
Get:31
Get:32
Get =33
Get =34
Get:34
Get:35

http://deb.debian.org/debian
http://deb.debian.org/debian
http://deb.debian.org/debian
http://deb.debian.org/debian
http://deb.debian.org/debian
http://deb.debian.org/debian
http://deb.debian.org/debian
http://deb.debian.org/debian
http://deb.debian.org/debian
http://deb.debian.org/debian
http://deb.debian.org/debian
http://deb.debian.org/debian
http://deb.debian.org/debian
http://deb.debian.org/debian
http://deb.debian.org/debian
http://deb.debian.org/debian
http://deb.debian.org/debian
http://deb.debian.org/debian
http://deb.debian.org/debian
http://deb.debian.org/debian
http://deb.debian.org/debian
http://deb.debian.org/debian
http://deb.debian.org/debian
http://deb.debian.org/debian
http://deb.debian.org/debian

strecch-updates/main
strecch-updates,/main
stretch-updates,/main
stretch—updates,/main
stretch-updates,/main
stretch-updates,/main
stretch-updates/main
stretch-backports/main
strecch-backports/main
strecch-backports/main
stretch-backports/main
stretch-backports/main
stretch-backports/main
stretch-backports/main
stretch-backports/main
stretch-backports/main
strecch-backports/main
stretch-backports/main
stretch-backports/main
stretch-backports/main
stretch-backports/main
stretch-backports/main
stretch-backports/main
stretch-backports/main
strecch-backports/main

amd64 Packages.diff/Index [6,148
Sources 2018-10-20-2016.48.pdiff
Sources 2018-10-28-1408.37.pdiff
Sources 2018-10-28-1408.37.pdiff
amd€4 Packages 2018-10-20-2016.48.pdiff [1,577 B]
emd64 Packages 2018-10-28-1408.37.pdiff [335 B]

emd64 Packages 2018-10-28-1408.37.pdiff [335 B]

B]

[792 B]
[554 B]
[554 B]

Sources.diff/Index [27.8 kB]

amd64 Packages.

diff/Index [27.8 kBl

Translation-en.diff/Index [27.8 kB]
Sources.diff/Index

amd64 Packages.

Iranslation-en
Iranslation-en
Translation—en
Translation—en
Translation—en
Iranslation—-en
Iranslation—en
Iranslation—en
Iranslation-en
Iranslation-en
Translation—en
Translation—en

diff/Index

201B-10-16-1408.05.pdiff
201B-10-20-2016.48 .pdiff
201B-10-23-1412.59_pdiff
2018-10-29-1415.54.pdiff
2018-10-29-2016.24.pdiff
2018-10-31-0212.46.pdiff
2018-10-31-1408.09.pdiff
2018-11-02-2014.21.pdiff
201B-11-03-0215.23.pdiff
201B-11-06-1428.50.pdiff
201B-11-07-0213 .42 _pdiff
2018-11-07-0213.42.pdiff

Sources [510 kB]

[6,536 B]
[140 B]
[10.3 kB]
[19.3 kB]
[483 Bl
[5,216 B]
[1,587 B]
[177 Bl
[1,394 B]
[5,533 B]
[262 B]
[262 Bl

Get:36
Get:37

http://deb.debian.org/debian
http://deb.debian.org/debian
Get:38 http://deb.debian.org/debian
Get:39 http://deb.debian.org/debian
Fetched 21.7 MB in 53 (4,291 kB/s)
Reading package 1ists Done

stretch/main Sources [6,751 kB]

stretch/main amd64 Packages [7,089 kB]
stretch/main Translation-en [5,388 kB]
stretch-backports/main amdé4 Packages [511 kB]

rooc@instance-cars:/# ept-get install apachezl

Setting up apache2 (2.4.25-3+deb%ué)

module mpm event.

module authz core.

module authz:hoat.

module authn core.

module auoth basic.

module access compat.

module authn file.

module authz user.

module alias.

module dir.

module autoindex.

module env.

module mime.

module negotiation.

module setenvif.

module filter.

module deflate.

module status.

module regtimeout.

conf charset.

conf localized-error-pages.

conf other-vhosts-—access—log.

conf security

conf serve-cgi-bin.

site 000-default.
ICreated symlink fetc/systemd/system/multi-user.target.wants/apache?.service — flib/systemd/system/apache2.service.
[Created symlink /etc/systemd/system/multi-user.target.wants/apache-htcacheclean.service — flib/systemd/system/apach
e-htcacheclean.service.
Processing triggers for libec-bin (2.24-11+deb%u3)
Processing triggers for sgml-base (1.29)
Processing triggers for systemd (232-25+deb%u4) ...
root@instance—cars:/# 1s
[bin dev home initrd.img.old 1ibé&4 media opt root
boot etc initrd.img 1lib lost+found mnt proc run
root@instance-cars:/§ cd war
root@instance—cars:/varf 1s
backups cache local lock log mail
root@instance—cars:/var§ cd wew
root@instance—cars:/var/wewi 1s
(html
rootfinstance—cars: /var/wwwi service apache2 start
root@instance—cars:/var/wawi ]

Once we have installed apache2, it creates a folder called www, we make sure apache2 has
started, so we browsed the External IP and we see It Works!

sbin
sSrv

3ys usr wvmlinuz
tmp war vmlinuz.old

opt run sSpool tHp  WWW




ACTI M-central Ramate A ronMountain [ Intallipost Natwe [ Intetlipast Natweork . Rainervizion 3.0 M Arczerve fiea O N Oigital Realty portal  jam GFI Archi

ApacheZ Debian Default Page

This is the default welcome page used to test the correct operation of the Apache2 server after
installation on Debian systems. If you can read this page, it means that the Apache HTTP server
installed at this site is warking prope! u should replace this file (located at

Fvar s /nEml/index . html) before continuing ta operate your HTTP server.

If you are a normal user of this web site and don't know what this page is about, this probably means
that the site is currently unavailable due to maintenance. If the problem persists, please contact the
site's administrator.

Debian's Apache2 default configuration is different from the upstream default configuration, and sphit
into several files optimized for interaction with Debian tools. The configuration system is fully
documented in /usr/share/doc/apache2/README.Debian.gz. Refer to this for the full
documentation. Documentation for the web server itself can be found by accessing the manual if the
apache?-doc package was installed on this server,

The configuration layout for an Apache2 web server installation on Debian systems is as follows:

setc/apachez,
|-- apachez.conf
i 5 ports.conf
A
A
A
i-
A
i
/
*  apachez.conf is the main configuration file. It puts the pleces together by including all remaining
canfiguration files when starting up the web server.

- ports.cont is always included from the main configuration file. It is used to determine the
listening ports for ir g connections, and this file can be customized anytime.

- Configuration files in the mods-enabled/, conf-enabled/ and sites-enabled/ directories contain
particular configuration snippets which manage modules, global configuration fragments, or virtual
host configurations, respectivel

s from their respective *-available/

-  They are activated by sym available configuration
counterparts. These should be managed by using our helpers a2enmod, a2dismod, azensite,
azdissite, and alenconf, a2disconf . See their respective man pages for detailed infarmation.

- The binary is called apachez. Due to the use of environment variables, in the default

tarted/stopped with fete/init.d/apache2 or apache2ctl.

NG /usr/binsapache2 directly will not work with the default configuration.

Within the folder www, there is another folder called html and in there we see the file
index.html, so with a simple word editor as nano we have edited the content of our basic
website for the CARS program as an example.

8 https://ssh.cloud.google.com/projects,

Linux instance-cars 4.9.0-8-amdé4 #1 SMP Debian 4.9%.110-3+deb%u6 (2018-10-08) xB6_ 64

The programs included with the Debian GNU/Linux system are free software:
he exact distribution terms for each program are described in the
individual files in /usr/share/doc/*/copyright.

Debian GNU/Linux comes with ABSOLUTELY NO WARRANTY, to the extent
rmitted by applicable law.
st login: Tue Nov 13 06:50:59 2018 from 74.125.73.162
:~%$ sudo su
ocotfinstance—cars: //home/juanj paracatalaf cd
oot@instance—-cars:~§ service ;pac:hez start
oot@instance-cars:~§ cd /fvar
cot@instance—-cars:/var§ 1s
hbackups cache 1ib local lock log mail opt ran Spool tWp WWW

root@instance—cars: /var/wew§ cd html
root@instance—cars: /var/wwa,/htmlf 13
index.html

root@instance—cars: /fvar/wws/html§ l

oot@instance—cars:/var/www/htmlf 1s
ndex.html
oot@instance—cars:/var/wwe/html# nano index.html]]

4- Browsing our VM

35.237.187.225

] CACTI N-central Remote A ronMountain [ Intellipool Network [ Intellipool Network | %, RainerVision 3.0 M\, Arcserve Unified Dzt i Digital Realty portal gy GFI Archiver

Welcome to CARS Program!!!!

Vehicle must be less than 25 years old on the trade-in date.

Only the purchase or 5-year minimum lease of new vehicles qualify.

Trade-in vehicles must be weighted combined average rating of 18 or fewer miles per gallon.
Trade-in vehicles must be registered and insured for the full year preceding the trade-in.

Trade-in vehicles must be in drivable condition.

10



5- Creating a simple JAVA app for our CARS program to Deploy it in the Cloud

Another way to Deploy our Application with Google Cloud is using programming languages as
Python or Java. In this example we will use a simple Java instance to deploy in Google Cloud.
We need to Download the Eclipse IDE for Java Developers, Java SE 8 SDK and Google cloud SDK.

Once we have download Google cloud SDK, we can install and configure Google’s plugins for our
Eclipse IDE.

First we check a list of available commands “gcloud —h” and then our java version “java —
version”, “gcloud info”.

BN Google Cloud SDK Shell - X

“gcloud components update”, “gcloud components list”, “gcloud components install app-
engine-java”.
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d Line Tool

After that we can create our project as Google web app.
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2 eclipse? - App Engine Standard at localhost - Eclipse IDE — O *
File Edit Mavigate Search Project Run  Window Help

H-HEI® NI -0 R QWO BB G E D [Quick Acces] | g5 | 8
3 Pa =. T TypeHi. 3 = B L CARSprogram java @ Lpp Engine Standard at localhost 2 = O [E] Task List 52 = 0
Al B v ¥ o) @ v [ httplocalhost8080/ vl > nadl =R

'CARSpregram’ - in working set: Window Work

All types of the current hierarchy *® i = | 4
'CARSpregram' have been filtered by either . L -
the selected working set or the chosen locked Hello App E nglne .
method. Find S| » Al » Activ..
Available Servlets:
The servlet
5= Outline 53 = 0
o L AR e e -
An outline is not available.
Problems @ Javadoc [El Declaration & Console 53 ‘ Sk 5@ E&| = =2~ rﬁ = O

App Engine Standard at localhost

2015-11-14 @4:56:17.581:INFO:0ejsh.ContextHandler:Scanner-@: Started c.g.a.t.d.j.DevAppEnginekebApplonte A
2015-11-14 @4:56:17.581:INFO:0ejs.session:Scanner-@: DefaultSessionIdManager workerName=node@

2015-11-14 @4:56:17.581:INFO:0ejs.session:Scanner-@: noded Scavenging disabled

20818-11-14 @4:56:17.581:INFO:0ejs.AbstractConnector:Scanner-@: Started NetworkTrafficSelectChannelConnec
2@818-11-14 @4:56:17.597:INFO:oejs.5erver:5canner-@: Started @119394ms

Google Cloud Platform 2 cARS «

@ Home DASHBOARD ACTIVITY # CUSTOMIZE
I Pins appear here @ x| |

MY . . . .

® Project info : API APIs H > Google Cloud Platform stats
\f_f Marketplace . I % 9 s
Project name Requests (requests/sec) All services normal
B Billing CARS -
Project ID
API  APls & Services > cars-222401 08 = GotoCloud status dashboard
. Project number o
h 3 Support > A Nodata is available for the selected time
’ f i 3

Identity-Aware Proxy rame 0 ﬁg Error Reporting H
© 1AM & admin >

Cryptographic Keys gs No sign of any errors. Have you setup

| 02 Error Reporting?
®  Getting started Access Context Manager
0
. Binary Authorization s 50 45 2AM 3 —» Leam how to set up Error Reporting
! , Security > s
= Cloud Storage

COMPUTE 2 buckets - Goto APIs overview 4 News : -

g »

Feasibility report on using Google Cloud:

GCP provides the same flexibility, namely the sustained-use discounts, after merely a month of
usage, and the discount can be applied to any other package, should the need for configuration
adjustment arise. This makes long-term discount policy from GCP a viable and feasible
alternative to what to any other Cloud Provider offers, and rather an investment, not an item of
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expenditure. Besides, you avoid vendor lock-in and are free to change the provider if need be,
without losing all the money paid in advance.

GCP, offers per-second billing as an option for ALL their virtual machines, regardless of the OS’s
they run on, and their instances are fully configurable, so the customers can order 1 CPU and
3.25GB RAM, or 4.5GB, or 2.5GB....

Google has full-scale encryption of all their data and communication channels. Even the stored
data is encrypted, and so the traffic between data centers.

GCP already provides all the needed functionality and offers competitive pricing and
configuration models, backed up by serious traffic privacy and security measures.

https://hackernoon.com/aws-vs-google-cloud-platform-which-cloud-service-provider-to-choose-94a65e4ef0c5

Recommendations regarding Google Apps for the CARS system:

CARS program will have to monitors Daily APls Quota Consumption, it’s also needs to implement
Back off Retry Strategy for HTTP 4xx and 5xx errors.

The Application will need to follow Google OAuth, OpenlD, Google APIs and SSO best practices if
deployed on Google App Engine and Compute Engine.

Supports deployment on several browsers and devices and develops a rollback plan for any
major deployment, in case of any incompatibility issue.

The application also needs to maintain a staging environment for testing and debugging as it is
possible the application will grow and implement more features.

Implements a deployment strategy that can scale 10x of its current user base, as it is hard to
guess how many car dealers will agree to take onboard the CARS program and it will require a
lots of work, time and commitment to work under this legislation.

It will be important to maintain an on call rotation of engineers in the event of customer
deployments, product errors, failures, and outages.

Implements an Information Security policy that is periodically reviewed, approved by the
provider's Senior Management, and communicated to all employees.

Implements an Incident Response & Risk Management policy that is periodically reviewed,
approved by the provider's Senior Management, and communicated to all employees.

Engages accredited third-parties to periodically audit internal security controls.

Since the application is reviewed on an annual basis, application providers and customers should
conduct an internal or external network and web-application vulnerability scan prior to the
release of any major upgrade of the application.

https://support.google.com/a/answer/6067029?hl=en
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