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Ideas & Issues (Cyber)

T
he world’s dependence upon 
computer operations can be-
come the Achilles heel of great 
nations and cultures alike. By 

shutting down critical infrastructure, 
cyberattacks create a new set of prob-
lems for national security. With cyber 
operations becoming more prevalent, 
many countries will embrace a revised 
form of combined arms warfare similar 
to the Russia-Georgia confict by using 
cyber warfare to shape the battlespace 
during the initial phases of operations to 
target the use of command and control 
and reliance on technology. By intro-
ducing cyberweapons, cyberspace has 
threatened to upset traditional ideas as 
to how war should be waged.1

 Through the concentration of com-
bat power, Marine forces strive to gain 
an advantage over the adversary by 
exploiting critical seams between the 
air, land, and sea domains. Through its 
ability to project power through the lit-
torals, the MAGTF enables the Depart-
ment of Defense to bridge critical seams. 
Since cyber operations have established 
an additional domain, cyberspace, in 
order to remain relevant, the Marine 
Corps should continue to adapt to the 
changing operational conditions by 
staying fexible and expeditionary. As 
the 21st century unfolds, diminished ac-
cess will complicate the maintenance of 
forward presence, which will necessitate 
new approaches to rapidly responding 
to emerging threats.2 To enable com-
manders to respond effectively, engage 
forward, and project power across the 
range of military operations, MEU 
commanders should have the capabil-
ity of offensive cyber operations (OCO) 
within their tables of organization (T/
Os).
 As long as nations rely on computer 
networks as a foundation for military 
and economic power, the cyber do-
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Dependence upon computers may become the Achilles heel of MAGTF operations. (Photo by 

PFC Unique B. Roberts.)
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main will be vulnerable.3 Cyberspace 
is a global domain that consists of the 
independent network of information 
technology, to include the Internet, 
telecommunications networks, com-
puter systems, and embedded proces-
sors and controllers. As more nation 
states and other terrorist actors become 
adept at conducting cyber operations, 
the cyber domain will become a greater 
battlefeld that commanders and plan-
ners must embrace as an amphibious 
force-in-readiness and fully able to 
“fght from the sea.”

Russian-Georgian Confict
 An example of how cyber operations 
altered the dynamics of a commander’s 
battlespace dominance was displayed 
in August 2008 during the Russian-
Georgian confict. During this small 
war, shaping operations in the form 
of cyber operations occurred between 
Georgia and the Russian Federation 
over South Ossetia, an autonomous, 
demilitarized Georgian region located 
along the two nations’ shared border. 
As tensions between Georgia and 
Russian-supported separatists grew, 
on 7 August 2008, Georgian forces 
launched a surprise attack. Before the 
Russian counterattack commenced, 
hackers attacked a number of Georgian 
governmental websites.4 This confict 
allowed the world to see that hackers 
were involved in OCOs and reconnais-
sance and exploitation missions, which 
formed shaping actions as a means to 
assist future kinetic operations. 

China’s Capability
 Like Russia, China too has the 
capacity to conduct cyber operations 
to support its national interests. The 
2008 Report to Congress of the U.S.-
China Economic and Security Review 
Commission estimates there to be as 
many as 250 hacker groups within 
China that are encouraged by the 
government to conduct computer net-
work exploitation or OCOs. As the 
state continues to encourage its users 
to become trained in cyber operations, 
China has established military acad-
emies conducive to its overall military 
strategy to oversee its continued threat 
capabilities.5

 In 2003 a Chinese People’s Libera-
tion Army (PLA) hacker attempted to 
map Florida Power and Light’s comput-
er infrastructure. The hacker executed 
the tool, a binary code to attack within 
cyberspace, instead of simply perform-
ing noninvasive “discovery” activities 
while conducting reconnaissance on the 
network. By executing his tool, he af-
fected 3 million customers in southern 
Florida. In this instance, offcials believe 
that the intrusion may have precipitated 
the largest blackout in North American 
history. A 9,300-square-mile area en-
compassing Michigan, Ohio, New York, 
and parts of Canada lost power, affect-
ing an estimated 50 million people.6

Challenges of a New Era
 As China and other countries em-
brace this new domain of cyberspace, 
the Marine Corps must adapt to the 
asymmetric use of technology that will 
pose a range of threats to the United 
States and its partners. In this realm, 
the use of cybersystems can be equally, 
if not more, disruptive than kinetic 
weapons.7 During the Marine Corps’ 

amphibious renaissance, the MEU 
must be able to interface between the 
air, land, sea, and cyberspace domains 
while operating forward from the sea 
to achieve operational objectives. By 
exploiting cyberspace, the MEU will 
have an additional capability to create 
tempo and momentum greater than that 
of the adversary.
 In an era of declining access and stra-
tegic uncertainty, there is an increased 
demand for the MEUs to be forward 
postured to conduct operations across 
the range of military operations within 
a joint environment.8 The MEU’s ex-
peditionary capabilities are extremely 
useful for crisis response; for example, 
cyber operations can enable the MEU 

to rapidly introduce forces by attack-
ing the regional power generation and 
infrastructure during a noncombatant 
evacuation operation. By denying elec-
trical power to the operating environ-
ment, the MEU can have the conditions 
required to achieve ship-to-objective 
maneuver to proactively address the 
uncertain or hostile environment by 
inserting the landing force via vertical 
or surface lift. Through the inclusion 
of cyber operations within amphibious 
operations, the MEU can achieve fex-
ible and responsive effects to enable the 
Marine Corps to operate unrestrained 
in the world’s littorals.

Planning Cyberwarfare
 With other nations conducting cyber 
warfare, the Marine Corps’ ability to 
plan OCO must be addressed by al-
lowing Marines to understand how to 
plan for cyber operations in operational 
planning teams, as well as changing 
the MEU’s T/O to support a limited 
offensive cyber capability. If individuals 
cannot plan effectively, the cyber war-
fare battle and campaign plans can be 
lost before they are even fought. When 
planning for cyber operations, planners 
must conceptually embrace a methodol-
ogy relative to the 1920s when airpower 
was established as a means to support 
maneuver. Aviation was initially seen as 
an independent entity until the Marine 
Corps embraced the capability of sup-
porting the ground scheme of maneuver 
through the use of close air support dur-
ing World War II.
 In the cyber domain, the attacker 
could hope for success only if his forces 
are deployed in a timely manner, in suf-
fcient depth, and at the decisive point. 
The objective of a combined arms attack 
is to bring the maneuver element into a 
decisive action against the enemy with 
enough frepower and shock to break 
his resistance. To control such a chaotic 
domain, cyber operations’ concepts and 
planning must be incorporated into all 
levels of professional military educa-
tion, similar to that of combined arms. 
The goal of cyber professional military 
education is not to make every Marine 
a cyber operator, but to enable them 
to have effects-based understanding of 
an additional capability that the com-

. . . the Marine Corps 

must adapt to the asym-

metric use of technol-

ogy. . . .
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mander can utilize. To facilitate this 
transformation of warfare, the Marine 
Corps must incorporate cyber opera-
tions into phase zero of operations as a 
proactive measure to support the MEU 
commander. Marine Corps Doctrinal 
Publication 1, Warfghting (MCDP 1), 
states that “in all cases, the commander 
must be prepared to react to the un-
expected and to exploit opportunities 
created by conditions which develop 
from initial action.”9 With the incor-
poration of cyber operations in phase 
zero, shaping actions can occur that may 
render the adversary vulnerable to at-
tack and facilitate the friendly scheme 
of maneuver.
 Planning for cyber operations is 
conceptually simple and can follow 
the Marine Corps Planning Process. 
Rather than wearing down an adver-
sary’s defenses, cyber warfare seeks to 
bypass conventional defenses in order 
to penetrate the adversary’s system and 
exploit it through speed and surprise. 
Only a defensive response currently ex-
ists through the G/S–6 (communica-
tions) functional sections, but Marine 
Corps Order 3502.3B notes that the 
MEU should be able to conduct lim-
ited cyberspace operations. The order 
further identifes the requirement for 
the radio battalion detachment to have 
a cyberplanner and the access to tools 

to perform cyber operations.10 On the 
other hand, these detachments have yet 
to provide the forces or assets required 
to perform limited cyber operations. By 
obtaining the authorities to conduct cy-
ber operations within the detachment, 
the MEU commander can enable proac-
tive actions in a timely manner against 
adversaries who may attempt to affect 
his battlespace.

 Through a change to the T/O, 
computer network operators and 
planners should be incorporated into 
the command elements from the ra-
dio battalions or Marine Forces Cy-
ber Command. To achieve the effects 
the commander desires, Marine cryp-
tologic digital network technicians/
analysts (MOS 2611) should serve as 
a liaison component to directly enable 
him to serve just as actively as a fre 
support offcer. T/Os should refect the 
two central requirements of forward 
deployability and the ability to task-

organize according to specifc situa-
tions that will allow the commander 
to have a fexible and timely response 
if attacked. As a possible inclusion as 
a combined arms element, it is recom-
mended that an operational support 
team be established that allows for the 
2611 offensive arm to collaborate with 
the organic Marine communications 
technicians. While one portion of the 
team is defending the networks, the 
other is actively pursuing or seeking 
how the networks can be exploited to 
refne targeting packages in support of 
intelligence collections.

Educating the Force
 Cyberthreats are increasing in 
breadth and frequency in today’s 
technological world. Populations are 
embracing social networking through 
tablet computing, smartphones, Blue-
tooth, and other technology where each 
individual places himself at a greater 
risk each time he strikes a key. In this 
new domain, the greatest savior is 
through education—developing the 
force that can win in combat. Educa-
tion about the different categories of 
cyber warfare capabilities (so as to un-
derstand the existing threats that could 
intrude upon an individual’s home or 
community) is the starting point to 
developing creative, thinking leaders. 
As such, commanders should see the 
development of their subordinates as 
direct refections of themselves.11 With-
out formally educating the force, tactics 
and operations become little more than 
applied checklists.12

 Similar to annual operational secu-
rity and information assurance classes, 
Marines should, through planning ex-
ercises, understand how cyber warfare 
impedes or enhances operations. If the 
Marine Corps plans to embrace this 
new domain, Marine Corps Univer-
sity, at a minimum, should incorporate 
cyber warfare educational classes into 
Marine Corps Planning Process doc-
trine at the staff academies and offcer-
related courses, and plan through the 
incorporation of cyber operations in the 
course of action (similar to fres). As 
technology changes, warfare changes, 
and cyber operations can affect every 
element of the MAGTF.

Cyberthreats are in-
creasing in breadth and 
frequency in today’s 
technological world.

No country, industry, military force, or individual is immune to cyber attacks. (Photo by LCpl 

Brendan Roethel.)
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 As the Marine Corps advances into 
the 21st century, the changing of ma-
neuver warfare to include cyber opera-
tions should be addressed. By educating 
the force and enabling commanders to 
have a timely response without needing 
to navigate through geographic com-
batant commanders and U.S. Cyber 
Command, the Marine Corps will once 
again adapt as a rapid response force 
capable of bridging all domains in a 
fuid operating environment. MCDP 
1–3 addresses tactical concepts critical 
to the operating environment as “gain-
ing an advantage, being faster, adapting, 
cooperating, and exploiting success.”13 

All of these attributes can be further 
enhanced by the inclusion of cyber op-
erations as a force multiplier for combat 
power to the commander.
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