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CHAPTER 1
THE BACKGROUND AND OBJECTIVES
OF HIPAA

Current
legislation
is
comprised of the original 1996
Healthcare Insurance Portability
and Accountability Act with
additional sections added via the
Privacy Rule of 2000, the Security
Rule of 2003, The Enforcement
Act of 2006, the Health Information
Technology for Economic and
Clinical Health Act (HITECH) and
the American Recovery and
Reinvestment Act introduced in 2009 (ARRA). An extension of HIPAA Rules included
Business Associates and third-party suppliers to the healthcare industry participation.
The Omnibus Final Rule of 2013 enacted further legislation within HIPAA and more
changes to the guidelines for protecting patient health care and payment information
are anticipated in the future as the Meaningful Use incentive program progresses and
HIPAA audits are conducted by the US Department of Health and Human Services´
Office for Civil Rights (OCR). This law was brought about as HIPAA sought out to
combat waste, fraud and abuse in health insurance and healthcare delivery. This
resulted is:
• The Act containing passages to promote the use of medical savings accounts
by introducing tax breaks.
• Coverage for employees with pre-existing medical conditions.
• Simplification of the administration within health insurance.
The main reason for HIPAA was to enact procedures and encourage the healthcare
industry to computerize patient’s medical records. It also helped simplify the
administration of health insurance. The Privacy Rule had an effective compliance date
of April 14, 2003, and defined Protected Health Information PHI as the provision of
healthcare, or payment for healthcare that can be linked to an individual. The HIPAA
Security Rule came into force two years later on April 21, 2005. Dealing specifically
with electronically stored PHI (ePHI).

The Security Rule laid down three security safeguards with the following goals in
mind:
1.
2.
3.

Administrative: The goal was to create policies and procedures designed to
clearly show how the entity will comply with the act.
Physical: The goal was to control physical access to areas of data storage,
and to protect against inappropriate and un-authorized access.
Technical: The goal was to protect communications containing PHI when
transmitted electronically within secure environments and over
open/unsecured networks.

❖The Introduction of the
Enforcement Rule in March
2006
The Enforcement Rule gave the
Department of Health and Human
Services the power to investigate
complaints against covered entities
towards compliance failures. The
Department´s Office for Civil Rights
(OCR) was also given the power:
1.
2.
3.

To bring criminal charges against persistent offenders.
To bring criminal charges against entities that fail to introduce
corrective measures within 30 days of a breach.
To pursue civil legal action against the covered entity if their personal
healthcare information has been disclosed without their permission or
resulted in serious harm.

❖HITECH 2009 and the Breach Notification Rule
In 2009, Health Information Technology for Economic and Clinical Health Act
had outlined a plan of action that compelled healthcare authorities to use
Electronic Health Records (EHRs). Healthcare organizations were incentivized
to maintain PHI in electronic format.

• The Breach Notification Rule stipulated that all affected individuals must
be notified of a breach within 60 days
• That all breaches of ePHI affecting more than 500 individuals must be
reported, to the Department of Health and Human Services.
• Instances involving fewer than 500 individuals must also be reported
(covered entities are only required to do this annually).

❖ The Omnibus Final Rule of 2013

Most recent legislation to affect
HIPAA was the Omnibus Final
Rule of 2013. The purpose
was not necessarily to
introduced any new legislation,
rather to fill gaps, amended
previous guidelines and clear
up grey areas.

The Privacy and Security Rules also amended:
• How patient’s health information now was to be held indefinitely rather
than 50 years.
• To account for changing work practices brought about by
technological advances.
• It included several measures to comply with the regulations
• To make sure data encryption on portable devices and computer
networks were enabled.
• Secure messaging solutions for internal communications with care
teams
• Installing more robust firewalls
• Provide multi-layered network security measures.

❖ The HIPAA Compliance Audit Program
In 2011, the Office for Civil Rights commenced a series of pilot compliance
audits to assess how well healthcare providers were implementing HIPAA
Privacy, Security and Breach Notification Rules.

Any covered entity which does not implement the required controls now
faced:
1.
2.
3.
4.

Financial penalties
Sanctions
Potential loss of license.
Criminal proceedings were also initiated for failing to secure PHI.

CHAPTER 2
UNDERSTANDING THE HIPAA
PRIVACY RULE

HIPAA Privacy Rule
The HIPAA Privacy Rule establishes national standards to protect individuals’
medical records and other personal health information and applies to health plans,
healthcare clearinghouses, and those healthcare providers that conduct certain
healthcare transactions electronically.
What resulted was the following:
• The Rule requires appropriate safeguards to protect the privacy of
personal health information.
• The Rule sets limits and conditions on the uses and disclosures that may
be made of such information without patient authorization.
• Use and Disclosure of PHI Marketing and Fundraising Protocols.
• Patient Access to Medical Records
• Notice of Privacy Practices
• Patients’ rights over their health information
• Rights to examine their health records.
• Rights to obtain a copy of their health records
• Rights to request corrections – (Definition provided by the US
Department of Health and Human Services)

❖ PHI and its Relation to the Privacy Rule
PHI is any part of an individual’s Medical records or payment history. The privacy
rule requires:

•

•

•

•
•
•

•
•
•

•
•

Covered entities to notify
individuals about how their PHI
will be used.
Entities must appoint a privacy
officer and a contact person
responsible
for
receiving
complaints
Training all members of their
workforce about policies and
procedures regarding PHI.
When to disclose PHI and to
whom.
Entities to disclose specific circumstances.
A covered entity may disclose PHI to facilitate treatment, payment or
healthcare operations without a patient's express written authorization.
Anything else must have patient consent.
Covered entities may disclose PHI to law enforcement for enforcement
purposes with special care taken.
Covered entities to provide a copy of a patient's healthcare data within
30 days of receiving a written request
They must also disclose PHI, as required by law, in cases of suspected
child abuse to allow the state child welfare agencies to identify or locate
a suspect, fugitive, material witness or missing person.
Individuals the right to request that a covered entity corrects any
inaccurate PHI.
An individual who believes that the Privacy Rule is not being upheld file a
complaint with the Department of Health and Human Services’ Office for
Civil Rights (OCR).

NOTE: The HIPAA Privacy Rule applies to PHI in any form. This includes

computer and paper files, x-rays, physician appointment schedules, medical
bills, dictated notes, conversations, and information entered into patient portals.

❖ The 18 Identifiers of PHI
There are eighteen different HIPAA personal identifiers that when all linked
together represent the PHI (Protected Health Information).

They are:
1.
2.
3.
4.
5.
6.
7.
8.
9.
10.
11.
12.
13.
14.
15.
16.
17.
18.

Names
All geographical data smaller than a state
Dates (other than year) directly related to an individual
Telephone numbers
Fax numbers
Email addresses
Social Security numbers
Medical record numbers
Health insurance plan beneficiary numbers
Account numbers
Certificate/license numbers
Vehicle identifiers and serial numbers including license plates
Device identifiers and serial numbers
Web URLs
Internet protocol (IP) addresses
Biometric identifiers (i.e. retinal scan, fingerprints, Etc.)
Full face photos and comparable images
Any unique identifying number, characteristic or code

❖ Who Has a Responsibility to Protect PHI?

1. Covered Entities - Individuals, institutions or organizations that maintain
patient health care or payment information (Health plans include health,
dental, vision and prescription drug insurers, health organizations HMOs,
Medicare, Medicaid, Medicare+ Choice and Medicare supplement insurers
and long-term care insurers (excluding nursing home fixed-indemnity
policies). Health plans also include some employer-sponsored group health
plans, government and church sponsored health plans and multi-employer
health plans.)
2. Healthcare providers (hospitals, physicians, dentists and other practitioner,
and any other person or organization that furnishes, bills, or receives
payment for the provision of healthcare services.
3. Healthcare Clearinghouses - (Billing services, repricing companies,
community health management information systems and value-added
networks; such as processing non-standard information they receive from
another entity into a standard, or vice versa.
4. Business Associates – Persons or entities that are not employed by a
covered entity, but perform or assist in performing on behalf of a covered
entity, a function or activity regulated by HIPAA. A covered entity could in
theory be a Business Associate of another covered entity depending on the

services it provides. These services could include: claims processing, data
analysis, utilization review, billing or the provision of data storage or hosting
services, limited to legal, actuarial, accounting, consulting, data aggregation,
management, administrative, accreditation or financial services. Business
Associates - and independent contractors.
5. Subcontractors: Independent contractors or subcontractors who are likely
to have access to PHI - include, labs and lab technicians, collection
agencies, message and confirmation services, IT and technical personnel,
non-employed consultants, cleaning crews and staff providing
unsupervised afterhours services. Covered entities that deal with Business
Associates must provide a “Business Associate Agreement”

❖ Use and Disclosure of PHI
The HIPAA Privacy Rule permits a covered entity to use and disclose PHI,
under certain limits for, for treatment, payment and healthcare operations
activities. A covered entity can disclose with the following conditions without
consent:

• Hospitals may use PHI about an individual to provide healthcare to
the individual
• Hospitals can use PHI, and may consult with other healthcare
providers about the individual's treatment
• A healthcare provider may disclose PHI about an individual as part of
a claim for payment to a health plan

• A health plan may use PHI to provide customer service to its enrollees
- (see HIPAA Pia Rule §45 CFR 164.501 onwards)
• A covered entity may disclose PHI for the treatment activities of any
healthcare provider (including providers not covered by the HIPAA
Privacy Rule). For example:
➢ A primary care provider may send a copy of an individual's
medical records to a specialist who needs the information to
provide treatment
➢ Hospitals may send a patient's health care instructions during
a patient's transfer to a nursing home
❖ A covered entity may disclose PHI to another covered entity or a
healthcare provider (including providers not covered by the Privacy
Rule) for the payment activities
❖ A physician may send an individual's health plan coverage to a lab for
patient services it provided.
❖ A hospital emergency department may give a patient’s payment
information to an ambulance service provider to request payment for
transportation services

❖ Minimum Information Necessary
•

•

•

A covered entity must develop policies and procedures that reasonably
limit its disclosures of, and requests for, PHI for payment and healthcare
operations to the minimum data necessary to achieve the objective.
A covered entity is required to develop role-based access policies and
procedures that limit members of its workforce access to Protected
Health
Information
for
treatment,
payment
and
healthcare
operations.
Covered
entities are
not required

to apply the minimum necessary standard to disclosure requests by a
healthcare provider for treatment purposes.

• Marketing and Fundraising Protocols
`

These are the restrictions on the use of PHI for Marketing Purposes:
• Covered entities are prohibited from selling PHI to third parties for marketing
activities without prior patient authorization
• Prior authorization must be obtained if a covered entity receives financial gain
to advertise a third-party product or service.
• Refill reminders or other communications about a currently prescribed drug
for an individual, including self-administered drugs or biologics (such as
insulin pumps) are excluded from this prohibition
• Face to face marketing, including the handing out of written materials such
as pamphlets and promotional gifts of nominal value, are also excluded from
the authorization requirement so as not to intrude into the doctor-patient
relationship
• healthcare providers can leave general circulation materials in their offices for
patients to pick up during their visits.

Communication that is made for the following treatment and healthcare operations
purposes, where no financial remuneration is received, are also excluded from this
prohibition:
• For the treatment of an individual by or to direct or recommend alternative
treatments, therapies, health care providers or settings of care to the individual.

•
•

•

To describe a health-related product or service (or payment) that is provided or
included in a plan.
Communications about health care provider or health plan networks,
enhancements to a health plan, and health-related products or services
available only to health plan participants that add value and are not part of, an
existing plan
For case management, contacting individuals with information about treatment
alternatives, if these activities do not fall within the definition of treatment.

• Disclosure and Sale of PHI for "Fundraising" Purposes:

Omnibus Rule: The sale of PHI generally means a disclosure of PHI if a
covered entity receives direct or indirect remuneration from or on behalf of the
recipient in exchange for the PHI.
As long as there is patient authorization, the following is acceptable:
• Demographic information relating to the individual
• Patients name
• Patients address
• Patients other contact information
• The patients age
• The patients gender
• The patients date of birth
• Dates that healthcare was provided to the individual;

•
•
•
•

•

Information about the general department of treatment (e.g., cardiology,
oncology, pediatrics, etc.)
The treating physician
Outcome information
Health insurance status

Patient Access to Medical Records:
• Covered entity has up to 30 days to provide the requested
• Covered entity has up to 60 days, if stored offsite
• Patients can also be charged a reasonable
• Patients have the right to their information electronically
• They must also conduct checks to ensure the correct records are sent
and must implement safeguards to protect the information in transit
• Healthcare providers and health plans are required to advise patients of
the risk of receiving information through insecure channels like email. The
provider must inform of potential risks.

• Notice of Privacy Practices
•

Any use or disclosure of Protected Health
Information (PHI) for treatment, payment, or
healthcare operations must be consistent with
the entities Notice of Privacy Practices (NPPs)

•

Health plans and covered healthcare
providers are required to develop and
distribute a notice that provides a clear
explanation of these rights
An individual has a right to adequate notice of
how a covered entity may use and disclose
Protected Health Information HIPAA Privacy
Rule does not require the following covered
entities to issue NPPs:
➢ Healthcare clearinghouses: If the only Protected Health Information they
create or receive is in the capacity of a Business Associate. - 45 CFR
164.500(b)(1)
➢ A correctional institution that is a covered entity (e.g., that has a
covered health care provider component)

•

➢ A group health plan that does not create or receive PHI other than a
summary or enrollment/disenrollment information, if benefits are
provided through one or more contracts of insurance HMOs/health
insurance issuers - 45 CFR 164.520(a)
o covered entities are required to provide a notice in plain
language that describes (Expect for the above):
• How the covered entity will use PHI
• The individual’s rights, and how they will use their rights.
• The covered entity’s legal duties
• Contact for further info
• The date it went into effect

• Providing the Notice
A covered entity must make its notice available to any person who asks for it,
and Health Plans must also:
•
•
•

Provide the notice to individuals already covered by a health plan and to
new enrollees at the time of enrollment
Provide a revised notice to individuals covered by the plan within 60 days
of a material revision
Notify individuals covered by the plan of the availability of, and how to
obtain, the notice at least once every three years

Covered Direct Treatment Providers must also:
•

•

Provide notice to the
individual no later than
the date of first service,
except in an emergency
treatment situation
Make a good faith effort
to obtain the individual’s
written acknowledgment
of receipt. (If cannot, the
provider must
document his or her
efforts, and the reason why it was not obtained.

•
•
•
•

In addition, the provider must send an electronic notice in response to
the individual's request for service.
In an emergency treatment situation, provide the notice after the
emergency situation has ended.
Make the latest notice available at the office for any changes, so that
individuals can request and take away with them.
A covered entity may email the notice to an individual if the individual
agrees to receive an electronic notice.

• Organizational Options
They can opt for more than one option, and are encouraged to provide
individuals with the most specific notice possible. Covered entities that
participate in an organized healthcare arrangement may choose to produce a
single but joint notice if certain requirements are met.

CHAPTER 3
UNDERSTANDING THE HIPAA
SECURITY RULE

“The HIPAA security Rule establishes national standards to protect individuals’

electronic personal health information that is created, received, used, or maintained
by a covered entity. The Security Rule requires appropriate administrative, physical
and technical safeguards to ensure the confidentiality, integrity, and security of
electronic Protected Health Information.”
Definition provided by the US Department of Health and Human Services

Medical records are worth more to hackers than credit cards. With stolen medical
records and personal identifiers, hackers can create false IDs to get free medical
treatment or acquire drugs that can be resold on the black market. Combined with a
false provider number, insurance companies can be billed for treatment that has never
taken place or for medical equipment that has never been delivered

• Risk Analysis and Risk Management
➢ Impact on Technology: The risk of an unauthorized disclosure of ePHI from a
personal mobile device is significant, and yet many organizations have failed to
secure their environments. They have instituted a BYOD (Bring Your Own
Device) policies due to ease of use. This can all too easily lead to unauthorized
disclosures of ePHI, in particular in the following scenarios:
•

•
•

•

•

The mobile device is
lost or stolen, allowing
an unauthorized third
party to access ePHI
The mobile device is
left unoccupied
The Mobile device
gets accessed by an
unauthorized user
Transferring or placing
information on a
mobile device (or
even a flash drive) that
is not encrypted
The mobile device is traded in without first securely and permanently
wiping the data.

➢ ePHI
•

•

•

Whether ePHI is stored on a desktop computer that only has access to
an intranet connection or on a personal mobile device, the HIPAA
Security Rule guidelines must be implemented whenever ePHI is in transit
or at rest/saved.
The HIPAA Security Rule also covers how ePHI can be accessed, and
by whom, with the administrative, physical and technical safeguards
designed to avoid gaps that can lead to cyber-attacks. or an inadvertent
loss of data (mobile device theft etc.).
The HIPAA Security Rule ensures protection of patients and their ePHI,
as well as healthcare facilities and health insurance providers.

• Technical Safeguards
The Objective
to protect
communication
whilst
transmission
PHI
electronically.
The HIPAA
Security Rule
requires a
covered entity
to comply with the Technical Safeguards standards; however, it does not go
as far as to stipulate the exact methods covered entities must use to protect
ePHI.
Together with reasonable and appropriate Administrative and Physical Safeguards,
here are the TECHNICAL SAFEGUARDS:
•

Access Controls - ePHI can only be accessed by authorized users.
Mechanisms should be implemented that identify and track user activity,
automatically log the user out of the system after a period of inactivity and
allow access to ePHI during an emergency.

•

Audit Controls - Overall controls that are put in place to monitor, record and
examine all ePHI activity. It is recommended they are configured in such a
way that complement existing EHR mechanisms. They need to be used to
conduct required risk assessments and to adjust access controls and staff
policies as necessary.

•

Integrity - Maintaining the integrity of ePHI means that it is not destroyed or
altered in a non-compliant way with HIPAA. Access only by authorized users.
This not only applies to ePHI in transit, but also at rest.

•

Person or Entity Authentication - This safeguard ensures that a person who
wants access to ePHI is who they say they are, usually through passwords or
PINs being allocated.

•

Transmission Security - ePHI transmissions should use data encryption. ePHI
should scrambled in transit or you could be subject to substantial fines.

• Physical Safeguards
Four standards in the Physical
Safeguards that focus on
physical access to ePHI and how
the storage of PHI is secure.
• Facility Access
Controls
• Workstation Use
• Workstation Security
• Devices and Media
Controls
• Facility Access Controls outline the policies and procedures covered entities
must put in place to properly authenticate and authorize access to places
where ePHI data is used and stored.
✓ First implementation: Contingency Operations - Back-up
✓ Way to restore the data
✓ Facility Security Plan

✓ Plans to reasonably and appropriately prevent unauthorized physical
access, Tampering and theft of ePHI data
✓ On-site server room or shared data center is properly protected
✓ Making sure a server room is always locked to adding a digital
keypad
✓ Employ a private security company to patrol the facility.
✓ There needs to have a plan in place, that it is documented.
✓ Must be regularly tested and verified.
✓ Access Control and Validation Procedures
✓ Make sure users are who they say they are. Internally or Externally
(Subcontractors)
✓ Facility Access Controls standards documenting any changes to
facility.
• Workstation Use:
The Workstation Use
standard states that
covered entities
must define what
each workstation
can be used for,
how the work on the
workstation is
performed and the
environment
surrounding
workstations when they are used to access ePHI. (ALL DEVICES)
✓ Implement policies and procedures to ensure that ePHI access from
electronic devices are secure
✓ Workstations can only be used to access an EHR system
✓ They can only be used by doctors to record patient medical
conditions
✓ For doctor-to-patient communications.
✓ Never check personal emails
✓ The work done on the workstations has to be defined. Ex. Patient
data software cannot be mixed with browsing in background.
✓ User password for the EHR system must be a minimum of six
alphanumeric characters in length, contain a combination of upper

✓
✓
✓
✓
✓

and lower-case characters and cannot include words found in a
dictionary
Restrict ePHI access to only certain workstations
Parameters can be set around how data is accessed
Connection is through a secure VPN outside environment
Satellite offices policies and procedures
Personal mobile devices

• Workstation Security
Workstation Security standard addresses how workstations are to be
physically protected from unauthorized users.
✓ Risk assessments
✓ Determine the level of physical security that is required around
each workstation.
✓ workstations are positioned in such a way to prevent
unauthorized individuals from Viewing the screen (Use privacy
screens)

• Device and Media Controls
Final standard in the Physical Safeguards is Device and Media Controls.
✓ Policies that govern the receipt and removal of hardware and
electronic media
✓ Movement of devices within the office
✓ Procedures for Electronic Media
✓ address the final disposal ePHI and the devices it was stored on
✓ Deletion of outdated equipment
✓ Employees old devices
✓ Policies for digital printers, scanners, photocopiers and fax
machines.
✓ Internal memory chips
✓ External memory
✓ Degauss the electronic media (using powerful magnets when
applicable)
✓ Take inventory of the electronic media and devices and methods
to erase
✓ Plan in place for re-use of media devices
✓ Accountability
✓ keep records of the movement of hardware and electronic
media including servicing
✓ Data Backup and Storage of all devices before any change
made

Electronic media:
• computer hard drives
• removable flash drives portable USB drives
• DVDs.
• iPad
• Personal mobile device
• Any media that can store ePHI
• Portable hard drive
• Apps like Box.

• Administrative Safeguards
Policies and procedures which manage the selection of security measures
and implementation.
✓
✓
✓
✓
✓
✓
✓
✓
✓
✓
✓

Account for more than half of HIPAA requirements
The Security Management Process
Assigned Security Responsibility
Workforce Security
Information Access Management
Security Awareness and Training
Security Incident Procedures
Contingency Planning
Evaluation
Business Associate Contracts
Other Arrangements

• The Security Management Process
Implementation of policies and procedures to prevent, detect, contain and
correct security violations. Broken into 4 categories:
➢ Risk Analysis (Required)
Most important elements of HIPAA Security Rules.
• all aspects of data security
• potential security vulnerabilities
• Identifying ALL risks
• Ongoing risk analysis
• Up to date on all HIPAA updates
➢ Risk Management
(Required)
Implement
security
measures
sufficient to
reduce those
risks to a
manageable
level.
➢ Sanction Policy
(Required)
• Take action against workforce members who fail to
comply.
• Staff should be made aware of HIPAA Privacy Security
and Breach Notification Rules and must agree to abide by
them.
• All sanctions that will be applied following a violation.
➢ Information System Activity Review (Required)
• Create an automated system, which logs all system
activity relating to PHI.
• Audit logs must be created.
• Security incident tracking reports.
• All attempts to view or alter PHI are logged.
• Regularly checked for inappropriate access

❖

Assigned Security Responsibility
A security official should be appointed and given the responsibility, while
other individuals can be assigned individual responsibilities such as
network security, device management or site security, provided they
report to the security official with overall responsibility for HIPAA
compliance.
• Workforce Security
Access to PHI must be
restricted
and
carefully
controlled, policies and
procedures
must
be
developed to ensure that all
members of the workforce
have appropriate access.
(Broken into 4)

1. Authorization and/or Supervision (Addressable)
• policies and procedures to grant access to ePHI
• Job descriptions outlining degree of access
• All members of staff granted with access to ePHI must be
supervised in locations where data may be accessed.
2. Workforce Clearance Procedure (Addressable)
• A clearance procedure must exist to determine if level is
appropriate to perform their duties.
• Identifying ALL risks
3. Termination Procedures (Addressable)
• Procedures must also be in place to terminate those
access rights, when a change in employment status
takes place.
4. Information Access Management • The fourth standard covers the management of access to
ePHI by members of the workforce who need to view,
amend or update ePHI as part of their daily duties:

▪ Isolating Health Care Clearinghouse
Functions (Required) -If a healthcare
clearinghouse is part of a larger organization,
the clearinghouse must implement policies
and procedures that protect the ePHI of the
clearinghouse from unauthorized access by
the larger organization.
▪ Access Authorization (Addressable) -Policies
and procedures to be implemented for
granting access to ePHI, such as through a
particular workstation or for specific
transactions, programs, processes or other
mechanisms.
▪ Access Establishment and Modification
(Addressable) -Policies that establish,
document, review and modify a user's right
of access to a workstation, transaction,
program, or process.

• Security Awareness and Training
Provision of training on HIPAA Security and Privacy Rules, Security Awareness
and Training includes four implementation specifications:

1. Security Reminders (Addressable)
• Workforce is fully aware of HIPAA Privacy and Security Rules
• Changes must be communicated to the staff
• Reminders of the importance of data security
• PHI policies and procedures updates
• Reminders must be documented and a record maintained
• Posting of security reminders on notice boards
• Agendas for periodic staff meetings etc.
2. Protection from Malicious Software (Addressable)
• Detect and report malicious software
• Antivirus protection for Trojans, worms, keyloggers and malware
• Must receive training to help them identify potentially dangerous
software
• Policies which restrict how the internet is used
• What can be downloaded
• Who to report incidents to

3. Log-in Monitoring (Addressable)
• Monitoring of login attempts and reporting discrepancies
• System for multiple attempts to gain access to ePHI using
incorrect passwords or usernames.
• Blocking of a login after a set number of access attempts have
failed.

4. Password Management (Addressable)
• System for creating, changing and safeguarding passwords used
to access ePHI
• Training must be provided on creating secure passwords
• Passwords updating procedure
• Security Incident Procedures
Covered entities must therefore implement procedures that allow these
incidents to be reported quickly, and to the appropriate personnel.
• Response and Reporting (Required)
Only requirement is you must be able to identify and respond to suspected or
known security incidents; mitigate, to the extent practicable, harmful effects of
security incidents that are known, and document incidents and their outcomes.
Examples of security incidents include, but are not limited to:
• Loss or theft of portable devices containing unencrypted ePHI
• Stolen or divulged passwords
• Computer viruses and malware
• Corrupted backup tapes that do not allow ePHI to be restored
• Break-ins resulting in the theft of devices containing ePHI
• The use of old logins - such as those of terminated members of
staff - to access ePHI
• The accessing of ePHI by non-authorized members of staff

❖

Contingency Planning
Access to ePHI must be maintained at all times, even during emergencies.
Five aspects:

1. Data Backup Plan (Required)
• Procedures to create and maintain retrievable exact copies of ePHI
• Frequent backed ups must be stored offsite.
2. Disaster Recovery Plan (Required)
• Procedures to restore any loss of data and this plan must be reviewed
and revised frequently.
3. Emergency Mode Operation Plan (Required
• Continuation of critical business processes and the protection of ePHI
while operating in emergency mode.
4. Testing and Revision Procedures (Addressable)
• Contingency Plan implementation specifications must be subjected to
tests
• Emergency operational procedures must be subjected to live tests to
ensure effectiveness.
• Tests should be conducted on a regular basis, and policies and
procedures revised as appropriate.

5. Applications and Data Criticality Analysis (Addressable)
• Assess the relative critical specific applications and data in support of the
contingency plan components.
• all software and computer systems must be evaluated and given priority
for backups and restoration of data based on importance of running the
organization.
❖ Evaluation
Monitoring and evaluation of all security measures of ePHI. Policies and
procedures must be updated to take updates in technology and
upgrades in hardware into account. The only requirement is to perform
a periodic technical and nontechnical evaluation.

❖

Business Associate Agreements and Other Arrangements
Only Requirement is to enter into a Business Associate Contract with
any third party that creates, receives, maintains or transmits ePHI. in
accordance with § 164.314(a).
The single implementation specification for this standard:
Written contracts:
• Document the satisfactory assurances required by paragraph (b)
(1) [the Business Associate Contracts and Other Arrangements]
• Meet the applicable requirements of §164.314(a) [the
Organizational Retweets].

CHAPTER 4
UNDERSTANDING THE HIPAA
NOTIFICATION RULE

What to do in the Event of a Breach
The procedures you need to follow if patient healthcare information is compromised:

❖ The HIPAA Breach Notification Rule
The definition of a
breach provided by
the US Department
of Health and
Human Services is
as follows: A breach
is generally an
impermissible use or
disclosure under the
Privacy Rule that
compromises the
security or privacy of
the Protected Health Information.
•
•
•
•

Risks can be effectively managed
Impossible to prevent employees snooping
Prevent human error
An impermissible use or disclosure of Protected Health Information is
presumed to be a breach unless the covered entity or business associate
demonstrates that there is a low probability that the PHI has been
compromised

Based on a risk assessment of at least the following factors:
1.The nature and extent of the Protected Health Information involved, including the
types of identifiers and the likelihood of re-identification.
2. The unauthorized person who used the Protected Health Information or to whom
the disclosure was made.
3. Whether the Protected Health Information was actually acquired or viewed.
4. The extent to which the risk to the Protected Health Information has been mitigated.

NOTE: The Secretary of the Department of Health and Human Services must be

informed within 60 days of discovery.

❖ Informing a Patient of a Breach of ePHI
•
•
•
•
•

A notification must be sent by first class mail to last known address.
A notification to the next of kin if the patient is deceased.
Notify the parent or guardian of a child under the age of eighteen whose
healthcare information has been compromised.
Contacted by telephone
Other means

The notification should include:
• A brief description of what happened, including the date of the breach and the
date of discovery of the breach.
• A description of the type(s) of information that was compromised in the breach
(personal identifiers such as name, address, Social Security number, account
numbers, etc.)
• The measures individuals should take to protect themselves from potential
harm as a result of the breach.
• A brief description of what the covered entity is doing to investigate the breach,
to mitigate losses and to prevent a repeat of the breach.

•

Contact details for individuals to ask questions or request further information,
which should include a toll-free number, an email address, website or postal
address.

❖ Informing the Department of Health and Human Services
Through online notification form:

➢ Data Breaches Affecting Fewer Than 500 Individuals • Must notify the Secretary of the breach within 60 days of the end of the
calendar year in which the breach was discovered.
• A covered entity may report all of its breaches affecting fewer than 500
individuals on one date, but a separate notice must be issued for each
breach incident.
• In early 2015, the OCR updated the breach reporting portal
• This new system streamlines the collection of data
• ensures that all information relating to the breach is recorded in sufficient
detail.
• the individuals affected by the breach must still be notified within 60 days
of the discovery of the breach.
➢ Data Breaches Affecting More Than 500 Individuals
• Must notify the Secretary about the breach without unreasonable delay
• No case later than 60 calendar days from the discovery of the breach.
• If the number of individuals affected by a breach is unknown, the
covered entity should estimate

➢ Data Breaches Caused by a Business Associate
If a business associates tampers with any PHI or ePHI every one that
was affected needs to be notified.

❖ OCR Fines and Civil Action

As a point of interest, historic civil cases have shown covered entities to be treated
more leniently when they have made an effort to comply with HIPAA.

❖ 10 HIPAA Breach Costs You Have to Be Aware Of

https://www.hhs.gov/hipaa/

CHAPTER 5
UNDERSTANDING THE HIPAA
ENFORCEMENT RULE

❖ How is HIPAA-Compliance Enforced?
Understanding HIPAA audits, enforcement, penalties and Business Associate
obligations
•
•
•

•
•
•
•
•

•

OCR is responsible for enforcing HIPAA Privacy and Security Rules (45
C.F.R. Parts 160 and 164, Subparts A, C, and E)
OCR Investigates complaints filed online
OCR may also conduct compliance reviews

OCR also issues guidance and performs education
OCR has outreach programs
OCR may request specific information from each party to gain an
understanding of the facts
OCR may refer the complaint to the Department of Justice for further
investigation.
OCR will attempt to resolve the case with the covered entity by
obtaining:
1. Voluntary compliance
2. Corrective action
3. and/or A resolution agreement.
OCR may decide to impose civil money penalties if non-compliant

❖ 2017 Data
Breaches
1. Phishing attack
on UC Davis
Health breaches
data on 15,000
patients:
An
employee
responded to a
phishing email
with
login
credentials,
which officials
said the hacker used to view patient data and send emails to other staff
requesting large sums of money.
2. What hospitals using cloud storage should know about Verizon's data
breach: As many as 14 million U.S. customers of the telecommunications
company were exposed after a user mistake caused a database to go public
online.
3. Insider breach on global health insurance giant Bupa exposes data of
108,000 customers: A Bupa employee -- who has since been fired -copied private information from global health insurance policies, which cover
those who frequently travel or work overseas.
4. Indiana Medicaid warns patients of health data breach: A report with personal
information was accessible via a live hyperlink thereby leaving medical data
viewable to the public. Indiana’s Medicaid unit is sending breach notifications
to patients after discovering that medical records were exposed beginning in
February 2017.IHCP’s notification comes amid an ongoing stream of data
breaches; the latest examples being Cleveland Medical Associates notifying
patients last week about a ransomware attack that took place on April 21
and Princeton Community Hospital in West Virginia falling victim to a Petya
attack.

5. 22,000 patients affected by ransomware attack on Cleveland Medical
Associates: While the compromised computer was both locked and
encrypted, the forensic investigation team couldn’t determine with certainty if
there was unauthorized access to patient data during the April 21 attack.
6. 500,000 affected in ransomware attack on home medical equipment
supplier: Airway Oxygen discovered the breach in April when a hacker gained
access to the network.
7. The Dark Overlord leaks celebrity patient data from Beverly Hills provider: The
notorious hacker has been playing a game called “A Business a Day,” by
publicly making extortion attempts on businesses.

8. WSU hard drive theft potentially impacts 1 million people: A safe containing
a hard drive with the backup of the university’s Social and Economic
Sciences Research Center was stolen in April.
9. Phishing attack on Torrance Memorial puts patient records at risk: Officials
were unable to determine whether an April breach of the medical center’s
emails exposed patient data.
10. Molina Healthcare breached, exposed patient data for over a month: A
security flaw in the Medicaid insurer’s patient portal could have allowed
anyone to access patient medical claims data with a simple change to the
URL.

11. UPDATED: Hospitals in UK National Health Service knocked offline by
massive ransomware attack: The network was likely taken down by the
Wanna Decryptor, one of the most effective ransomware variants for which
there’s currently no decryptor available. The National Health Service in
England and Scotland was hit by a large ransomware attack that has
affected at least 16 of its organizations, NHS Digital announced this
morning. The attackers are asking for 415,000 pounds, or about
$534,146, before May 19 or the hackers will delete the files, according to
MetroUK
12. EHR server hack threatens data of 14,000 IVF clinic patients: Officials at
New Jersey Diamond Institute for Fertility and Menopause say they don’t
know when the initial breach began. The third-party server that hosts the
electronic health records of New Jersey Diamond Institute for Fertility and
Menopause was hacked by an unauthorized individual, exposing protected
health information of 14,633 patients.

13. 93,000 patient records exposed by Pennsylvania provider: Harrisburg
Gastroenterology said suspicious system activity triggered discovery that an
unauthorized person could have accessed patient data.
14. Vendor error causes major patient record leak at New York hospital: Cause
of Bronx-Lebanon Hospital Center breach tied to misconfigured rsync
backup that was managed by iHealth Innovations. ens of thousands, and
possibly up to millions, of patient records at Bronx-Lebanon Hospital Center

in New York City were exposed in a recent data breach, according to the
Kromtech Security Research Center, which uncovered the records on May
3. The records were part of a backup managed by iHealth Innovations, the
research center said. The cause of the breach appeared to be a
misconfigured rsync backup, the research center said. Rsync is a utility for
transferring and synchronizing files across systems, checking the timestamp
and size of files, and typically is used for synchronizing files and directories
between two different systems.

15. TheDarkOverlord honors threat, exposes 180,000 patient records: The
hacker had warned Aesthetic Dentistry and OC Gastrocare in 2016 to pay
to keep the records private, but the extortion attempt failed. Dark Web hacker
TheDarkOverlord has released 180,000 patient records from three hacks,
DataBreaches.net revealed Thursday.
16. Hacker: Patient data of 500,000 children stolen from pediatricians:
Cybercriminals can find databases left exposed on outdated or free platforms
as easily as searching on the word ‘patient,’ according to DataBreaches.net.
17. Stolen laptop leads to breach notification for 20,000 Lifespan patients: The
MacBook, which was not encrypted or password-protected, contained
emails with names, medical record numbers, partial address information,
medications and more.
18. Nearly 1 million patient records leaked after telemarketer blunder: A failed
contract to build a customer database for HealthNow Networks, left personal

health information exposed online for months, according to an investigation
by ZDNet and DataBreaches.net.
19. Ransomware attack on Texas pediatric provider exposes data of 55,000
patients: ABCD Children’s Pediatrics also discovered other evidence of
hackers on the network, which included suspicious user accounts.
20. Phishing attack risks leak of 80,000 patient records: Washington University
School of Medicine employee responded to a phishing attempt masked as
a legitimate request in December, but medical school officials didn’t learn of
the incident for seven weeks.
21. Ransomware attack exposes data of nearly 18,000 Metropolitan Urology
patients: The attack potentially breached data of patients who visited the
organization between 2003 and 2010.
22. Unencrypted drive with 7 years of patient data stolen from Denton Heart
Group: The backup drive contained a trove of EHR data, including Social
Security numbers and insurance policy details.
23. Vendor error exposes data of more than 14,000 health plan participants:
Medicare-approved insurance provider Brand New Day discovered an
unauthorized access through its third-party vendor system on Dec. 28.

24. Michigan cancer center notifies 22,000 patients of breach 5 months after
hack: Unauthorized users had access to the practice's server from February
to July 2016, which was discovered this past August.
25. Breach at Verity Health System exposes data of more than 10,000 patients:
A website no longer in use by the California provider was left unsecured from
October 2015 until January 6, 2017, when it was discovered.

26. CoPilot Provider Support Services notifies 220,000 patients of data breach
from 2015: An unauthorized user downloaded patient files containing
personal information and for some, Social Security numbers. No reason was
given for the delayed notification.
27. Indiana Cancer Agency hacked by TheDarkOverlord: The hacker infiltrated
the database of Cancer Services of East Central Indiana-Little Red Door,
wiped the data from the server and demanded payment to prevent the data
from being publicly released.

❖ Background to the OCR (Office of Civil Rights) Privacy, Security and
Breach Notification Pilot Audit Program
The HIPAA and HITECH ACT’s set national minimum standards to protect PHI
and to effectively manage those risks such as:
• Securing electronic Protected Health Information (ePHI)
• Issuing breach notification to individuals affected by a breach
HITECH also places a requirement on the HHS - via its Office for Civil Rights –
to perform:
• Periodic audits of covered entities, and Business Associates
• Ensure compliance with HIPAA Privacy, Security and Breach
Notification Rules.

OCR HIPAA Audit program analyzed processes, controls and policies:
This Protocol covers Privacy Rule requirements for:
• (1) Notice of Privacy Practices relating to PHI
• (2) Rights to request privacy protection for PHI
• (3) Individuals’ access to their PHI,
• (4) Administrative requirements
• (5) Uses and disclosures of PHI
• (6) Amendment of PHI
• (7) Accounting of disclosures.
• Security Rule requirements for administrative,
• Security Rule requirements for physical safeguards
• Security Rule requirements for technical safeguards
• Breach Notification Rule requirements
• Patient access to their healthcare data

❖ Startling data about HIPAA breaches

❖ Enforcement Has Already Begun
Up until 2008 over 33,000 HIPAA complaints were filed with the OCR

❖ Do Not Get Hit with A HIPAA Breach Receipt

• FIRST EVER FINES:
➢ The first OCR settlement was reached with Providence Health Services for
$100,000 after the loss of backup tapes containing PHI potentially exposed
the health information of 386,000 patients
➢ In 2014, the OCR issued its largest ever fine, resulting in a settlement with New
York Presbyterian Hospital and Columbia University for $4.8 million, due to the
lack of a functioning firewall that resulted in a breach that exposed over 1 million
patient health records.
• We are in the Midst of Second Round of HIPAA Compliance Audits –
The second round of audits are much narrower in focus, and will involve much
more compliance audits.

CHAPTER 6
SECURE COMMUNICATIONS AND
HIPAA-COMPLIANCE

❖How to Make IT Systems and Electronic Communications HIPAACompliant
•
•

The Heart of HIPAA is to keep all health care data private and secure.
All IT systems, devices and software that are capable of touching ePHI
must be subject to a full risk analysis.

❖ Website Security
Things you need to know:

•
•
•
•
•
•
•
•
•

ensure that ePHI is protected and secured at all times
ensure that data on website is secure HIPAA Requirements for a
Website
Transport Encryption: Data must be encrypted if it is transmitted over
the Internet
Backup: Data cannot be lost, I.e. it should be backed up and must be
recoverable
Authorization: Data can only be accessible by authorized personnel
using unique, audited access controls
Integrity: Data cannot be tampered with or altered
Storage Encryption: Data should be encrypted when it is stored or
archived
Disposal: Data must be permanently erased when it is no longer
needed
Sharing: If data is located on the web servers of a third party, that entity
must agree to comply with HIPAA regulations and a HIPAA Business
Associate Agreement must be in place

❖ How Does a Simple Website Stack Up Against These Requirements?
(A generic site like a template Wix site, or GoDaddy site., someone not
trained in HIPAA)
• Transport Encryption – Fail – Data is not encrypted during transmission
• Backups – Uncertain – Most web hosting providers will backup and
restore data for you. However, this assumes that the data collected is
in a location backed up by the hosting company and those backups are
not accessible by unauthorized personnel
• Authorization – Uncertain – Depends on how the website set up
• Integrity – Fail – No way to be sure that data is not tampered with or to
tell if it has been
• Storage Encryption – Fail – Data is never encrypted
• Disposal – Uncertain – Depends on your website setup; however, some
web hosts and IT departments keep data backups indefinitely and they
never securely erase data
• Business Associates – Fail – Most web hosting providers do not know
what a HIPAA BAA would require them to do. The majority who are
aware of HIPAA requirements would not be able to sign such an
agreement and comply with HIPAA Privacy and Security Rules without
completely changing their business model - and their pricing structure

❖ What Can be Done to Guarantee Compliance?
Adding any functions that allow ePHI to be accessed, entered into web forms
or stored is likely to result in a violation of HIPAA regulation.

❖ Seven Most Problems
1.

Transmission Encryption
• PHI must be encrypted during transmission
• Website must have a SSL Certificate
• Any page or web form that collects or displays PHI must have SSL
• Any Page used for logging in which transmits authorization cookies,
etc., must be protected by a SSL
• There should not be an alternate insecure version of PHI for visitors,
if applicable
• SSL requires a digital signature by a trusted Certificate Authority or
CA.
• Browsers include a pre-installed list of trusted CAs, known as the
Trusted Root CA store
• Companies must comply with, and be audited against, security and
authentication standards for browsing
• If the end user submits PHI that is collected on your website, the
transmission of data must be secure. (Hardest to do)

2.

Backup
PHI cannot be lost - Data needs to be backed up and it must be
recoverable.
•
•

All data must be securely backed up able to restore.
All Emails Should be Backup and able to restore.

•

•

3.

Authorization
PHI must only be accessible by authorized personnel using unique,
audited access controls.
•
•
•
•
•
•
•
•

4.

PHI stored in backups must also be protected in a HIPAAcompliant way — with security, authorization controls, data
encryption etc
A restoration policy should be in effect.

Who has access to your site?
Must have Business Associate Agreement for all People with
access to your site.
Example - Web hosting, Marketing Agency. Etc.
If issued to a HIPAA third party company, have they gotten a
revised agreement since the introduction of the Omnibus Rule
Staff and people with access to scheduling on your site, is the
staff Hipaa Compliant with Hipaa security and privacy rules?
Audit your loggins
Alerting for multiple failed logins
Need to be maintained and monitored

Integrity
PHI cannot be tampered with or altered.
•

ONLY information collected and store via your website that is
encrypted and/or digitally signed is safe.

•
•

5.

Storage Encryption
PHI must be encrypted if it is stored or archived.
•
•

•

6.

It is up to your organization to determine if tamper-proofing your
data
Generally, using PGP, SSL or AES encryption for stored data
can accomplish this very nicely and also address the next point

Data encryption is not required by HIPAA, but it is necessary due
to huge fines
Ensure ALL collected and stored PHI is encrypted and can only
be accessed/decrypted by individuals with the appropriate
security keys
For back-ups use Storage encryption

Disposal
All PHI must be permanently erased when it is no longer required.
•
•
•

Consider all of the places where the data could be backed up
and archived
Have protocols for deletion
Inventory of devices and software

7.

Business Associates
You must have a signed HIPAA Business Associate Agreement with
every vendor that touches your PHI.
•

•
•

If your website or data is located on the servers of a vendor, then
HIPAA (first in HITECH and subsequently in the Omnibus Final
Rule) requires you have a signed and up to date Business
Associate Agreement
It is up to you to ensure that your site is designed and managed
in a way that is compliant with HIPAA.
Choosing a HIPAA-compliant provider will not make your website
HIPAA compliant unless you and your designers ALSO take all of
the steps to ensure that it is.

❖ Collecting Health Information from Website Visitors
Reasons to collect Data:
• Sign up new patients Schedule appointments Make diagnoses and
recommendations about medical conditions Start issuing digital
prescriptions
• Sign up new patients
• Schedule appointments
• Make diagnoses and recommendations about medical conditions
• Start issuing digital prescriptions

❖ Making your email component meet the minimum HIPAA Privacy and
Security regulations:
1. Storing PHI in files requires:
• The website to automatically encrypt the files
• Downloading the files is only possible via a secure channel (i.e.
Secure FTP)
• The website owner receives a notification via an email that a new
file is waiting
• Backup and secure disposal of PHI is taken care of

2. Storing PHI in a database: allows you to write software for remote
access and management of that data.
• Transmission to and from the database needs to be secure
• The software that provides management access must be secure
and meet many HIPAA requirements governing access control and
auditing
• Issues regarding encryption keys and database secure storage
must be addressed

3. Securing Data Emailed from your Website Forms
• Your Website encrypts the submitted data (using PGP or S/MIME,
TLS or another secure web-based email pickup solution) limiting the
number of authorized individuals access. T
• The data is emailed to those recipients and erased from the website
(or an encrypted copy is stored on the site if you prefer)
• The recipients receive the data and it is stored on their email server
(still encrypted unless TLS was used for delivery)
• The recipients can access these messages over SSL, and decrypt
the data either in their email program or via a web-based interface
that supports decryption.
• The email provider takes care of backups
• Deleted messages will expire from backups after a finite period of
time. (Obtain a signed statement from your vendor confirming this)

•

Keep copies of all of the encrypted messages on the server instead
of downloading them all, so that you are responsible for backups
and make sure they are all stored in a central location.

❖ Quickly Make your Web Forms HIPAA-Compliant
Third Party Software like: Secure Form service allows you to collect data from
your web (and PDF) forms and delivers it to you via email, as well as these
options:
• A SSL Certificate exists for your website so that data entered is
secured
• Integration of your web forms with special scripts that encrypt your
submitted form data (using PGP, S/MIME, TLS, or Secure Line Escrow)
and email it to you.
• You are provided with daily and weekly backups of your email data that
permanently expire after 1 month
• An option of immutable archives of all of your inbound and outbound
email so that it is impossible to lose data and allows secure backups to
be stored for 1, 3, 5 or 7 years, depending on your needs.
• The provision of web browser-based email access that allows you to
decrypt and view all of your secure messages, over a secure channel,
from any location

•

Compatibility with your favorite email clients (Thunderbird, Outlook,
Eudora etc.) to securely access, unlock and read the secure email
messages over IMAP (or POP) or from your iPhone, Android
Smartphone, tablet, laptop or desktop computer

•

•

Secure communications that enable users to reply, via a Webmail
interface or even from an email program, back to the website user in a
secure and HIPAA-compliant fashion. Website users can also reply to
the medical worker securely
HIPAA-compliant back-and forth conversations, initiated from your
website

❖ Internal IT Network Security
•
•
•
•
•
•
•

ensure your facility has robust multi-layered information security
protection that safeguards ePHI
Measures must be introduced that protect against intrusion
Measures must offer extended connectivity
Allow easy incorporation of software packages and bespoke
programs
Permit secure backups of data while eliminating downtime.
Medical-grade networks offered by Cisco
SonicWALL healthcare information solutions from Dell

Most Susceptible areas:
• Routers
• Firewalls
• Virtual Private Networks (VPNs)
• Wireless Access
• Windows-Based Email
• Web Servers

➢ Routers
The golden rule for securing routers is to configure them to deny all packets
unless they are specifically designated
• Routers can offer some protection for the firewall
• A router filters unwanted external traffic
• Routers act as a packet filter which stops the Firewall from having to
analyze each packet
• Routers must be configured for the healthcare environment where they
are used.
• An Access Control List (ACL) should be used
• Add security filters and blocks on IP addresses
• Close any ports which are not in use.
• Routers must also be thoroughly tested (software such as Nmap,
Netcat, Nessus and Enum can be used)
• Routers must be monitored for intrusion attempts
• Routers must be configured to automatically generate audit logs
• Routers must be physically secured and access controlled.

➢ Firewalls
• The second line of defense
• Firewall offers packet-level security
• A Firewall must be placed between the internal servers and the external
environment
• also between web and mail servers and the Internet.

Types of Firewalls:
▪ Stateful Application Gateway Proxy: opens up packets, inspects them and
rewrites them. These are secure, but slow.
▪ Appliance Firewall: appliance firewalls are easier to install, however they are
more expensive.
▪ Packet Filters: complicated to set up and next to useless if not configured
correctly.
▪ Application Proxies: These are secure, offer a high degree of protection and
are flexible, although they use considerable system resources and have a
tendency to be slow.
▪ Stateful Inspection Firewalls: Firewalls are faster and offer a compromise
between a secure application proxy and the less secure packet filtering.
▪ Software Firewalls: Offer an increased
level of protection, although they are
insufficient protection on their own
and should never be used without a
network firewall.

❖ Virtual Private Networks (VPNs)
Allow users to access internal
systems through a secure
tunnel through public networks.
1. IPSec protocol offers an
appropriate degree of protection
2. A VPN offers some protection, but alone this is insufficient and other
security measures must also be used.
3. users must not be connected to the internal network via the VPN at
the same time as being connected to the Internet
4. Audit logs should also be automatically generated.
➢ Wireless Access
Connect to internal networks via hand-held devices, and because the
signals are sent out in all directions you should opt for a closed
network.

The following actions need to be addressed:
• The wireless router should be in a location that restricts the distance
outside the facility the signal can be sent. I.e., not placing it next to an
external wall or window, instead locating it centrally in the building
• Wireless networks should be configured using WEP (Wireless
Encryption Protocol). This should not be confused with other more
robust data encryption methods.
• Change factory default logins and
passwords.
• Use long alphanumeric passwords to
offer a greater level of security
• Use Access lists which control who can
connect to the network
• Change the SSID along with the default
login details
• Disable DHCP and only use assigned IP
addresses on WAPs and on the devices used
to connect to them
• Only allow access to wireless networks via a VPN

➢ Windows-Based Web Servers
Windows based web servers are easy to hack.
What to know:
• Microsoft addresses this by issuing updates and patches.
• Servers must be configured to update and install these automatically.
• make sure all default configurations are changed, including scripts, the
location of the web folder and default system permissions.
• All default users must be removed
• Procedures must be developed governing the creation of passwords
• users should be required to change these periodically, say, every 6
months.
• Posix and OS/2 should be removed and NetBIOS disabled. O/S,
HTML and FTP folders should also be separated, using hard drive
partitions or even better, separate hard drives for each.
• ensure that antivirus software is installed.

❖ Email Security
The HIPAA email encryption rules do not exclusively apply to emails, but to all
communications
• attachments to emails, SMS and IMs are governed by HIPAA rules for
email encryption
• HIPAA States: Implement a mechanism to encrypt ePHI
• Email should be double encrypted.

➢ Why the Communication of Protected Health Information by Email is Insecure
1. When emails are sent using public FTP (File Transfer Protocol), copies of
the emails will remain on routing servers indefinitely with no possibility of
an organization being able to delete them if a breach of Protected Health
Information is identified
2. There is no possibility of retracting an email containing Protected Health
Information if it has been sent to the wrong person, or to remotely delete
emails if an authorized user loses a mobile device from which Protected
Health Information has been communicated
3. There is also the logistical issue that each authorized user would have to
install encryption/decryption software on all the mobile devices and
desktop computers they would use for the ePHI by email, and that the
software would have to operate across all platforms
4. Any solution that is implemented to comply with HIPAA rules for email
encryption would also have to have administrative controls to monitor

access to Protected Health Information. You must also ensure that the
policies developed to comply with HIPAA email encryption rules are being
adhered to.
➢ An Alternative to Encrypted Emails
Allowing access to Protected Health Information through a software-asa-service “on demand” app. And As all activity is contained within a
private network, should a breach of Protected Health Information be
identified, administrators can remotely delete a message. Secure
messaging apps have been purposefully designed with the end-user in
mind.

➢ The Benefits of Secure Messaging Over Secure Emails
Messaging is by far the most popular form of mobile communication, with
92% of mobile users preferring it over email - Benefits include:
1. In a healthcare environment, the speed of response can have substantial
benefits to patients.
2. Accelerating patient concerns.
3. Making faster diagnoses.
4. Delivering lab results quickly and efficiently.
5. Assisting in the administration of medical treatment.
6. Additionally, secure messaging apps have a message forwarding feature
which enables multiple parties to collaborate securely about the care
provided to a patient.

7. Authorized users receive delivery notifications and read receipts that
confirm their messages have been received and which eliminate phone
tag.
8. Secure messages can be assigned a lifespan and delete automatically
after a predetermined period of time.
9. A “Search by name facility” helps eliminate the risk of messaging errors
often seen with encrypted email, and accelerates secure communications
between medical professionals.

❖ Text Messages and Replacing Pagers
Pagers are inherently insecure channels of communication for transmitting
ePHI. There is no accountability over messages that are sent by pager and
no automated auditing option. Pager messages can be missed, sent to the
wrong recipient and intercepted by a third party when the pager is left lying
around.
➢ What HIPAA has to Say about
Communicating ePHI via a Pager
It is not possible to comply with HIPAA
when a paging system is
implemented in a hospital
environment.
➢ Using Existing Technology as a Pager
Replacement
Smartphone or other personal mobile
devices are the answer. any
messaging conducted between
personal mobile devices is HIPAA
compliant.
➢ Secure Texting as a Replacement for
Hospital Pagers
1. Secure texting requires everybody connected to a network and uses a
secure app
2. Have the ability to remotely retract
3. Be able to delete text messages
4. assign message lifespans
5. time out a mobile device

6. Remove a user from the organization's network if device is lost or
stolen
7. Administrative controls also produce audit reports to comply with the
HIPAA safeguards for monitoring how ePHI is maintained.
➢ Secure Texting Solutions in Practice - Case Studies
TigerText is a leading provider of secure texting solutions, - in more than
4,000 medical facilities.

➢ Memorial Hospital of Gulfport
TigerText s secure messaging solution was used as a replacement for
hospital pagers with the result that these outdated forms of communication
could finally be retired, and secure messages are now integrated with the
hospital's answering service and EHRs while staff communications have been
streamlined. The hospital estimates that the secure messaging solution has
saved thousands of dollars.
➢ San Joaquin General Hospital in California had a different reason for sourcing
a pager replacement. Their overhead paging system was inefficient and
hindering their HCAHPS score. San Joaquin chose TigerText and benefitted
from an accountable message delivery and receipt system, that enhanced
clinical workflows, accelerated patient hand-offs and improved their HCAHPS
score.
➢ Concordia Lutheran Ministries in Pennsylvania was a different scenario, where
the aim was to implement a priority messaging channel in order that offsite
staff members could escalate patient concerns securely and deliver patient
care more quickly. With the ability to attach files and images to secure
messages, workflows accelerated and offsite staff members were able to
spend more time providing medical care to patients.

CHAPTER 7
The Benefit of HIPAA Compliance Tools

❖ Two main objectives:
1. To allow individuals to maintain their health insurance between jobs and
ensure the security and confidentiality of patient information and healthcare
data.
2. New standards were also introduced covering the electronic transmission
and storage of data relating to patient health information.
A HIPAA-compliant healthcare organization also inspires confidence and trust.
.

❖ The Benefits of HIPAA Compliance
✓ Avoid multi-million-dollar fines.
✓ Not a choice but a requirement.
✓ Helps covered entities prevent data breaches and restricts the damage
caused when they do occur
✓ Ensures that in the event of an emergency, healthcare services can still
be provided
✓ Makes sure healthcare data cannot be lost or accidentally deleted
✓ Improves efficiency
✓ Improves access to healthcare information
✓ Streamlines the provision of medical services
✓ Allows organizations to qualify for Meaningful Use financial incentives
✓ Improves patient confidence and trust

