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L EGAL NOTICE

The Journal, its Managemenéam, Advisory Board and Sponsors do not purport to provide any advice
which is legally binding in the process of producing or disseminating the Journal or any information
contained within the Journal and should not be relied upon as a sole basis updnimgucance
policies are underwritten. It is the expectation that each (re)insurer will do their own due diligence and
use the information merely as an aid to understanding the risks and landscape upon which terrorism
and cyber insurance is currently oféet. Any information provided by the Journal should be used solely
for educational purposes. The Journal cannot guarantee the accuracy of all detail within individual
articles, rather the contributors individually guarantee the authenticity and originafitthe work
contributed. Further any of the contributors in providing an article, warrant that the Journal is their
own work and does not breach any laws including copyright and/ or intellectual property laws.

Legally and from an operational perspective, the Journal is a neutral central party useddicate

ideas, research and promote innovation. The Journal retains the legal rights to republish the research
provided to it from contributors, however eachtrdutor may seek the permission of the Journal to
subsequently publish their work in other mediums. Similarly, if the article has been published previously
in a similar format the author warrants that they have permission to have the article repuinished
Journal.
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WELCOME & MISSION

We warmly welcome all our readers to the inaugural issue of the Journal of Terrorism & Cyber
Insurance, on the ¥Sanniversary of 911. The Journal is founded to collate, deeiting
information, research, ideaadpotentially data sharing on terrorism and cyber (re)insurance.

INSURANCE

RMS catastrophist Dr Gordon Woo comments iEven 15 yeardgeaad ter 9
understanding of terrorism insurance risk modelling across the industry is still relatively low.
There is no shortage of literature on terrorism, but much has a qualitative geopolitical and
international relations focus, and little is directly ¥&et to terrorism insurance underwriting

or risk management. O.

Ar i el Re specialty underwriter Dr Raveem 1I|s
cyber material out there, much of it, dross and much of little relevance to insurancbesad

niche but increasingly important and material perils are often only a small part of traditional

i nsurance industry medi a. Hence, the Journal

Carte |l nsur ance | nManagiag Director, Rachel iAnne Gaiter highlights:
ATogether we are a stronger force against terrorism. To date we have had a number of warning
signs, promoting greater utilisation of combined expertise, intelligence amolaldy to make

a differencel putting ideas into action and creating a forum to share research and promote
innovation with the Journal of Terrorism and Cyber Insurance as an instrumental platform in
delivering this. This far surpasses the commerciabmate of any individual player. Rather,

such sharing of research which can then be utilised by the different stakeholders to strengthen
resilience against terrorism, has the potential not only to benefit the insurance industry but
ensure adequate insuran@meducts are offered to provide fiscal protection for individuals
against the economic costs of an attack. Together we can make history in changing the way we
provide protection against terrorism risks but to do this we need to use the Journal offierroris
and Cyber Insurance to share ideas, research and promote innovation in product development.

We have been pleasantly surprised by the encouragement that the journal has received from
across the industry, lending support to our view that it is a mweeenexus. In this inaugural
edition, we welcome diverse authors from the (re)insurance industry, as well as insight from
practitioners dealing with mamade catastrophes. We hope you find it thoughtful and useful
reading.

Rachel Anne Carter, Managand CeFounder & Raveem Ismail, Geounder.
October 2016.
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FORMAT & BREVITY

The Journal 6s staff i's keenl y 71aeneerwhilstiwd at I n
consider it important to source, review and edit full length articles of substancesave al
facilitate access to the same ideas via shorter summaries, which wilpalsar on the website

and mailing list, alongside discussions and interviews with the authors.

Each future edition of the Journal will Bplit into two sections:
1 News, shorter articles, and summaries.
1 Full length articles.

Thus allowing efficient perusal for all our constituencies.

EDITORS

The JTClI b6s founding members, al/l of whom wri
Rachel Anne CarteManaging Director at Carter Insurance Innovations Limited.

Dr Raveem Ismail. AVP & Specialty Treaty Underwriter at Ariel Re.

Dr Gordon Woo. Catastrophist at RMS.

Padraig Belton. Journalist at the BBC, S&P, and The Spectator.

= =4 -4 -9

JTCI ONLINE

We welcome followers and subscribers on all our online presences. We also encourage readers
to sign up to our entirely fascinating and unobtrusive emaiMiisbéite, right hand columior
emailteam@terrorismcyberinsurance.com)

& team@ TerrorismCyberlnsurance.com

AN
www www. TerrorCyberlnsurance.com

www.terrorismcyberinsurance.com/feeds/posts/default

www.linkedin.com/company/journdérrorismcyberinsurance

n www.Facebook.com/TerrorismCyberlnsurance

www. Twitter.com/TerrorCyberins
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SPONSORS

SPONSORS
We are very pleased to welconfeoperty
Claims ServicegPCS, a division of/erisk ‘=_‘
Analytics) as our inaugural sponsor. w2y —
=‘v A—
PCS6 Tom Jehamgemeyeﬁrh’_t error

threat is shifting. Adaptation and

collaboration is necessary to ensure (re)insurance products are fit for purpose and can be
employed to deploy capital efficiently when times are tough... The need for greater focus on
improved risk and capital management relative to terror and cyber lyagagmed momentum

over the past year, and the trajectory seems likely to continueJothlieal of Terrorism &

Cyber Insuranceprovides a crucial forum for the exchange of thought leadership and
commercial insights that can help re/insurers allocate ¢apibee effectively and more
importantlyi communities and businesses recover from an event. The role of the insurance
industry is to protect the insured and society. The JTCI should provide a forum to help advance
that mission. 0O
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Padraig Belton, DPhil (Candidate Oxon), MA, BA
Journalist
BBC, S&P, The Spectator

www.linkedin.com/in/padraigbelton

Padraig Belton is a journalist who writes for the BBC, S&P, and the
Spectator. At the BBC, his particular area of interest concerns
technology and business, and has included reporting a number of
feature stories involvigpcyber issues, insurers, and banks. For the S&P financial newswire, he

is the chief correspondent for financial services in Europe, writing three articles a week on
investment banks, hedge funds, asset managers, financial technology, and exchanges. In
Ireland, the Middle East, and Africa, he also covers a wider variety of banking and insurance
stories. Conflict areas from which he has reported for the BBC and other media have included
eastern Ukraine, the PakistAfghanistan border, and the West Bank.

He is completing a doctorate in politics at Oxford. A former Fulbright scholar, he also has
studied at Yale and the School of Oriental and African Studies, where he read Arabic, Urdu,
and Persian. In 2013 he won tReyal United Service Institute's Tren@ascoigne Prizéor

an essay on cybaecurity, and is chairman of thidestminster Strategic Studies Grotie is

based pncipally between Ireland and London, with frequent travel for reporting.

1. JTCI STATEMENT ON 15YEARS AFTER 911

This launch issue of our Journal goes to the presses as the world marks fifteen years since the
loss of 2,996 lives in the attacks on the Wdrtdde Centre by hijacked passenger aeroplanes

on 11th September, 2001. (By comparison, the four decades of political fighting which had
recently ended in the north of my own island had killed 1,841 civilians.)

The political tumult which engulfed the wdras a consequence, in Afghanistan, Iraq, and now
Syria, has left little unchanged in world politics.

Within the world of finance, underwriting insurance products against, say, the recurrence of
the $31.7 billion loss of property has raised difficult digses, the odds difficult to predict and
the potential liability enormous.

The same period has seen the thoroughgoing computerisation of our lives, from the ubiquity
of first email and then the smartphone, to the first appearance of the Internet cidoadsy,

one reasons, bad) Things. Cyesurance as a technique of transferring the risks of computer
use to an insurer, in return for a fee, is still a novel instrument, but one about which we will
hear more, including in these pages.

To those who lastheir lives that day, and the people who in the last fifteen years have worked

to prevent a similar loss of life through political violence, the launch issue of our journal is
respectfully dedicated. At the going down of the sun, and at its rising.
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FORECASTING POLITICAL VIOLENCE FREQUENCY

Dr Raveem Ismail, DPhil, MSc, MPhys (Oxon), MInstP
AVP & Specialty Treaty Underwriter
Ariel Re

www.linkedin.com/in/raveem

Raveem is an analytical underwriter with a focus on challenging
perils such as glitical violence (war, terror) and cyber. He is
currently a Specialty Treaty Underwriter at Ariel Re, Bermuda,
where he has helped create the terrorism book, and Chair of the Insurance Special Interest
Group on EU COST Action 1S1304: Structured Expertgéudent. He constantly strives to

bring analytical strength to bear on challenging underwriting problems.

Raveem was previously Validus Holding's Terrorism & War Underwriting Analyst in London,
the dedicated resource on these perils across the Group&imperntities. He started his
reinsurance career at Aon Benfield Impact Forecasting, where he rebuilt the ELEMENTS
catastrophe model for terrorism. He has also consulted for IHS Exclusive Analysis on
guantitative political violence, and worked in finanEaveem's research background is in
atmospheric physics modelling, and he is a triple graduate of Oxford University.

2. FORECASTING PoLITICAL VIOLENCE
FREQUENCY

StructuredExpert Judgement for (Re)insurance

There are no hard facts, just endless opinions. Every day, the news media deliver forecasts
without reporting, or even askingpw good the forecasters really aievery day, corporations
and governments pay for forecasts that may be prescient or worthlesmsething in between.
And every day, all of udeaders of nations, corporate executives, investors, and vateske
critical decisions on the basis of forecasts whose quality is unknown.
Superforecasting: The Art & Science Of Prediction.
Tetlock & Gardner, 2015, Crown Publishers.

OVERVIEW

(Re)insurers and ILS entities exist to put investor capital at risk in exchange for prémium
often with very little relevant data. Some contracts cover very remote perils, such as meteorite
strikes, others, likeetrorism and cyber, change significantly year to year. Standard statistical
methods are little help in these situations, and expert judgment becomes a crucial tool. But
experts often disagree, and it can be difficult for decisiakers, aiming at prudent
underwriting, to draw strong conclusions from contradictory opinions. A key impediment to
securitisation of niche risks such as terrorism (and, in due course, cyber) is the appraisal of
future event frequency feeding the models. Here, we discuss a nexacppor systematically
Amaking the best guesseso in (re)insurance.

EXPERT OPINION

Ideally all decisioraiding models (including pricing, capital, and catastrophe models) would
be based on objective criteria such as exhaustive data and sound phyeaplesti This
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situation rarely occurs, and (re)insurance and ILS entities frequently have to actfproolata
environments, relying heavily on expert judgement. This occurs particularly in low frequency
high severity/loss practice areas: rare and catdstrosk appraisal is almost entirely based

on expert judgement. Solvency Il, with its requirement 9h-200-year event appraisal,
implies that the regulatory capital regime across the EU is also based on expert judgement
application.

Decision makers ecaand should demand the most unbiased expert judgement procedures, with
objective criteria to appraise expert performance. But how? Referencing a first actual study,
we discuss one approach, used in others fields but not yet in (re)insurance.Sthigused

Expert Judgement (SEJ), which is an auditable and objective combination of multiple
judgements, each weighted by its skill in gauging uncertainty. This produces a better overall
judgement within a plausible range of outcomes.

A s i ngl dudgemeptemght d®es an outlier, but consulting ten experts will yield ten

di fferent answers. Each answer is an (unknow
grasp of data, judgemental capability, biases, mood on the day, etc. Without a method of
selecting between so many different judgements, the customer (insurance companies) often
simply sticks with what they know best: inherited tradition, a longstanding
provider/relationship, or market reputation/brand. None of these is any indicator afibapab

the client cannot know the quality since no performarased appraisal of forecasting ability

has occurred. Any simple averaging leads to limited gains since each expert is weighted equally
without regard for capability: the final answer may adjude less accurate than some
individual answers due to outliers.

STRUCTURED EXPERT JUDGEMENT (SEJ)

SEJ differs from and extends previous opinion pooling methods. Each expertradistith
regard to prior performance by being asked a seteefl qustionsto which the answer is
already knowrto the elicitation facilitator, but not necessarily to the expert.

Seed

Question A

Expert 1 —<>» @efffgn s Wei ghting 1

Seed
Question C

—

Each expertoés performance on these seed ques
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Expert 1 — Wei ghting 1

‘ Wei ghting 2
Seed '

Expert 3 _»Qjesti ons —> Wei ghting 3

Expert 2 —

‘V\eighting 4

Expert 4 — —

Expert 5 —~ —>- 'V\ei ghting 5

Experts are then asked tterget question(s)the atual judgements being sought, to which
answers ar@ot known. Weightings drawn from seed questions are then used to combine the
expertsod6d judgements on the target question,
different expert judgements in a wayich is performancéased, and is thus potentially better

than each individual answer.
aE Wei ght ed
v Judgenent

Seed question design is critical: these must be chosen for their tight alignment with target
guestion(s); testing the same ability required for target questiarsnthximising the utility

of performance weighting. The effectiveness of the weighting will be impacted by poorly
designed seed questions.

Tar get Wei ght ed

. —_—
questi on Experts
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A FIRST (RE)INSURANCE SEJELICITATION : FUTURE POLITICAL

VIOLENCE FREQUENCY

Cookeds Cl abBxpdixla UnceMantdy£bl, @xford University Preygor SEJ
involves asking each expert for two metrics: a confidence interval between which they think
the true value lies (5% to 95%) and a central median value.

[T T - . LT T T T »
Minimum I.owc_r central Value Uppe.r Maxirmum
value Uncertainty o Uncertainty value
Bound (5%) (50%) Bound (95%)
These arethen used to calculate how well the expert gauges uncertainty spreads
(Ainformationo) , and how reliably they <capt
accuracy or #dcalibrationo).

Under thel SCH EU COST Action 1S130406s ,Raefiistnsur an
elicitation was performed in January 2016, with 18 seed and 8 target questions. This was for

an inherently unknowable future metric: the 2016 freqyeof SR&CC (Strikes Riots & Civil
Commotion) in blocs of countries (Central Asia, Maghreb, etc.), with participants drawn from
across the (re)insurance profession. An example of their judgements on a single seed question
(prior SR&CC events in SowBastAs i a) ar e shown in the first

Seed Question 11.

Actual answer
Expert 1 -

Expert 2

Expert 3

Expert 4

Expert 5

Expert 6

Expert 7

Expert 8

Expert 9

Equal-weighted combination
Performance-weighted combination

B '*H‘

1 T T T |

0 200 400 600 800 1000 1200
Experts' assessment of past SR&CC

event frequency in South East Asia, 1990-2000.

Experts produced a variety of median values and ranges, some having tightly bound ranges
which captured the true value (dotted red line). The table shows information and calibration
scores acroghe full seed question set. Two experts emerge with notably strong performance
based weights. If all experts were weighted equally (penultimate column), this discovered
capability would -wei ght @ede@dr aw,ayt & I letdnefad ot ,
in ASeed Question 110).
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Equal  Performance

Expert Calibration  Information weidhts weidhts
1 0.2295 1864 01111 0.428
2 <0.0001 1783 0.1111 <0.0001
3 0.002 204 0.1111 0.0041
4 0.2274 1.665 0.1111 0.3785
5 0.0002 2153 0.1111 0.0006
6 <0.0001 301 0.1111 0.0002
7 <0.0001 1505 0.1111 <0.0001
8 <0.0001 2495 0.1111 <0.0001
9 0.0001 0.734 0.1111 <0.0001
Egual-weighted combination 0.6286 0.869 0.4242
Performancg-wglghted 05173 1701 0.7561
combination
However, I f the expertsd judgements are conmn
exercise (last column), then a combination emerges which capitalises on these high
performance experts to produce better resuéisrth a | | of thwemi hpedbdor m
at table foot, and | ast pl ot I n -wWe§leed d Que
combination is used for a target question, t
Target Question 7.
Expert 1
Expert 2 ——
Expert 3 -—
Expert 4 -
Expert 5
Expert 6 .
Expert 7 -
Expert 8 .
Expert 9
Equal-weighted combination
Performance-weighted combination —

0 500 1000 1500 2000
Experts' assessment of future SR&CC
event frequency in South East Asia, 2016.

Now for this forwardlooking question, there im0 known answeryet we see that the
performancewneighted process has allowed the influence of Experts 1 and 4 to provide a much
tighter and more informative judgement than would most individual expertbeoedqual
weighted combination (which is inflated by outliers). For the performamighted
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combination, outliers are ameliorated and identified experts, given more weight. Such a final
frequency, with associated range, could now feed a underwritingfpridécisions or
catastrophe models with greater assurance than customary approaches.

CONCLUSION

Structured Expert Judgement is still judgement. But it is not guesswork, being a transparent
method of pooling multiple opinions, weighted according to perfageariteria aligned to

the actual judgements being sought. Where data or models are lacking, it forms an objective
and auditable method of producing decisinaking judgements and inputs to models. We
have described a first SEJ elicitation in our areiatefest, where this method has been shown

to identify true expertise and outperform uncalibrated methods, opening up the potential for
use in innovative risk transfer.

It should be noted that SEJ is not a silver bullet: where there are sbeswed mods or

suitable data, these should trump expert judgement (or be used in tandem). But in their absence,
in classes of business such as political violence, and for situations where tail risk is being
gauged, SEJ would look to naturally provide significaritasrtement to decisiemaking and

risk appraisal.

NOTES

T ISCH EU COST Action 1S1304 on Structured Expert Judgement
(www.expertsinuncertainty.netThis effort aims to bridge the gap between scientific
uncertainty and evidendmased decision making. The pwial violence elicitation
referenced here took place in London in January 2016, kindly hostedichie
Whitaker and theLighthill Risk Network run by t heRe@dr8riEe Act i C
Special Interest Groypprincipal investigators being Dr Raveem Ismaélhristoph
Werner (Strathclyde UniversityandProfessor Willy Aspinall (Bristol University)

1 The full study will be a forthcoming publication in a scientific journal (permanent URL:
http://1drv.ms/1VZkuGhA shorter version of this artickesk The Experi€c-authored
by Scott Reid appeared imhe Actuary This current version is published both on
www.InsuranceLinkd.comand inThe Journal Of Terrorism & Cyber Insurance
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3 CHALLENGES FOR THE TERRORISM MARKET - 15YEARS AFTER 9/11

Chris Holt, MBE
Managing Director
CHC Global

www.linkedin.com/in/chrisholt-74a927

Chris Holt is an independent consultant who has spent over 20 years
managing and responding to the risks posed by terrorism and other
malicious acts. After an initial career in the British Military, Chris
joined the insurance market in 2008. He has amesatén harnessing
technology to better understand & communicate extraordinary risks.

3. 3 CHALLENGES FOR THE TERRORISM MARKET -
15YEARS AFTER 9/11

This summer | reead the excellent book "War Risk and Terrorism" which was published by
The Insurancénstitute of London in October 2007. In so doing, | was reminded of one of the
key moments in the evolution of our market; the deadly bombing of the King David Hotel in
Jerusalem in July 1946, in which 91 people lost their lives and 41 were injured.

Theevent apparently changed the perception in the London Market of what was actually meant
by "terrorism”, and how property insurers might respond most appropriately. The market
responded, but it took 12 years before four standard exclusions were agreed.

| was struck by the similarity between that period and the situation we face today in coping
with a threat, our understanding of which is different to the one many of us grew up with.

This year we mark the 15th anniversary of the tragic events of Segt@0ml, and it is worth

taking a moment to consider those 15 years from the perspective of our market. In the period
since 9/11, Islamist terrorists have repeatedly and successfully targeted people in countries they
perceive to be hostile to their ideojogNe are all familiar with the tragic scenes from Bali,
Moscow, Istanbul, Madrid, London, Mumbai, Paris and most recently Nice to name but a few.

From the information available, it appears that there is routinely a significant gap between the
economidmpacts of these kinds of events and the scale of insurance indemnificEtiamks

to the heroic efforts of the intelligence and security communities in the last 15 years, many
planned attacks have been thwarted and we are {fenkfully - to see the wccessful
deployment of a chemical, biological, radiological or nuclear weapon with widespread impacts.
What we do know, is that there are many uncertainties relating to the potential reinstatement
costs of a CBRN attack, and that financial recovery afteracro event will likely involve a
political componentWe also know that we could take steps at construction stage to implement
measures that will mitigate the impact of an attack.

But the major change of the last 15 years has of course been intorrtestihnology entering

every part of our lives, and unsurprisingly, malicious groups now occupy this realm and seek
to exploit cyber vulnerabilities.
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These three broad factors present three corresponding challenges for our market; the gap
between the emomic impacts of terrorism and the existing products, how to appropriately
deal with CBRN, and what to do about malicious cyberall cases there is an opportunity for

the market to innovate, attract new premium, and make our societies more reisiladhthree

areas we are yet to see a clear way forw#&alt of the problem is of course that the insured
doesn't always recognise their exposure let alone seek to purchase a product; however until the
products and solutions are widely available, difficult to create the means to distribute them.

And until that is done, it will be difficult to influence behaviour to build resilience as a factor
into the insurance buying process.

In the last 15 years, 'terrorism' has evolved significantly andevéharefore in a period where

the market is beginning to respondvhether through more flexible natamage business
interruption cover, cover for the kind of lone wolf attacks that have become prevalent and
solutions aimed at the SME market/hilst insuers will innovate and lead as they always
have, there is an important role for other institutions to play, not least the national terrorism
pools and other schemes that reinsure terrorism tiskighlighting the gaps the market can

fill between econonai and insured loss, these institutions might help narrow the so called
terrorism insurance gam the UK, Pool Re is supporting its members and the UK Government
in new ways which ensure broader spread of risk, reduced cost on business, increasee resilien
and a sizeable buffer protecting the tax payer; and at the same time it's providing the free market
with new ways to engage in terrorism insurance. Likewise, Lloyd's will doubtless have a role
to play- particularly in any solution that is identifiedrfmalicious cyber.

As we enter the 16th year after 9/11 it is worth reflecting on a quote from Hermes Marangos
and Andrew Tobin from "War Risks and Terrorisiitie point is, however, that as "terrorism’
evolves, so must the insurance policy wordingsnaiting to deal with it."

It is an interesting time to be part of the terrorism (re)insurance market, where the opportunity

now exists to innovate, and as a result, ultimately help make our societies more resilient to
terrorism.
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Chris is the CEO of Australian Reinsurance Pool Corporation
(ARPC). He was appointed CEO of ARPC in DecemBef,3. He

has more than 30 years6 experienc
compensation, and health insurance. Dr Wallace has worked extensively in insurance
underwriting and claims management roles within insurers, and as a consultant to the insurance
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Executive Director at Ernst & Young, and most recently as General Manager Benefits
Management at HCF. He has a doctorate in economics, specialising in general insurance
pricing and general insurance strategy. He is a fellow of the Australian and New Zealand
Institute of Insurance and Finance and is a Certified Insurance Professional.

4. CYBER TERRORISM & AUSTRALIA 68 TERRORISM
| NSURANCE SCHEME

A recent white paper by the Austeali Reinsurance Pool Corporation (ARPC) explains why
physically destructive cyber terrorism is a gap in current insurance coverage.

According to Major General Stephen Day, the first&dinator of the Australian Cyber
Security Centre, a significant cylterrorist attack occurred in August 2013. In that attack, the
websites of media companies such asNk& York TimesThe Huffington Posand Twitter

were allegedly hacked by a Syrian group known as the Syrian Electronic Army. During that
attack, users wholicked onto those respective websites were redirected to a server controlled
by the Syrian group.

So, what constitutes an act of terrorism and what is the range of potential cyber terrorist
activities?

DEFINING CYBER TERROR ISM

In an article for the U®asedCombating Terrorism Centre (CTC) SentimelAugust 2012,
Jonal an Brickey sets out a useful classifica
a Aqualitative approximati ono.
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Figure 1: Clusters of cyber terrorism
{Defining Cyberterrorism: Capturing a broad range of Activities in Cyberspace, Jonalan
Brickey, CTC Sentinel, August 2012, VOL 5, Issue 8)

Brickey sees terrorism targets as cognitive (the minds oplpgovirtual (resources in
cyberspace) and physical (the physical things connected with and via cyberspace). Terrorist
methods to attack targets are seen as enabling, disruptive and destructive.

Brickeyods diagr am f oc usase makes the pintithat othesdcters as a
such as nation states, organised criminals and general hackers may also carry out activities in

the same clusters and these could be represented as different planes on another third
dimensional axis.

He ultimatelype sent s a definition of cyber terrori
conduct enabling, disruptive and destructive militant operations in cyberspace to create and
exploit fear through violence or the threat of violence in the pursuit of political gha o .

A major concern to governments worldwide, including the Australian Government, is the
possibility that a terrorist group could develop the ability to carry out destructive physical
attacks by cyber means.

TERRORISM IN AUSTRALIA

Terrorism is defineth Australia in theCriminal Code Amendment (Terrorism) Act 2@GEA

Act), Section 100.1:

To be classed as terrorism, an action needs to cause harm or serious risk to people or serious
damage to property or it may cause serious interference, disruption or destruction. In addition,
the action canét be adyvoc apoynfentipnrtoocausesharmorr di s
risk or damage. The action must also be done with the intent of advancing a political, religious

or ideological cause and the action must be done with the intent of coercing or influencing by
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intimidation a government, FeddyaState or Territory or the general public or a foreign
country.

In a recent global survey, PwC estimated the annual global cost of cyber attacks at between
US$375 billion and US$575 billion. PwC stated that a true figure is ultimately unknowable as
manyattacks go unreported and costs such as the theft of secrets and intellectual property are
largely unquantifiable. The PwC survey reported a dramatic increase in security incidents
detected between 2013 and 2014, with a dramatic 41% jump in Europe, Nb¥thrAmerica

and 5% in the AsigPacific region.

INSURANCE COVER AND CYBER TERRORISM

In Australia, the Mark IV and Mark V Industrial Special Risks (ISR) policies are industry
standard wordings that are the most commonly used starting point for property insurance
contracts for large businesses. This would include big businesses withrudast such as
power stations, chemical plants, dams and refineries.

The standard may be modified with parts removed or added, but the unmodified Mark IV policy
contains this section below:

PERILS EXCLUSIONS

7. Physical loss, destruction or damage aioaed by or happening through: (a) (ii) Access
by any person(s) other than the Insured or t
system via data communication media that ter

|l nsurers als® pddlkagddupni oedu c-sized enterprisesnand | ani
these normally have property and business interruption sections of cover. In line with the Mark

IV ISR standard policy, many of these business package products have exclusions for physical
lossas a consequence of mal i cious external ac
example:

Example: Insurer A, business package exclusions

We will not pay You under this section for physical loss, destruction or damage caused by, or
as a consequenas:

24. Computer acce$sThe gaining of access by any person other than You or Your employees
to Your computer system via data communication media.

Example: Insurer B, business property policy section exclusions

2. We will not cover You for loss or dageacaused by:

r) the gaining of unauthorised access to Your computer via any communication system by any
person other than You or Your directors, partners, employees, officers or any other person who
has an interest in the property.

Because these exclugmare not terrorism exclusions, they would remain and there would be
no effect to the liability of the insurer by the declaration of a terrorism incident.

ROLE OF THE TERRORISM INSURANCE SCHEME

The terrorism insurance scheme was set up as a respomnsgrtoice market failure and a need
to protect the economy from the financial impact of terrorist attacks. The government passed
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the Terrorism Insurance Act 20031 Act), which renders terrorism exclusions in eligible
insurance contracts ineffective if ertorism incident is declared by the relevant government
minister. The Tl Act also established the ARPC as a source of Australian terrorism reinsurance.

The scheme covers policies that insure construction sites, commercial property and tangible
contents iy Australia) for loss or damage, business interruption and liability as an owner or
occupier of eligible property. The scheme covers the additional liability that an insurer incurs
if a terrorism incident is declared by the relevant government ministénjsahas the effect of
striking out terrorism exclusion clauses in an eligible insurance policy.

However, there are several exclusions to the reinsurance coverage provided by the terrorism
insurance scheme and these are primarily established in ScHedifléhe Regulations.
Specifically, in the context of this paper,
exclusions specified in Schedule 1 of the Regulations.

Exclusion 32 of Schedule 1 of the Regulations states:
32 A contract of insuranc® the extent that it provides cover for loss arising from computer
crime.

WHAT IS COMPUTER CRIM E?

The section below is extracted from the Fede
I n Australia, the term 6cy bmesdinedtetha domputersu s e d
or other information communications technologies (such as hacking and denial of service
attacks); 2) crimes where computers or ICTs are an integral part of an offence.

Even i f an insurer 6s pr opsialpropertydamageasamcksule s c o
of remote computer access, then that act will likely be defined as computer crime under the
Australian Criminal Code and therefore any loss arising would be excluded from coverage by

the terrorism insurance scheme.

A major point in the declaration of a cybbased terrorist incident is that Australia applies a
nontdisclosure policy for cyber crimes that have state backing. This reduces the possibility that
a major cyber attack could be officially declared as terrorisrthopurposes of the Tl Act, as
such a declaration would be contrary to government policy.

GREY AREAS

It is conceivable that terrorists may use a cyber attack to compromise a physical security
system, which then enables a physical attack to take plack, asu¢he bombing of a
commercial property.

Would the terrorism insurance scheme respond to this terrorism scenario or was the loss arising
from a computer crime?

Unauthorised access to compromise an electronic security system would likely fall under
Sedion 10.7 (computer offences) of the Australian Criminal Code and may not be covered by
the scheme. This would likely be contrary to the current expectations of the insurance industry
and policyholders.
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NEW CYBER INSURANCE POLICIES
There are a growing nuwer of insurance products in the area of cyber insurance that aim to

cover electronic data assetsd damage or | oss
that may arise. The detail of coverage varies considerably. However, cyber insurancesprodu
dondét generally address physical damage to

than perhaps damage to computer hardware.

Il n a December 2014 article, PartnerRe report
loss potential, cybeinsurance cover is almost totally absent for physical damage and limited

for business interruption (ngrhysical damage and property damage). For these there remains

a lack of clarity amongst insureds over the exact exposure potential, irritation abhonitedd

availability of protection and confusion linked to retandardised covers. The result of all

these factors is that insureds are increasingly asking for cyber protection to be added to their
existing liability and property covers either throughdersement or (and where we have
particular concern) by removing the cyber ex

For the purpose of terrorism risk reinsured with the ARPC, if the relevant cyber exclusion is
removed from property damage policies then, in the event of a terrodgiant, any terrorism
exclusion will be struck out and the insurer will be liable for any loss arising. Importantly the
insurer will not be able to reinsure a cyber terrorist perpetrated risk with ARPC because of the
current computer crime exclusion in tRegulations.

Although the ARPC scheme excludes computer crime, it is technically possible for cyber
insurance policies to be eligible insurance contracts under the scheme. One example of a cyber
insurance product analysed for this paper could be cledsf an eligible insurance contract
because it covers an eligible property and loss type combination, being business interruption
loss arising from damage to tangible computer hardware property.

However, after the exclusion of computer crime as a safross, the only remaining insured
sources of loss are accidents and omissions and it is unclear how these might possibly arise
from a terrorism incident that is, by definition, deliberate.

NOTES

You can read the full white paper online on the ARRDsite This articlewas first published
in The ANZIIF Journallssue 2, Volume 39, 2016.
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in terrorism and cyber insurance; operating out of London and Paris.
Rachel is the terrorism insurance and cyber security insurance subject matter expert for the
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Her prior experience working in terrorism insurance and natural disaster insurance includes
working for the CEO of Pool Re within a research capacity. Rachel began her terrorism
insurance career as an insurance consultant for the OECD in the Direfdofateincial and
Enterprise Affairs. During her time at the OECD she was instrumental in designing and
implementing theE-Platform on terrorism risk insurance and hadykevolvement in the
OECD terrorism risk insurance conferences in Paris and in Washington. In addition, Rachel
was also involved in natural disaster insurance projects combining efforts of APEC and
extending the OECD/G20 Methodological Framework on Dis&isk Financing. During her

time at the OECD, Rachel worked with various government representatives, industry leaders,
academics, members the OECD High Level Advisory Board and heads of various natural
catastrophe pools and terrorism risk insurance psolgemes.

Rachel has also had corporate insurance experience as a Senior Model Evaluation Analyst at
Tokio Marine Kiln and as an Executive in the International Regulatory Affairs Department at
Lloyd's. At Lloyd's she was also exposed to cyber insurdmwoedgh her role in cordinating

internal cyber insurance meetings.

In addition to her corporate and international experience, Rachel seeks to strive for academic
excellence. Resultantly, Rachel has undertaken a PhD thesis in designing a naturallvatastrop
insurance scheme for Australia. Her PhD manuscript is currently under examination.

5. CAN INSURANCE EVOLVE TO MEET THE NEW
TERROR THREAT ?

France. Belgium. Turkey. Germany. France again...

Terror activity intensity has increased in the past year a&asspe, and while we can hope

for a reprieve, all indications are that the problem could worsen in the coming months. Absent
a change in the trend, we can better prepare ourselves for active assailant and other terror
attacks. For the insurance industtyatt means developing and distributing broader cover that
directly addresses the need for economic recovery from an event with minimal physical
damage.
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THE EVOLVING TERROR ENVIRONMENT

Within a period of one weeKkinTukay atrpck bomlaiv an a
Nice, and two attacks in Germany. Wielding an axe on a train in Wirzburg, one assailant
injured 18 people. Roughly a week later, a suicide bombing at a music festival in Ansbach
injured 15 people, making it the first Islamisttrexnist suicide bombing to take place in
Germany. Meanwhile, the coup attempt in Turkey resulted in more than 250 fatalities, and in
Nice, 87 were left dead. In these c@sdike most terror events of the past few y@aphysical

damage was minimal, resulgjrin little impact to the global insurance and reinsurance industry.

A cursory look at the data shows just how the threat has evolved in Europe. Excluding Turkey,
Verisk Maplecroft reports approximately 40 terror events, resulting in more than 25@efatalit

and more than 850 casualties for themi@nth period ending July 2016. A 68 percent decline

in frequency from the prior tthont h peri od didndét provide rel
however. Fatalities surged from just over 30 in the same perical pyier, with casualties up

from nearly 90.

Anthony Canale, Vice President, Verisk Crime Analytics and a former Chief of Police, says,

6Soft targets remain the norm. From Ataturk
in Nice to the Munictshopping mall, terrorists are striking areas that are frequented by the

public and notoriously difficult to secure
The recent events in Germany al so r etblicect th

transport, shopping centers, and a restaurant.

Canale also notes a similar threat in the United States and believes that school boards, in

particul ar, should Dbe concerned. OMunicipal
structures are @ggned, not surprisingly, for public use. By definition, that makes them soft
targetséb. He continues, O6More than any ot her

government exist specifically to serve their citizens and need to be able toimnwesisures

to return a community to normal as quickly as possible. The need for a swift recovery paired
with the softness of potential targets makes effectiveg@asnt financing crucial to any public
sector emergency management planbo.

Tom JohansmeyerAssistant Vice President, PCS Strategy and Development, highlights,
OReality dictates a need for changes in the
of fered). Thereds been a maintenanceodwtf t he
offerings, whilst other areas of the insurance industry are embracing innovation. Why is
innovation not incorporated into terrorism insurance to diversify the products offered and the
l'imits available for covero?

He continues, h#etent bhallengds, expandimg derraigmeinsurance should

be seen as an opportunity for the insurance and reinsurance industry. Primary insurers and
capacity providers may start to deal more directly with original insureds to develop solutions

to the evolwng terror threat. Some activity has occurred in this space this year, particularly
with fAactive assailantdo cover to address att
December 2015. But more stildl needs to be do

According to Johansmeygehe soft target issue extends naturally into the private sector as well.
OWhil e the obligations of businesses are dif
the underlying issues are the same. Customers and shareholders may exgeein needl

abusiness to resume some degree of operations quickly after a terror event and then return to
normal as soon as possible. A hospital is a great example. After an event, it may immediately
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be focused on serving the critically injured from an attack, butragégoint, it will need to be

able to deliver its full range of services to the community. Grocery stores will need to open so
customers can feed their families. The sort:c
difficult, because they have tpetential to disrupt a business or a community but are not easily
hedged based on the existing structure of th

The threat is salient and well known. The challenge is action. The global insurance and
reinsurancendustry remains focused on providing protection for major property losses, such

as the terror attacks of September 11, 2001.
such activity on balance sheet sver-anddesigegeds a ¢
to hedge economic losses from smaller events that yield little or no property damage. In
addition to fulfilling a societalneedp ar t of t he gl obal dJarceverr ance
designed to meet the needs of original insufadig the current terror threat would provide

new opportunities to deploy capital and meet the needs of shareholders worldwide.

TRADITIONAL INSURANCE: ONLY PART OF THE ANSWER

A terror event is a loss event. The question is really just one of who tdiynieears the loss

because somebody always does. If the original insured is covered for terror, and the nature of

the event is consistent with the policy, then of course the insurance carrier bears the loss. Based

on the size of the loss, it could havee i nsur ance or retrocessional

active shooter situation, though, an origina
pushes any losses to the shareholders that are forced to absorbatipeaspect not viewed
favor ably by corporate boards of directors. T

risk managers to take effective hedging action given the nature of the terror insurance and
reinsurance market today.

According to Johans melheara reinsiirhncedbsokenctain thatmeoo mmo

she can find plenty of traditional capacity
index or parametric triggers. AfHinkedtsdtaitiese s n o
(ILS) marketinstad of relying on traditional rei nsur e
it comes with constraints. I f a cedent is |o

terror is normally written, alternative structures and sources of capdahie more important.

And underlying the entire market is the fact that the covers available tend to align with demand

in the industry. After all, it doesndét make
wants. Demand seems to be focused squarelyhe major property loss events with the
potential to impair insurer and reinsurer balance sheets. The 1993 World Trade Center
bombing, Oklahoma City, and the terror attacks of September 11, 2001, come to mind. Canale

says, O0Even bef active asdaitaet madél iby terroristoorganihagons, the
frequency of major attacks was | ow, but the
The industrydéds bias toward physical damage |

from terror events, despitbe increase in frequency. And the prevalence of smaller, nimbler
attacks means the prospect of insured losses under the current industry model is becoming even
more remote.

Canale reminds us about the human elements of terrorism and that the &bility dhve o6 gl ob

insurance and reinsurance industry has the capacity to make a real difference to individuals,
communities, and business. If the global insurance and reinsurance industry really wants to
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make a difference, the industry needs to think about hdyapens at the most fundamental of
|l evel so.

A more flexible and relevant approach to terror insurance protection could serve several
purposes. In addition to providing a broader service to original insureds to help them recover
postevent (addressimgpghe i ndustryodés societal pur pose), I
greater opportunities for profitable growth. For this to happen, the insurance industry will need

to expand significantly in relation to how it approaches the terror threat.

PARAMETRICS : A MORE EFFECTIVE WAY TO COVER TERROR

Traditional insurance thinking ostensibly focuses on making the insured whole. The purpose
of a policy (or a reinsurance treaty) is to compensate the claimant fully within the terms of the
policy relativeto the underlying loss. In practice, this usually means focusing on the value lost
and delivering a payment tied as closely as possible to it. If a motor claimant has a £2,000 bent
metal claim, based on the policy, he should receive £2,000 (less anyiblejludthile there

is a place for this type of insurance in terror, an insured may have more urgent needs that have
to be addressed differently.

Letds <consider a commerci al l nsurance custc
terrorism. An event amrs, causing little physical damage but considerable business
interruption. And | etbés even assume that the

than property damage. Terror events can be complex, requiring time and expertise to handle a
claim. It could take months (or longer) for appropriate compensation to be determined. Since
the insured would ultimately receive a fair and accurate payment, one would think the whole
process worked.

In many cases, that may not be true.

Immediately followng a terror event, a commercial insured will have to focus on resuming
even limited operations as quickly as possible, with the next step being a subsequent return to
normal operations as quickly as possible. Doing so requires capital, and its use imapasot
straightforward as it would be in a physical damage scenario. For the latter, the insured would
use funds from the claim payment to repair the structure.

Business interruption is different. Following a terror event, the insured may need toinnvest
helping the staff cope with the trauma of the event, increasing security, and advertising and
marketing (including crisis communications) to help reassure its customer base that the
business is safe, operational, and ready for the public to comeAmia of this sort has to

occur quickly. Trying to reassure the public six months after the fact may be too late.

The traditional insurance mechanism may not be a great fit for immediateveodtfinancing,

but alternatives do exist. In fact, the termarket can look to the natural catastrophe space for

a solutio® specifically, parametrics. Parametric protection uses the magnitude of the event
rather than the size of the loss as the trigger for payment. It can be fast, straightforward, and
highly effective.

For terror, a parametric policy or industry loss warranty (ILW) would be relatively easy to
structure. As an independent reporting agency, Verisk Mapleguvides data on

CAN INSURANCE EVOLVE TO MEET THE NEW TERROR THREAT ? PAGE 230F 112



JOURNAL OF TERRORISM & CYBER INSURANCE 6 OcCT 2016- VoL 1No 1

approximately 30 attributes for each terror event and has more thag®dDQ3&vents in its
database, going back to 2004.

According to Johansmeyer, 060The simplest appr
fatalities or casualties. You could refine the trigger by specifying locations, perpetrator groups,

or incidenttypes. And you could build in exclusions like hoax, CBRN, or kidnap. For aggregate
covers, a Afat al iotforexhmple, ordylevestewith aMeast 100 fatalibes k

count toward the aggregate for the coverage périacaddition to using hourslauses to tie

together separate events by the same perpetrator group in a coordinated, -toodtipa
attacko.

With the ability to determine the magnitude quigklgs long as a reliable independent
reporting agent is in pladeparametric triggers aneniquely capable of delivering an answer

well before a traditional commercial insurance claim is sorted out. As a result, the insured
would have access to a source of emergency capital that could be used to help quickly recover
the business, handle thesisi, and more easily guide the staff and operation back to normal.

A UNIQUE OPPORTUNITY

Innovation can be difficult, especially the part that involves willingness to change. For the
insurance industry to adapt to the latest iteration of the globarigtrtoreat, however, the

necessary components already exist. Theyobve
being introduced and mar keted to original [
create opportunity all along the global risidazapital supply chain. Parametrics have been in

use for years in property <catastrophe, and
What 6s missing is scale.

Johansmeyer says, 06O0Original risk beprésens wi t h

a variety of pricing and modelling challenges, the people of our industry will find ways to
address them. Distribution is the greater obstacle to adoption, although that could become
easier with the frequency of terror events the world has set® ipast two years. As new

terror insurance products come into the market, the insurance industry will need to
communicate the benefits of the cover and ensure that it addresses the concern of boards of
directors and sharehol der sé.

The insurance industnyeeds new ways to grow, and corporate insureds need a new form of

protection. Terror insurance could solve both probleimg not if traditional thinking prevails.

Anthony Canale
VP (Crime Analytics and CargoNet)
Verisk

www.linkedin.com/in/anthorganale39al1748

Tony Canale, Vice President, runs Verisk Crime Analytics and CargoNet for
Verisk Insurance Solutions. He has more than 33 years of experienaeanfacement at the
federal, state, and local levels. During his career he supervised numerous national and
international high profile cases and spent nine years working as a supervisor of an FBI/DEA
joint organized crime and drug task force focusing ational security matters.
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Roger is a former British Army Countdierrorist professional,
decorated for his services in countering IEDs. He has briefed the
United States House Armed Services Committee on future trends in terrorism and has provided
specialised threat analysis sugpiar governments and the insurance industry for the last 16
years. He has been involved in both developing terrorist incident insurance models and
conducting PML studies, and advising companies on security measures. He is a member of the
United Nations Cene for CounteiTerrorism List of Expert and has advised a number of
nations on national response issues, specialising in {basad procedural development. Mr
Davies blogs on such issues, and othersvemnw.standingwellback.comMr Davies is a
founder and director of IMSLw{ww.intelmsl.com)which currently provides terrorism threat
analyses and associated data to a number of governments, industry and insurance providers.

6. DRONES& TERRORISM

EXECUTIVE SUMMARY

The rapid technological development, and wide use of Unmanned Aerial Systems (UAS) or
drones is already associated with an increasing occurrence of their use for malicious
purposes.With limited investment and minimal innovation, groups with nefariotent are

able to use drones to gather information, and to deploy payloads very accurately and
quickly. Ultimately, these payloads could include improvised explosive devices or hazardous
substancesWhilst the technology and systems to mitigate thlkesrare developing, they are

not currently widely available or deployed routinerom an insurance perspectivibe scale

of explosive device that might be deployed by a drone is comparatively small compared to most
Realistic Disaster Scenarios (RDSywever, the ability to deploy a device in three dimensions

to a specific, vulnerable location, at speed, could be problem&tially, the nordamage
Business Interruption (BI) implications are potentially significandven when no actual
explosive dece is employedPerhaps most concerning, the scenarios related to a chemical,
biological or radiological scenario are troubling as they move from a point, surface release to

a much more complex dynamic dispersal at heidddyond considerations for insng the
legitimate use of Unmanned Aerial Systems, the industry may need to consider in detail the
coverage implications of this relatively new threat, and if necessary consider what guidance
might be provided to clients about sensible counter measures.

Throughout this paper | wi || use the term 0
interchangeably.

HISTORICAL CONTEXT

The use of Unmanned Aerial Systems (UAS) to strike terror in populations or conduct acts of
terrorism, war or sabotage may feel lkeew meme, a new concept. But as with many terrorist
techniques, history teaches us that what we

On August the 2%, 1849, Austrian forces laying siege to the city of Venice carefully fitted
explosive charges to 200 unnmeed aerial systems. These balloons were released from an
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offshore platform for the wind to carry them over the city. Each balloon carried a bomb; a pear
shaped vessel filled with gunpowderThe designer, Austrian artillery officer Franz von
Uchatius,wass bl e t o Aprogramo the balloon flight b
him to calculate wind speed and direction. The bombs were dropped after 23 minutes by an
ingenuous burning fuse mechanism.

In World War Two, balloon devices were usediwgh the British, who sent balloons trailing

long bare wires to short circuit German power lines, and the Japanese who sent high altitude
balloons driven by the jet stream all the way across the Pacific to drop incendiaries onto North
American forests.

With somewhat more proactive control systems than the use of the wind, Nazi Germany
employed radio controlled guided bombs desig
as expressing surprise as a high altitude aircraft was seen dropping bombsilssnasvay,

then seeing the bombs track towards them in a manner that was quite unexpected. Later the
Henschel HR293 remotely controlled glide bomb with a range of about 9 miles was used to
attack Allied shipping.

SUSPENSION LUG- FUZE POCKET BASE PLOTE TAIL TRACER UNIT

WING

WARHEAD

CONTROL GOMPARTMENT

KOPFRING
CENTRAL
EXPLODER TUBE

MAIN WING SPAR JET PROPULSION UNIT CONTROL SURFACE

Figure 194—Hs 293 Glider Bomb; Hs 298

Figure 1 Henschel HS93 remote controlled glide bomb. Image from
https://en.wikipedia.org/wiki’lHMT_Rohna#/media/File:Henschel HS 293.jpg Public
Domain

Onalargersca® SAAF and the US Navy under AOperati o
B17 and PB4Y bombers as precision guided munitions against hardened enemy facilities such

as Uboat pens and V weapon launch sites. Typically, the aircraft were stripped of all
unnecssary systems and loaded with a huge amount of explosives. They had a human pilot
and flight engi neer-ofiahda thé fland wasfited with T\bcamefas e r t
and a radio control system, controlled from a nearby airtraft.

1 https://en.wikipedia.org/wiki/Operation_Aphrodite
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WHY DRONES?

Before examining modern applications of Unmanned Aerial Systems it is worth examining
what the 6driversé of their use were and are

1  Weapons systems approaching from the air are likedydad static, two dimensional or
grourd based defence and securitymeasures | n crude terms by usi
they can avoid ground based defensive measures.

1  They can be launched from somistance awayrom an area fully in the control of the
user.

1 By being Aun matmampimtdmy be killed or injusekl is takea awayhis
has two effect$ it makes attacks somewhabre efficientand the challenge of finding
a pilot willing to risk or sacrifice his life is negated.

1 Modern technology allows highly accurate, speedgition of a hazard that can outface
or avoid security responses. Such an attack becomes more efficient and likely to succeed
from a terrorist perspective. Accuracy may enable the quantity or explosive to be reduced
increasing penetrative ability of a dminto a secured area.

T All these systsapns® hwaivtehiinn htehreenm,t ai key mi | i

1  Today, the technology is widely available, as are third party adaptations described in the
internet, creating very | ow fibarrier to er

i Modern UAScontrol systems require little training and can be operated by just about
anyone.

1 Drones therefore are a fdlow risko tactica
potentially strategic advantage.

These factors are worth bearing in mind as werexa the threat posed by modern drones.

TECHNOLOGICAL DEVELOPMENTS

Several developments in technology have now further enabled modern drones or Unmanned
Aerial Systems and they provide opportunities for terrorists and challenges to security. These
develgments include:

i Control technology has advanced considerably. As an example, 20 years ago the British
Army examined the wutility of Aremote cont
vehicle in support of hazardous bomb disposal operations.atbeit investigation
discarded the effort because of the challenges of training pilots. Essentially 20 years ago
one required the same skills to fly a remote controlled helicopter as one did to fly a full
blown helicopter. Modern technology has automatedarh of t he fAski | | 0o
using such a system.

1 First Person View (FPV) technology adds further to the potential ability of a controller
to seek out and deploy a payload to a target, avoiding obstacles in real time.

i Communications infrastructure alable to the public (such as 4G) can be used and
exploited by drone users to control drones which may have advantages over the use of
morecommon ISM band control frequencies.

1 Multi-rotor technology has advanced with quadoctesystems providing steadgasily
controlled platforms.

i Collision avoidance technology is now feeding through to commercially available
drones, as are navigation systems such a:
| auncho capabilities. i Dreafically ingkesthe h o v e
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drone hover if hands are taken from the controls was frankly unheard of just a few years

ago.

AFoll ow med technology also as the potent.

Battery technology can now provide significant flight dwmatiand video technology can

transmit HD quality video from the drone, aiding piloting, or simply making drones with

a greater payload capability.

1 Materials are now lighter, and tougher, and cheaper, making drones with more payload
and more affordable.

i Modern systems utilise and optimise a range of RF technology that is now cheap and
freely available, and indeed utilise commonly available systems such as smart phones
and tablets as control systems.

1 Internet communication has enabled the easy transferofithi p a r-a nyd ftaedecdh n ol o
to a range of commercial drones. Easily available instructions such as add on aerosol
release mechanisms can be downloaded by anybody, anywhere in the world.

T Some specialised drones have Oulditofiab|l 06 pa
circuitry that can be used for nefarious purposes. Drones used for cinematography and
crop dusting (spraying) provide just two examples.

1  The speed of commercially available drones is increasing, making them faster and more
difficult to interdict

1 Swarm control systems are now coming to market allowing users to control multiple
drones safely and easily at the same time.

1  The size of effective drones has decreased making them more difficult to detect by
systems such as radar.

1 Cost of these systenfive dropped and are globally available. The cost is now so low
that the market for drones is now huge and millions are expected to be sold in coming
years.

T The 1 egal system is struggling to Acatch
controls

= =
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UAV (DJI Phantom Drone) Adapted to spray liquid (paint)

From information published in the public domain.

Emygew
Payload Delivery
A basic DJI Phantom Quadcopter Drone
without camera or gimbals system allow-
ing maximum lift capacity for the spray
can and additional spray control electron-
ics package. Drone flight operations are
controlled by the standard remote control
supplied as part of the drone system.

Improvised sprayer system

A 300 gm pressurised can of liquid (in this
case paint) is suspended under the drone
in a wire cradle made from a tomato plant
support cage.

The spray nozzle is operated by a lever
system which is attached to the top of the
can.

This lever is produced on a 3D printer and
is available to order or specifications can
be downloaded for home printing.

The spray lever is actuated by a model servo controlled by a separate
RC controller via a micro computer (Arduino) and receiver board
contained, together with a battery, in a plastic box slung under the
belly of the drone

Additional observations
All the components are easily available on the
internet for a total of around $50.

A computer and a very basic knowledge of
programing the Arduino micro computer is
required - instructions are available in the
public domain.

o

The spray system transmitter shown, is basic
and severely limited in range.

i

Drone control
Range 1000m

Spray control ga
Range 25ft GQ

Independent spray RC system

This system was designed for remote paint
spraying of graffiti to which end it uses a
four channel remote control which once
decoded by the RC receiver is interpreted
by the micro computer into commands for
spray on, spray off, long dash and short dot
spray.

A system intended to release chemical or
biological agent a single channel remote
signal to release the liquid. It is possible
that this might be achievable using the
drone’s camera control channel if available.

O O

© ocooo

WTP#1023a Feb 2016

© Image reproduced by kind permission of IMSL

| MPLICATIONS TO THE TERRORIST

The implications of all of the above to the terrorist are as follows:
1. UAS or drones can be purchased easily, anywhere, by anyone for a small amount of

money.

It will be very difficul to prevent terrorist access to this technology.

2. Drones can easily be adapted for nefarious purposes with little engineering skills

required.

3. Drones can be used to insert a hazard at great speed, in three dimensions. Given that
one of the key aspects a@bunterterrorist security measures is the principle of
establishing a secure perimeter, within which a search has removed any hazards, drones
can circumvent that basic security measure.

4. The accuracy of the drone in terms of piloting means that targetpreeiously
considered vulnerable even to significant terrorist weaponry are now vulnerable. A
drone can approach a critical component or a key person, at high speed in three
dimensions, and even enter a building in some circumstances.

5. The piloting skillsare minimal, and the range of the system can place the pilot easily

outside secured areas.

6. Payloads are still relatively small, but given the ability to place a hazard at very close
proximity to a target, this is perhaps less of an issue.

© N

Swarms can overvdim a number of counter measures.
A UAS also offers a terrorist a cheap and effective reconnaissance and propaganda tool.

A UAS can also carry cyber attack payloads, inserting, say, a spoof wifi point deep
within a target area where one might not be exgukct

DRONES & TERRORISM
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EXAMPLES OF TERRORIST USE OR SIMILAR INDICATIVE USE O F

DRONES

In many ways the issue posed by drones is already extant. Terrorists are using drones today, in
Syria and Iraq, albeit for reconnaissance and propaganda, but one cannot imagine that the
ingenuity with which terrorists are addressin
applied to drones and there are unverified instances of explosives having been incorporated
into fixedrwing drones. Indeed the British Prime Minister warned thatriets have already

tried to obtain crop spraying drones for the purpose of spreading radiological nfaterial.

Some specific examples of terrorists or other groups using comrretffetakshelf for violent
purposes include:

f Ukrainian forces using a conercial drone to drop grenadés.

1 Numerous examples of ISIS/Daesh andNatra using drones to film attacks in Syria
and Iraq. Footage is posted almost daily indicating a high degree of expertise. Most
frequently used appear to be COTS DJI drones.

1 Hezbolah using a range of drones to fly reconnaissance missions over Israel. Some of

these missions appeared to also have a specific purpose to incite terror in the population.

4

Reports of a significant Hamas drone capability under developfent.

In 2011 the FBarrested a man planning to fly explosively laden model aircraft into the

pentagon and US Capitol, to be initiated by a mobile phone ignal.

1 Recent reports from Hong Kong suggest protestors were planning to use a drone to
disrupt the visit of Chinese ldar Zhang Dejiang

1 Delivery of radioactive materiaf to Japan

= =

http://www.foxnews.com/world/2016/04/02/camenmarnsisis-could-usedronesto-spraynuclearmaterial
overwesterncities.html

8 http://tass.ru/en/world/863417

4 https://fas.org/wgcontent/uploads/2014/06/Hezbol@nonesSpring2014.pdf
Shttp://www.bloomberg.com/news/articles/2004-16/hamasbraggingrights-grow-with-dronesuseagainst
israel

6 hitp://remotecontrolproject.org/wpontent/uploads/2016/01/Hostilse of-dronesreport _operbriefing.pdf
"http://www.scmp.com/news/hordang/law-crime/article/1946061/horkiongpolice-planjam-dronesduring
chinastateleader

8 hitps://www.theguardian.com/world/2015/apr/22/drevith-radiationsign-landson-roof-of-japanes@rime-
ministersoffice
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SECURITY MEASURES

DRONES & TERRORISM

Figure 2. Syrian rebel drone
propaganda footage of an
explosion in Aleppo. Note too
the artillery projectile that by
chance was by chance caught
by the drone camera. Screen
shot from Al Nusra released
video at
https://youtu.be/jcbsJtcxvhM

| MPLICATIONS TO

Security measures are impacted by the capabilities of drones in a number of ways. These
include:
There is a need to think somewhat differently about three dimensional security. While

1.

NOo

10.

many targets cdud have
di mensionso, t he

been attacked by

potenti al

accuracy of

Drones can enter buildings through open doors or windows, manoeuvre, and can be
placed within inches of a \nerable target, controlled from great range.

Drones can be relatively stealthy. The drone that landed last year on the Japanese Prime
c ar r ydctivgmaterialprvasydisaoeertd omly
have

mi ni sterdés roof

by chance some days later. Otlter o n e s
contraband and not been discovered for some time.

fcrashed?o on

As well as providing complex threats, drones also provide a simple hazard if control is
lost and they fall on people underneath thesecurity measures neé¢al bear that in
mind1 causing a drone even without a payload to crash can Kill péapid the wide
availability of drones will mean even the foolish may have the opportunity to fly what

has been described

Aan ai rlebSomiigatioh a wn

systems that offer the ability to take control and land drones are preferable over those

that simply cause drones to fall from the sky.

Secure perimeters surrounding a positively cleared sanitised area, may not remain so. A
drone can deply a hazard to the area after it is secured.

Technology continues to advance rapidihe threat posed by drones is and will remain
highly dynamic in nature. The ingenuity of third party drone adaptations will reinforce

that.

The legality of establishingertain drone counteneasures has yet to be tested.

Drones pose other security threats beyond terrorigotection from cyber threais
such as a drone flying a Wi access point into a secure area, or filming sensitive
activities or filming sports ents for which TV rights belong elsewhere all pose

challenges.

The presence of a drone will not always equate to a threat. Drone use for legitimate
purposes is likely to mushroom in coming years such that there may well be many
legitimate drones in theiranear a secured facility. Separating threat drones from
legitimate drones will be a challenge and may pose a Business Interruption (BI) threat.
Drone threat response plans need to be flexible and integrated both with other security
measures and any cdendrone solution. Some countdrone solutions are not holistic

and only answer part of the question.

Security measures will need to be compliant with local regulations and legal structures.
Some measures will need appropriate authorisation which veidl teebe balanced with
the potential of a drone threat being detected say at 250m, and being immediately

DRONES & TERRORISM
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11.

12.

13.

14.

15.

16.

adjacent to a vulnerable target seconds later, 24/7. Drones pose very fast challenges to
security responses and will demand speed of decision makimgre may be little time

for formal, slow time authorisations and so-prghorisation of certain security measures

may need to be in place.

The drone threat can be highly dynamic. Let us say a drone lands in facility adjacent to
vul ner abl e dAceuyity plaan might e ¥rmplemented, an evacuated cordon
put in place and a command post westablish
Airel ocated to vulnerable point AYO or e v
facility. Theoretically a dronean chase crowds evacuated from a building causing
significant panic. Most hazards detected in a secure facility will remain stationary and
most security plans assume that drone might not, requiring much more agile security
plans. A key requirement @ounterdrone systems will be to maintain the mitigation
effect until such time as the threat is otherwise immobilised.

Threat drones used by terrorists or criminals naturally will hold significant forensic
intelligence value and security plans shouldguse that.

It may be difficult to establish the nature of any hazard from payloads. In essence they
should be treated like a Radio Controlled IED until such time as the proper authorities
have mounted their response.

There may be significant challengea®rh false alarms. A drone such as the one
illustrated above with an aerosol can may be designed to simply be a tool for exotic
graffiti. But such a drone seen on say W
de Triomphe will likely cause significamtisruption until it can be proven to not be
hazardous.

Swarms of drones need to be considered. Technology to control swarms of drones is
already available and countérone systems need to be capable of responding to a
number of drones at the same time.

In some circumstances, a countieone system can provide an effective deterrent
measure. In this sense, the drone threat and cenng@sure situation is unusual. There

is no countemeasure that can prevent a shooting completely or a rocket or mtartkr at

But the more effective counteirone systems can mitigate certain drone attacks
completely.

DRONE COUNTER-MEASURES.

Just as the market for drones is increasing so too is the market for drone counter measures. It
is not the purpose of this article tecommend one or other of the available or stelpe-

available counter measures. But the following may be considerations:

1.

There will be one or more elements to a coudtene system, that might include:
Detection

Alarm

Identification

Categorising as treat

Tracking

Mitigating/Active measures

~oooop

For counterdrone systems that do not offer all of the above, then consideration needs to be
addressed to the others in a coherent plan.

2.

3.

Depending on the nature of the secured area or potential target for threat drones, there
may or may not be a need for a 24/7 capability, and by implication, operations in the
dark.

Some systems may be automated, some will requireimagire-loop.
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4, Somemeasures may require appropriate author
certain jurisdictions.

5. AiJammer so which cause a drone to | and or

may complicate matters further. In those circumstances more advastans that take

control of the threat drone and enable it to be landed in-dgwignated safe zone may

have attractions.

Some counte)rme asures can deal with Aswarmso of |

Some require line of sight, others do not.

Some cannabperate at night, others can.

Some require minutes or more to deploy an active counter measure, others can do it at

speed.

© 0N

| MPLICATIONS TO THE |INSURANCE INDUSTRY

Drones represent a new terrorist attack vector, which as yet is not being fully moSethed.
potential implications for insurers include:

- Conventional Terrorism Realistic Disaster Scenarios (RDS). Compared to existing explosive
scenarios that are run to determine property damage and business interruption assessments, the
size of device thanight be deployed by a drone is smallowever, the ability to deploy to a

very specific location needs to be considered in detail for a range of asset Ty@es. is

probably limited implication for large urban structures, but it will be prudent teidenRDS
implications for energy, power, aviation, communications technology and media carefully.

- Conventional Terrorism Business Interruption (Bl) issu@fie wide availability and
difficulty in effectively countering the use of drones, points tasahe potential for them to

be used to create feawWhether or not a payload creates property damage, there are a range of
scenarios, particularly in urban environments where significant-daomge business
interruption might be generatedhese scenass should be considered in detail to determine
whether existing nadamage Bl extensions are likely to apply.

- CBR RDS. Most existing RDS with regards to chemical, biological and radiological scenarios
are based on a point release at ground leVberewill need to be a reconsideration of these
RDS to include the potential for a complex, dynamic dispersal at height which has the potential
to significantly expand a hazardous area.

- Terror/PV exclusions or extensionBepending on the possible poritbimpacts of a range

of UAS scenarios, it may be appropriate to consider providing guidance to clients in specific
sectors on the kinds of mitigation that are considered reasonable. There is also clear potential
for insurers and the more effective courdeone system providers to offer a synergistic
solution.

- Specific UAS insurancelt is understood that a market for the legitimate use of UAS already
exists. There may be a requirement to include potential liability risks associated with use being
confused for an attack. As suggested earlier, the potential Bl implications are
significant. Also, the telemetry available from a drone may also allow insurers who insure a
drone operator to examine the actual commands sent to the drone in the evdaihaf a ¢
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Laurent Montador
Deputy CEO
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Laurent graduated from University Pierre and Marie Curie and
University Paris Dauphine.

Laurenthas more than 25 years of experience in the insurance and
reinsurance fields. He has held management positions in various roles within both Actuarial
Management and Underwriting Management. The management positions Laurent successfully
held were in compaes including BNP Paribas, AXA Re, Transatlantic Re and Flagstone Re.

He sits on several boards, including HCFDC (French High Committee for Civil Defence),
GAREAT (French terror pool), GAREX (marine risks), and chairs the board of Caissrelux (a
CCRcaptive).

/. TERRORISM, A NECESSARY PUBLIC-PRIVATE
PARTNERSHIP

CCR is a publiesector reinsurer serving the general interest by providing insurers operating

in France with coverage against exceptional risks. Since 1983, CCR is accredited to cover
propertydamage resulting from acts of terrorism with the guarantee of the French State. In
this framework, CCR has focused its efforts toward improving its understanding df nisks
particular by collecting detailed data and developing fstale models of phenwnai in

order to actively contribute to industry discussions. The events of the year 2015 shed light on
new issues involving insurance coverage, in terms of both property damage and bodily injury.
With regard to this new context, it appears necessamotwsider possible changes to our
existing systems, in order to ensure their sustainability.

THE ROLE OF THE STATE

The present geopolitical context, marked by conflicts in the Middle East and-Baharan

Africa as well as the threat of terrorism th&gues western countries, requires these states to
ensure the security of their citizens and provide compensation for damages that may arise. As
underscored by the Association of Reinsurance Professionals in FAEPRER in its 2012

white paper: "The ingance and reinsurance of terrorism on the principal markets requires the
intervention of the states. It is the states who oversee foreign policy and internal security and
who are the principal parties in the prevention of terrorism risk, hence theiregqui
implication. They (either severally or individually) also have the financial capacity to provide
protection against a market's exposure to a major NBCR (Nuclear, Biological, Chemical or
Radiological) loss."

In (re)insurance as emphasised by MichKkrjan (2010) "terrorism" risk is quite different

from natural risk. Admittedly, it belongs to the category etathed "Cat" risks, i.e. risks that,

by their nature, can generate either several individual major losses, or a large number of smaller
losseswith in both cases numerous victims and very high economic costs. Yet one of the
principal characteristics that distinguishes terrorism risk is based on the fact that "the
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probability of the occurrence of an attack remains intrinsically much more uncardi
ambiguous than that of a natural catastroplcause these aspects are difficult to grasp and
despite the differences in their scope, the various coverage schemes implemented in Europe
provide for, at one point or another, treewf public intergntion (see @ble 1).

Tablel: Principal European coverage schemes that make use of public intervention

Name Consorcio Pool Re Extremus AG Gareat
Country Spain United Kingdom | Germany France
Inception 1954 1993 2002 2002
Oldest Implemented in Implemented in
insurance Implemented the wake of thg the wake of the
Characteristics | system after the terroris| September 11 September 11
covering attacks of 1993 | 2001 terroristf 2001 terrorist
terrorism attacks attacks

The scheme
ensures the

: oolin of
The Consorcic pooling
. : major risks ang
is a public .
The pool acts as | Insurance its  members

insurance bod reinsurer and i§ company  with| benefit  from

Mechanism n_which| o overed by thq the backing of CCR's
participate  all overnment the Federal Statq unlimited
insurance g
companies pribalat
which IS
backed by the
French State
Compulsory Yes No No Yes
cover

These different examples illustrate that the characteristics inherent in terrorism risk have led
several countries to combine private and public resources when building their compensation
schemes. In the name of national solidarity, France has adoptpdlityssince the State seeks

to strengthen the resilience of its citizens, of its economic stakeholders and of its institutions.
CCR participates in industry discussions with the French Treasury Department and the related
professional entities while renmaing aware of the needs of the market and striving to establish

a balanced financial architecture that will provide a sustainable solution in accordance with the
demands of the State. The latter is also a stakeholder in a bodily injury compensation scheme,
via a guaranty fund (thEGTI'9) that coexists with other contingency instruments including

the property damage compensation scheme. For these compensation schemes, CCR is
accredited to provide public reinsurance for
million) upontheregest of any insurer and for | arge r
through GAREAT (French terrorism insurance pool). This reinsurance therefore enables CCR

to provide unlimited coverage of losses.

The emergence of new forms of terrorism and #wspective of new types of risks combined
with the acute development of genuine technical capabilities of new terrorist groups, such as

9 Michel-Kerjan, see bibliogiphy.
O FGTI: Guaranty fund for the victims of terrorism and other offenses.
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cyberterrorism or the development of chemical weapons, serve to emphasize the necessity of
involving both public and pwvate stakeholders in the establishment of compensation
mechanisms. The latest events occurring throughout the globe demonstrate that there is a high
level of human risk involved but also substantial indirect economic impacts such as business
interruption,decontamination costs, the cost of clearance operations and of contingent liability,
and cybeiterrorism, to name a few.

France was severely affected in 2015, with Charlie Hebdo attacK"toé January, Hyper
casher attack thé"®f January and Noveneb 2015 Paris attacks near the Stade de France and
at the Bataclan Theater.

Concerning the November terrorist attacks, the amount of compensation provided to the
victims may r eac h80Qir8pdried amims &t ithe BHarchy 216 and®
potentally a ultimate number of claims near 4 8b0The indirect repercussions on the
country's economy with the forced inactivity of several areas of the capital, a drop in the activity
of restaurants, a decline in the frequency of tourists to public placefeaer visitors are
estimated t¥B cost G2 billion

The latest developments of terrorism in the world in general (in Orlando in June 2016 or in
Germany in July 2016) and in France specifically (in Nice the 14th of July and irE3&@inbe
du-Rouvray in Normandy region the 26of July), show that the entire population is exposed

to its consequences. Acts of terrorism are no more located exclusively in Middle East or in the
capitals of Europe but in every town, whatever their size. The entire populaggpased,
regardless of its religious origins or its social status. Therefore, it is difficult to assess the
vulnerability of populations or the exposure of different areas.

RISK KNOWLEDGE EFFORT S

With a perspective to further discussions as to waysdapiing existing terrorism risk
compensation schemes, modeling stands out today as a necessary tool. Over and above those
acts of terrorism that directly provoke bodily injuries by the use of arms, improvised explosive
devices are frequently used in tersbroperations. Thus, over 25,000 terrorist attacks were
perpetrated in this manner since 2010 causing approximately 45,000 deaths and 105,000
wounded worldwid&.

Today, the use of NBCR weapons comprises one of the most feared scenarios. Due to the very
small number of reports of this type of attack, we have only few examples to draw on. Among
the most significant events, we may cite the sarin gas attack in the Tokyo subway in 1995 and
the presence of a dirty bomb consisting of dynamite and cads3iinm maylovsky Park in
Moscow the same yedr With the emergence of terrorist groups backed by considerable
financial and human resources such as the Islamic State in Iraq and in Levarnt (B&EHBEH),

experts agree that, today, the possibility of such anlaisareal.

To fulfil its mission, CCR invests in modelling tools. Unlike natural disasters that encompass
a variety of risks, terrorism is a specific risk which can at times be difficult to identify.

1l es Echogin French) ¢ Attentat de Nice: | 0i nde mledrania¢ditianof des vi
July 16, 2016.

12 e Figaro(in French) "The terrorist attacks macost the French economy two billion eurelctronic edition
of November 25, 2015.

I3 START consortium database, University of Maryland, USA.

1 French foundation for strategic researgbr(dation pour la recherche stratégique
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Furthermore, the frequency of its occurrence flucsiateonjunction with global geopolitical
tensions. In addition of conventional terrorism (explosions and conflagrations), experts and
intelligence officers agree that terrorist groups are intensifying their efforts to obtain and
ultimately use NBCRE type weapons (Nuclear, Biological, Chemical, Radiological and
Explosives).

In this context, CCR has invested in the development of impact models for attacks of the type
NBCR-E. If an NBCRE act of terrorism is a credible threat, the specifics of such arkattac
(where? when? how?) are difficult to predict and make the development of a probabilistic
model even more difficult. This type of model appears out of reach for the time being, as the
conceptual challenges of formalism and mathematics render such amadpproeliable.
Estimating the annual probability of such an event occurring by accurately quantifying the
feasibility of an attack, the interest in striking a given target, the motivation of a terrorist and
the worldwide geopolitical situation are justns® of the challenges limiting our ability to
generate a realistic probabilistic view of this risk. This being said, our modeling work has been
oriented toward a deterministic approach taking into account a variety of parameters such as
the position of theource device, the quantity of explosives, the nature of the dispersed NBCR
substances and the meteorological conditions.

CCR thus developed a multivariate model providing a view of this risk, which goes beyond the
simple deterministic approach and whiemds weight, for any given scenario, to the costs
generated by the modeling of many hundreds of deterministic calculations.

The model's design incorporates several modules:

1 a potential target cataloge, such as embassies, top tourist attractions, jphaarship,
airports, train stations and industrial sitesn particular those with links to the
petrochemical or nuclear industries;

1 a hazard module, developed in partnership with the French Company ARIA
Technologies, which draws on statethe-art scietific knowledge to:

¢ assess the zone affected by the explosion blast,

¢ calculate the geometry and mass distribution of the NBCR substances in the
plume,

¢ plot the course of a plume carrying NBCR substances, taking account of
realistic meteorologicaionditions;

1 aloss calculation module, combining hazards and human or financial risk exposures
(geolocalized policies) while enabling loss evaluation.

Furthermore, in order to produce as realistic a model as possible, the hazard module takes into
consideation the threalimensional aspect of buildings as this has a significant effect on the
dispersal of the contaminating plume. Indeed, buildings may act as a barrier to the flow of the
plume, in this case the contaminating substances will affix themseltias facades exposed

to the wind, yet they may also temporarily accelerate the flow creating a vortex and modifying
the contaminated area by spreading to the courtyards of buildings or to streets that lie
perpendicular to the direction of the wind.

We have simulated the dispersal and contamination of persons and buildings located along a
popular tourist Avenue (Champs Elysées, Paris, France) by a dirty bomb combining
conventional explosives with radioactive material (see figure 1). This type of devicbemay
easily improvised and transported in a simple backpack, the most difficult aspect would be to
collect a sufficient amount of radioactive material. The effect of the blast is clearly visible at
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the top of the Avenue. For the different radii, the modeViles the excess pressure values to
which are associated the irreversible damages to both humans and structures. Once the initial
explosion has suspended the radioactive particles in the atmosphere, it is the meteorological
conditionsi and in particulathe wind speed and directidrthat will control the dispersal, the
settlement and the contamination over the length of the plume. In the scenario we have
illustrated, the wind blows gently from the northwest. These types of scenarios, sometimes
called "hyperterrorism" scenarios, may severely impact different insurance lines, generate
several tens of billions of euros in losses and, over the long term, give rise to a chain reaction
of losses: business interruption, loss of tourist revenues, etc.

Figure 3: Example of a hypothetical "dirty bomb" scenario at the top of the Chéilysées

EXAMPLE OF A HYPOTHETICAL “DIRTY BOMB"-
\’;), @ SCENARIO AT THE TOP OF THE CHAMPS-ELYSEES:
explosion blast and dispersal of

NBCR substances by a north-westerly wind

= CONTAMINATION
Low High

BLAST EFFECT

L T .

Low Substantial

Source: CCR.

THE CHALLENGES OF TOMORROW

With regard to this new context and the discussions currently underway concerning damages
to persons angroperty, it appears necessary to consider possible changes to our existing
systems, in order to ensure their resilience.

BODILY INJURY COVERAGE

Compensation for victims of terrorist attacks has been provided by a guaranty fund since 1986.

The fund beame the Guaranty Fund for the Victims of Terrorism and other OffeRsasl (

de Garantie des Victimes des AeRGalsfolldvng Ter r or
the extension of its missions in 1990. Based on the principle of national solidasitiyriti
provided compensation to 4,000 victims of te
1985 and 2014. With the exception of the terrorist attacks of 1995 which cost the lives of 8
individuals and wounded 200, some severely, the essentiabrp@f compensation was

provided in respect of terrorist attacks that occurred outside French territory. The annual
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resources of the fund are approximatéBB85 Million, but so far, compensations due to
terrorism represented a small part of the overathant of compensation.

The stigma left by the terrorist attacks of 2015 lead us to reconsider ways of ensuring the
resilience of the compensation system for victims of terrorism. Indeed, since the terrorist
attacks of November 2015, almost 4,100 claimghaeen handled by theGTI T or as many

as those processed since the fund's inception. In respect of 2015, the total amount of
compensation is estimated at approxi mately
evaluate the compensations for ekt of July 2015, but it should be important with 84 deaths

and 286 injured and hospitalized people.

This unprecedented situation requires strict cooperation betwediGthieand the different
stakeholders, especially the actors from the insurance maiketguarantees to which the
victims subscribe generally provide the right to compensation. As suggested in March 2015 by
Nathalie Faussat, director of tR&TI, the amounts paid to the victims in respect of individual
and group policies will be deducteti compensatida. In practice, distribution between the
intervention of the fund and of life, accident and health policies appears difficult to discern and
no doubt merits clarification by both parties.

For prevention purposes and in order to take imtwoant changes in exposure to acts of
terrorism, an increase in the contribution component included in property insurance policies
from 03.30 to G4. 30 w®6ctodee 20i15 felldwing the attdchks ofd e c r e
January 2015 but prior to those of November 13. This incredS@Tihresources is about EUR

86 Millions and represents a preliminary response to the threat of terrorism. However, given
the number of claims handléd the aftermath of the attacks of November, will this measure
suffice in the event of terrorist attacks of greater magnitude? This unprecedented situation
obliges the different parties to attempt to outline all possible perspectives. In this manner,
recouse to the use of the insurance market by way of the establishment of a standard guarantee
in life, accident and health policies, or by extension of property policies, could comprise an
area of reflection and discussion between the parties involved. prékent context marked

by the evetincreasing risk of terrorist attacks, the establishment of a mechanism that could
depreciate the cost of major events before they occur could also be used to ensure the financing
of compensation costs in the event of vitale attacks.

PROPERTY DAMAGE COVER\GE

Made compulsory by the French law of September 1986, this coverage, as is the case for bodily
injury coverage, takes the form of a supplementary guarantee that insurers include in property
insurance polici¢$. Modifications made to this law in 2006 do not however provide any
indication as to the scope or the pricing of the mandatory guarantee which, consequently, is set
out by the terms of the polit¥ Although article R12@ of the law stipulates to a limitestent

the scope of application of the coverage, the first possible change would be to define the limits
of compensation by attributing specific rules to the legal guarantee.

Reference to the fire guarantee was carried over from the context in whiabvérage was
designed, namely acts of terrorism committed using traditional explosives that cause fire and
explosion damage. The events of January and November 2015 and July 2016 radically changed

BLOoArgus deMdrahaods ur ance
16 Law no. 861020 of September 9, 1986.
17 Law no. 200664 of January 23, 2006.
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the paradigm as the modus operandi was entirely differemt fhe attacks perpetrated in the
1980s. Already in 2006, the coverage was extended to include damages resulting from attacks
using nuclear, biological, chemical or radiological weapons. Additionally, regarding the
damages resulting from the recent shaginit appears necessary to review the indirect
economical consequences of this type of attack in order to enhance the resilience of our
societies, including for those risks that lie at the limits of insurability.

Indeed, simultaneous operations of arrtexdorist groups within a single area or the explosion

of a "dirty” bomb in a location with a high concentration of insured property would potentially
have economic repercussions that greatly surpass the amount of compensation provided solely
for direct danages. This raises the question of how to compensate for business interruption
losses arising from the inaccessibility of premises or defaulting suppliers in the event of the
long-term closing of an area to traffic, especially by decision of the autlsprasenas the case

for the area surrounding the Bataclan concert hall in Paris. Although it is impossible to provide
compensation for all losses, clarification of the contours of the coverage appears necessary so
that all the parties may contribute to trexovery of the economy and to a restoration of
confidence. This clarification of the scope of intervention of terrorist coverage carries with it
two important prerequisites:

1 the preservation of the role of the State through the intermediary of public
reinsurance;

1 the assessment of potential loss experience so as to determine, as best as possible,
the required financial resources. The specific question of contingent business
interruption needs to collect data about interdependence between companies and to
model it.

The second condition is based on the supposition that we develop a model that would take into
account the different possible scenarios, including the most pessimistic ones. CCR is currently
conducting efforts in this area, in the frameworktsfgeneral interest missions.

CONCLUSION

Given the disparity of the forms of coverage offered, it appears necessary today to build a
common foundation for each type of damage, bodily injury or property, in order to provide a
response to acts of terrorighat is backed by sound financial strength and based on solidarity.
Using this foundation as a basis, each insurer would then be granted the possibility of
enhancing his offer so as to provide coverage that is best adapted to the risk.

A similar paper hasbeen published in French ifRisques"” n°105. Seélttp://revue
risques.fr/revue/risques/html/risqu#B5/$FILE/Risques_105_edito.html
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The global insurance and reinsur aomre@ndmeandust:r
of my final field exercise in U.S. Army basic training. As unorthodox as that may sound, give
me a minute to explain.

OQur opposing force was the fictional 6Combi r
Deep inthe 198@t he er ammifr ed(esv)id an dd itdnhde pesféct sbneet v e r |
And | have |l ittle doubt that thatds when th

1994, though, when | went through basic training, much had changed. We saw the Berlin Wall
fall, Yugoslavia decend into chaos, and perhaps early signs of a new threat in the Middle East,
although the first foray involving Iraq concluded in a mere 100 days.

Tierra Del Diablo

/ The People’s

The

Kingdom
of Democratic Republic
Parumphia of Krasnovia
The Republic ‘/The Baja Republic
of Mojave
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We were a handful of years into the p@simmunist transition period, but our thinkingnd
training-was <c¢l early focused on the prior threat.
after | crossed the stage at Fort Sill, a newly minted solider, my military history professor spent

the better part of a semester driving home the notion that the begiohevery new war

involves fighting the prior one. It makes sense, of course. You invest in the most recent problem

you had and adapt to the next one when it arises. And even if you scan the world for emerging
threats, it can take time to pivot. ThusetRepublic of Krasnoviafive years after the Berlin

Wall came down.

What does this have to do with insurance and reinsurance?

Until the global financial crisis in 2008, the property catastrophe space focused on lessons from

the Florida hurricanesof204 and 20050s Hurricanes Katrina.
financial crisis, the discussion turned to clash scenarios. Just recently, in a series of client
meetings, the implications of a confluence of economic and natural catastrophes entered into

the conversationwith no prompting from me.

This isnbébt to say that we take a myopic view
of event and reaction. Therebds plenty of T
emerging risks, analyticalnnovati on, and i mproved capital

planning for what you know.

While this problem exists across the global industry, it may be particularly acute in the terror
space for a number of reasons. Historically, terror has bedatively small. Thanks to the

global soft market, much of that has begun to get absorbed into aggregate reinsurance treaties,
creating accumulations of exposure where the

And thatdéds just t he t rhedrbblein.oMhite traditiodakap@esteso vi a r
are being satisfied, insurers are exploring and writing new forms of terror cover in the face of

a shifting threat. Getting better at hedgi ng
next few years.

| TG NOT (JUST) KRASNOVIA

Over the past nine months, nearly every research and development discussion Property Claim
ServicesE (PCSE) had about transferring ter
number 6. Physical d a ma gtragic atfacks in Pags andiBruseelsp e r i 0 d
among many othedsleading to high numbers of fatalities, but causing minimal physical
damage. The global terror threat is evolving. Major coordinated attacks requiring extensive
planning and resource commitment haveegiway to smaller and more nimble terror
organi sations and d6dactive assailantdéd scenar.

For the global insurance and reinsurance industry, the effect has been an unusual middle
ground. Terror activity is on thése. Businesses are experiencing losses (particularly business
interruption), but those losses may not be covered. When they are, it seems that primary insurer

|l osses are simply eroding retentions. I f you
the property damage caused by an attack. Ev
requirement that property damage reaches a certain threshold.

PAGE 420F 112


http://goo.gl/lI48vt

TERROR RISK TRANSFER: WHAT WE CAN LEARN FROM KRASNOVIA

In the early days, the shifting nature of the thdeftom major physical damage to high
fatality/low-damage situatiodsled to gaps in protection for original insureds and primary
insurers. The cover in place was never intended to attach in an active assailant scenario. This
could change as original insurédand then primary insuredsseek protection thats mor e
relevant to the changing nature of the risk.

Of cour se, t hi s does n &tsucmasa multpillioadellar physcalh e d gi
damage terror attadkcan be ignored. Krasnovia remains, to a certain extent. History has
demonstrated that lge physical damage events could occur and, with the right conditions,

could lead to massive losses, potentially of the sort that could threaten solvency. Even if the
threat is shifting away from what works its way into the global risk and capital suply, ch
heightened frequency can embolden perpetrators of terror to swing back-tartl17/ 7style

attacks.

As corporate risk managers begin to spend more time talking to their boards of directors about
terror risk, demand for cover could increase. Tlatld lead to more original risk being
written, which would likely stimulate demand for reinsurance and retrocessional protection.
Additionally, heightened frequency could provide a broader base for future action that could
shift back toward trophy targetahich would affect insurers and reinsurers.

Insurers and reinsurers thus could see a dual terror threat to their clients and balance sheets in
the near future. One would involve getting better at defeating the Krasnovians, so to speak,
while the othernvolves understanding the next likely threat and identifying how to structure
cover for the emerging risk effectively.

CAPITALISING BEYOND KRASNOVIA

After dozens of conversations with insurers, reinsurers, reinsurance intermediaries, and
catastrophe modele r s , itdos clear that thereds plenty
|l east thatoés the case super fi-ranger mayket, ydus y o u
begin to see that therebds pl enteyelatalie focthep ac i t
capacity providers.

Are the line sizes familiar? Are the risk areas major market (G20, Western Europe, global)? If

the answer iis O6yeso, then capacity is abund
becomes less conventiofiasuch as nuclear, biological, chemical, and radiological (NBCR)
the capacity available can begin to change.

views on the global terror market.

To somé who are placing conventional, traditional reinsurgma#ectionrt her edés | it t |
for parametric or industry | oss index soluti
|l 6ve heard that a number of times. But there

capacity needs that lend theelves to alternative forms of risk transfer. The global terror
industry loss warranty (ILW) may be fairly small now, but it could grow significantly in the
next year.

Be they parametric or industry loss index, the factors likely to drive the growtie gilabal

terror ILW market are (a) an increase in accumulations through traditional reinsurance and (b)
the proliferation of new forms of cover and

TERROR RISK TRANSFER: WHAT WE CAN LEARN FROM KRASNOVIA PAGE 430F 112



JOURNAL OF TERRORISM & CYBER INSURANCE 6 OcCT 2016- VoL 1No 1

greater need for retr ocewdiamma la npgr cetnmeecrtgii onrg
render traditional indemnity cover insufficient for retrocessional needs.

The increase in accumulations has been fuelled recently through a fairly predictable soft market
dynamic. To hold the line on pricing, reinsurersvdhébecome more flexible on terms.
Increasingly, terror has been included in property catastrophe treaties. Some reinsurers have
seen an increase in exposures as a result, which has already led to some interest in index
triggered retrocessional opportungtiel he need for an alternative solution could grow higher

in the first quarter of 2017, depending on how pricing and terms are handled at the January 1,
2017, reinsurance renewal.

Further, conditions are right for new forms of terror cover to enter thieem@\ctive assailant

events have become increasingly common, with dozens of fatalities per event almost the norm.
As original insureds continue to sustain uncovered losses on this sort of event, demand for
protection could grow, especially if the indystrontinues to explore the use of innovative
structures, such as parametric triggers. New products would only serve to increase exposures
while also making reinsurer books more complex. That would drive further need for an index
triggered approach to terrask transfer.

In addition to new products, the organisations seeking unconventional cover should grow in
diversity. Community resilience has become the watchword in the public sector, particularly
following the events in San Bernardino and Orland@ddition to making corporate original
insureds whole, communities will need to find a way to get back on their feet as quickly as
possible after an event. Business interruption clearly affects the comdaitgxample,
temporarily creating the inabilityor people to earn wages and support their families.
Community interruption expands this problem. Access to infrastructure and vital services could
be impeded. A rapid injection of capital p@stent can help ensure that communities are served
properly andhat they can recover quickly.

THE POST-KRASNOVIAN TERROR RISK-TRANSFER LANDSCAPE

Depending on how the global terror Hknsfer market evolves in the coming year, we could
see four basic types of terror reinsurance and alternative risk transfer emnadgenal,
complex, attritional, and emergency.

Traditional: Think of this as Krasnovianthe sort of reinsurance and retrocession currently
being written (on an indemnity basis) in the global market. Even with shifting terror patterns
and evolving insurer and reinsurer needs, the need for traditional protection is unlikely to
disappear.

Complex: Related to the traditional need, complex scenarios could involve diverse needs,
massive accumulations (and thus +isknsfer needs), or threats that often get excluded
(NBCR). Generally, this is wher e syaherdhdn mo st
either indemnity or parametric covers as you see today in the property catastrophe reinsurance
sector. The amount of time it could take for an industry loss to emerge makes the approach
more effective for large risks and complex books of tess, where an industry loss could
emerge before a traditional transaction 1is
of nearterm need described below.
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Attritional: The antiKrasnovian risk, an increase in coverage for what is todayiatal,

could have implications further up the global risk and capital supply chain. The nature of the
cover would have to depend on the underlying risks being hedged. Contingent business
interruption could be written using some combination of fatalitiasyalties, and hostages, for
example. Workers compensation from terror perhaps could also be written on a parametric
basis and even be bundled with parametric wo
earthquake). Attritional risks could be weitt on an indemnity basis, subject to the capacity
needed and types of risks and regions involved.

Emergency: This is protection intended to deliver a rapid injection of capital to an original
insured either a business or a commupitio meet immediate cadtow concerns. For a
community, this form of protection could take the place of federal aid (at least to some extent)
and be deployed to the community much more quickly. If triggered on a parametric basis from
a consistent, reliable, and independent riepgragent, posévent funds could be delivered
weeks after the eveditcompared with years, potentially, for governmsuapplied aid. And it

would reduce the burden on taxpayers. Essentially, the community would get better, faster, and
more reliable protean while alleviating the financial burden pastent on its citizens.

Of course, the capital will follow the need, and the new,-goasnovian market structure
above relies on the notion that new types of cover will make it to market. And of course,
conpeting forces are at play. Soft market conditions can favour innovation, as capital providers
need to find new ways to deploy. However, those same conditions also make it easier for
companies to retain risk or simply enjoy lower pricing on traditional $avfrprotection. What

will make the difference is a combination of prudent-tisinsfer product development and
savvy, widespread distribution.

Effective distribution will require a clear and compelling value proposition, particularly for
corporates and o mmuni t i es. After all, thatdos the or
naturally creates demand and opportunity for capital providers at higher links in the chain.
Even if the threat is shifting away from what works its way into the global ridkcapital

supply chain, heightened frequency can embolden perpetrators of terror. As corporates begin

to spend more time talking to their boards of directors about terror risk, demand for cover could
increase, resulting in more original risk being writtew subsequently stimulating demand for
reinsurance followed by retrocessional protection. Additionally, heightened frequency could
provide a broader base for future action that could shift back toward trophy targets, which
would affect insurers and reingus.

POST-KRASNOVIAN CONSIDERATIONS

Wel | , t hey a postréshovian eansderatians.iSbnyetimes historical risks do
disappear, although it does take an extreme set of developments for that to happen. More often,
those risks are absorbed inigk and capital management activity on an ongoing basis. Because

of this, our industry can continue to improve how we understand the past threats that remain
relevant while also scanning for the new risks that could become devastating tomorrow.

Theadvacement of risk management, t herefore, [
for the most part. Nobody enjoys a Krasnovian moment when a new enemy is identified.
Rather, we accumulate historical foes. Some may become less likely or impactful @yer tim

but they could stick around for quite a bit.
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Philosopher Karl Popper proposed that science moves forward through a process of conjecture
and refutation. What wieaddthe breades riskagsferispaceishe t er
more aprocessafonj ecture and integration. We take
and continue to do so while looking for what could come next. We integrate the new. And then
when the emerging threat is validated (that is, through an event), it becomes pat of th
otraditional é portion of the analysis.

Li ke Popperdéds sciences, weol |l never stop sSc:
webll miss some, catch others too early, and
time. This processitself fraught with risk carries much better benefits than simply focusing

on what wedve |l earned from the past.
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9. DECONTAMINATION OF BUILDINGS AFTER AN
ANTHRAX ATTACK

THE 2001ANTHRAX ATTACKS, 15YEARS ON

ABSTRACT

The 2001 Anthrax attacks in the USA provide a rare example of a manmade event that
contaminates large amounts of property with a biological weapon. Thealksal
AAmer 0t hmax dents form basis for numer ous C
raised include, but are not limited technical aspects anthrax, medical countermeasures,
detection, forensics, economic impact, and property considerations. The overall cokelyas li

in the billions of US dollars, but the extent to which this set of incidents can be extended as a
model for future planning is highly variable.

INTRODUCTION

In 2001, a small amount of anthrax in powder form caused widespread panic. People died,
othe's were seriously ill, and large amounts of property were contaminated with deadly anthrax
spores. It has taken most of the intervening years to examine the aspects of this series of
incidents. This article seeks to examine many aspects of the attacks iotlsis secalled
AAmerithraxo incident provides any | essons f
the future.

WHAT IS ANTHRAX ?

Anthrax is a bacteria, also knownRacillus anthracislt is primarily a disease among plant
eating animalshoth wild and domesticated. It is endemic in some parts of the world. Humans
rarely get anthrax, and when it does occur naturally, it is generally through contact with sheep
or cattle who are sick, or products such as skins, hides, or bones from sicksahini&e

most bacteria, anthrax microorganisms can form spores on contact with air, effectively going
into a state of suspended animation with no metabolism. Anthrax spores are highly resistant to
environmental trauma and can last for many years imsother environments, as long as they
remain dry and out of direct sunshine. It is this sporulated form that makes it eminently usable
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as biological weapon, as these spores are already effectively in a powder form that eases
dispersal in a fine aerosol emall particles. Of the various available pathogens, scientists
found that anthrax was one of the easiest to turn into a weapon to cause mass lethality.

Anthrax in humans generally manifests as cutaneous anthrax, a serious skin disease, but one
that isquite treatable with basic antibiotics. Gastrointestinal anthrax is possible, generally from
eating contaminated meat, but is quite rare. Pulmonary anthrax, infecting the respiratory
system, is unknown in nature but was occasionally noted in textile ealising the moniker

Awool sortersdéd diseaseo. Historically, pul mo
when it did occur. The most infamous anthrax outbreak occurred in 1979, in Sverdlovsk, in
Russia. An accidental release of an aerosol dfrartspores that had been produced as an

illegal biological weapon (the USSR was party to the Biological and Toxins Weapon
Convention) caused at least 66 fatalifies.

THE ANTHRAX ATTACKS

Shortly after the September 11 terrorist attacks on the UnitedsStatters containing the
bacterial pathogen anthrax (bacillus anthracis) were sent through the US Postal Service to
various addresses in the eastern United States. All of the letters appear to have been posted
from a single mailbox in Princeton, New Jers&he first round of letters appears to have
contained at least 5 letters, addressed and delivered to American Media Inc. (EMI) in North
Carolina (parent dflational Enquirej, ABC News, CBS News, NBC News, and tew York

Post The latter four were alh New York. Only theNew York Posand NBC News letters

were recovered; the existence of the other is presumed because of the presence of
contamination and/or the onset of illness.

A second round of mailings sent two letters to two United St¢esitors, Patrick Leahy and

Thomas Daschle, in their offices in Washington DC on the Capitol Hill complex. A staff
member opened the Daschle letter. The Leahy letter was recovered unopened in the course of
the investigation, having been misdirected toth8 St at e Depart ment 6 s mzs
the incorrect automated reading of the ZIP code. All of the recovered letters contained a small
amount of suspicious powder.

A total of 22 people became sick from exposure to the letters. 11 persons werdn ill wit
pulmonary anthrax, of whom 5 died and 6 recovered after intensive treatment. A further 11
persons were made ill with cutaneous anthrax, but recovered. A further 31 people tested
positive for exposure to anthrax, but did not become ill, most likely beaafuwidespread
administration of prophylactic antibiotics. Tens of thousands of others received such
prophylaxis as a preventive measure. The five dead included a photo editor at the AMI building
(the first victim), two postal workers, one hospital workard an elderly woman. The route of
exposure for the latter two victims is somewhat uncertain. The elderly woman, Ms. Ottilie
Lundgren (aged 94) is presumed to have become ill from exposure tecordaminated
mail 1°

18 A, Benenson (ed.gontrol of Communicable Diseases Manual! 8, American Public Health Association,
1995, p. 20.

19 United States Department of Justiogmeithrax Investigative SummarnyUnited States Government,
Washington DC, 2010, p. 4.
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The Federal Bureau of Investigatited the subsequent lengthy terrorism investigation, which

|l asted for many years. The investigation can
and was one of the largest investigations in the history of federal law enforcement. As of 2010,

over 6M,000 persoitours of investigative labour had gone into the investigation and 10,000
witness statements had been collected.

There is a strong circumstantial case to be made that the perpetrator was Dr. Bruce lvins, a
microbiologist in the employ of th&Jnited States government at the US Army Medical
Research Institute of Infectious Diseases (USAMRIID). He was a leading anthrax expert.
USAMRIID itself was heavily involved in the investigation. However, Dr. Ivins committed
suicide in July 2008, at a pdiwhen the orgoing investigation had focussed on his activities

and movements in 2001 during the anthrax mailings. While there does appear to be a strong
case that Dr. Ivins committed the murders, and probably did so alone, he was never charged
and the eience against him was never tested at trial. There are strong minority opinions that
seek to exculpate Dr. lvins. A full account
beyond the scope of this article but is addressed in considerablebge@ailVillmarr?

PREMISES CONTAMINATED

Due to the passage of the relatively leaky antr@aring envelopes through the postal system
with all of the handling and transportation between facilities and the easily aerosolised nature
of the anthrax spores,significant number of rooms and buildings were contaminated by at
least nominal amounts of anthrax spores. At least 42 buildings had some anthrax
contamination, based on the compilation done by Schmitt and Z&chiaa | t hough t hi s
author has persal knowledge of at least two facilities not on their list. These buildings
include, but are not limited to the Hart Senate Office Building, mail facilities for the
Department of Justice, General Service Administration, and State Department, the publisher
American Media Inc. (AMI), and numerous post office facilities. Not included in the
Schmitt/Zacchia survey are mailboxes and vehicles, as well as vast quantities of equipment
used by responders. There appears to have been no comprehensive inventdagyrohated
property ever published or even summarised. It should be noted that in many of the 42
identified buildings, contamination was narrowly circumscribed, often to one room, and in
some instances to a single piece of equipment, such as a piecé lvdimalding equipment.

THE DECONTAMINATION EFFORT

The deadly nature of anthrax spores and both the practical and symbolic necessity to return
rooms and building back into use meant that a serious decontamination effort needed to be
undertaken. Rooms andr§aces producing positive test results were cleaned asameled,

and often cleaned a second or third time. Numerous agencies and companies were involved in
the extensive decontamination effort. At Capitol Hill, the highest profile site, the US
Environmental Protection Agency (EPA) took the lead in the decontamination effort, and this
effort is well documented. Efforts at other sites are less documented, involving a wide number
of agencies and contractors.

20 Department. of Justice, p. 4.

21 p. Willman, The Mirage ManRandom House, 2011.

2K. Schmitt and N. Zacchia, O6Total De cBigsdcaitpyiamat i on (
Bioterrorism: Biodefense Strategy, Practice, and Sciewakl0, no. 1, 2012, pp-10.
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In 2001, a number of techniques and subswanare used to decontaminate the affected areas.
Surfaces or objects could be treated eitimersitu or off-site, and large volumes were
decontaminated using fumigation techniques. Fimmaoured techniques such as aging (i.e.
waiting for the problem to gaway through natural decay or other natural processes) or direct
sunlight were simply not useable due to the persistent nature of anthrax spores. As the methods
used in 2001 are still largely valid, it is illustrative to briefly survey the techniques and
substances used at the time.

Decontamination of relatively nesensitive surfaces was accomplished with the use of any or
all of the following:
A Bleach (a solution of hypochlorite in water)
A Liquid chlorine dioxide, a potent source of chlorine ions
A Commercal antimicrobial solutions
A AiSandia Foamodo, a US government proprietar

Large volume areas were sealed and fumigated with various substances:
A Chlorine dioxide gas
A Vaporised hydrogen peroxide
A Paraformaldehyde

Items that were considerexznsitive and/or important which could be removed forsaéf
decontamination, by the following means:

A Fumigation with chlorine dioxide gas

A Fumigation with ethylene oxide

A Irradiation

Porous materials (such as carpets) were also, where practical, vacwitméigh efficiency
particulate (HEPA) filter vacuum cleaners, which removed (but did not inactivate) the anthrax
spores. It should be noted that all of the above methods pose safety issues and can be hazardous
to many types of materials. Of particutaote, computer equipment, artwork, and documents

can be severely affected. Presence of residual amounts of chemicals left over from the
decontamination process is also an important f&étor.

COST AND ECONOMIC IMPACT

The overall decontamination effort wegstly. No single official summary figure of the direct

costs of the decontamination effort has been released. Much of this is due to the complex nature
of government accounting practices. For example, not every expenditure was transparent.
Small purchaseand contracts below certain thresholds may not be easily identified or clearly
tied to the anthrax cleaup effort. In addition the response effort was, by necessity, spread out
over numerous public and private entities. No official figure represertmgatal cost of
decontamination has been published. The Schmitt/Zacchia?éamplies a fair degree of rigor

to the question and estimates the total cost of decontamination to be in the range from 300 to
330 million USD. The largest single componentha total cost appears to be the 130 million

USD spent in the fumigation effort to decontaminate the Brentwood postal facility in

23 M. Simpson AnthraxContaminated Facilities: Preparations and a Standard for Remediafiongressional
Research Service, the Library of Congré&scember 2005, p.6.
24 Schmitt and Zacchia, p. 8.
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Washington DC?® It should be noted that these figures are strictly the cost of the
decontamination effort, not the cost for lsgement of furnishings or redecoration.

Indirect costs were likely high as well, although these costs are difficult to account for. Large
quantities of furnishings, mail, and equipment were effectively permanently lost. Many
facilities were out of ustr long periods of time. The Capitol Hill offices were closed for three
months. The Brentwood postal facility was out of use from October 2001 to December 2003.
The Trenton New Jersey postal sorting facility was out of use from October 2001 to March
2005.1.8 million items of mail were quarantinétiAs recently as 2006, this author witnessed
that the Anacostia Naval Yard postal building, which had been fumigated with hydrogen
peroxide, was still not in use. Direct and indirect costs to the US PostaleSeavie been cited

as being as much as USD 3 billion and lost revenue of up to USD 2 Billion.

In addition, enormous new security measures were put into place at great effort and expense to
protect Federal building and employees from biological hazardeWabt all of these actions

were directly attributable to the Amerithrax attack, it is difficult to ignore the effect that
Amerithrax had on both general and specific security and antiterrorism measures during that
tense posH/11 environment.

L ESSONSL EARNED AND | SSUES RAISED BY THEAMERITHRAX

ATTACKS

The contamination caused by the anthrax letters brought to light many issues and
considerations which had theretofore only been considered by a narrow fringe of terrorism and
public health specialists. Byical decontamination after a widespread hostile dispersal of
biological warfare agent material in a civilian environment was largely a theoretical matter
before the Amerithrax incidents. New knowledge emerged through hard experience. In
addition, new gastions and issues were raised. Not every aspect is fully relevant to this paper,
but a quick overview is illustrative and points out the complexity issues raised by biological
terrorism, which need to be understood by all.

CHARACTERISTICS OF ANTHRAX

The Amerithrax incidents changed some of the fundamental understanding of anthrax, how it
behaves in the built environment, and how it behaves as a medical condition. In defence and
security circles, anthrax had long been considered a potential biologidarethreat. It had

been produced and weaponized by several countries, including the United States, United
Kingdom, and the Soviet Union, in the Second World War and/or the Cold War. However,
much of the practical knowledge in the United States abohtantaind its characteristics as a
weapon dated from no later than the late 1960s. The US offensive biological warfare
programme ceased circa 1970 and much of the knowledge of anthrax and other biological
warfare agents was lost, in the minds of elderlyaes, or deeply buried in classified archives.

The treatability of inhalational anthrax was one area where lessons were learned. It was
considered conventional wisdom as late as the late 1990s that respiratory anthrax was
uniformly fatal after the onset of serious symptoms. In the actual Amerithrak esgpiratory

%L Wein, Y. Liu, and T. Leighton, ¢HEPAhéYmmiedione Pl an
Diseasesvol.11, no.1, 2005, pp. 686.

26 Department of Justice, p. 3.

76 A  Nation Challenged: The Mail; Renwsyorle Time® blov2G0k e As k s
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anthrax was not uniformly fatal after onset of symptoms. Six persons who became ill with
respiratory anthrax survived, due to intensive treatment. Some of this may be due to newer
families of antibiotics, such as fluoroquinolones, whicti dot exist during Cold War era
research. We now know that aggressive medical intervention will save lives. Clinical treatment
protocols have been updated. Likewise, we know that chemoprophyléixes practice of
administering antibiotics to people whoght have been exposéds effective in reducing the
number of people who get ill.

The anthrax powder, particularly that in the second batch, used in the Senate letters, provided
interesting new knowledge. The size of the particles was interestingit®e&ims that the
anthrax letters contained natigstate grade weaponized anthrax, the anthrax particles
recovered had a mass median diameter between 22 and 38 microns. This was considerably
larger than the 1 to 10 micron diameter that had been préyionssidered the realistic size

for dispersal as a biological weaggnalthough this was by no means a settled issue. The
Amerithrax events demonstrated that anthrax particles large than 10 microns can cause illness
and death. However, it is conceivabtait there were particles of smaller size, but that none
were collected as evidence.

The concentration of the anthrax powder used in the letters was 4.60 to 2010 x 167
colony-forming units (CFU) per graff (A CFU is a single viable anthrax micrganism in

this instance.) While the exact concentration of anthrax powder used in old Soviet and US
biological warfare products remains unpublished, US laboratories made powder of a
concentration of 3.26 x #CFU/g for use in testing biological defent®€learly, the anthrax
powder in the Amerithrax case was unusually high in concentration.

DETECTION AND | DENTIFICATION

One of the most important issues was, and continues to be, detection. Detecting when
biological warfare agents are present is an enostlgatomplex task. Identifying anthrax in
particular and discriminating it from a whole host of other biological matter that is normally
present in natural background matter is not an easy task. Detection helps responders and
decisionmakers to react in argper and efficient manner. Detection technology produces
information that answers the following questions:

1 Has anthrax been dispersed?

1 Where has it been dispersed?

1 What is the actual extent of contamination? In other words, what areas and materials
needto be contaminated?
How much anthrax is present?
Has decontamination been successful? i.e. Has the anthrax been inactivated, removed,
or otherwise rendered not harmful to people?

T
)l

In 2001, none of the available technology was capable of answering tlestons in anything
approaching a redgime fashion. With radiological contamination, a wide variety of technology
and products exist which can readily detect and measure most kinds of radicaatitiiyg
contamination. Many kinds of chemical contantioa can be similar measured, with varying

28 J.Grotte, Frequently Asked Questions Regarding Biological Detectinstitute for Defense Analysis,
Alexandria, Virginia, Nov. 2001, p. 3.

2% Department of Justice, p. 14.

3G. Matsumot o, OAnNnt hr aBcieRogwldB@2r Noveldlier2008, p.d495.t he Art ?26,

PAGE 520F 112


http://goo.gl/lI48vt

DECONTAMINATION OF BUILDINGS AFTER AN ANTHRAX ATTACK

degrees of precision. However, no comparable level of instrumentation existed for biological
contamination in 2001, nor does it exist today.

In addition to detecting the presence of anthrax, there is the issliscominating between
l'iving (fAiviableo) and dead ant hrax spores. L
not. Several technologies for detection of anthrax (and other pathogens) have considerable
difficulty determining whether the materiadtcted is live or dead. Immunoassay techniques,
which were the prevalent portable technology available in 2001, rely on immune response to
detect microbes of interest. In specific, they test for reactions between antibodies and antigens
(in this case, ahtax microbes or specifically related compoundsBut, as most who
understand the science behind vaccines can understand, a dead microbe may still be able to
provoke an immune response. Other techniques, such as DNA analysis, most prevalently the
Polymerae Chain Reaction (PCR) analysis technique, are highly effective at detecting anthrax
from environmental samplé$ Again, however, even the casual observer of modern forensic
procedure knows that dead things have DNA. Dead anthrax can be detected bysBLCR as
techniques, as was firmly shown in a study in 2&0mhere are many situations and application
where detection of dead anthrax as well as viable anthrax is important, such as determining
whether an attack took place or for myriad forensic, investigasiad intelligence collection

pur poses. However, such techniqgues clearly
decontaminated t his object/ room/ buil ding ef
occupancy?0 to any sort of |l evel of satisfac

The limitations of field technology were well known in 2001. Determining the presence, or
lack, of viable anthrax spores during the 2001 decontamination and remediation efforts relied
on classic microbiology laboratory techniques. The most definitive mdtnadietection of

anthrax has been to take environmental samples and culture these samples in growth media,
over many hours or days, to see if anthrax cultures grow. At the US Capitol office buildings,
the EPA and their support staff from other agenciescamttactors collected three types of
surface samples: wet swabs, dry wipes, and HEPA vacuuming (for porous materials such as
textiles and wood). Various types of air sampling were performed as‘well.

In a field setting, particularly a large one liketiee office buildings, the microbiological culture
technique translates into an enormous commitment of time and labour. Every single surface
(walls, floors, ceilings, every facet of furniture items, interiors of duct work, fan blades in the
ventilation sytem, cooling fans inside computers, etc.) needs to be wiped or swabbed
thoroughly, using sterile collection media. The sample needs to be safely contained and
securely transported to a laboratory so that the sample can be cultured. Quality control is
extremely important using this technique. Fastidious procedures are required to ensure that
crosscontamination does not occur and that the samples taken provide an effective indication
of the quantity of microbes present. US government scientists iderdifiacye number of
factors, problems, and considerations relevant to estimating microbial concentrations from

SIA . Peruski and L. Peruski, o6l mmunol ogi cal Met hods f c
Biological Warfare Ag n tJs @linical and Vaccine Immunologyol. 10, no. 4, 2003, pp. 5&&L3.

2C. Ryu et al., oO0Sensitive and Rapid Quantitative De
RealTi me Mi€rBbilogy and Immunologyol. 47, no. 10, 2003 p. 693699.

B¥A. Fasanella et al., O6PCR AssayTrteoatDeed eXg €liBicaicd nl sl du,s

Microbiology, vol. 41, no. 2, 2003, pp. 8%E®9.
34 Government Accounting Office (USRReport to the Chairman, Committee on Fioa, U.S. Senate: Capitol
Hill Anthrax Incident GAO 03%86.United States Government, 2003, p. 6.
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field samples this yeaf. The cumulative effect these variables and considerations is that there
is actually a degree of uncertainty as to how comprehensively effective such sampling may be.
In other words, we cannot be certain if there is not a viable anthrax spore lurking around
some crevice.

DELAYED INFORMATION

Because otthe-spot detection and measurement is not feasible given present technology, there
is reliance on laboratory techniques to confirm or deny the presence of anthrax. This means
that there is a high degreédelay involved in every step of the remediation process, due to
the time lag necessitated by slow laboratory processes and high numbers of samples.

Accounts vary on the overall number of samples taken during the Ameritbsponse,
although the figure of at least 121,700 samples processed by accredited US laboratories is
indicated in one US government docum&nCertainly, this high volume of samples also
means that turnaround time for meaningful test results is long.nidass that the period of

time a particular room or building is out of use will be seriously lengthened.

DECONTAMINATION METHO DS

The decontamination by fumigation required long periods of time. The chlorine dioxide, such
as used at the Hart Senate GdfBuilding can require between 20 and 400 minutes, depending
on concentration to achieve a two order of magnitude reduction in adfr@me does not
require a high degree of education in chemistry to realise that large concentrations of chlorine
or paraformaldehyde vapour over a lengthy period is likely to be ruinous to some of the typical
contents of an office or residence. The need for safety is compelling and the means of detection
have serious limitations, so the direct result is a btwadh approdcto decontamination. In

late 2001, a surface swipe yielding positive test for an anthrax spore on a 10 cm x 10 cm patch
on desk did not mean a drop of bleach just on that one spore, it meant a thorough soaking of
the entire surface just to be certain, aodsibly fumigation of the entire room. A large amount

of uncontaminated material will be, by necessity, subjected to decontamination procedures.

The prevalent fumigation techniques, chlorine dioxide and vaporised hydrogen peroxide, cause
a variety of @mage to various materials. This has been well document by two US Army
studies® *° Ethylene oxide is more useful in specialty chambers rather than in buildings. It is
highly reactive, possibly a carcinogen, and is extremely flammable. Formaldehydelys high
odorous long after use, must be neutralized with other substances after yssesfifrom
porous surfaces for months after use, and is a potential carcinogen.

The problem of sensitive equipment is particularly acute. Modern buildings have computers
and electronic appliances. Soaking a laptop in bleach is not a reasonable method if one wants

B®E. Silvestri et al., 6Consideration for estimating |
fiel d JsErpbsure Sceerice and Erorimental Epidemiology2016, pp. 111.

36 Government Accounting Office (USAnthrax Detection: Agencies Need to Validate Sampling Activities to

Increase Confidence in Negative Results GAQ®5 United States Government, 2005, p. 58

37 A. Richardt et aleds., CBRN Protection: Managing the Threat of Chemical, Biological, Radioactive and

Nuclear Weapon, Weinheim, Germany, Wié¢€H Verlag, 2013, p. 399.

38 M. Brickhouse et alEffects of Vaporized Decontamination Systems on Selected Building Interiordiateri

Chlorine Dioxide US Army Research, Development and Engineering Command, February 2009.

39 M. Brickhouse et alEffects of Vaporized Decontamination Systems on Selected Building Interior Materials:
Vaporized Hydrogen Peroxid&lS Army ResearctDevelopment and Engineering Command, January 2009.
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to use It ever again. There is no reason wh)
the interior of such devices. Cooling fans, breezes, and vents natam spore settling in a

computer or radio might easily be-saspended at a later time. Some electronics could be
irradiated, but that may also damage the item.

HOW CLEAN IS CLEAN ?

Even putting aside the issues of live versus dead anthrax and thetittagd dimits of detection,

what level of cleanliness should be the standard foripo&tent reoccupancy? At the time of

the 2001 anthrax incidents there was no existing standard, regulation, or exposure limit set for
anthrax. The standard used at thgetfor anthrax removal by the EPA at the Capitol Hill sites
was fizero growth of anthr ax s ®#Thisgoathesamei n al
t hi ng as Hfizteshasicallynnipbssitdexaprove such a negative. But the de facto
stardard from 2001 of no anthrax cultured in the environmental sampling is weak in that
efficiency of sampling is subject to a wide number of variables and could easily lead to residual
risk. Furthermore, there are parts of the world where anthrax is endsmrganimals, so

there are regions where there is a naturally occurring, albeit low, occurrence of a natural
baseline of background anthrax. Specialist and regulators continue to debate the nature and
details of an acceptable standard.

SAFETY AND LABOUR |ISSUES

The majority of the buildings contaminated in 2001 were federal property and it is the
responsibility of the federal government to manage the fate of those buildings. The federal
government has workers that can decontaminate things and the powrite tmontracts to hire

more workers to do the decontamination. However, thorough decontamination is extremely
labourintensive. In the case of private ownership, there is the serious question of who exactly
will perform the work. Serious consideration de¢o be given to the question of who actually

will decontaminate objects and buildings in the event of another attack. It cannot be assumed
that there will always be people available to do the work. In the event of asleabge
contamination event invoig private property, it is unclear who actually will be available and
willing to undertake the work.

Safety of workers performing remediation is an important consideration. It is a great credit to
the overall decontamination effort that no workers bexdhduring the lengthy restoration
process. This was due to rigorous use of personal protective equipment and thorough
decontamination of the workers themselves so they did not transfer any of the contamination
out of the areas where they were workingyAuture effort will need to take a similar or higher
level of precaution to prevent illness, death, or transfer of contamination.

FORENSIC AND INVESTIGATIVE CONSIDERATIONS

Expertise in conducting biological weapemnadated criminal investigations waare indeed in
2001. Within the FBI it had been largely limited to a handful of incidents involving either
hoaxes or some small incidents involving the biological toxin ricin. The number of people
with any kind of experience in this type of investigatitmpughout the US government, was
quite small.

40 Simpson, p. 8.
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The Amerithrax case pointed out that expertise on criminal investigations and forensic
evidence collection were in law enforcement agencies, whereas the ability to do work in
contaminated environments wasglaly in the hands of hazardous materials responders, who
were largely in the fire services or environmental agencies. The overlap between the two was
not large. The Amerithrax response effort pointed out that criminal investigators need to do
their jobs h contaminated environments, and that hazardous materials responders need to know
how to act in a manner consistent with forensic requirements.

This dichotomy extends to the laboratory. The laboratory that is well equipped to analyse
anthrax spores is hthe same as the laboratory that is vegjuipped and welrained to handle
traditional criminology work. The issue of how to handle conventional evidence that is
contaminated by a CBRN substance is not easily answered, nor is the question of hatto extr
useful conventional evidence (e.g. a fingerprint or fibre sample) from a fragment of a chemical
or biological weapon. Until these questions get answered, the ability to identify and prosecute
perpetrators will suffer.

Laboratory capacity to procesaspected anthrax samples was strained. Laboratories strained
under the weight of a weeks or months long backlog. Other laboratory work, some of which
was no doubt of great need for medical and public health requirements, no doubt suffered.
Serious strainen laboratory workers, equipment, consumable supplies, and procedures were
noted in a US government report in 2d62dditionally, many public health laboratories were

not used to working to an administrative standard that could live up to forensenesid
standards. Some of the ones that did had problems handling the necessary paperwork. For
example every single sample of the up to 700 samples a day processed by USAMRIID
generated 25 pieces of pafémMot every sample, of course, needed to live upuochs
standards, but there would have been a real prospect of evidence being dismissed by a
competent defence attorney if some of the laboratory results had been used in court.

RE-OCCUPANCY AND fi BYCHOLOGICAL CONTAMINATION O

Biological weapons gain some tbfeir adverse impact from the psychological effects of their
employment. Humans have a natural and understandable fear of lethal diseases. The presence
of a lethal and littleunderstood microbe, such as anthrax, will make people afraid. There is
everypropect of what | term Apsychological cont a
are likely to be situations where people are afraid to enter an area long after every feasible
effort has been made to decontaminate the premises and every technictirirstioas that
re-occupancy is safe. Workers may not return to a building until they feel it is safe to do so,
and their decision to do so may be, in turn, based on numerous influences. Forcing workers to
work in buildings that they consider hazardouslddaad to labour disputes and litigation.
Numerous postal workers felt reluctance to return to facilities that had been contaminated with
anthrax spore$ Property damage and possible residue of decontaminants may also simply
make the workplace unpleasargducing employee morale and increasing resignations.

41 Government Accounting Office (USRublic Health Response to Anthrax Incidents of 2001 GAQ524
United States Government, 2003.

42 D. Heyman,Lessons from the Anthrax Attackedacted), Center for Strategic and International Studies,
Washington D.C., 2002, p. 4.

“M. Fernandez, OTheWdhngtenPssti®May®03ent wood?ad,
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DECONTAMINATION VERSU SABANDONMENT VERSUS DEMOLITION

In some situations decontamination may be the most expensive option available. Demolition
or permanent abandonment of facilities may be predeparticularly in the case of fungible

real estate assets like conventional warehouses, office parks, or residences. It should be noted
that not every CBRN hazard is as ldngd as anthrax spores, and some types of
contamination, such as more fragilecnobes or short to medium hdille radioisotopes, may

in effect sefremediate over the passage of time.

The AMI building was clearly a case where disposal of the real estate assets was cheaper than
decontamination. The owners paid less for the bigldhman the estimated USD 5 million
decontamination cost. They moved out and sold the building for very little to Sabre Technical
Services, one of the federal decontamination contractbGlearly, should a similar event
happen in the future, some progeotvners might be persuaded to act similarly.

Neither abandonment nor demolition does anything inherently to protect people from exposure
to anthrax spores. Demolition could easilystesspend spores. In the AMI case, the building

was decontaminated ancethresold. Buildings would still have to be decontaminated before
they could be safely demolished. Abandonment may pose serious legal and safety issues.The
issues associated with demolition and abandonment have not yet been seriously addressed.

PROGRESSSINCE 2001

NEW DETECTION TECHNOLOGY

Products for the detection and identification of biological hazards have been developed and put
into service or onto the commercial market since 2001. As a general rule of thumb, however,
none of these technologies products provides accurate and real time detection of viable
anthrax in a reliable manner. None of the available products allows for instant or even very
quick interrogation of a specific surface or substance for the presevieblefanthrax spores.
Decisions with health and safety ramifications still rely on confirmatory testing. As far as tools
to rapidly identify where contamination is present or to test the efficacy of decontamination
efforts, we are still more or less where we were in October 2001.

The area where instrumentation has significantly improved has been the reaction to nuisance
and hoax alerts. One iproduct of the Amerithrax incidents was the greatly increased number

of nuisance (generally innocent situations mistaken for hazards) axdcbpycat alerts.
Authorities were deluged with calls to respond to unknown or suspicious powders. From a
technical standpoint, detecting and identifying anthrax is much harder than detecting nearly
anything else. In the case of nuisances and hoaxesyicdledentification technology can
identify or at least classify the large majority of unknown powders, allowing responders to
make better decisions as to whether a particular situation is safe or unsafe. Products produced
by Smiths Detection, Thermo Fish Scientific and other technology firms now provide
reasonable chemical identification products that cost in the tens of thousands of Euros or
dollars, not the millions, and can be used by-gpecialist personnel. This has proven to be a
sea change in esite investigation of suspicious powders. Properly equipped hazardous
materials responders now have the ability teedealate the majority of suspicious powder

44 Schmitt and Zacchia, p. 6.

DECONTAMINATION OF BUILDINGS AFTER AN ANTHRAX ATTACK PAGE 570F 112



JOURNAL OF TERRORISM & CYBER INSURANCE 6 OcCT 2016- VoL 1No 1

responses because they can determine that a white powder is, say, baking powder and not
biological in origin.

NEW DECONTAMINATION TECHNOLOGY

New products for decontamination have entered the market. The requirement for
decontamination of sensitive items and equipment, not just for Ameriikeagituations but

also for items like military aircifé interiors and sophisticated weapon systems has driven
military research and development. Some of this work involves peroxides, which tend to be
less damaging than chlorine to many materials. Steris, the US medical company with a long
history in medicasterilisation, now has peroxidgmsed systems for fumigation of large items
using vaporised hydrogen peroxide, which is less harsh on electronics. An Italian firm,
Cristanini, has a peroxideased system for decontaminating interior spaces, like a room, as
well as a surface decontaminant that works on sensitive electronic items. The author has
successfully covered his own laptop in the latter solution without incident.

MEDICAL |MPROVEMENT

There have been great improvements in medical countermeasures. The United States now has
a very large emergency stockpile of medical supplies, including enough antibiotics to treat or
give chemoprophylaxis to millions of people, although the origins dftihekpile predate the
Amerithrax incidents® Clinical guidelines and training for medical personnel are greatly
improved, incorporating some of the knowledge gained from the Amerithrax case histories.
Improvements to anthrax vaccination, while slow, aréanway.

OPERATIONAL PROCEDURB FOR RECEIPT OF MAI AND PARCELS

One area that has seen significant progress is the development of new procedures and facilities
for receipt of mail and parcels. The risk of death, illness, or contamination of equiprdent an
property can be greatly mitigated if letters and parcels are directed to a rersite loifation

or a quarantined mailroom for screening and handling. A spectrum of options is available for
those wishing to prevent or mitigate dispersal of anthratmoilar pathogens.

At the low end of the spectrum, packages can be examined and opened by individuals wearing
gloves, under a fume hood or in a glove box that exhausts through an appropriate filter. Any
contamination is then contained quite easily. Chemical detection tegynchn be used to
examine unknown substances and to rule out many likely-#dse producing substances.

The middle of the spectrum is remote delivery and screening, wherein all deliveries go to a
remote location, separate from the likely targetdietailed screening and opening. Contents

can be sent onward by secure means after opening. The advent of inexpensive scanning and
imaging technology means that much correspondence does not actually need to physically go
to the recipient if it can be scagthand emailed. At the high end of available options, letters

and parcels can be sterilised by gamma radi&tionelectron beam$ However, this is an
expensive option and not practical for the routine office building. It is more feasible for critical

$D. Esbitt, 6The Strat egi cpondigilties ofrHadlth Caute Profespionalsefor Ro | e
Recei vi ng t he DSasterManagement addRespanss.d no. 3, 2003, pp. 680.

T, Horne, G. Turner, and A. Willis, -Radiaahbitiummad,i on o
1959. vol 4659: pp. 475.

S, Helfinstine et al. o6lnactivation of Badédplled us End«

and Environmental Microbiologyyov. 2005, p. 7029032.
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infrastructure protection than for routine security. In theory, there could be economy in scale
if commercial users clubbed together to buy sterilisation as a service from a vendor.

FORENSIC AND INVESTIRATIVE IMPROVEMENTS

The ability to investigate similancidents has greatly improved in the United States and several
other countries, particularly the UK. The UK had a broadly similar contamination problem
subsequent to the Polonie@10 poisoning of Alexander Litvinenko. Although many of the
technical aspes differed widely, the investigation added greatly to the body of knowledge.
The US and UK are, procedurally and forensically, far more prepared for complex
investigations in this field. The situation is far less clear in other countries. Criminology
labaatories are clearly still well separated from CBRN defence laboratories in most countries.

Much knowledge has been gleaned from other investigative disciplines, such as clandestine
drug laboratory investigations and environmental crimes. A numbero&&land articles have

been written to transfer this knowledge into CBRN investigations. One of the best examples,
recommended for further readingHst Zone Forensicby Steven Drielak®and is the closest

thing to a canonical work in this field.

CONCLUSIONS

In late 2001 a small amount of anthrax powder caused death, injury, loss of property, and loss
of use of premises. The total cost remains uncalculated but is easily in the billions of dollars.

There is a serious question as to whether, from aanakysis viewpoint, the Amerithrax case

can form the basis for extrapolation to other events. It is inconclusive as to whether we can
make anything more than a rough order of magnitude estimate about bioterrorism in the future
based merely on the Ameritravents.

From the perspective of contamination and decontamination, and thus loss of large amounts of
property, anthrax spores form a near waoeste scenario. They are the most hardened of
biological warfare agents and pose, by far, the highest patémtipersistent contamination.

Other potential biological warfare agents are far easier to decontaminate. Many pose little risk
of actual contamination, as many microbes die quickly in the environment.

Part of the problem in extrapolating from Ameréh is that small changes in could have
resulted in either far lesser or far greater amounts of damage. Some things could have occurred
that would have greatly mitigated death, illness, contamination, and property damage. Better
sealing of the envelopes wid have greatly reduced or eliminated contamination within postal
facilities and the spread of secondary contamination, albeit at the risk of making the
investigation harder. Likewise, even slightly larger particle size would have likely lead to less
illness and death, and smaller areas of contamination as larger and heavier particles do not
travel so far. Any moisture or dampness along the way might have mitigated the hazard as
well.

Conversely, even rather moderate acts or random events could reteel ciecumstances that
would have increased lethality and contamination. If the perpetrator had been able to produce
even a moderately larger amount of powder or to reduce its particle size even slightly, it would
easily have resulted in more lethalitydacontamination. Sending the letters from multiple

48 S, Drielak,Hot Zone Forensics: Chemical, Biological aRadiological Evidence Collectiospringfield (IL),
USA, Charles C. Thomas, 2004.
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mailboxes spread out over a larger area could have resulted in an order of magnitude increase
in contaminated mail facilities. If an envelope had been mangle inhaadling equipment,
significant amountof secondary contamination could have arrived in mail to people and
addresses not targeted. (This is one possible explanation for the death of the elderly victim in
Connecticut.)

Only one thing is certain, and that is the next incident, wherever antewdreit occurs, will

have different variables and outcomes. We simply do not have enough case histories to start
developing viable models for guessing risks, probabilities, and damage from bioterrorism
events. The Amerithrax events were illustrative aridrmative, and they can guide us in

many particular aspects. However, any overall conclusions relevant to the insurance, risk, and
security sectors are so broad that they have little predictive value.
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10. METHODS TO QUANTIFY TERRORISM RISK

When assessing natural catastrophe risk, probabilistic model results have long held centre
stage. In terrosm risk quantification, however, simpler techniques have historically been
used, revolving largely around accumulating exposed limits within a ring. Today, the options
available to underwriters and managers of terrorism risk are far more -veidging and
sophisticated. This article describes three broad methods and their variations. We also note
the sensitivity of analysis results with respect to location, or geocoding accuracy. Finally, some
best practices for terrorism loss analysis are presented.

Figure 4: Summary of different types of terrorism risk quantification
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