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GDPR – What you need to know 
 

 

As a leading supplier of Management Information Systems we have always taken the way that our 

system stores data very seriously. We are ISO 9001 compliant and our data centre is ISO 9001, 14001 

and 27001 accredited and PCI DSS compliant to ensure that data is handled correctly. 

 

As the deadline for the implementation of the new General Data Protection Regulations approaches 

Bromcom has taken time to prepare for the changes to ensure that we are fully compliant with the 

new regulations. 

 

 

Key dates and messages: 

 

• The General Data Protection Regulation (GDPR) replaces the Data Protection Act on 25 May 

2018 

 

• GDPR brings additional expectations and responsibilities, setting higher standards to protect 

the interests of data owners – see below for definitions 

 

• GDPR describes a contract between Data Controllers & Data Processors – see below for 

definitions 

 

In preparation for the new regulations Bromcom has undertaken a thorough audit of its provision 

and is currently fully prepared for the new regulations. 
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Owners, Processors, Controllers 

 

Under GDPR there are some clear definitions of the roles that organisations play when dealing with 

data. These are: 

 

• The Data Owner is: 

…the person that the ‘personal data’ is about.  These are your students, parents etc. It covers all 

information including electronic (e.g. held in the Bromcom MIS) and manual (e.g. held in filing 

cabinets)  

 

• The Data Controller: 

…decides on what personal data is processed and how that data is processed. This is the 

school/academy as they decide how data will be used. 

 

• The Data Processor: 

…processes the personal data on behalf of the Controller. This is your MIS supplier if you use a cloud 

hosted solution like Bromcom. 

 

• Consent: 

Data controllers must ensure positive opt-in for the processing of personal data from the data 

owners. This means that schools/academies etc have to ensure that students and parents know 

what data is held about them and what that data is used for. 

 

 

Rights and Responsibilities: 
 

Under GDPR individuals have the following rights in relation to their data:  

 

• The right to be informed about what data is held about them 

• The right to access the data that is held about them 

• The right to have data updated to rectify any errors 

• The right to have their data erased 

• The right to restrict what is done with the data – how it is processed 

• The right to data portability 

• The right to object to what is being held 

• The right to understand what is done with data in relation to automated decision making and 

profiling. 
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How does Bromcom help? 
 

The Bromcom MIS solution has been upgraded to assist you in dealing with GDPR 

 

• There are new deletion options to fully comply with the “Right to be forgotten”.  We have 

included the option to anonymise data to preserve performance data such as attendance 

attainment and behaviour figures after pupils are “forgotten”. 

 

• There are additional output options to enable swift responses to personal data requests.  We 

will include additional reports within our reporting module specifically for this. 

 

• There are extended auditing routines to cover new requirements for those who have accessed 

data.  Whilst Bromcom does not perform additional processing of your data, you may have 

granted access to third parties. Third party access will now be audited and can be reported on. 

 

 

Advice from the DFE 
 

The DFE has created a very useful blog post on GDPR. Click here to access that information. They 

have also provided a list of key questions for schools to ask. We have added those here with some 

information about how Bromcom is helping you: 

 

• Which data items classed as sensitive or highly sensitive under GDPR are contained within your 

systems? 

 

The Bromcom MIS contains a significant quantity of what can be considered sensitive personal 

data including such information as racial and ethnic origin, religious affiliation and health 

information.  The Data Controller can use User Defined fields and the Document Management 

Area to hold many other data items making identifying this data very easy. 

 

• What is the data retention policy of this system? Does it align to the data retention policies I 

need to fulfil my duties as a school, and is this clear within my contractual relationship with the 

supplier? 

 

Within the Bromcom MIS data is retained until such a time as it is archived (e.g. through a 

school’s decision to archive data over 7 [seven] years old) or deleted (e.g. through a Rights to be 

Forgotten request). If data is removed from the system to assist with a data investigation, then 

it will be retained for no more than 14 [fourteen] days following completion of the 

investigation. 

 

Backups are maintained for the purpose of restoration; these are retained for no more than 30 

[thirty]days. 

 

 

 

https://teaching.blog.gov.uk/2017/10/24/general-data-protection-regulation-evolution-or-revolution-for-schools/
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• How would I go about getting the information relevant for a subject access request out of the 

system? 

 

Subject Access Requests (SAR) will be delivered via the Bromcom reports module. We will 

provide a basic report template to extract data on a specific individual. We recommend that this 

is exported to a CSV type file and supplied to fulfil the requirements of the SAR. 

 

• How does the system ensure the security of the personal data held? What recognised standards 

are in place? 

 

For Bromcom Cloud Customers, the Bromcom database is securely stored and access is 

managed through our provider who is ISO 9001, 14001 and 27001 accredited and PCI DSS 

compliant. With strict information security protocols, your systems are protected around the 

clock in our secure data centres with access to technical support 24/7/365. 

 

• Does any sensitive data flow from that system onto anywhere else that I need to track to fully 

understand my personal data ecosystem? 

 

Beyond the delivery of statutory data to the DFE through mechanisms such as the school and 

workforce census, Bromcom does not automatically share your data with anyone else and does 

not grant third parties access.  Any third parties will need to liaise with you to be given 

permission to access your data. You will control what those third parties can access using the 

access rights. 

 

• Is this system supplier confident that it will be GDPR compliant by May 2018? How will they 

demonstrate this to me? 

 

Bromcom is fully compliant. We will support customers to fully understand our compliance 

using webinars and briefings held during the lead up to the deadline. In addition, demonstration 

systems can be made available for user perusal and evaluation if any extra assurances are 

sought. 

 

GDPR presents a big change to the way that student and parent data is stored, processed and made 

accessible. Bromcom systems are fully compliant and we continue to monitor any updates or 

changes on behalf of our customers. All future updates to the system will be tested to ensure that 

we continue to be fully compliant. Bromcom has considerable in house expertise on how GDPR will 

affect data in schools and we are happy to share that with you to ensure that you are fully compliant 

from May 2018. 

 

For further information please email gdpr@bromcom.com and we will be happy to talk to you about 

your how we can help you through the Bromcom MIS. 

 

mailto:gdpr@bromcom.com

